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Nhu da dé cap ¢ phéan trudc, unsecapp.exe sé nap http_dll.dll, code tai http_dll.dll doc dir liéu dd ma héa

trong http_dll.dat va tién hanh giai ma payload cu6i vao bd nh@, sau dé goi thang tdi payload nay dé thuc thi. C6 thé noi
v6i ki thudt fileless malware nay, payload cudi cting sé khong hé dé lai ddu vét trén 6 dia.

Payload ndi trén ban chat 1a mot dll (name: HT.dIl), trong qua trinh phéan tich ching t6i nhan thdy ddy la mot bién thé cta

dong PlugX. Trong bai viét nay, ching t6i sé md td mot s6 hoat dong co ban cua bién thé nay.
1. M6 phéng hoat dong Windows Loader

Cach thie thye thi payload nay kha giong kiéu thure thi shellcode. N6 dugc goi thang t6i ImageBase, tir ddy sé goi téi ham
dugc export la Loader (0x10001710).

Ham Loader lam nhiém vu:

e Truy xudt PEB ldy tén cac module, tinh toan hash twong t@ng.

e Néu tén module trung vdi hash da tinh toan trudc, 1ay tén cac ham thuéc module d6. Tinh toan hash cta cac ham.
e Néu tén ham trung véi hash da tinh toan trudc, thye hién 14y ra dia chi caa ham.

o Thuc hién cac budc twong tw nhiém vu ctia Windows Loader dé nap chinh xac dll va sau d6 nhay thiang

t6i DIIEntryPoint.

Danh sach céac hash twong tng v4i module va tén ham ma ma ddc st dung:

Hash Module / Function
0x6A4ABC5B kernel32.d11
0x3CFA685D ntdll.dll
O0xECOE4ESE LoadLibraryA
0x7CODFCAA GetProcAddress
0x91AFCA54 VirtualAlloc
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0x534C0ABS8 NtFlushInstructionCache

Hinh 2: Nhay t6i DIlEntryPoint
2. Cac cach thuec thi chinh

Tt DIIEntryPoint sé goi tGi chitc nang chinh cia ma doc. Tai day, thyc hién gidi ma cdu hinh ctia ma doc (chita thong tin
thu muc, C2, ports), sau do sé c6 hai hwdng thue thi chinh nhw sau:

Huéng ;
. Muc dich
thue thi
Khs . Tao thw muc dé lwu ma doc, ghi cc files vao thw muc da tao, thiét 1ap persistence key
ong co " . - A s Cle s oaa ~
b . trong registry dé chay malware vd&i tham s6 ngau nhién va thyec thi lai ma doc vdi tham s6
tham s6

lé “6”.

C6 tham s6 Tao mutex, két noi, giao ti€p voi dia chi C2 va thyc hién céc 1énh.

Hinh 3: Céc hinh thitc thiye thi ctia ma doc

Trong qua trinh phan tich, chiing t6i thay payload nay goi t&i cac ham APIs thong qua cac ham wrapper nham muc dich lam
roi. Cac ham wrapper st dung ki thudt stackstrings dé xay dung tén API, goi ham GetProcAddress dé 1ay dia chi that, sau
dé thuc thi ham chinh.

3. Giai ma cau hinh

Nhuw m6 ta & trén, trude khi thye thi chite ndng chinh, ma doc sé thyc hién giai ma cau hinh lién quan téi tén thw muc dung
dé luwu cac files, dia chi C2, port st dung (80, 443, 8080, 8000). Ham giai ma tai 0x1000AD10 thyc hién nhiém vu:

e Copy toan b vung dit liéu da ma héa vao bd nhé (Néu cé file payload nhw & phan trude thi ving div liéu nay nam tai
offset 0x1D000).

e St dung XOR dé thuc hién vong 1dp giai ma toan bg dit liéu c6 kich thwdc 0x724 bytes vdi khda gidi ma la
“123456789”.
Hinh 4: Giai ma cau hinh ctia ma doc

Hinh anh trudc va sau khi giai ma:

Hinh 5: Két qua trudc va sau khi gidi ma thanh cong

4. Tao files va thiét 1ap persistence key

Nhu da phén tich trong phan tredc, ban dau ma doc tao cac files trong thw muc % LocalAppData% Temp va khai chay
file 3.exe. O lan thyc thi dau tién, do khong truyén tham s6 nén ma doc sé thyc hién ma ng v6i hwéng “khong cé tham

s6”. Tom lwgc nhiém vu cua hudng nay:
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o Lay thong tin tén thv muc tir cdu hinh da giai ma, cdu thanh cac chudi %userprofile%; %allusersprofile%, tao thu

muc “Microsoft Malware Protectionydy” va xdy dung duong dan dé luu files:

Hinh 6: Cau thanh dwong dan phuc vu lvu ma doc

o LAy thong tin cac files da tao & thw muc %LocalAppData% Temp, tao cac files mgi ¢ thw muc da chi dinh:

Hinh 7: Tao files tai thw muc do ma doc chi dinh

o C4u thanh chudi gobm duong dan tdi % AllUsersProfile % Microsoft Malware Protectionydy unsecapp.exe kém
theo mgt tham s6 ngau nhién dé luwu vao Registry:
Hinh 8: Cdu thanh dwong dan tdi file thuc thi kém tham s6 ngau nhién

e Tao cac registry run key

tai HKLMSoftwareMicrosoftWindowsCurrentVersionRun va HKCUSoftwareMicrosoftWindowsCurrentVersionRu

Hinh 9: Tao persistence run key

Hinh 10: Key tao thanh céng tai HKLMSoftwareMicrosoftWindowsCurrentVersionRun

Hinh 11: Key tao thanh cong tai HKCUSoftwareMicrosoftWindowsCurrentVersionRun

e Cudi cung, thyc thi malware mdt lan nita v4i tham s6 mac dinh la “6”:

Hinh 12: Thyc thi lai ma doc v6i tham s6 méc dinh

Hinh 13: M3 doc thuec thi v6i tham so mdc dinh
5. Két ndi va giao tiép voi C2

Bang cach thyc thi lai kém theo tham s6, ma dgc sé thye hién 1énh tai hwdng “cé tham s6”. Hwdng nay tao mutex, két noi
tGi dia chi C2 va thurc hién cac 1énh. Ma doc sé khdi tao dé stit dung Winsock thong qua ham WSAStartup, bat cac quyén
lién quan t6i “Privilege Escalation”: SeDebugPrivilege, SeTcbPrivilege, SeTcpPrivilege.

Ma doc xay dung cac TLS (Thread Local Storage) cho phép nhiéu ludng cua tién trinh cting st dung chung mot gia
tri index dwgc cdp phét bdi ham TlsAlloc. Cac gia tri TLS ma ma dgc st dung trong bién thé nay bao gom:

Tén Muc dich
CXOnline::OlStartProc Thuec thi thread CXOnline::OlStartProcPipeKhdi tao giao tiép vai C2
CXOnline::OlStartProcPipe Khai tao pipe, phan tich va thyc hién cac C2 commands.

CXSoHttp::SoWorkProc Gui yéu cau t6i C2. Mo6i két ndi thye hién 03 1an.
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CXFuncShell::ShellT1 Thuec hién shell, lién quan t6i ReadFile

CXFuncShell::ShellT2 Thuec hién shell, lién quan t&i WriteFile

Ma doc két hgp nhiéu cach khac nhau dé két noi t¢i C2, st dung HTTP POST request hodc thong qua raw TCP. Luong
code stt dung HTTP POST request dé khdi tao két néi t¢i C2 nhu sau:

Hinh 14: Lubng thyc thi sit dung HTTP POST request
Dé giao tiép vGi C2, ma doc xdy dung cac thong tin sau trong Request Headers:

e User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1;SV1;
» Thiét lap “Pragma: no-cache” thong qua viéc bat
c0 INTERNET_FLAG_PRAGMA_NOCACHE|INTERNET_FLAG_KEEP_CONNECTION

e B0 sung cac tham so:
- x-debug
- X-request

+ X-content

- X-storage
e URL str dung dé gui yéu cau tGi C2 c6 dang: /update?wd=%8.8x (%8.8x la 8 s6 ngau nhién).
Ma ddc thyee hién gwi t6i thiéu 03 request t6i C2, néu khong thanh cong sé st dung port khac dé két n6i. Cac port st dung
gom: 80, 443, 8080, 8000.

Hinh 15: Téi thiéu 03 1an cho méi request tGi C2

Hinh 16: Minh hoa 03 két n6i v6i URL ngau nhién théng qua port 80
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Hinh 17: Request Headers gtti t¢i C2 tit may nan nhan

Trong treong hgp két ndi thanh cong tdi C2, qua trinh twong tac v4i nan nhan sé duwgce diéu khién bdi C2. Vi bién thé ma
chung t6i phan tich, khi nhan dwoc thong tin tir C2, né sé thwe hién 1énh theo hai nhém 1énh khac nhau phu thudc vao qua
trinh giao tiép. Cac nhém lénh c6 id lan lugt 1a 0x1001 va 0x1002

Hinh 18: Cac nhém 1énh sé thye hién néu giao tiép thanh céng véi C2

Céc lénh ¢ng v6i nhém lénh c6 id 0x1001:

Lénh Muc dich

L4y thong tin hé thong ctia nan nhan: thong tin tinh trang st dung bo nhd; théng tin phién bdn
vé hé diéu hanh dang hoat djng; théng tin vé tén mdy, tén nguoi dung; thong tin vé CPU;
théng tin vé kich thudc man hinh; tao CSLID cta md doc (HKLMSoftwareCLASSESms-pu /
HKCUSoftwareCLASSESms-pu)

0x1001

0x1002  Tao thread lién quan t6i giao tiép Pipe (CXOnline::OlStartProcPipe)

0x1003  Unknown
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0x1004  ExitProcess

Hinh 19: Nhém lénh tng v6i id 0x1001

Céac lénh &ng v&i nhom 1énh c6 id 0x1002:

Lénh Muc dich

Tao pipe name, khéi chay cmd.exe dwéi pipe name, thye hién remote shell véi cac
thread CXFuncShell::ShellT1 & CXFuncShell::ShellT2

0x7002

0x3000 L&y thong tin 6 dia, dung lwgng.

0x3001 Tim kiém file.

0x3004  MJ file, 1ay thong tin ngay thang, kich thuéc va doc n6i dung file.

0x3007 Ghi file.

0x300A  Tao thw muc.

0x300B  Kiém tra ton tai file.

0x300C  Khai chay tién trinh mé&i dudi mét Desktop an.

0x300D  Goi ham SHFileOperationW nham thy'c hién copy, move, rename, hodc delete mot file.
0x300E ~ M¢ rong bién moi trieong va thay thé bang cac gia tri ma ké tdn cong mong muon.

0x300F Ly thw muc chita ma dgc.

Hinh 20: Nhém lénh ttng v6i id 0x1002

Qua trinh thyc hién cdc nhém 1énh néi trén, ma dgc sé trao doi ndi dung thong qua viéc ma héa/gidi ma (st dung XOR) va

nén/giai nén dit liéu (si¥ dung thudt todn nén LZ):

Hinh 21: Nhom Iénh s dung méa hda/giai ma trong qua trinh giao tiép

Hinh 22: Nhom Iénh st dung ma hda/giai ma trong qua trinh giao tiép
Thuét todn ma hda/giai ma dir liéu st dung & bién thé nay dé giao tiép gitta nan nhan va C2 la XOR, kém theo mét gia tri c6
dinh la ‘6666’ (0x36363636):

Hinh 23: Thuét todn XOR st dung dé ma héa/gidi ma
6. Ghi log

Trong qua trinh thyc hién, néu c6 exception xdy ra, ma doc sé st dung thread CXSalvation::SalExceptionHandler dé ghi

log vao file c6 tén la SS.log v6i cac théng tin co ban gom:
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o “EName: %s”: tén clia exception
o “EAddr: 0x%p”: dia chi gay ra exception

e “ECode: 0x%p”: ma cua exception

Doan code dugc ma ddc st dung dé thye hién ghi log nhw sau:

Hinh 24: Ma doc ghi log vao file SS.log

Bai phan tich xin dugc dirng lai tai ddy, qua ddy cé thé thdy ddy la mét dong md doc phirc tap vdi nhiéu chitc ndng. Ma doc
thong qua nhiéu budc dé cé thé khdi chay dugc payload cudi cung, dong thoi dir liéu trao doi véi C2 déu dugc nén va md

héa, gitip cho ma ddc co thé vugt qua dugc cdc gidi phdp phong vé mét cdch kha hiéu qua.

Dé tién theo dbi, chiing t6i cung cap bai phan tich day du duoi dang PDF:

File Name: CSS-RD-ADV-200319-012_Phén tich ma doc lgi dung dich Covid-19 dé phat tan gia mao “Chi thi caa tht
twdng Nguyén Xudn Phiic” v1.0 Final

File Hash (SHA-256): 3b0af20f01e2a543cdd43e47e57553bd42d6103e670de2ef75fe5383a2cccdab

https://drive.google.com/file/d/10pPiT6ieub3 q0sLIxGt8il85tIngjoU/view

R&D Center — VinCSS (a member of Vingroup)
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