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TheCursedMurderer Ransomware

(mudpoBanbIIMK-BbIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

OTOT KpPUITO-BBIMOTAaTe b MK(PYyeT JaHHbIe TI0/Tb30BaTesieii ¢ moMolrpio AES, a 3atem TpebyeT BeIkyn B # BTC,
uyT00OBI BepHYTH (haiinel. OpurnHanbHoe Ha3Banue: The_Cursed_Murderer. Ha datine Harmcano: AppGive.exe.

Harmmcan Ha s13bIke nporpaMmMupoBanust Python.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.30950

ALYac -> Trojan.Ransom.Python

BitDefender -> Trojan.Agent. ELBN

ESET-NOD32 -> Python/Filecoder.DA

Microsoft -> Trojan:Win32/Wacatac.C!ml

TrendMicro -> Ransom_Crypren.R002COWB320

Symantec -> Trojan.Gen.MBT

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Benyiopam! XoTtuTe ObITH B 3TOM CIIMCKe PETY/SpHO WK ToBbIe? Coobuyre MHe!

© I'eHeanorusi: BbIAAICHAETCHA, ABHOE POACTBO C KEM-TO He JOKa3dHO.

N300pa’keHre — JIOTOTHIT CTaTbH
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K 3amm¢poBaHHbIM (aiinam 106aBsseTCs pacivpeHre: .aes

OBHnmaHne! HoBble paciivipenust, email ¥ TEKCTBI O BBIKYIIE MOXKHO HAMTH B KOHI[e CTaThbH, B 0OHOB/IEHHUSX.

Tam MOryT OBLITH pa3/imnuud C riepBOHa4a/IbHBIM BaDHAHTOM.

AKTMBHOCTB 3TOTO KpWITTO-BBIMOTaTe Isl NPUILLIach Ha Havasio ssHBaps 2020 r. OpueHTUPOBaH Ha aHIVIOA3bIUHBIX

T10/Ib30BaTesiel, UTo He MellaeT paclpOCTPaHsATh ero o BCEMY MUPY.

3anmcka c TpeboBaHMeM BBIKYTIa Ha3bIBaeTcs: instructions.txt

File Dgil Forver Wiew Hel
£l your file are encrypted, DONTT TRY ANYTHING. You must paid me 1004 to this bitcoan address
120euYEpelwrl3KnKINZEChmebu 1dE2EC

tou have 7 days {21 (minutes) - 18 (hours) : 9 (days] max)
f5 500N a5 you pay you just have to send an email 1o this address | lonowyouandisesyouiipratonmail ch
with a proof of payment, the code and this «f | 16514

and | will send you a zip file contai
I wou g ot Py 1m Fecamchg,
The Cursed Murderes

ning the key, the instructians and the deciphering file,
Wil

o forced to sepd your addoess on darknst forums

Cojiep>kaHue 3aMMCKH 0 BBIKYIIe:

All your file are encrypted. DONT'T TRY ANYTHING. You must paid me 100$ to this bitcoin address :
12DxeuYEpeLwrU3KnKZNzB6hmeBuldE2bC.

You have 7 days (21 (minutes): 18 (hours): 9 (days) max).

As soon as you pay you just have to send an email to this address : iknowyouandiseeyou@protonmail.ch
with a proof of payment, the code and this id : 12345

and I will send you a zip file containing the key, the instructions and the deciphering file.

If you do not pay in revenche, I will be forced to send your address on darknet forums.

The Cursed Murderer.

ITepeBop 3anmMcKu Ha PYCCKHIt 3BIK:

Bce Baru ¢aiinel 3ammdposansl. HE TIBITAVTECH. Bel 10/KHb 3ar1aTUTh MHe 100$ Ha 3TOT GUTKOIH-azipec:
12DxeuYEpeLwrU3KnKZNzB6hmeBuldE2bC.

¥ Bac ecth 7 aHeit (21 (MuHyT): 18 (yacoB): 9 ([Hel) Makc).

Kax TosbKO 3amnnaTure, BaM HY)KHO OTIIpaBUTh email Ha aToT agpec: iknowyouandiseeyou@protonmail.ch

C TIOZITBEPIKeHHeM I1aTexa, KofoM 1 3TuM id: 12345

U 51 BBIIIUIIO BaM Zip-(aiis, cofiepyKall[iii KItod, MHCTPYKLMK U paciiidpoBaHHbIN (aii.

Ecnu BbI He 3ariatute, st Oyny BBIHY>KZI€H BBIJIOKHTh Balll aZipec Ha popyMax JapKHeTa.

[TpoksTEI youiia.

[pyruM nH(OPMAaTOPOM >KEPTBHI BEICTYTIaeT N300pakeHre, 3aMeHsttolee 06ou Pabouero crosna.
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Texnnueckue AeTaid

MoskeT pacTipoCTpaHsSITLCS TYyTEM B3/I0Ma uepe3 He3alluileHHyto KoHpurypauio RDP, c momoiisio email-criama
Y BPeIOHOCHBIX B/IOKEHUM, 0OMaHHBIX 3arpy30K, O00THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(banmbLIMBLIX 0OHOBJIEHUH, TePETIaKOBAHHBIX U 3apayKEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOOBI

pacIpoCTpaHeHus KPUIITOBLIMOTaTe el Ha BBOAIHOU CTpaHulle biiora.

Eciu BBl ipeHeOperaeTe KOMITJIEKCHOM aHTUBUPYCHOM 3al[UTOM Kiacca Internet Security nim Total Security, To

XOTs1 OBl IeialiTe pe3epBHOE KOMMHMPOBAHHE BaXKHBIX (haiiioB mmo Metozy 3-2-1.

» [Ipu 3amycke HaOMIOAFOTCS OLIMOKHL.

Crucok ¢ail/ioBbIX paclIMpeHuil, NoBepraniuxcsa MuppoBaHUIO:
310 gokymenTsl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, dhoTorpaduu, My3bika, BUIEO,

(haiisbl 06pa30B, apXUBbI U TIP.

3ammdpoBaHHble (haiiibl OMyUar0T OPUTrMHAIBHYI0 UKOHKY. Takoii preM Mbl Y>Ke BUJe/IU PaHbllle B [PyrOM

Rasomware. Bo3moykHo, uto TheCursedMurderer cBsizaH C npeJblgyLLIUM.
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®daiisbl, CBsA3aHHbIE € ’TUM Ransomware:
instructions.txt - Ha3BaHUe TEKCTOBOTO daiina
AppGive.exe

<random>.exe - c/iyuaiiHoe Ha3BaHUe BPeJOHOCHOTO (hatina

Pacnonioxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBA3dHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IHM30B.

CeTeBble MOJK/TIOUEHNS U CBA3U:
Email: iknowyouandiseeyou@protonmail.ch
BTC: 12DxeuYEpeLwrU3KnKZNzB6hmeBuldE2bC

URL-caift a7 3arpy3ku n3obpakeHust: xxxx://image.noelshack.com/

HBOGP&)KEHI/IE, HCI1I0/Ib30BAHHOE BBIMOT'aTe/IAMH He AB/IA€TCA OpUTMHA/IbHBIM. OHoO B34TO C ca171Ta,
npeaoCTaB/IAOLIEr0 obou B Pa3HOM pa3pelieHrnu.

URL c opurnHabHBIM U300paskeHneM: Xxxxs://www.wallpaperflare.com/sword-art-online-sword-art-online-ii-

death-gun-sword-art-online-wallpaper-zhnw

CM. HIDKe B 0OHOBJIEHUAX Apyruve agpeca U KOHTAKThI.

Page 4 of 6


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgMIdKeZEfVPOTP9ih9XePEC7g3uoTIlALexsgAEpXn-2HvnhE3-ggjNLmq9VVXb-XN5IQkMF29l9FWsIcPANewE-BCx25zKCK_B88hmnFBo4QmPwVtOnpfRvdCaTUNPp0g_pxnrUZvkPg/s1600/files.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgMIdKeZEfVPOTP9ih9XePEC7g3uoTIlALexsgAEpXn-2HvnhE3-ggjNLmq9VVXb-XN5IQkMF29l9FWsIcPANewE-BCx25zKCK_B88hmnFBo4QmPwVtOnpfRvdCaTUNPp0g_pxnrUZvkPg/s1600/files.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg43Al57zp7SfMC1aQRKkxwgR4Tia3jPB6mUF4UPd6ifEc2pxTv0Axo4ZUl1VIA8yZszQiRAOCxtb_UPJBpc2aNl7a6x8KrlzvbNgGbIMap0EJFBI9YKyubGdYyRhvRXaAk0uPp4FSKTVw/s1600/wallpaper-original.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg43Al57zp7SfMC1aQRKkxwgR4Tia3jPB6mUF4UPd6ifEc2pxTv0Axo4ZUl1VIA8yZszQiRAOCxtb_UPJBpc2aNl7a6x8KrlzvbNgGbIMap0EJFBI9YKyubGdYyRhvRXaAk0uPp4FSKTVw/s1600/wallpaper-original.jpg

https://id-ransomware.blogspot.com/2020/01 /thecursedmurderer-ransomware.htm|

CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

Pesysibrarel aHa/1M30B:

® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

ITonpoGHble cBefeHust cobupatoTcs pery/aspHo. IIpucsuiaiiTe 06pasipl

=== VICTOPUSI CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

E1é He Obl710 0OHOB/IEHHUI 3TOTO BapUaHTa.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS

http:
k Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as ***)

Write-up, Topic of Support

*
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Thanks:
Jirehlov, GrujaRS

Andrew Ivanov (author)
*%k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/01/thecursedmurderer-ransomware.html
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