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RedRum, Tycoon
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RedRum Ransomware
Aliases: Grinch, Thanes, Tycoon (1,2,3)

(mmdpoBanbIMK-BEIMOraTe/ib) (IepBOMCTOYHHK)

Translation into English

DTOT KPUNTO-BBIMOraTe b IIM(PYeT JaHHbIE KOPIIOPATUBHBIX CeTeld ¥ G13Hec-Mob30BaTeel ¢ nomouipio AES-256
(pexkum GCM) + RSA-1024, a 3atem Tpebyet Bbikyr B # BTC, uto6bl BepHYyTh (haiinbl. OpyrvHaabHOe Ha3BaHUe: B 3aIiCKe
He yKa3aHo. PaKTHUeCKH, 3TO JByXIIaThOpMeHHbIH Java-BbIMoraresib, OpHeHTHpOBaHHEI Ha Windows u Linux. Harmcan

Ha si3bIke Python.

OO0HapyxeHus:

DrWeb -> Trojan.BtcMine.3403

BitDefender -> Trojan.GenericKD.41942488

ESET-NOD32 -> Python/ClipBanker.O

Kaspersky -> Trojan-Banker.Win32.ClipBanker.gdm

Microsoft -> Trojan:Win32/Wacatac.B!ml

Symantec -> Trojan.Gen.MBT, Trojan.Gen.NPE, Heur. AdvML.B

© I'eneanorusa: Unnamed > RedRum (Tycoon) > Tycoon (1,2,3)

V306parkeHre — JIOTOTHII CTaTbi

K 3ammdpoBanHbM aiiam go6asssieTcs pacimpenve: .redrum
DaKTHYeCKH HCIIONBb3YeT S COCTABHOE PACLIMPEeHHe M0 [1ab/IoHy:

.id-<id>.[moncler@tutamail.com].redrum

IMpumep 3aumcpposanHoro ¢aiina: document.doc.id-D983051A.[moncler@tutamail.com].redrum

oBHl/lMaHHe! Hosble pacimpeHnus, email 1 TeKCTBI O BBIKYIle MOXKHO HaWTH B KOHILIe CTaTbH, B obHoB/enusix. Tam

MOTYT ObITb Pa3/IMuusi C epBOHaYa bHbIM BaDUAHTOM.
AKTHBHOCTb 3TOTO KPHITTO-BBIMOTaTesIs MPUIILIACh Ha Havano ekabpst 2019 . OpreHTHPOBaH Ha aHIJIOS3bIYHBIX
rosIb30BaTesIeld, UTO He MelllaeT PaclpoOCTPaHsATh ero Mo BCeMY MHpY.

3arvcka ¢ TpeboBaHKeM BbIKyIia HasbiBaeTcsi: decryption.txt
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Copiep)XaHue 3alIMCKH 0 BBIKYIIe:

FILES ARE ENCRYPTED:

Hello!

All your documents, photos, databases and other important files have been ENCRYPTED! Do you really interested to

restore

your files?

If so, you must buy decipher software and private key to unlock your data!
Write to our email - moncler@tutamail.com and tell us your unique D992041A
We will send you full instruction how to decrypt all your files.

In case of no answer in 24 hours write us on additional e-mail address - moncler@cock.li

FAQ FOR DECRYPTION YOUR FILES:

* WHATS HAPPENED ???

Your files are NOT DAMAGED! Your files have been modified and encrypted with strong cipher algorithm. This
modification

is reversible. The only way to decrypt your files is to purchase the decipher software and private key. Any attempts to
restore your files with the third-party software will be fatal for your files, because would damage data essential for
decryption !

Note !!! You have only 24 hours to write us on e-mail or all your files will be lost or the decryption price will be

increased!

* HOW TO RECOVERY MY FILES ???
You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we will send

you the decipher software and private key that will decrypt all your files.

* FREE DECRYPTION !!!

Free decryption as guarantee! If you don't believe in our service and you want to see a proof, you can ask us about test
for decryption. You send us up to 5 modified files. Use file-sharing service and Win-Rar to send files for test. Files
have to be less than 1 MB (non archived). Files should not be important! Don't send us databases, backups, large excel

files, etc. We will decrypt and send you your decrypted files back as a proof!

*WHY DO I NEED A TEST???
This is done so that you can make sure that only we can decrypt your files and that there will be no problems with the

decryption!
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* HOW TO BUY BITCOINS ???

There are two simple ways to by bitcoins:
https://exmo.me/en/support#/1_3
https://localbitcoins.net/guides/how-to-buy-bitcoins

Read this information carefully because it's enough to purchase even in large amounts.

I ATTENTION !!!

111 After 60 hours the price for your encryption will increase 10 percent each day

!1! Do not rename encrypted files.

!11 Do not try to decrypt your data using third party software, it may cause permanent data loss.

11! Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you

can become a victim of a scam.

TIepeBoy 3aNUCKH HA PYCCKHH SI3BIK:

DATJIBI 3AIITNOPOBAHEI:

IIpuset!

Bce Bawm I0KyMeHTbI, potorpaduu, 6asel JaHHbIX 1 Jpyrie BaXHbie haiisbl 6b11m 3aimdpoBanbl! Bel npasia
3aMHTEepeCcoBaHbI B BOCCTAHOB/IEHHH BalKX (aiinios?

Ecsi 9T0 Tak, Bbl JJO/DKHBI KYTTUTh TIPOrpamMMy Ai/1st paciuipPOBKU U 3aKPBITHII K104, 4TOObI pa3610KMpOBaTh Balllx
JlaHHble!

Harmimre Ha Haw email - moncler@tutamail.com 1 coobiute Ham CBOM yHHKaabHbIH D992041A

MBI BBILIIEM BaM TMOJIHY0 MHCTPYKLIMIO, KaK paciiidpoBaTh BCe BallH (aiibl.

B ciyuae oTCyTCTBUSI OTBeTa B TeUeHHe 24 UacOB HANUIINMTe HaM Ha JJOTIOJIHUTE/BHBIHN afpec email - moncler@cock.li

FAQ no pacumdpoBke Baumx aiiios:

*YTO ITPOU3OIIJIO ???

Bamm daiinbl He oBpexkzieHs! Baruy ¢aiiib 66111 M3MeHeHsbI 1 3aiM(POBaHBI C Ha/|eKHBIM a/rOPUTMOM LIM(POBaHUs.
Ota MoauduKarys obpariMa. EMHCTBeHHBIH criocob paciuvpoBaTh Baly (aidibl - 3TO TIPHOOPECTH IPOrpamMmy JJist
paciudpPOBKY U 3aKPbIThIA K/1t0U. JIroOble MOMbITKA BOCCTAHOBUTH BAlLM (aii/ibl C MOMOLIBIO CTOPOHHUX IporpaMm GyayT
(aranbHBIMU /151 BaLMX (aiiioB, MOCKOIBKY MOTYT IOBPeJUTh laHHbIe, HeOOX0ZMBIe /ISl pacii(poBKH!

3ametka !!! Y Bac ecTh TO/bKO 24 uaca, uToObl HamKcaTh HaM Mo email, um Bee Bamy Qaiinbl GYAyT MOTEPSHBI UK LieHa

pacirdpoBKu OyzieT yBenuueHa!

* Kak BOCCTaHOBUTb MOM (aiisibl ???
BbI J0/DKHBI [U1aTUTH 3a PaciuM(pOBKy B GUTKOHAX. L]eHa 3aBUCUT OT TOrO, KaK ObICTPO Bbl HAMKIIKMTE HaM. T1ocie oriaTsl

MBI BBILLJIEM BaM [POrpaMMy Ji/isi Paciii(pOBKHU U 3aKPbITHIM K/TH0Y, KOTOPbIH paciuupyeT Bce Balu (aiibl.

* BECIIVIATHASI PACHIM®POBKA !!!

BecrnnatHast pacimdpoBKa Kak rapanTus! Ec/ii Bel He BepHTe B Halll CEPBUC M XOTUTE MOTyUUTh MO/ TBEP)K/IeHHe, BbI
MOXKeTe 3arpoCHThb Y HAC TeCTOBYHO paciiudpoBKy. Bbl oTripae/sieTe HaM /10 5 U3MeHeHHbIX (aiiioB. Mcrnonb3yiite cepBrc
obmena ¢aiiiamu 1 Win-Rar [1st otripaBku (aiiioB Ha TectrpoBaHue. Daiisibl Z0/DKHbI ObITh MeHee 1 MB (He B apxuBe).
@aiisbl He JO/DKHBI ObITh BaxkHbIMK! He nipuckinaiiTe Ham 6a3bl JaHHBIX, pe3epBHbIe Komuy, bonbiine Excel

¢atinel 1 T.4. MBI paciumdpyem U OTIIPaBUM BaM Balllk pacliMgpoBaHHbIe (aii/ibl B KaUeCTBe J0Ka3are/bCTBa!

* [IOUEMY HYXEH TECT ???
3TO cAeIaHo fijist Toro, YtoObl BbI MOIIH YOEAUTHCSI, UTO TOBKO MBI MOXKEM PacIii(pOBaTh BallK (aiibl U 4TO C

paciurpoBKoii pobsiem He Oynet!

* KAK KYTIUTb BUTKOUWHBI ???

EcTb ZiBa IPOCTBIX CrI0C06a MOTYUYNTh OUTKOWHBI:
https://exmo.me/en/support#/1_3
https://localbitcoins.net/guides/how-to-buy-bitcoins

BHMMare/IbHO NpounTaiiTe 5Ty MH(QOPMALIMIO, TOTOMY YTO 3TOIO JOCTATOYHO /I OKYTIKH JJaKe B GOMBIIMX KOJMYeCTBaXx.
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! BHUMAHUE !!!

11! Yepes 60 yacoB CTOMMOCTS Ballero mudposanuis OyeT yBeIuunBathesi Ha 10 TPOLIEHTOB KaXKABIH /1eHb.

!l He neperiMeHOBbIBaliTe 3amm@poBaHHbIe (aiisibl.

11! He nibITaiiTech pacimpoBaTh BalllK AaHHbIE C TOMOLIIBI0 CTOPOHHUX TIPOTPaMM, 3TO MOXKET MPUBECTH K He0OpaTuMon
TioTepe JJaHHBIX.

11! PacumdpoBKa Baimx (aiyioB C MOMOLIbIO TPETHUX JIUL] MOXKET ITPUBECTH K MOBBILIEHHUIO L{eHbI (OHU [006aB/IsIOT CBOIO

aTy K HaLuef/i), WA BBl MOXKeTe CTaTb )KepTBOﬁ MOILIeHHHYeCTBa.

TexHuueckue aeTanu

OTOT TPOsIH-IM(POBANBIIMK Pa3BepPTHIBAeTCS BPYUHYIO OIlepatopamMy BeIMorarereid n3 ZIP-apxuBa, cojiepykaliero
Tposinr3upoBanHyto JRE-c6opky (c Java Runtime Environment) rocsie NpOHMKHOBEHHsI B CETH CBOMX JKEPTB, UCIIO/b3Ys B
KayeCcTBe TPaMIUIMHA YsI3BUMbIe U OTKpbIThIe 15t RDP-gocTyna cepeepsl. [1pe/iBapuTenbHO BpejOHOCHAsE TPOrpaMma
komrpyetcst B aiin obpasa Java (JIMAGE), pacrionoxkenHsiii B lib\modules BHyTpr Karasiora c60pku. Beimoraresib
3artyCcKaeTcst TIPY BBINOTHEHUH CLieHapysi 000/10UKH, KOTOPBIi BbIoMHseT GyHKIH0 Main BpeZjoHOCHOr0O MOAy/Ist Java ¢

TIOMOLLBI0 KOMaH/[bI java -m. BpegoHocHast coopka JRE cozepskut Bepcuu 3Toro crjeHapust ayist Windows u Linux.

* I cacomessd_maduias

» Ha cnepytomeii cxeme ot BlackBerry Threat Intelligence roka3aHo, Kak 3/10yMblilZIeHHUKaM ya/l0Ch MOTyYUTh

NepBOHaYasIbHbIH JOCTYI U Jlasiee B TeueHWe 7 Hell MHOULIMPOBATh KOMIIbIOTEPHbIE CCTEMBI [0 BCeMy 00BEKTy aTaKu.

Xponosnorus ataku Tycoon Ransomware (cxema ot Blackberry)

OnucaHue cxemMbl (MO MepeBo/ Ha PYCCKUi):

1) ATakyromuii MoZK/I0UaeTCst K CHCTeMaM, UcTonb3yst RDP-cepBep B ceTH.

2) Arakyomiuii HaXOAUT HY>KHYO LleJ/lb U [o/1y4aeT JJaHHbIe JIOKaIbHOTO afIMMHHUCTpaTopa.
3) Araxyoumii ycraHaBiBaet Process hacker Kak cepBUC 1 OTK/TIOUaeT aHTUBUPYC.

4) Arakyroiuii ocTasisieT 69K0p U OKH/AET CeTh.

5) Ataxyouumii nogktouaercst K RDP-cepBepy 1 MCIIOIb3YeT ero Kak 6asy /s epeMelLieHust 110 CeTH.
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6) Arakyrouuii nogxtouaercs o RDP k kaxol cucreme. CornacHo aHammsy RDP-coefviHeHe HHULMMPOBAHO BPYUYHYHO
IS K&KZ[0TO CcepBepa.
7) 3amyckaeT Process hacker kak cepsuc u oTkmouaet AB.

8) 3amyckaeT KOMaH/HBIH (aki /151 BBITIOJTHEHUST BBIMOTaTetsl.

9) BBITO/HSIET TOT >Ke MPOLIeCC /IS K&KJ0r0 3apKeHHOT0 cepBepa B CETH.

Kpome Toro, 4to TposiH-LIN(POBA/IbIMK MOXET PaCIPOCTPAHAThCS TyTEM B3/IOMA Uepe3 He3allUIIeHHY0 KOH(UTypaLifio
RDP, KoTOpBIii MbI 110APOGHO OIMMCaM BbIllle, He UCK/TIOYeHbI U IPYTHe MeTO/bI aTaku, HalpuMep, C IOMOLIIbI0 email-criama
1 BPe/JJOHOCHBIX B/IOYKeHUH, 0OMaHHBIX 3arpy30K, OOTHETOB, SKCIUIOMTOB, BPEJOHOCHOM peK/laMbl, BeO-HHKEKTOB,
(banbIIMBbIX 0OHOB/IEHHUH, TePerakKOBaHHBIX U 3aPaXKEHHBIX MHCTAISATOPOB. CM. Takxke "OCHOBHBIE CTIOCOOBI

pacrpocTpaHeHnst KPUITTOBbIMOraTesieii" Ha BBO/JHOM cTpanuLie 6rora.

Ecmi Bl ipeHe6peraeTe KOMIIIEKCHOM aHTHBHPYCHOM 3alliToi Kiacca Internet Security nmm Total Security, To XoTst Gbl

JlenaiiTe pe3epBHOe KOMMPOBaHKe BXXHBIX (ailios o mMeroxy 3-2-1.

» RedRum (Tycoon) yzaassiet TeHeBble KONUM (aiinioB, MaHUITY/IMPYeT pa3MepOM TeHEBOrO XPaHHJIHUILA, OTK/IFOYaeT
(yHKLMM BOCCTaHOB/EHHs U HcTpaBienus Windows Ha 3Tarie 3arpy3kd KoMaHzaMu, oTk/ouaet aiiepsosn Windows:
vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bededit /set {default} bootstatuspolicy ignoreallfailures

bcdedit /set {default} recoveryenabled no

wbadmin delete catalog -quiet

netsh advfirewall set currentprofile state off

netsh firewall set opmode mode=disable

Cnucok ¢aiIoBbIX paciiipeHu, MoABepraoiuxcsa muppoBaHUIO:
3to gokymentsl MS Office, OpenOffice, PDF, TekcToBble aiinbl, 6a3sl JaHHBIX, GoTorpadgun, Mys3bika, BHzeO, (aiist

00pa3soB, apX¥BbI U 1.

IIponyckaemble pacIIUpeHHs:

.mui, .exe, .dll, .lolz

IIponyckaemsie ¢aiiib:

decryption.txt, $Mft, $Mft (NTFS Master File Table), $MftMirr, $LogFile, $LogFile (NTFS Volume Log), $Volume,
$AttrDef, $Bitmap, $BitMap, $BitMap (NTFS Free Space Map), $Boot, $BadClus, $Secure, $Upcase, $Extend, $Quota,
$0bjld, $Reparse, $Extend, bootmgr, BOOTSECT.BAK, pagefile.sys, pagefile.sys (Page File), boot.ini, bootfont.bin, io.sys

ITponyckaemble nanku:

Windows, Boot, System Volume Information, Program Files\Common Files\Microsoft Shared, Program Files\Common
Files\System, Program Files\Common Files\Services, Program Files\Common Files\SpeechEngines, Program Files
(x86)\Common Files\microsoft shared, Program Files (x86)\Common Files\System, Program Files (x86)\Common
Files\Services, Program Files (x86)\Common Files\SpeechEngines, Program Files\Internet Explorer, Program Files\Internet
Explorer, Program Files\Windows Mail, Program Files\Windows Media Player, Program Files\Windows Photo Viewer,
Program Files\Windows Sidebar, Program Files\DVD Maker, Program Files\MSBuild, Program Files\Reference Assemblies,
Program Files\Windows Defender, Program Files\Windows NT, Program Files (x86)\Internet Explorer, Program Files
(x86)\Windows Mail, Program Files (x86)\Windows Media Player, Program Files (x86)\Windows Photo Viewer, Program
Files (x86)\Windows Sidebar, Program Files (x86)\MSBuild, Program Files (x86)\Reference Assemblies, Program Files
(x86)\Windows Defender, Program Files (x86)\Windows NT, ProgramData\Microsoft, Users\All Users

Page 5 of 9


https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html

https://id-ransomware.blogspot.com /2019 /12 /redrum-ransomware.htm|

CTpOKH KoZia, CofiepyKalijyie OIMcaHHyto Bbiiie nHpopmarmio (Criacubo aHanmTikam u3 BlackBerry).

» NobasnsieT daiinoeiii Mapkep "redrum3_0" B koHel] 3a1ppoBaHHbIX (aiiioB.

B Gostee HOBBIX BEpPCHsIX BO3MO)KHBI Pa3Inyus.

» IToapoGHocTH N0 mudpoBaHuio daiiios

Daiinbl UppyOTCs ¢ omotipio aaroputma AES-256 B pexxume Galois / Counter (GCM) ¢ 16-6aiiToBbIM Terom
ayreHTU¢mKauu GCM, KOoTopblii 0becrieunBaeT Lie/I0OCTHOCTD JJAHHBIX. BekTop nHMLMam3auuu fiuHou 12 6aiir (IV)
reHepyUpyeTcs A/t KaKoro ¢parMeHTa mugpoBaHys ¢ oMoIIbio QYHKLMY java.security.SecureRandom. Pa3mep
¢parmenra umdposanus ykaseiaercs B BuildConfig u ycranasnuBaetcst paBHbiM 10 MB, a napamerp 1ab/10Ha ykasbiBaeT
1wab/I0H, B KOTOPOM J0/DKHBI 06pabaTbiBathesi pparmenTs haiiia. [Tporyckast yactu 60osibIunx (aiinoB, 3710yMbILIEHHUKH

YCKOPSIOT IpoLjecc mH¢pOBaHHﬂ, TIOBpeXxzaast ¢)a171m;1 U fenast UX HeNIPpUroAHbIMU I UCTI0/Ib30BaHUS.

Ak 1ga IArgument Exorptics

[171s1 Kaxkzj0ro myTH 1rdpoBaHust MaccuB Kimtoueld AES-256 reHepupyeTcs C TIOMOILBIO (QyHKIMH
java.security.Secure.Random . MakcuManbHOe KO/TMUECTBO KiTioueil Ha Iy Tk ycTaHas/iBaeTcst B BuildConfig u moxker
OT/IMYATBCS B pasHbIX npuMepax. Kaxapiii daiin (nm daiinosblii 610K, B ciryuae (aiiioB, pasmep KOTOPbIX MPeBbILIaeT
pasmep 6710Ka), mwudpyercs apyrum kmouom AES, 3atem mrdpyeTcst OTKPBITBIM KitiouoM RSA-1024 arakyorero u

coxpaHsietcsi B 6710ke MeTajaHHbIX 6/10Ka (Criacu6o BlackBerry).
®daiinbl, CBA3aHHBIE ¢ ITUM Ransomware:

decryption.txt - Ha3BaHue aiina ¢ TpebOBaHUEM BbIKyNa

Local Security Authority Process1.exe
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<random>.exe - C/ly4yaiiHOe Ha3BaHHe BPeJOHOCHOTO (aiina

Pacnosioxenns:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peectpa, CBsi3aHHbIe ¢ 3TUM Ransomware:

CM. HIXKe pe3ynbTaTbl aHa/TU30B.

CeTeBble MOJK/IIOYEHHs U CBSA3M:

Email: moncler@tutamail.com, moncler@cock.li
Email: pay4dec@cock.lu, ppp4ddd@protonmail.com
dataissafe@protonmail.com, dataissafe@mail.com
foxbit@tutanota.com

relaxmate@protonmail.com

crocodelux@mail.ru

savecopy@cock.li

bazooka@cock.li

funtik@tutamail.com
proff-mariarti@protonmail.com

BTC: -

CM. HIDKe B OGHOB/IEHHSIX [PyTHe aZipeca U KOHTAKTBI.

CM. HIKe pe3y/bTaThl aHa/IM30B.

Pe3ym;ra'n,1 dHa/IU30B:

® Hybrid analysis Ha koMnoHeHT >>

Z VirusTotal analysis >> VT Ha KOMIIOHeHT>
5‘ Intezer analysis Ha KOMIIOHeHT >>

2 ANY.RUN analysis Ha KOMIoHeHT >>

X VMRay analysis >>

) VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

[2] CAPE Sandbox analysis >>

O JOE Sandbox analysis >>

CrereHb PacrpoCTPaHEHHOCTH: CPeHAA.

TMoxpobHble cBesieHUst COOMPAIOTCs peryisipHo. [Ipuckiaiite 06pasLpl.

=== ICTOPUS CEMEMCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHU! === BLOCK OF UPDATES ===

Oonoenenue ot 12 siuBaps 2020:
Hocr B TeuTTEPE >>
Pacumpenue: .grinch

3anmcka: decryption.txt

Mapxkep ¢aiinos: happyny3.1
Email-1: foxbit@tutanota.com

Email-2: moncler@tutamail.com
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https://www.hybrid-analysis.com/sample/97c0d893f33468f3d1a0125e940e8d4ea53144e140e76f5c93e934d907d4b7b4/5df20fbef93bb836e12c8e3f
https://www.virustotal.com/gui/file/f669247be8304874cad12af0b31d44f3f07cfea88075bdcdacea96072cbab2d4/detection
https://www.virustotal.com/gui/file/97c0d893f33468f3d1a0125e940e8d4ea53144e140e76f5c93e934d907d4b7b4/detection
https://analyze.intezer.com/#/analyses/094f0efa-500d-481d-a1cd-d7b8bade624b
https://app.any.run/tasks/d6e86ffa-02bb-4941-9a73-cc68d8609639
https://twitter.com/demonslay335/status/1216775392075358219
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O6Hnoenenue ot 4 urous 2020:

Crarbs ot Blackberry >>

Crarbs ot BleepingComputer >>
Pacupenue: .thanos
3arnmcka: decryption.txt

Email: dataissafe@protonmail.com, dataissafe@mail.com

OGHoBeHue ot 12 urons 2020:
IMocr BhIMOraresns Ha dopyme >>

PaciuvipeHue: .groove

Oo6HoB/eHue oT 22 uioHs 2020:

Pacumipenue: .eruption

Wnentudukauus kak Tycoon 3.0

ITpumep 3ammdposanHoro ¢aiina: filename.doc.[01FOFD830BD189BE0002AE5C0A251B5432].eruption
3anmcka (mycroii daiin): contact email to eruption.decryption@mail.ru.txt

Email: decryption@mail.ru

O0HoB/eHHe OT 7 aBrycra:

Tonwk Ha dopyme >>

Pacmmpenue: .magneto

Wnentudukauus kak Tycoon 3.0

ITpumep 3ammdposanHoro ¢aiina: filename.doc.[FFFOFD830BD189BE0002AE5C0A251B5432].magneto
3anmcka (mycToii daiin): contact email to eruption.decryption@mail.ru.txt

Email: decryption@mail.ru

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

UNLOCK

BHumatme!
[OnAa 3awwndgpoBaHHbIX halinoB ecTb AeWwndpPOBLLMK.

Ckauvaiite Emsisoft Decryptor for RedRum no cceinke >>
*%k%k

j http: §f
‘ Read to links:

Tweet on Twitter + Tweet + myTweet
ID Ransomware (ID as RedRum/Tycoon 1.0; Tycoon 2.0 / 3.0)
Write-up, Topic of Support

*
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https://blogs.blackberry.com/en/2020/06/threat-spotlight-tycoon-ransomware-targets-education-and-software-sectors
https://www.bleepingcomputer.com/news/security/new-tycoon-ransomware-targets-both-windows-and-linux-systems/
https://www.bleepingcomputer.com/forums/t/709143/redrum-ransomware-id-redrum;-decryptiontxt-support-topic/?p=5010282
https://www.bleepingcomputer.com/forums/t/727979/
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https://twitter.com/demonslay335/status/1202641352078569486
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https://www.bleepingcomputer.com/forums/t/709143/help-me-to-identify-ransomware-with-redrum-extension/
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iu‘ Added later:

Write-up, Write-up, Write-up,

*%k%k

Thanks:

Michael Gillespie, BleepingComputer

Andrew Ivanov (author)

BlackBerry Threat Intelligence, KPMG
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2019/12/redrum-ransomware.html
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