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BabLock Digital Forensics  Incident Response = Ransomware

Digital Forensics and Incident Response team

uncovered by

Group-IB researchers in January 2023

Rorschach
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BablLock January Attack

2022-41352
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Ransomware for Windows

Page 4 of 33




https://www.group-ib.com /blog/bablock-ransomware/

cybersecurity researchers

Polar ransomware
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Functionalities
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Russian

Ukrainian

Belarusian

Tajik

Armenian

Azerbaijani Latin

Azerbaijani Cyrillic

Georgian

Kazakh

Kvravz
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ccSetMgr

sql SavRoam

svc$

memtas

mepocs

sophos

RTVscan

QBFCService

QBIDPService

Intuit QuickBooks.FCS

QBCFMonitorService

YooBackup

YoolT

zhudonafanavu

sqgl.exe

oracle.exe

ocssd.exe

dbsnmp.exe

synctime.exe

agntsvc.exe

isqlplussvc.exe

mydesktopservice.exe

ocautoupds.exe

encsvc.exe

firefox.exe

tbirdconfig.exe

mydesktopgos.exe

ocomm.exe

PDVFSService

BackupExecVSSProvider

BackupExecAgentAccelerator

BackupExecAgentBrowser

BackupExecDiveciMediaService

BackupExecJobEngine

BackupExecManagementService

BackupExecRPCService

AcrSch2Svce

sgbcoreservice.exe

excel.exe

infopath.exe

msaccess.exe

mspub.exe

onenote.exe

outlook.exe
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Steam.exe

thebat.exe

thunderbird.exe

visio.exe

winword.exe

wordpad.exe

wrapper.exe
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xfssvccon.exe dbengb0.exe powerpnt.exe dbsrvi2.exe

vssadmin.exe Delete Shadows /A1l /Quiet
bcdedit.exe /set {default} recoveryenabled No
bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures
wbadmin.exe DELETE SYSTEMSTATEBACKUP

wbadmin.exe DELETE SYSTEMSTATEBACKUP -deleteOldest
wbadmin.exe delete catalog -quiet

wbadmin.exe delete backup

wbadmin.exe delete systemstatebackup -keepversions:@
wevtutil.exe clear-log Application

wevtutil.exe clear-log Security

wevtutil.exe clear-log System

wevtutil.exe clear-log "windows powershell"
wmic.exe SHADOWCOPY /nointeractive

net.exe stop MSDTC

net.exe stop SQLSERVERAGENT

net.exe stop MSSQLSERVER

net.exe stop vds

net.exe stop SQLWriter

net.exe stop SQLBrowser

net.exe stop MSSQLSERVER

net.exe stop MSSQL$CONTOSO1

netsh.exe advfirewall set currentprofile state off
netsh.exe firewall set opmode mode=disable
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Creation of an Active Directory group policy

\Machine\Preferences\NetworkShares\NetworkShares.xml
\Machine\Preferences\Services\Services.xml
\Machine\comment.cmtx

\Machine\Registry.pol
\User\Preferences\Files\Files.xml
\User\Preferences\ScheduledTasks\ScheduledTasks.xml
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SQLPBDMS

SQLPBENGINE

MSSQLFDLauncher

SQLSERVERAGENT

MSSQLServerOLAPService

SSASTELEMETRY
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SQLBrowser

SQL Server Distributed Replay Client

SQL Server Distributed Replay
Controller

MsDtsServerl50

SSISTELEMETRY150

SS/SScaleOutMasterl50
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SSI/SScaleOutWorkerl50

MSSQLLaunchpad

SQLWriter

SQLTELEMETRY

MSSQLSERVER
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\\< DNS_DOMAIN_NAME>\sysvol\< DNS_DOMAIN_ NAME>\scripts\

EXE_NAME is the name of the main executable (legitimate file) of the ransomware (cy.exe);

MMdd is the month and day when ScheduledTasks.xml was created.
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wxServer.exe supervise.exe sync-taskbarexe vxmon.exe

wxServerView.exe Culture.exe sync-workerexe sqlbrowser.exe

sglmangr.exe Defwatch.exe wsa_service.exe tomcat6.exe

RAgui.exe httpd.exe synctime.exe Sqlservrexe
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powershell.exe -Command "Get-ADComputer -filter * -Searchbase 'AD_SEARCHPATH' | foreach{

File encryption

AppData ProgramData ntuser.ini bootfont.bin

Boot All Users thumbs.db ntldr

Windows autorun.inf NTUSER.DAT config.ini

WINDOWS boot.ini ntuser.dat.LOG1 1 _config.ini

Windows.old bootfont.bin ntuser.dat.LOG2 Policies

Ahnlab bootsectbak thumbs.db NETLOGON

Tor Browser bootmgr Program Files SYSVOL

Internet Explorer bootmgr.efi Program Files (x86) begin.txt

Google bootmgfw.efi  #recycle finish.txt
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Aacltnn ini errinte
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Description

Calculated public key for the file.

Hash of an XCRC32 encryption key and HC128 IV.

00000001h

Decryption ID corresponding to the first 8 bytes of the attackers’ public key.

Encrypted files marker

XOR metadata encryption key. The value of the key is generated for each file.

FILENAME is the original name of the file.

RANSOM_EXT is the extension, which is hardcoded in the ransomware code (“slpgne®);

RND_N is a random two-digit number from 00 to 98 (inclusive).
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Command-line parameters

Parameter

-run=<KEY=>

—-nomutex=1

-path=<PATH>

-nodel=1

Description

Specify the value of the key to launch the ransomware. The ransomware
is launched if the key value is correct (3306). The correct KEY value is
contained in the ransomware code. The key can be specified in the
command line without specifying the argument itself “~run=".

Do not check the mutex. The mutex is used to check for simultaneous

launch of several ransomware copies.

Encrypt files in a specified path.

Create text log files:

Do not delete ransomware executables after shutting down.
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Ransomware for Linux

GOVERSION variable
GOROQOT variable

GOPATH variable

Additional packages used for creating the ransomware

Functionalities

PATH is the path for encrypting files.

esxiis the encryption mode.

.system/thumbnail /usr/bin
.system/opt Jusr/etc

.config Jusr/sbin
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/run .qpkg Jusr/lib /lib64
/dev /mnt/ext/opt /usr/syno /libx32
/etc /tmp /var/packages /root

/home/httod /usr/sh /usr/local/packages /sbin

home/httpd .qpkg
.system/thumbnail /mnt/ext/opt
.system/opt /tmp

.config /var/run

File encryption
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Offset Size Description

101010] o INNCH Calculated public key for the file.

Encrypted files marker

Decryption ID, which corresponds to the first 8 bytes of the attackers’ public key.

Ransomware for ESXi

File encryption

Page 26 of 33




https://www.group-ib.com /blog/bablock-ransomware/

Offset Size Description

101010] o INNCH Calculated public key for the file.

Decryption ID, which corresponds to the first 8 megabytes of the attackers’ public
key.

FILENAME is the original name of the file.

RANSOM_EXT is the extension, which is hardcoded in the ransomware code (“slpgne”).

Conclusion
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Recommendations

Regularly installing critical updates for operating systems and software used.

Setting up strong password policies for both local and domain accounts. Verifying that different
passwords are used for local administrators on all the hosts in the infrastructure.

When managing access rights, sticking to the principle of minimal required privileges in the
system, with a special focus on service accounts as well as accounts used for automated tasks
and remote access.

Prohibiting direct RDP access to workstations and servers from outside the internal network.

Ensuring that the storage period for operating system event logs and security controls logs lasts
for at least three months.

Collecting the following logs from the VMware ESXi hypervisor:
auth.log, hostd.log, syslog.log, vmksummary.log, vmkernel.log.

In the Linux segment, setting up the auditd tool, designed for monitoring operating system
events.

Setting up the collection of Windows events, relating to:

successful and unsuccessful login attempts
enabling/disabling and blocking accounts
creating local and domain accounts

adding users to groups, especially ones granting elevated privileges
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creating services, processes, and scheduled tasks

changing domain and local security policies

executing commands using various command interpreters

critical triggering of the built-in Windows security tool (Windows Defender)
accessing objects in network shares

clearing event logs

Implementing the centralized collection of events in the Linux/Windows infrastructure and their
transfer to a data collection system (e.g., ELK, SIEM).

. Using Group-IB Managed Extended Detection and Response (MXDR) to protect end devices.

. Using Group-IB Attack Surface Management (ASM) to control the security posture of the
organization’s infrastructure.

. Use Threat Intelligence to keep track of the group and changes in its tactics, techniques, and
procedures.

Try Group-IB Incident Response now

Learn more

Technique Description

As an initial access vector, the attacker used

TAOO0O1 vulnerabilities in the email software Zimbra and as
a result gained RDP access to an email system
server.
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The ransomware uses direct system calls (syscall)

to launch certain Native APl functions.

For the ransomware to spread in the victim’'s

T1053.005 infrastructure, a group policy (GPO) is used, which
creates scheduled tasks on domain hosts to
launch the ransomware and stop SQL system
services.

T1059.001
A PowerShell script is used to update group

policies on domain computers.
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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Subscription plans 2> Services = Resource Center =

Subscribe to stay up to date with the

latest cyber threat trends
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