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I was playing around in Word yesterday and thought of a neat idea. To start off, what I am about to show you will

blow away any user set macros in Normal.dotm. That being said, this is kind of cool.
Let me start with all of the code. Everything you need to setup and execute this attack can be found here:

https://github.com/enigma0x3/WordPersistence

**You will need to host Invoke-Shellcode, the malicious Normal.dotm and persist.ps1 for this to execute

correctly**

**]t is also important to note that you MUST create the malicious Normal.dotm by opening a new word
document, creating a new macro, pasting in the code and then saving it as Normal.dotm. Once created, you can
then host it.

The way this works is like so: You craft an excel document and send it off to the target. They open said document

and it executes a payload. While you are sitting there with your meterpreter session, it does the following:
1. It changes the macro security settings in Word/Excel

2. It creates a registry key that executes the hosted persistence script on startup

3. It drops a malicious Normal.dotm in C:\Users\{username }\AppData\Roaming\Microsoft\Templates

If you don’t know, Normal.dotm is the base template for all Word documents. If a macro sits in it, it executes
EVERY SINGLE TIME Word is opened. Now, let me show you!

To start off, create your macro with the code on Github and send it. Once opened, here is what happens:

1. You get your shell
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2. It then disables the macro security settings so the malicious Normal.dotm macro can execute on startup (and

also changes the Excel settings just because)

Page 2 of 6


https://enigma0x3.net/wp-content/uploads/2014/01/m2.png
https://enigma0x3.net/wp-content/uploads/2014/01/m2.png
https://enigma0x3.net/wp-content/uploads/2014/01/m1.png
https://enigma0x3.net/wp-content/uploads/2014/01/m1.png

https://enigma0Ox3.net/2014 /01 /23 /maintaining-access-with-normal-dotm /comment-page-1/

|

|

i

k W W o ¢ W sssmsmaasmma
S

Page 3 of 6


https://enigma0x3.net/wp-content/uploads/2014/01/m4.png
https://enigma0x3.net/wp-content/uploads/2014/01/m4.png
https://enigma0x3.net/wp-content/uploads/2014/01/m5.png
https://enigma0x3.net/wp-content/uploads/2014/01/m5.png

https://enigmaOx3.net/2014 /01 /23 /maintaining-access-with-normal-dotm /comment-page-1/

AND BAM

Trusted Publishers
Trusted Locations
) Disable ajl macras withaut notification

Thated Deniments ) Disable all macros with notification

Add-ing ) Disable all macros except digitally signed macros

e - @ Enable all macros (not recommended; potentiailly dangerous ¢ode can run)
[hm ] Developer Macro Settings

Protected View [T Trust access to the VBA project object model

Message Bar

File Block Settings

Privacy Options

3. It also drops a malicious Normal.dotm (overwrites the old one) in C:\Users\

{username }\AppData\Roaming\Microsoft\Templates
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Date modified

1722/3014 233 PM  File folder
1/22/2014 10:00 PM  Microsoft Word M...
172272014 229 PM Microsoft Word M...

NOTHING FISHY HERE &
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**This new Normal.dotm file has a macro called AutoExec that executes our new payload. This payload will

execute whenever word is opened or in this case, it gets called on startup by persist.ps1.

4. Finally, a registry key is created that executes persist.ps1 that you are hosting. What happens is on startup,

persist.ps1 opens a new WINWORD instance pointing to Normal.dotm (which is now malicious) and tells it to

execute the AutoExec macro. Once done, it quits. All of this happens in the background.
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Computer\HKEY_CURRENT_WSER\Software\ Microsoft\ Win dows\ CurrentVersion\Run
When the user reboots, it executes persist.ps1 (even though it isn’t on disk) which calls Word to open

Normal.dotm...all done in the background. Next thing you know, you are having a shell party.
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I hope you enjoy.

-Matt Nelson (@enigma0x3)

Source: https://enigma0x3.net/2014/01/23/maintaining-access-with-normal-dotm/comment-page-1/

Page 6 of 6


https://enigma0x3.net/wp-content/uploads/2014/01/weeee128608434186193999.jpg
https://enigma0x3.net/wp-content/uploads/2014/01/weeee128608434186193999.jpg
https://twitter.com/enigma0x3

