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It’s not uncommon to come across some kind of string encryption functionality within malware samples, often

more complex than a simple single-byte XOR operation which can often be brute-forced with simplicity.

By encrypting strings, malware authors are able to potentially lower the detection rate by anti-malware software,
obscuring strings that may be identified as “malicious”, such as strings indicating malicious functionality, registry
keys or file paths linked to malicious activity, and so on. Additionally, encrypting strings can go a long way to
slowing down malware analysts, by requiring them to decrypt the strings before properly analysing and building

out detection rules for the sample.

Now building out tools for string decryption from the analyst side can be quite simple once you’ve written a few —

especially if you’re decrypting the strings within a disassembler that provides an API:

e Find cross-references to the string decryption function
 Find the encrypted string pushed as a parameter to the function
e Decrypt the encrypted string within Python (replicate the algorithm first)

e Add a comment, or overwrite the encrypted string

The difficulty increases when the algorithm is somewhat “polymorphic”, in that each instance of the decryption
routine is slightly different. Additionally, if the string is built dynamically compared to being hardcoded, it

requires the analyst to locate the pieces, and put them together prior to decryption.
This is what we’re going to be looking at in this post, and in a second follow-on part later on.

We’re going to be looking at a sample of malware that has a slightly different decryption routine for each string,
and also builds the encrypted string on the stack during execution, prior to decryption. The specific sample is a

version of Conti ransomware.

However, rather than build a string decryptor that relies on IDA Python, we’re going to be building a standalone

decryptor that uses the Capstone Disassembler and Unicorn Emulation Framework.
Why?

Well lets take Emotet as an example. In the later iteration of the malware family, when it was still active, it stored
a list of roughly 64 C2 server IPs as obfuscated values, built on the stack prior to decryption. Each C2 server was
deobfuscated within it’s own function, and each function was added to an array. When Emotet needed to retrieve a
C2, it would pick a random function from the array, and execute it to deobfuscate an IP. If the retrieved C2 was
online, Emotet would continue interacting with it. Otherwise, it would pick another one until it located an active

server.
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This meant a sandbox would only identify a few outgoing connections to IP addresses, rather than all 64 IPs being
observed. This is where manual extraction would be required, and in most cases you would need to emulate the 64
deobfuscation functions in order to avoid replicating all of them. Within something like IDA, you could leverage
FLARE-EMU to do such a thing, while harnessing IDA’s disassembly/decompilation capabilities.

This is great for 1 or 2 samples, but if you want to extract C2 lists from 100+ Emotet samples, you’ll want to
avoid opening each in IDA, running a script, and taking the output. You could opt to run IDA without the Ul
(headless), but if:

e you don’t own IDA Pro, or
e you’re using a system that is running on an OS you don’t have an IDA license for, or

e you want to avoid relying on external platforms

you’d want to use something else — ideally Capstone, and Unicorn.
Capstone & Unicorn
Capstone Disassembler:

From Capstone’s website:

Capstone is a lightweight multi-platform, multi-architecture disassembly framework.
Our target is to make Capstone the ultimate disassembly engine for binary analysis and reversing in the security
community.

https://www.capstone-engine.org/

Capstone allows you to disassemble hex bytes to assembly representations — think IDA, but without all of the UI
and nice additional features — Capstone just provides the raw information it identified based on the bytes you

passed to it.
Unicorn Emulation Framework:

Unicorn on the other hand could be compared to a debugger, rather than a disassembler:

Unicorn is a lightweight multi-platform, multi-architecture CPU emulator framework.

https://www.unicorn-engine.org/

If you want to execute a snippet of assembly code within Python, Unicorn should be the go-to. Qiling is a good

option, but is more focused on higher level emulation such as executing binary files:

Unicorn is just a CPU emulator, so it focuses on emulating CPU instructions, that can understand emulator
memory. Beyond that, Unicorn is not aware of higher level concepts, such as dynamic libraries, system calls, 1/O
handling or executable formats like PE, MachO or ELF. As a result, Unicorn can only emulate raw machine
instructions, without Operating System (OS) context

Qiling is designed as a higher level framework, that leverages Unicorn to emulate CPU instructions, but can

understand OS: it has executable format loaders (for PE, MachO & ELF at the moment), dynamic linkers (so we
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can load & relocate shared libraries), syscall & 10 handlers. For this reason, Qiling can run executable binary

without requiring its native OS

https://github.com/qilingframework/qiling

Additionally, it’s built on Unicorn, so for full control over basic assembly we’ll do just fine with that.

So, lets get started!
Analysis
TL;DR

Sample Hash
The Script

Identifying the Encryption Routines

The first part of any string decryption automation process is of course identifying where the string decryption

occurs. For stack string decryption this can be slightly more complex, as you can’t search through the data

sections to find possibly encrypted strings and work backwards from there.

Instead, we’ll need to walk through the code, searching for a lot of MOV instructions where data is being moved

into stack addresses.

Luckily with Conti it’s very simple to locate this, as we can find it within the WinMain function.
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short loc_41DB94

If we decompile this block, it’s also quickly identifiable within the decompilation as a series of value assignment

operations. IDA also attempts to parse some of the stack string bytes, so if each byte was an ASCII character, it

would likely display the entire string for you rather than breaking it up into what we see below.
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;31 = ( ( gned __int8)v37[j]) % 127
sub_41CD50
sub_dZSS_AF

Now we’ve identified where a stack string is built, how do we find the decryption routine?

Again, this is simple enough in Conti as it is right below, however if that wasn’t the case you’d want to search for
XREFs within the function to the var_XX variable that the first/last byte in the stack string was moved into. In this

case, we’d look for var_53, and if it wasn’t referenced at all, we’d search for var_3A.

Looking at the decryption code, it is pretty basic in that it is a single block with 9 main instructions excluding the

instructions to copy and overwrite bytes from the encrypted string, and the counter code.

.text:0041DB70 mov al, [esp+esi+68h+var_53]
.text:0041DB74 mov ecx, 31h ; "1
.text:0041DB79 movzx  eax, al
.text:0041DB7C sub ecx, eax
.text:0041DB7E imul eax, ecx, 17h
.text:0041DB81 cdq
.text:0041DB82 idiv edi
.text:0041DB84 lea eax, [edx+7Fh]
.text:0041DB87 cdq
.text:0041DB838 idiv edi
.text:0041DB8A mov [esp+esi+68h+var_53], dl
.text:0041DB3E inc esi
.text:0041DB8F cmp esi, 1Ah
.text:0041DB92 jb short loc_41DB70

The above can be summarised as follows:

e Move encrypted byte into AL

 Subtract encrypted byte value from 0x31

e Multiple result of above with 0x17, stored in EAX
 Signed division of EDX:EAX, with value in EDI

e Addition of remainder in EDX with 0x7F, stored in EAX
» Signed division of EDX:EAX, with value in EDI

e Overwrite encrypted byte with value in DL

e Increment ESI
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e Compare ESI against hardcoded string size

We can build the following snippet which we can execute in Python and see the output:

a = string[i]
string[i] = ((((@x31 - a) * 0x17) % Ox7F) + Ox7F) % Ox7F)

Looking at the IDA decompilation, it’s pretty much identical:

for (1=0; 1< 0x1A; ++i )
va3[i] = (23 * (49 - (unsigned __int8)v43[i]) % 127 + 127) % 127;

Now it would be great if we could just use this to decrypt all the strings, but if we have a look at another example,

we get the following decompilation:

for (1i=0; 1< 0x1A; ++i )
v13[i] = (24 * (78 - (unsigned __int8)v13[i]) % 127 + 127) % 127;

As you can see 23 is now 24, and 49 is now 78.

Ok, so what if we simply extract those values? We can write a regex that will set those integers as wildcards, and

we can then capture those and use them to modify the algorithm?

If we take a look at the assembly code for this snippet you may notice a difference or two:

.text:00420FA1 mov al, [ebp+esi+var_24B]
.text:00420FA8 mov ecx, 4Eh ; 'N'
.text:00420FAD movzx  eax, al
.text:00420FB0 sub ecx, eax
.text:00420FB2 lea eax, [ecx+ecx*2]
.text:00420FB5 shl eax, 3
.text:00420FB8 cdq
.text:00420FB9 idiv ebx
.text:00420FBB lea eax, [edx+7Fh]
.text:00420FBE cdq
.text:00420FBF idiv ebx
.text:00420FC1 mov [ebptesit+var_24B], dl
.text:00420FC8 inc esi
.text:00420FC9 cmp esi, 1Ah
.text:00420FCC jb short loc_420FA1
.text:00420FCE mov ebx, [ebp+var_250]

Instead of an IMUL operation, we have a LEA call followed by a shift-left — so where did the 24 come from?
Well, IDA basically simplified the algorithm, converting the LEA & SHL operations to an imul of 24. The issue
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we’ve got is we’ve now got to handle different methods of adding, subtracting, multiplying, etc.

Which is why we’re going to be using Unicorn for emulation, rather than completely relying on Capstone to

statically disassemble.

Now there is one last thing to take note of — Conti also has stack strings that are passed to a function and
decrypted; we won’t be looking at these in this part, but will be in the next part. The reason being is we will need
to find cross-references for decryption functions, and then step back to find the stack string that is built. As we
aren’t able to easily find cross-references with capstone, we’ll need to leverage another tool such as r2pipe, but

again that is something for the next post!

For now, let’s start with building out our automation script, by developing our first regular expression!

Building the “Finder” Regular Expression

When it comes to building regular expressions for byte patterns, I’ll usually fall on IDA for identifying patterns
that could be used to accurately locate the correct blocks. Going to Search -> Sequence of Bytes... we can use ??
as wildcards for bytes that may change per iteration. For example, in the code below we can see that ESI is a

counter and is being compared against Ox1A.

.text:00420F(C8 46 inc esi
.text:00420FC9 83 FE 1A cmp esi, 1Anh
.text:00420FCC 72 D3 jb short loc_420FA1

For identifying similar blocks where the length may change, we can use search for the following sequence of
bytes within IDA

46 83 FE 77 72

From this query we can find 56 possible matches — which is quite low, and we’re also assuming that the ESI
register is always used as the counter. From looking through the different string decryption blocks, it looks like AL
is always used in an initial MOV operation, moving the encrypted byte to it. These instructions appear to have one

of two possible structures:

8A 84 3D F1 FE FF FF
8A 44 35 (D

So not really the best byte pattern given the changes — it might be better to focus on the division instructions,

though they also pick up the string decryption functions rather than just the inline code.

.text:0041AB20 99 cdq
.text:0041AB21 F7 FB idiv ebx
.text:0041AB23 8D 42 7F lea eax, [edx+7Fh]
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.text:0041AB26 99 cdg
.text:0041AB27 F7 FB idiv ebx

So, we’re going to instead work with the initial 8A 44 and 8A 84 instructions, and see how far that gets us!

Quickly converting these thoughts into a script, we get the following:

data = open("file.bin", "rb").read()
rule = re.compile(b"\x8A\x44|\x8A\x84")
matches = rule.finditer(data)

print (len(list(matches)))

>>> 103

While there are likely more than 103 inline encrypted stack strings, our goal is to build a script that can actually

decrypt those 103 strings that we’ve found, before we can go and perfect it.

So! Now we can actually find the decryption routine, let’s start working on walking back to locate the first

encrypted byte moved onto the stack.

Locating the First Stack-Byte

The way we’re going to approach this is quite hacky, as I’'m actually not sure if there is a way to iterate over a
block of code in reverse within Capstone. As a result, we’re basically going to decompile the block, store it as a

list, and reverse the list.

How exactly are we going to determine the block size? Especially given we’ve got code blocks that are quite
varied throughout the binary, with certain instances having additional nop instructions, or slightly longer strings,
etc.? Well, if the last part wasn’t hacky, this part will be — we’re just going to take a chunk of ~500 bytes before
the MOV AL, ... instruction, and use that. If we encounter many issues, we can of course increase this size, but

again, no point perfecting until we have a working script!

data_block = data[m.start()-500:m.end()]
disasm_list = list(md.disasm(data_block, @, len(data_block)))

disasm_list = reversed(disasm_list)

We’re also going to want to get the stack offset of the variable referenced in the MOV instruction we’ve just

found, for cross referencing later on. In order to do this, we can run the following:

string = data[m.start():m.end()]
disasm = list(md.disasm(string, @, len(string)))

offset = disasm[@].operands[1].value.mem.disp

In the instruction below, the code above would give us the offset -87:
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mov al, [ebp+esi-87]

Now we have the reversed list of instructions and the offset of the first encrypted byte, we want to start narrowing
down the size of the data block. We don’t want to emulate all 500 bytes, as 450 may be irrelevant and cause

further issues.

To do that, we’re going to loop through the reversed list of instructions, and check for any instruction that has the
MOV mnemonic, and moves data into memory (the stack). If we locate any matching instructions, we then want
to check if the stack offset within the instruction is equal to the stack offset we found earlier. If it is, we have likely

found the start of the stack building routine!

for i in disasm_list:
if i.mnemonic == "mov" and i.operands[@].type ==
if i.operands[@].value.mem.disp == offset:

print ("found stack string creation address > ", hex(i.address))

Before we continue, lets give this a run:

from capstone import *

md = Cs(CS_ARCH_X86, CS_MODE_32)
md.detail = True

md.skipdata = True

data = open("565ff723884F77bf7e744527b0eb736373183celccécédf@fdeesb2929f685¢c2.bin", “rb").read()
rule = re.compile(b"\xBA\x44|\xB8A\xB4")

matches = rule.finditer(data)
for m in matches:
string = datalm.start():m.end()]

disasm = list(md.disasm(string, 8, len(string)))

offset = disasm[@].operands[1].value.mem.disp
data_block = datalm.start()-56@:m.end()]
disasm_list = list(md.disasm(data_block, 8, len(data_block)))
for i in reversed(disasm_list):
if i.mnemonic == "mov" and i.operands[@].type == 3:
if i.operands[@].value.mem.disp == offset:
print ("found stack string creation address > %B8x, offset > %BBx" % (i.address, offset))

raceback (most recent call last):
File "<stdin>", line 4, in <module>
IndexError: list index out of range

As you can see, we had an error immediately. This is due to the m.start():m.end() line, as we’re only capturing 2
bytes from the binary at this point. Let’s update the regex to search for 2-3 bytes of additional data for the 8A 44
pattern, and 2-6 bytes for the 8A 84 pattern.
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import re, binascii

from capstone import *

md = Cs(CS_ARCH_X86, CS_MODE_32)
md.detail = True

md.skipdata = True

data = open("5657T723884F77bf7e744527b0eb736373183celccbéecébdf@fdeesb2929f685¢c2.bin", "rb").read()
rule = re.compile(b"\x8A\x44.{2,3}|\x8A\xB4&.{2,6}")

matches = rule.finditer(data)
for m in matches:

string = datalm.start():m.end()]

disasm = list(md.disasm{string, 8, len(string)))

offset = disasm[@].operands(1].value.mem.disp

data_block = datalm.start()-50@:m.end()]

disasm_list = list(md.disasm(data_block, 8, len(data_block)))

for i in reversed(disasm_list):

if i.mnemonic == "mov" and i.operands[@].type ==
if i.operands[@].value.mem.disp == offset:
print (*found stack string creation address > %@8x, offset > %88x" % (i.address, offset))

ound stack string creation address > 08@860lad, offset > -8000043
ound stack string creation address > @@eeelb7, offset > -8880023
ound stack string creation address > 888@801bb, offset > -888@08b

Perfect!

Now we want to make sure we get rid of all the data we don’t need before the stack string creation address:

smaller_block = data[
( ( m.start() - 500 ) + i.address ) : m.end() + 75

The best way to check if this worked as expected is to quickly disassemble it with CyberChef to see if the MOV

instruction appears at the beginning as expected.

Recipe Bami Input +O3 =

€645c957ch45ca39cb45cb20c645cc39c645cd59ch45ce30cb45cF56C645d039c645d176c645d239c645d36bc645d439c645d
55bc6450639c645d776c645d839c645d96bc645da39c645db76c645dc39c645dd7cc645de39cb45dF66c645¢039c645e123ch
45e239c645e340c645439c645e546c645e639c645e764c645eB39c645e96bcb45ea39¢c645eb39cb45ec398a45c9807dcBABT
52933768a4435c9093900000001b6CBZbCcBBAN4BIC1e@B399F 71 fBd427FI9FTf FBB5435c04683fe2472d9f f75f cBd45c950e8

Disassemble x88

32 Full x86 archite... 16
e 4c2dB0e8Bb3383c40885F6746bBT1700837e14088bfe7202803ec6457408CB4515
"] Show instruction hex R —aE—————T
IC o
S' ow instruction position Sl - u o
2000aB008 (6450957 MOV BYTE PTR [EBP-37],57
20008004 C645CA39 MOV BYTE PTR [EBP-36],39
0200008 C645CB20 MOV BYTE PTR [EBP-35],20
2000800C C645CC39 MOV BYTE PTR [EBP-34],39
80200018 C645CD59 MOV BYTE PTR [EBP-33],59%
@0eae0l4 C645CE3D MOV BYTE PTR [EBP-32],39%
200000018 C645CF56 MOV BYTE PTR [EBP-31],56
eeeaeelC Ce450039 MOV BYTE PTR [EBP-38],39%
20008028 (6450176 MOV BYTE PTR [EBP-2F],76%
eeeaen24 6450239 MOV BYTE PTR [EBP-2E],39
B080BB28 (6450368 MOV BYTE PTR [EBP-2D],68%
8000802C C645D439 MOV BYTE PTR [EBP-2C],39%
200000308 6450558 MOV BYTE PTR [EBP-2B], 58"
00000034 CH45D639 MOV BYTE PTR [EBP-2A],39
@0eaBR38 (6450776 MOV BYTE PTR [EBP-29],76
2000003C C645D839 MOV BYTE PTR [EBP-28],39
20208048 C645D968 MOV BYTE PTR [EBP-27],68
d0eae044 C645DA39 MOV BYTE PTR [EBP-26],39%

Now you may be wondering, why did we add 75 to the end? Well, currently we only have the bytes up until the
start of the decryption routine — not the routine itself, which doesn’t really help us. So, we now want to iterate
through the smaller data block and search for a “JB” instruction, which is going to allow the decryption code to

decrypt more than 1 byte of data. This is a simple enough addition:

for y in md.disasm(smaller_block, @, len(smaller_block)):
if y.mnemonic == "jb":
print ("found end of loop > %@8x" % y.address)

smaller_block = smaller_block[:y.address+y.size]
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print (binascii.hexlify(smaller_block))
break

Putting this together and running it, and then double checking in CyberChef, you should be able to see that so far

it’s running quite well!

Output 0@ ::
00000172 C6458477 MOV BYTE PTR [EBP-7C],77%

00000176 C645854A MOV BYTE PTR [EBP-7B],4A%

0000017A (6458607 MOV BYTE PTR [EBP-7A],07%

0000017E (6458722 MOV BYTE PTR [EBP-79],225%

20000182 (6458807 MOV BYTE PTR [EBP-78],07%

00000186 (6458922 MOV BYTE PTR [EBP-77],22%

0000018A C6458A3D MOV BYTE PTR [EBP-761,3D5%

0000018E (6458872 MOV BYTE PTR [EBP-75],72%

00000192 C6458C50 MOV BYTE PTR [EBP-74],50%

00000196 C6458D0A MOV BYTE PTR [EBP-73],0A%

0000019A C6458E44 MOV BYTE PTR [EBP-721,44%

000PO19E BABSADFFFFFF MOV AL,BYTE PTR [EBP-000000B3]%
000001A4 8OBDACFFFFFFO0 CMP BYTE PTR [EBP-200000B4],00%
000001AB 7533 INE 000001E0%

000001AD 33C9 XOR ECX,ECX%

000OB1AF 6666660F1F840000000000 NOP WORD PTR [EAX+EAX+00000000]%
000001BA 8A840DADFFFFFF MOV AL,BYTE PTR [EBP+ECX-000000B3]%
000001C1 OFB6CO MOVZX EAX,ALS

000001C4 B3E844 SUB EAX,00000044%

000001C7 6BCO13 IMUL EAX,EAX,00000013%

000RO1CA 99 DO

000001CB F7FB IDIV EAX,EBX'

200001CD 8DA27F LEA EAX, [EDX+7F]%

00000100 99 DO

20000101 F7FB IDIV EAX,EBX'%

20000103 8894@DADFFFFFF MOV BYTE PTR [EBP+ECX-0@@@00B3],DL%
200001DA 41 INC ECX%

000001DB 83F942
000001DE 72DA

CMP ECX,00000042%
JB 200001BA%

Auto Bake
e 5813

85 © oms

Tr Raw Bytes & LF,

With that, we now have extract the entire block of code needed to decrypt the strings, and I think we’re just about

ready to start emulating! Before doing so, we just need to fine tune a few more things...

Prepare for Emulation

One key thing to take note of is the division elements of each string decryption routine — the value 0x7F is used
across the sample, in every instance. Additionally, IDIV requires it’s first operand to be a register, not a raw value,
so you’ll only come across IDIV EBX, IDIV ECX, etc. The issue we’ll have if we start emulating right now is
some of our blocks don’t include the instruction where 0x7F is moved into the register used for the IDIV

operation. Without that initialisation, you’ll likely get this error a lot:

Unhandled CPU exception (UC_ERR_EXCEPTION)

So with that in mind, let’s build out our emulation code!

I usually base a lot of my emulators off of Unicorn’s own sample code, so we can get setup quite quickly:

from unicorn import *

from unicorn.x86_const import *
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def unicorn_block(block):

# init unicorn
mu = Uc(UC_ARCH_X86, UC_MODE_32)
# setup memory and write code to memory
ADDRESS = 0x1000000
mu.mem_map(ADDRESS, 4 * 1024 * 1024)
mu.mem_write(ADDRESS, block)
# set these registers to 0x7f
mu.reg_write(UC_X86_REG_ESI, @x7f)
mu.reg_write(UC_X86_REG_EDI, @x7f)
mu.reg_write(UC_X86_REG_EBX, @x7f)
mu.reg_write(UC_X86_REG_ECX, @x7f)
# setup stack and base pointer
mu.reg_write(UC_X86_REG_ESP, ADDRESS + 0x100000)
mu.reg_write(UC_X86_REG_EBP, ADDRESS + 0x200000)
# emulate machine code in infinite time
try:

mu.emu_start(ADDRESS, ADDRESS + len(block))
except Exception as E:

print (E)
# read value in EBP (pointer to base)
ebp = mu.reg_read(UC_X86_REG_EBP)
# read memory from EBP - 0x100000, and strip \x00 bytes by decoding
data = mu.mem_read(ebp - 0x100000, 0x100000).decode("utf-8")
print (data)

return

With that sorted, let’s go ahead and run it!

Emulate!

As you can see, it looks like it works quite well!
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found end of loop > ©@B60GBL2
found stack string creation address eeeeeefrs, offset > -8880804LD
found end of loop > ©@@G81lle
found stack string creation address > 0@00@12a, offset > -800024b
found end of loop > BBBBBBTS
found stack string creation address > ©0000106, offset > -8000037
found end of loop > 08006113
found stack string creation address fpeee10a, offset -poeoesT
found end of loop > @B00@10C
found stack string creation address foeees3a, offset -peeaeb3
found end of loop > @B@801de
>>> for block in blocks:

unicorn_block(block)

kernel32.dll
ws2_32.d11
ntdll.dll
0le32.d1l
OleAut32.dll
Netapi32.dll
Iphlpapi.dll
Shell32.d11
Kernel32.dll
Advapi32.dll
Netapi32.dll
Rstrtmgr.dll
User32.dll
0le32.dll
ntdll.dll
Crypt32.dl1
vdi

.vhd

.vmdk

.pvm

.vmem

.Vmsn

.vmsd

However, if we recall back to the initial regex building, we’d identified a total of 103 matches — yet we’ll only

have 75 strings; where did the remaining 28 strings go?? Let’s do some debugging.

Adding a few checks and flags, we manage to get our first error prone block:

fffff20c6855cffffffdcco855dffffff7dco855effffff23c6855fffffff40c68560ffffff40c68561ffffff758a8555ffFffffe8ebds

Disassembling this, we get the following:

Output B0Om::
00000000 FF 277%

00000001 FF 7775

00000002 FF20 JMP DWORD PTR [EAX]%

00000004 C6855CFFFFFFAC MOV BYTE PTR [EBP-000000A4],4C%
00000008 C6855DFFFFFF7D MOV BYTE PTR [EBP-000000A3],7D%
00000012 C6855EFFFFFF23 MOV BYTE PTR [EBP-000000A2],23%
00000019 C6855FFFFFFF4@ MOV BYTE PTR [EBP-000000A1],40%
00000020 C6856OFFFFFF4@ MOV BYTE PTR [EBP-@00000A0],40%
00000027 C68561FFFFFF75 MOV BYTE PTR [EBP-@@@@0@9F],75%
0000002E BAB555FFFFFF MOV AL,BYTE PTR [EBP-@0000ABIS
00000034 ESEEDSFFFF CALL B0@-29E1%

00000039 (6458400 MOV BYTE PTR [EBP-7C],00%
0000003D SBFO MOV EST,EAXS

POPPPO3F CH458558 MOV BYTE PTR [EBP-7B],58%
00000043 (6458678 MOV BYTE PTR [EBP-7A],78%
00000047 C645872F MOV BYTE PTR [EBP-791,2F%
0000004B (6458804 MOV BYTE PTR [EBP-78],04%
0000004F C645893A MOV BYTE PTR [EBP-77],3A%

So as you can see, it appears our 500 byte chunk cut halfway through a MOV operation, and as a result the first

two instructions are invalid — resulting in the failed disassembly. So, lets add in some code to avoid this error.
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loop =1

while not disasm_list or len(disasm_list) < 10:
data_block = data[ ( m.start() - 560 ) + loop - 1 : m.end() ]
disasm_list = list(md.disasm(data_block, @, len(data_block)))
loop += 1

Here we’re basically checking to see if the disasm_list variable has more than 10 elements (AKA instructions), to

avoid situations where perhaps the instruction at offset 8 might be corrupted.

And now after a few tweaks we’ve got 97 extracted strings! Regarding the remaining 6, it’s possible our rule
picked up some false positives, or the string was even larger (the ransom note is encrypted in the binary, so it’s
very likely that caused our issue, as we’re only reading 500 bytes). So if you’re up for a challenge, I’d say take a
look at the current script (or develop your own of course!), see where problems might be caused, and see if you

can decrypt 100% of the inline strings within the sample &

LVMIS
. vhdx
.avdx
«VmCX
.iso
Restart manager not loaded.

Found %d drives:

%s

*

\*

\

tmp

winnt

temp

thumb

$Recycle.Bin

$RECYCLE.BIN

System Volume Information
Boot

Windows

Trend Micro

perflogs

.exe

.dll

.1nk

.SYs

.msi

|1 1-Restore-My-Files-!!!.txt
CONTI_LOG.txt

.bat
Il1-Restore-My-Files—!!!. txt

Microsoft Enhanced RSA and AES Cryptographic Provider

[%02d:%02d:%02d]
-p

-m

-size

-q

-nomutex

all

local

net

backups
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For now, that is pretty much it for this post — of course, as mentioned, Conti is an older ransomware sample and
building a tool like this doesn’t make a huge amount of sense as there isn’t a need to decrypt strings en-masse
across thousands of Conti samples (unless you’re focused on ransom notes and performing linguistic analysis),
though the goal was to introduce Capstone & Unicorn, and how it can be used without relying on external tools

during the automation period.

With that, you can find the script here, and in the next part we’ll be looking at leveraging r2pipe, Unicorn, and

Capstone to extract not only inline strings, but also encrypted stack strings passed to a function!

Source: https://www.Offset.net/reverse-engineering/capstone-resolving-stack-strings/
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