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 Tool: WaterSpout

Names WaterSpout

Category Malware

Type Backdoor

Description
(FireEye) The WATERSPOUT backdoor is an HTTP-based backdoor that communicates with
its C2 server.

Information <https://www.fireeye.com/blog/threat-research/2014/09/darwins-favorite-apt-group-2.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.waterspout>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool WaterSpout

Changed Name Country Observed

APT groups

  APT 12, Numbered Panda 2009-Nov 2016  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=537d76a1-22a2-496f-92e4-b7624949b7fa
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