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 Tool: Hackfase

Names
Hackfase
Hacksfase

Category Malware

Type Reconnaissance, Backdoor

Description

This family of malware is a backdoor that provides reverse shell, process creation, system

statistics collection, process enumeration, and process termination capabilities. This family is
designed to be a service DLL and does not contain an installation mechanism. It usually

communicates over port 443. Some variants use their own encryption, others use SSL.

Information
<https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/mandiant-apt1-report.pdf>
<http://contagiodump.blogspot.com/2013/03/mandiant-apt1-samples-categorized-by.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.hacksfase>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool Hackfase

Changed Name Country Observed

APT groups

  Comment Crew, APT 1 2006-May 2018

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=5e88d4ca-07b1-42fb-9220-c5b0b3bf20f3
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