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 Tool: ADORE.XSEC

Names ADORE.XSEC

Category Malware

Type Rootkit

Description
(FireEye) The group used the Adore-NG rootkit on older Linux operating systems to hide their
Linux backdoor ADORE.XSEC.

Information
<https://docplayer.net/161018432-Double-dragon-apt41-a-dual-espionage-and-cyber-crime-
operation.html>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool ADORE.XSEC

Changed Name Country Observed

APT groups

  APT 41 2012-Jul 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=6e6758d7-0d0b-4d85-b34c-5d3a2b099983
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