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&2 Tool: RemoteCMD

Names RemoteCMD

Category Malware

Type Remote command

Description RemoteCMD is a tool similar to PsExec to run remote commands.

<http://www.symantec.com/connect/blogs/buckeye-cyberespionage-group-shifts-gaze-

Information
us-hong-kong>

MITRE ATT&CK  <https://attack.mitre.org/software/S0166/>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool RemoteCMD

Changed Name Country Observed
APT groups

APT 3, Gothic Panda, Buckeye 2007-Nov 2017 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2394702a-4ea9-4a5f-bf7a-7edectbc9b7b

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2394702a-4ea9-4a5f-bf7a-7edecfbc9b7b
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2394702a-4ea9-4a5f-bf7a-7edecfbc9b7b
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Remote%20command
https://apt.etda.or.th/cgi-bin/listgroups.cgi?t=PsExec
http://www.symantec.com/connect/blogs/buckeye-cyberespionage-group-shifts-gaze-us-hong-kong
http://www.symantec.com/connect/blogs/buckeye-cyberespionage-group-shifts-gaze-us-hong-kong
https://attack.mitre.org/software/S0166/
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=RemoteCMD&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=APT%203%2C%20Gothic%20Panda%2C%20Buckeye
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China

