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In previous posts here and here, we explored methods for extracting cobalt strike shellcode from script-based

malware.

In this post, we'll explore a more complex situation where Cobalt Strike shellcode is loaded by a compiled
executable .exe file. This will require the use of a debugger (x64dbg) in conjunction with Static Analysis

(Ghidra) in order to perform a complete analysis.
Overview

The executable is a compiled exe containing hidden and obfuscated Shellcode. The shellcode is decoded using a

simple XOR routine and a 4-byte key, is then written to a simple buffer created with VirtualAlloc .

We will explore methods for obtaining the decoded shellcode using a debugger, and we will then explore methods

for manually locating the Shellcode and associated decryption keys using Ghidra.

We'll also look at a way to pivot between X64dbg and Ghidra, as well as a method for identifying and analysing
Ghidra output using ChatGPT.

Obtaining the Sample

You can follow along by downloading the sample here on Malware Bazaar (pw: infected )
SHA256: 99986d438ec146bbb8b5faab3ced7264750a8fdf508a4d4250a8e1e3d583771d
Analysis

We can begin by saving the file to an analysis machine and unzipping it with the password infected . From here

we can also create a copy with a shorter file name.

Name

9

exe
986d438ec146bbb8b5faab3ced7264750a8fdf508a4d4250a8e1e3d58377fd.exe

Since the file is a compiled executable, we can attempt to analyse it using a debugger. In this case x64dbg.
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We can go ahead and open the file with x64dbg, clicking through until we reach the entry point.

We can now go ahead and create some breakpoints on APIs that are commonly (but not always) used when

malware is unpacking.

We can go ahead and create 2 breakpoints by running bp VirtualAlloc and bp VirtualProtect

42 co6 04 3l 00 02 EB| 02
48 33 cC E8| B8 08 00| 4c¢C
49 8B 5B 28| 49 73 30| 49

Command: bp Vvirtualillo :|

After creating the breakpoints, we can go ahead and allow the malware to continue (F9)
The malware will continue to run and trigger a breakpoint on VirtualAlloc .

Our primary purpose here is to obtain the buffer being created by Virtual Alloc, we can do this by using Execute
Until Return .

"Execute Until Return" will allow the VirtualAlloc function to complete, but won't allow any further actions to

occur. This means we can easily obtain the address of the buffer that was created.

Viewing Memory Created by VirtualAlloc
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A breakpoint has been triggered on VirtualAlloc

We want to "execute until return™ to obtain the newly created
uffer

After hitting execute until return . We can observe the address of the newly created buffer inside of RAX .

We want to go ahead and monitor this buffer for suspicious content and unpacked malware.

After hitting "execute until return”, RAX will contain the address of
the buffer created by VirtualAlloc.

We can then monitor this buffer for unpacked malware.

We can begin the monitoring process by right-clicking on the address contained inside of RAX .

From here we can select Follow in Dump . This will open the content of the buffer in the bottom-left window.
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Show FPU

Modify value Enter
Increment value
Decrement value
Zero value
Unlocked
Follow in Dump
rcx 00007FFBADDCD

rdx 000000 )

r8 Follow in Dump

Follow in Disassembler
Follow in Memory Map

Copy value Ctrl+C

Copy all registers

Highlight
Undo
kerr Copy old value: 0000000000000001

&"C Jser o yesktop\\malwar

By clicking "Follow In Dump", we can observe the contents of the dump in the bottom-left window.

We can note here that the buffer is empty and contains only 00 .

Dump 2 MW Dpump3 M pump 4 M pump>s jatch 1 5 Struct

Empty Buffer Created by
VirtualAlloc

Monitoring Memory With Hardware Breakpoints
VirtualAlloc has finished creating an empty buffer and we have successfully found it.
We can now go ahead and monitor for changes to this buffer by creating a Hardware Breakpoint .

A hardware breakpoint can be created by selecting the first byte in the memory dump and Right Click ->

Breakpoint -> Hardware, Access -> Byte
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Creating a Hardware Breakpoint to Monitor for
changes to buffer created by VirtualAlloc

akpoint Hardware, A

Find Pattern. Ctrl+B

. text: 00007FFBABGF43

Locals ? Struct

Right Click on First Byte and Select
Breakpoint -> Hardware Access ->
Byte

From here we can allow the malware to continue to execute.
We should soon see our hardware breakpoint triggered. With an FC byte contained in the first part of the buffer.

We can recall from previous blogs that FC is a very common first byte in shellcode.

Dump 4 W pumps

11

Our memory buffer has been
overwritten with "FC". Which is a

common first byte in Shellcode.

Command: |

At this point we want the malware to continue to fill up the buffer, but we don't want it to do anything after that.

We can go ahead and use another Execute Until Return . Which will allow the buffer to fill up. At which point

we can monitor it's contents.
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Below we can see the buffer after it has filled. We can see the first byte is 0xFC and there isa wininet string

present in the initial bytes. From previous blogs (1, 2)we know that this could indicate shellcode.

Monitored buffer has been
overwritten.

FC byte and "wininet"
indicate shellcode.

Validating Shellcode Using a Disassembler

Now that we have a reasonable assumption that the buffer contains shellcode, we can go ahead and try to

disassemble it using X64dbg.

If we disassemble the code and there are no glaring errors, then there is a very high chance that we are looking at
shellcode.

We can achieve this by selecting the first FC byte and Follow in Disassembler .
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-4
Follow in Disassembler
Memory Map ® Call Stack

Follow in MemoryMap
Label Current Addr|

push
Watch QWORD pus h
Modify Value
Breakpoint
Find Pattern... Ctrl+B
Find References Ctrl+R
Sync with expression
Allocate Memory

Go to

Hex

Disassembling the buffer to
determine if it is shellcode

Text
Integer

Float
Addha ) 4 Dump 5

11
Disassembly 0 52 iH. adeE. . . AQAPRQ
48 8 VH10eH.R H.R.H.R
48 OF B7| 4A 4 ) 3 48 3 C H
c 20 41| cl c9 01 C
2 20 4?2

X64dbg will now attempt to disassemble the bytes from our buffer.

Below, we can observe the buffer disassembled in the top disassembly window. There appear to be no glaring

errors, and there are valid function calls, loops and overall "normal" looking instructions.
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The bytes have disassembled without glaring
errors.

MW pump 4 R
Looks like we have some shellcode?

Final Validation Using SpeakEasy Emulator

We now have a very high suspicion that the buffer contains shellcode, so we can emulate it using Speakeasy.

We could also achieve the same thing with X64dbg, but for shellcode, this is a much more involved

process that will be covered in a later blog.
To emulate the shellcode using speakeasy, we first need to save it.

We can select our first FC byte, right-click and go to Follow in Memory Map

Harddiskvolume3\Windows\Sy

ﬂlbk@_é
000001000
)00030

From here we can save the memory buffer to a file.

I will go ahead and save my file as memdump.bin .
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L LML) N L L L L L L) ) L=
00000000001 60000 AlaTalaTalatalatalalalanatath' Ieam
000000000020000(
000000000023C00( 1A= Follow in Disassembler
0000000000241001
00000000004 0000t i
000000000040100(
00000000004 0400(
000000000040500( - Dump Memory to File
00000000004 06001
0000000000407 00(

000000000040800( Comment
00000000004 0900(
00000000004 0A00(
00000000004 08001
000000000041000¢1
000000000060900( Switch View
00000000007000(

00000000007 F500(

00000000008€E000( Find references to region
0000000000ADCO0(

Follow in Dump

Find Pattern...

Emulating the Unpacked Shellcode with Speakeasy

With the shellcode buffer now saved to a file memdump.bin . We can go ahead and emulate the shellcode using

Speakeasy.
We can do this with the command speakeasy -t memdump.bin -r -a x64

e speakeasy - Runs the speakeasy tool

e -t - Which file we want to use

e -r -(Raw) - Indicates that we are using shellcode

e -a x64 - Indicates that our file contains 64-bit instructions. (we know this as we're using x64dbg and not
x32dbg)

Upon running this command, the shellcode is emulated successfully and we are given a lot of information about

it's functionality.

s
“INTERNET_FLAG G TERNET_FLAG_IGNORE_CERT_CN
KEEP_CONNECTION | INTERNET_FLAG_NO_UI | INTERNET_FLAG_RELOA
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The Speakeasy output shows a C2 address of 116.62[.]138.47 , as well as a partial url of /8yHd .

We can also see references to a user agent of User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT
5.1; Trident/4.0; InfoPath.2; .NET CLR 2.0.50727)\r\n

(This user agent would be a great place to go hunting in proxy logs if you had them available)

C2 and Partial URL

_FLA HE | INTERNET_FLAG_IGNORE_|
. LID | INTERNET_F _FLA EP_CONNECTION | INTERNET_FLAG_NO_UI | INTERNET_FLA
| INTERNET_FLAG_SECURE",

Unhandled i
shellco ed_interrupt
hed emulating

Locating the Shellcode Decryption Function In Ghidra

At the point where the hardware breakpoint was first triggered, the primary executable was likely in the middle of

the decryption function. We can use this information to locate the same decryption function within Ghidra.
From here, we can do some interesting things which are covered in the next 7 sections.

¢ Locating the Shellcode Decryption Function In Ghidra
 Identifying Decryption Routine Logic With ChatGPT
 Identifying the Decryption Key Using Ghidra

e Locating the Encrypted Shellcode Using Entropy

e Performing Manual Decoding Using Cyberchef

¢ Hunting For Additional Samples Using Decryption Bytes
e Creating a Yara Rule Using Decryption Code

Locating the Shellcode Decryption Function In Ghidra

If we run the malware again, we can stop at the initial hardware breakpoint trigger and scroll up slightly in the

disassembly window.

This will reveal the decryption logic used to obtain the shellcode.
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Memory Map

Xor routine used for
decoding

Instruction pointer at
the point where
hardware breakpoint is §
triggered. i

W Dump 5 @ watch1

When the first hardware breakpoint is
triggered. The loader is within the
"decryption” function

We can use this to find the decryption
function in Ghidra.

In addition to the notes above, we can observe that the instruction pointer RIP is inside of a loop that contains an

XOR instruction.

Alooping XOR instruction can be a strong indicator of decryption/decoding logic.

Instruction pointer is inside of a loop which contains an xor instruction.

This can indicate that the loop is used for decoding/decryption

31c0

) ; 2 11
000 )00401561 83E2 03
0000000000401564 8A5415 00
0000000000401568 41:321404
000000000040156¢C 881403
0D00000000040156 48 :FFCO
0000000000401572 39F8
0000000000401
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We can use Right-Click -> Binary -> Edit to copy out the bytecodes associated with the suspected decoding

loop.

Hex:

83 E2 03 8A 54 15 00 41
€0 39 F8 89 C2

We can load the file within Ghidra and perform a memory search on these suspicious bytes. This can lead us to the

decryption function.

Ghidra -> Search -> Memory - Make sure to use "hex" format and "All Blocks"
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## Search Memory

Search Value:
Hex Sequence:

Format Format Options

®) Search

Advanced >>

By clicking "Next" or Search All
inside of Ghidra.
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We can observe the call to VirtualAlloc , VirtualProtect and CreateThread inside of the Decompiler.

We can also view the decompiled decryption logic inside of the for loop. A primary giveaway here is the »

XOr operator.

Decompile: FUN_0040152e - (99.exe)

If the above output is confusing, you can increase the readability by disabling type casts. Edit -> Tool Options

-> Decompiler -> Disable Printing of Type Casts .

We can also see that the variable 1pAddress (assigned to the result of VirtualAlloc ) will receive the decoded
content (it is assigned the result of the xor 7 operation) and is then modified by VirtualProtect and then

executed via CreateThread
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Decompile: FUN_0040152e - (99.exe)

Now that we've identified the function and logic associated with decryption, we can go ahead and try to identify

the type of encryption/obfuscation used.
Identifying Decryption Routine Logic With ChatGPT

Using ChatGPT, we can attempt to gather additional information about the decompiled code.

We can copy out the decompiled code, and ask ChatGPT something like In 3 sentences or less, can you

summarise the purpose of this Ghidra Decompiled code

This identifies the general gist of the code, but doesn't provide a lot of information about the decryption routine.
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In 3 sentences or less, can you summarise the purpose of the ghidra decompiled code.

void FUN_0040152¢(longlong param_1,int param_2,longlong param_3)

LPVOID IpAddress;
longlong IVart;
DWORD local_2c;

IpAddress = VirtualAlloc(NULL,param_2,0x3000,0x4);
for (IVar1 = 0x0; IVar1 < param_2; IVar1 = IVar1 + Ox1) {

*(IpAddress + IVarl) = *(param_3 + (IVar1 & 0x3)) * *(param_1 + IVar1);
}
FUN_0040143(IpAddress);
VirtualProtect(lpAddress,param_2,0x20,&local_2c);
CreateThread(NULL,0x0,&L AB_004014f0,lpAddress,0x0,NULL);
return;

The function “FUN_0040152¢ " allocates memory, performs a byte-wise XOR operation on 0 &
data from two sources, and modifies memory protection. It then creates a new thread to

execute a function at the address *LAB_004014£0" with the newly manipulated data. The

XOR loop suggests that this function could be involved in decryption or obfuscation

routines.

To gather more information about the encoding itself, we can take out the contents of the for loop and

summarise it with ChatGPT.

ChatGPT is able to recognize that a simple 4-byte key is used to decrypt some bytes and write them to the buffer
we identified at 1pAddress

In 4 sentences or lesss, Can you explain the type of obfuscation or encryption present in this
ghidra decompiled code.

for (IVarl = 0x0; IVar1 < param_2; IVari = [Vari + 0x1) {
*(IpAddress + IVar1) = *(param_3 + (IVar1 & 0x3)) * *(param_1 + [Varl);
}

The provided code snippet performs a simple form of XOR encryption or obfuscation, where £ ¢ &P

each byte of input data at “param_1" is combined with a repeating 4-byte pattern from
“param_3" using the XOR bitwise operation. This technique creates an obfuscated output
stored at “1pAddress " and can be easily reversed if the 4-byte pattern (key) is known. The
security of this method is low, as it relies on the obscurity of the repeating key rather than

cryptographic strength.

Identifying the Decryption Key Using Ghidra
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If we return to the decompiler output, we can observe the 4-byte key param_3 that was referenced by ChatGPT.

We can confirm that param_3 is part of the for loop used for decoding, and also that the value of param_3 is not

visible within this function.

Param_3 is likely the
decryption key

By right-clicking on the function name from the above screenshot, FUN_0040152e we can use "Show References

To" to identify where the function is called.

We can use this to identify the value that is passed in param_3, which likely contains the 4-byte decryption key.

Cross references lo our decryption
function

We can now see the 3rd
argument to our decryption
functon. Which contains the 4
byte key

By Clicking on the value in the 3rd argument (param_3), we can jump to the location where the 4-byte key is

stored.

This can be seen in the left window of the below screenshot. The 4 byte decryption key is 32 2f @d 96
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Locating the Encrypted Shellcode Using Entropy
The process of locating the encrypted shellcode is slightly more complex.

Cobalt Strike uses a system of named pipes to move around encrypted data. It is quite tedious to locate the

shellcode from the point of the previous screenshot.
Instead, we will use entropy to locate the encrypted shellcode content.
We can begin this process by

e Enabling the entropy view
o Identifying a high-entropy section

e Locating the beginning of the high entropy section using "recent labels"

We can begin by enabling the entropy view and clicking on the area with the highest entropy.

Typically high entropy areas are indicated by a red section within the entropy view. However, for some reason,

Ghidra also highlights high entropy areas with a bright white colour.
(There is an entropy colour reference within Ghidra but it's blank when using dark mode)

We can move on by clicking anywhere within the white section.
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f&/ Listing: 99.exe il =~ B 7 EI >+ X

We can click anywhere in this "white" box. Which
is the highest area of entropy in this file.

. . — " . — o
BE| Listing: 99.exe X =+ Function Graph X

We will now be somewhere within the encrypted section.

We want to go to the start of the encrypted region, which we can do by selecting the "L" (most recent label) button
in Ghidra.
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Na op  Seardc Spad
Bl t T D 1

X | [ELListing: 99.exe

We are now in the middle of the encrypted
content.

We want to go to the "start" using "most
recent label" indicated by "L"

- Function Graph

We should now be at the start of the encrypted content.
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& Listing: 99.exe RhiE % T T El- x

B Listing:

If we want to obtain the encrypted content for manual decoding, we can highlight it and select Copy Special ->

Byte String
Performing Manual Decoding Using Cyberchef

From here we can paste the encrypted content into CyberChef and decrypt it using the 4-byte key identified from

param_3 in the previous heading.

In the CyberChef output, we can observe the same strings previously identified within the decrypted shellcode.
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Recipe om @ Input +oO308 =

ce 67 Be 72 €2 €7 €5 96 32 2f d4¢ €7 73 7f 5F €7 64 67 3¢ 44 57 67 86 ¢4 52 67 86 ¢4 2a 67 86 ¢4 12 67 86
@4 B2 67 82 21 78 65 4@ a7 fb 67 3c 56 9e 13 6¢ ea 30 83 2d d7 f3 6 00 d7 33 ee ef 7b 68 6e Sc de b9 7d
Debimiter 2d 1d 78 13 45 97 e2 49 Bc ee 2a 24 ©F e3 49 a4 8d le 32 2F Od de b7 ef 79 f1 7a 2e dd <6 b3 67 15 d2 b9
Futic 6F 2d df 33 £f ee <0 7s d@ c4 d7 b9 1b 85 de 33 F9 40 a7 Fb 67 3c 56 Ye Ge cc 5F 3f e Oc 57 0a cf 78 67
7e 2c 41 b2 33 €a 34 47 47 £7 55 c2 b9 6F 29 dF 33 £f 6b d7 b9 23 45 d2 b9 6F 11 dF 33 f 4c 1d 36 a7 45
97 e2 6e 55 d7 6a 71 54 cc 73 77 d4¢ ¢f 73 75 45 15 de OF 4c ¢4 ed of 55 d7 6b 75 45 1d 28 ¢6 42 69 cd d@

From Hex Q@n

XOR ® 1] 58 fc 32 66 b3 el 5b 41 64 8 57 Sb @d d7 64 66 B4 78 Te a6 fc d7 BS 63 Ta b@ 35 d8 dE de @3 e6 45 a7 ed
62 3¢ 56 7f le ¢4 d7 62 Ge 5d d7 B8 15 Sb ef 95 4@ B 7f al 2f Bd 96 68 67 84 57 73 97 e5 95 32 2f 40 a7

Key . Scheme b Be 5c d7 63 45 @e d7 63 Ge b7 ci bb bd cb 69 e7 cé 74 cd Ta a6 cc de 83 fd 44 1f ea 62 3c 5F 66 47 &d
32 2f ed 96 HEN Standard 34 2 ab 5f c4 73 95 e6 3 1c 14 2 43 7a a6 cb de bl ac 5d fc 38 78 45 1f 3 95 12 96 32 2 67 96 Sa af

3e 96 32 66 B4 76 73 96 89 96 32 2f 4c 2c 47 69 93 10 cd fa 45 1f ¢3 67 84 4c b e8 cd 69 cd d@ f2 db @3
DNIJ”pFG’SQNng @b 5f cd4 73 95 20 98 28 54 2 43 b7 ef 82 13 af 2e 8d 96 Ta d@ c2 99 b6 a3 Bc 96 32 c4 be 7F d6 Ze 8d 96

da ad 2 69 cd 80 35 ef 7a 4b ©d 4c fc a2 ad 1d 1 4b 7e ee 3c dc 14 ba 39 €0 c6 23 B 6 Se 2a 74 Ga 10
a8 77 76 aa 35 BF 66 a3 19 9c a5 65 15 44 11 B1 6a 84 5c a9 ba 4a 66 40 18 le ac e9 FF 25 75 2a 5F cd 5
Ge fd Bf 81 15 34 79 84 80 4f 7d el 7a b@ 32 7a 7e £3 4@ 02 4c f1 57 41 79 ac 12 62 62 ec 5b 43 61 7 1d
1b 23 a6 12 @7 6e f9 5f Sf 6c e2 Sb 4d 61 f3 09 ©f 48 c5 7b 6a 2d ae 1c 1f 36 b6 65 456 63 f2 5d 58 7e b6 ~
Contents of high-entropy region, xor'd with key -3 =1 Tr Raw Bytes € LF

identified from param_3
P - Output aDm::

AAESASARIRAQHSR =BCHANDTF o xS urs o\ He AtgH DP-H D@
VHD @ WD A" A DAXAX YZAXAYAZHe 1 Al 0YZHe " EOF Y 1T
SUMLEAQAQT WAQALHe « £§DEy [He AHIDT «GHERK 2R+

UH»B8&E" " AQAPRQVH10eH+R" HeR“H+R HerPH" - JIM1EHIA-<a|",
o, HWOM1EHLA-ALE « AN ABAUAL " LE" EINuEXD-BS I DF,
1oL+ AD LB FOH1EH1OMLAML EAPAPAL : Vy 06«

AHe AP
Here we can see strings from the previous ~H B KFE 6E_6E=T® 8 ehev>aiifsil, xIMs , +8i%2 ' E6ockS 4K+~ DOTWE User -Agent: Mozilla/d.d (compatible; MSIE 8.8;
decrypted shellcode. Windows NT 5.1; Trident/a.@; InfoPath.2; .NET CLR 2.8.5@727)%
igl i 2 ‘ SaFpoiostory dad oF o

st elguyiodevgslle "o BAPD EXFED{ AL ; o XoHPWILG] w0 sREK" Go 0 Pe W OIVINACHE TH #o 0 |50 s O NCDOGP » KBQT 11 " BEe B
UEFLYE n. e uspup B s v «THA

itk il Ee g, WRARXHSEFOHeSSHe cHe fiHelA % WuTelA0 » o 5F0H A s ATGF o B AusOOHY W PR
FIH116.002.138. 470N e wsnlxsnl=snlxsnlxsnlxsnlxsnlxsnlxsnlxsnalxsnlxsnalxsnlxsnlzsnlxsnlxsnlxsnl=snlx

Hunting For Additional Samples Using Decryption Bytes
Decryption and decoding routines are often unique enough to be used for malware hunting and Yara rules.

If we go back and take the bytes we obtained from x64dbg and search with Ghidra, we can go hunting for

additional samples.

For example, we can search for additional samples using unpac.me. In this case, 58 results were obtained which

all appeared to be Cobalt Strike samples.

Search

Look-back window: Unlimited

bytes:{83 E2 03 8A 54 15 00 41 32 14 04 88 14 03 48 FF CO 39 F8 89 C2}

Searching for suspected Decryption bytes returns 58 results.

These bytes may be a good candidate for a yara rule.

Search help ®

Matches: 58 +
[[exe ) 56 O <50KB 58 CHN
@ - <100KB 0

<250KB 0
[[x64] 50 CHO— 500KB .

<1MB 0

<5MB 0

<10MB 0

<25MB 0

<50MB 0

>50MB 0

The results from the search all returned 50+ results for Cobalt Strike on Virustotal.
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090402a6e2db12cbdd3a889b7b46bb7702accOcad37d87ff201230b618fe7ed5

@ 56 security vendors and 1 sandbox flagged this file as malicious

56

172 090402a6e2db12cbdd3a889b7b46bb7702accOcad37d87ff201230b618fe7ed5
NEAS.9099f046210fcfal0056be79167ea060.exe

peexe 64bits checks-network-adapters detect-debug-environment long-sleeps

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY ¢

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate ¢

Popular threat label (1) trojan.cobaltstrike/bulz Threat categories trojan  hacktool

Security vendors' analysis (1)

Creating a Yara Rule Using Decryption Code
Working on the (generally safe) assumption that the decryption logic remains the same across similar samples.

We can use the identified decryption bytes to create a simple Yara rule. This should return the same results as the

previous byte search with unpacme.

rule win_cobalt_decrypt_bytecodes

{
meta:
author = "Student @ Embee_Research”

strings:
$sl = {83 E2 03 8A 54 15 00 41 32 14 04 88 14 03 48 FF CO 39 F8 89 C2}

condition:
$sl

Example of Yara rule using decryption bytecodes
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