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[QuickNote] DarkGate — Make Autolt Great Again
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1 Votes

1. Context

In the first quarter of 2024, @AvastThreatl.abs observed a DarkGate campaign distributed via malicious PDF

files:
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Avast Threat Labs

= ALERT: The latest campaign is abusing crypto
exchange and webdav server. Infection chain: EML -> PDF -> URL -> TDS -
= ZIP -= .URL file -= ZIP -> MS5I -> DarkGate

loC:
371499343926dacd8d88fb059cid272d5b38b520c400f40fa04512e8565
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Avast Threat Labs
Further insight: Attackers have leveraged exchange for

malware delivery. The IntermetShortcut link ((URL file) downloads content
from an , utilizing the PROPFIND method with a response codes of
207 and 400.

. Avast Threat Labs

loCs:
74c69940f96ccad21c/bfaibd6eeldecdar/Bb16e0a32abel04d24c2076a
574d5 (pdf)

selectwendormoStres[.Jcom

9413111917 3@80/documents/build-x64.zip/build-x64.msi
693ff5db0al85db5094bb96cd4cOceld1d3fdc2fbf6b92c32836f3eb1al
89e7a (msi)

The technique of using PDF files to lure users into downloading and executing files containing malware is not
new. I have previously discussed this technique in my presentation titled Unveiling Qakbot: Exploring one of the

Most Active Threat Actors at the Security Bootcamp 2023 (SBC2023) conference. We can search for more
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information about the domain selectwendormo9tres[.]com on VirusTotal reveal that multiple samples are used

to access this domain for downloading files.

Communicating Files (10) ©

Scanned

2024-02-28
2024-05-30
2024-05-29
2024-02-27
2024-05-13
2024-02-28
2024-02-13
2024-02-29
2024-04-08
2024-02-27

Detections
11 /58

Name

case_-2024_6833292639.pdf

February_-2024 3398702636.pdf

feb_-2024_5804218831-1.pdf

case_-2023_4449725749.pdf
T4c69940f96ccad21c7bfa7sd6ee8decdaT8bl6e0al2abel04d24c2076a574d5. pdf
info_-2023_3443310460.pdf

feb_-2023_8692935239.pdf
cb3alec802a7304fda367d9c5dec6cd8ederf25alcBe0534db212f74c8b3b81d
message[.]pdf

feb_-2023_4630979418.pdf

However, the domain is currently being used as a sinkhole, which helps users avoid downloading malicious

content. Sinkholes are a valuable defense mechanism in cybersecurity. They redirect malicious traffic to a

controlled server, preventing it from reaching its intended malicious destination.

selectwendormo@tres.com

Submitted URL:
Effective URL:

Form analysis

Text Content

this a sinkhol

selectwendormo®tres.com/
selectwendormo®%tres.com/
Submission: On May 14 via api (May 14th 2024, 11:46:35am UTC) from QA 3] — Scanned from SEgm

Therefore, in this article, I will utilize the IOCs released by @ AvastThreatLabs to conduct a thorough analysis:

1. case -2023 4824647818.pdf

2. build-x64.msi

2. Execution Flow Summary

Here’s the high-level illustration of the malware execution flow:
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3. Technical Analysis

3.1. Analyze PDF file

The PDF file is quite small in size:

v T4c69940f96ccad2 1 cTbfa75dbeeBdecda78b16ela32abe104d24c2076a574d5 100% Document PDF T74.44 KBs
| Fonts

Normal users, when opening this file, will be prompted to click the “ Open ” button, which will then lead them to
the following link to download a malicious file: hxxps[:]1//adclick[.]g.doubleclick[.]net//pcs/click?
£1587wub8-24-TzRtAOnedriveBskd&&adurl=//selectwendormo9tres[.]com?
utm_content=AAhgplxaJo&session_id=3VHLBRuVfwDKTPWgylgR&id=b2WBu&filter=FSBMsIgzmQ-
pIvZ1&lang=zh&locale=US

This document cannot be loaded properly, To view and download the document

click the button below.

Acrobat DC. It's how
the world gets work
done.

View, sign, comment on, and share
PDFs for free.

Adobe, Adobe logo, The Adobe PDF logo, and Acrobat are either registered trademarks or trademarks of Adobe in the United
States and/or other countries. All other trademarks are the property of their respective owners.

https:f/adclick.g.doubleclick.net//pcs/click?f1587Twub8-24-TzRtAOH i twend com?utm_c 1_id=3VHLBRUVfwDKT! i =F! Q- oc...

Similar to the February -2024 3398702636.pdf file, this file will lure users to access the following link:

hxxps[:]//adclick[.]g.doubleclick[.]net//pcs/click?f6879wbk1-2024-
CnP1UOnedriveFrkd&&adurl=//selectwendormo9tres[.]com?
utm_content=orHchiCJYv&session_id=QLuKkySnvaDSwwYImSwT&id=Uwgtv&filter=PBeVeNVqPB-
dEdGa&lang=es&locale=DE
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Quick comparison of the links above:

electwendormogtres . comutm_content -AAhgplxaloasession_id=3VHLBRUVFWDKTPWEY1gRa1 d=b2WBU - /selectuendormodtres. comutm_content=orHehiCIYvasession_id=QLuKkySnvaDSwYImSwTaid=Uwg -
&Filter=FSBMsTgzm-pIvZ1&lang=zh&locale=US ‘tuafilter=PBeVelVgPE- dEdGaslang=es&locale=DE

1 https://adclick.g.doubleclick.net//pcs/click? F1587wubs-24- TzREAONedriveBskdagadurl=//s (] 1 https://adclick.g.doubleclick.net//pcs/click?F6879wbkl-2024-CrP1UOnedriver rkdsgadur 1=/ - [¢|

According to @AvastThreatLabs, these links will download an MSI file named “ build-x64.msi “. If users trust

and execute this MSI file, it will infect their system with the DarkGate malware.

3.2. Analyze MSI file

The structure of the build-x64.msi file is as follows:

v % 693ff5db0al85db5094bb96cddclce1d1d3fdc2 fbfob92c3283613e61a08%e7a
v @ Archives
v B Binary.bz.WrappedSetupProgram
v | Executables
+ @ CoreFoundation.dll
> | Images
~ @ iTunesHelper.exe
> | Certificates
> @ Documents
> | Images
& sqlite3.dl
v | Executables
~ & Binarybz.CustomActionDIl 0% Executable PE 208 KBs
> @ Documents

Document CFBF 5.809 MBs

Archive  CAB 2.333 MBs

Executable PE 3.582 MBs

S % % 8

Executable PE 358.3 KBs

-~

Executable Unknown 1.621 MBs

It uses a valid digital signature:

Digital Signature Details 7 X

Gereral  Advanced

=, Digital Signature Information
g This digital signature is QK.

Signer information

Marne: IInoeIIact EloubantTech Optimization Information
E-mail: INut available
Sigring time: |Munday, February 12, 2024 10:54:27 FM
View Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
Globalsign TSA for CodeSignl -... Mot available Manday, Fu
< >
Details
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[+] Included certificates:
- Subject: CN=GlobalSign GCC R45 EV CodeSigning CA 2020, 0=GlobalSign nv-sa, C=BE
Issuer: CN=GlobalSign Code Signing Root R45, 0=GlobalSign nv-sa, C=BE
Serial: 159159760011286741492753271723304908269
Valid from: 2020-07-28 00:00:00+00:00
Valid to: 2030-07-28 00:00:00+00:00
- Subject: CN=Inoellact EloubantTech Optimization Information Co.\, Ltd., 0=Inocellact
EloubantTech Optimization Information Co.\, Ltd., STREET=Room 502\, No.22\, Jiangbu
Road\, Dali Town\, Nanhai District, L=Foshan, ST=Guangdong, C=CN,
1.3.6.1.4.1.311.60.2.1.1=Foshan, 1.3.6.1.4.1.311.60.2.1.2=Guangdong,
1.3.6.1.4.1.311.60.2.1.3=CN, 2.5.4.5=91440605MACRILFMXL, 2.5.4.15=Private Organization
Issuer: CN=GlobalSign GCC R45 EV CodeSigning CA 2020, 0=GlobalSign nv-sa, C=BE
Serial: 3383085930441128603247187467
Valid from: 2024-01-26 09:28:10+00:00
Valid to: 2025-01-26 09:28:10+00:00

[+] Signer:
Issuer: CN=GlobalSign GCC R45 EV CodeSigning CA 2020, 0=GlobalSign nv-sa, C=BE
Serial: 3383085930441128603247187467
Program name: None

More info: None

[+] Countersigner (nested RFC3161):
Issuer: CN=GlobalSign Timestamping CA - SHA384 - G4, 0=GlobalSign nv-sa, C=BE
Serial: 2256292952261721351877727342917337962
Signing time: 2024-02-12 15:54:27+00:00
Included certificates:

- Subject: CN=Globalsign TSA for CodeSign1 - R6, 0=GlobalSign nv-sa, C=BE
Issuer: CN=GlobalSign Timestamping CA - SHA384 - G4, 0=GlobalSign nv-sa, C=BE
Serial: 2256292952261721351877727342917337962
Valid from: 2022-04-06 07:45:38+00:00
Valid to: 2033-05-08 07:45:38+00:00

- Subject: CN=GlobalSign Timestamping CA - SHA384 - G4, 0=GlobalSign nv-sa, C=BE
Issuer: CN=GlobalSign, 0=GlobalSign, OU=GlobalSign Root CA - R6
Serial: 152301165417217153014605563764
Valid from: 2018-06-20 00:00:00+00:00
Valid to: 2034-12-10 00:00:00+00:00

- Subject: CN=GlobalSign, 0=GlobalSign, OU=GlobalSign Root CA - R6
Issuer: CN=GlobalSign, 0=GlobalSign, OU=GlobalSign Root CA - R6
Serial: 1417766617973444989252670301619537
Valid from: 2014-12-10 00:00:00+00:00
Valid to: 2034-12-10 00:00:00+00:00
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[+] Digest algorithm: openssl_sha256
[+] Digest: 69d4769c1244a1dbd1222c91f7efd4d39bc3bdbedb5c9a53061cee3843e33932

Further examination using the Orca tool reveals that the
bz.CustomActionDll file:

CustomAction section executes the

Tables Action Type Source Target

AdminExecuteSequence bz.EarlylnstallMain 1 bz.CustomdctionDll _InstallMain@4

| AdminUlSequence bz.Earlylnstall5etPropertyForDeferred] 51 bz.EarlylnstallFinish2 [BZ.IMIFILE]
AdvtExecuteSequence bz.EarlylnstallFinish2 1 bz.CustomdctionDll _InstallFinish2@4
Binary bz LatelnstallPrepare 1 bz.CustomActionDIl _InstallPrepare@4
Component bz.LatelnstallSetPropertyForDeferred] 51 bz.LatelnstallFinish1 [BZ.IMIFILE]
Customdction bz.LatelnstallFinish1 3073 bz.CustomdctionDll _InstallFinish1@4
Directory bz.LatelnstallSetPropertyForDeferred2 51 bz.LatelnstallFinish2 [BZ.IMIFILE]
Feature bz.LatelnstallFinish2 3073 bz.CustomdctionDll _InstallFinish2@4
FeatureComponents bz.CheckReboot 1 bz.CustomdctionDll _CheckReboot@4
File bz.UninstallPrepare 1 bz.CustomdctionDll _UninstallPrepare@4
lcon bz.UninstallSetPropertyForDeferredl 51 bz.UninstallFinish1 [BZ.IMIFILE]
InstallExecuteSequence bz.UninstallFinish1 3073 bz.CustomdctionDll _UninstallFinish1@4
InstallUlSequence bz.UninstallSetPropertyForDeferred2 51 bz.UninstallFinish2 [BZ.IMIFILE]
LaunchCondition bz.UninstallFinish2 1025 bz.CustomdctionDll _UninstallFinish2@4
Media bz.UninstallWrapped 1 bz.CustomdctionDll _UninstallWrapped @4
Property

The Property section has property field related to iTunesHelper.exe file:

Tables
AdminExecuteSequence
AdminUlSequence
AdvtExecuteSequence
Binary
Component
CustomAction
Directory
Feature
FeatureCemponents
File
lcon
InstallExecuteSequence
InstallUlSequence
LaunchCendition
Media

Registry

Upgrade

_Validation

Property Yalue
UpgradeCode {706AB36A-6926-4C3F-B931-A950D48C5228)
ALLUSERS 1
ARPMOREPAIR 1
ARPNOMODIFY 1
BZ.WRAPPED_REGISTRATION Hidden
BZ.VER 0
BZ.CURRENTDIR *FILESDIR™
BZ. WRAPPED_APPID {2CBABE3F-51A6-3D7D-DBBY-0527D35433CB}
BZ.COMPANYMNAME EXEMSLCOM

SENAME

iTunesHelper.exe

BZ.ELEVATE_EXECUTABLE never

BZ.INSTALLMODE EARLY

BZ.WRAPPERVERSION 10.0.51.0

BZ.EXITCODE 0

BZ.INSTALL_SUCCESS_CODES 0

Manufacturer Apple Inc.

ProductCode {BF7994CB-D53E-4E42-B335-CF29C4AD0CASC)

ProductLanguage 1033

ProductMame iTunes - UNREGISTERED - Wrapped using MSI Wrapper from www.exemsi.com

ProductVersion 121294
SecureCustomProperties

ARPSYSTEMCOMPOMNENT 1

WIX_DOWNGRADE_DETECTED;WIX_UPGRADE_DETECTED

3.3. Analyze bz.CustomActionDII file

A quick review of the bz.CustomActionD1ll code reveals that it will interact with the iTunesHelper.exe

located in the bz.WrappedSetupProgram cab file:
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vi8 = (sub_18063FF@(Path + OXFFFFFFFC) + u);
LOBYTE(v66) = 3;

sub 10099;D0C&f40, "msiwrapper.ini", @xE);

vy3 =

V62 = &uus;

vEl4 = vU8 - 8x18;

v8 = sub_10003FFe((vus8 - 8x18));

sub_1eee9s8ue(ve3, (v8 + u4));

LOBYTE(v66) = u;

sub_1880C3B0(| "BZ .WRAPPED_APPID", al,

LOBYTE(v66) = 5;

sub_10809F50(v63, v52, L "WrappedApplicationId
sub_1880C3Be( "BZ .WRAPPED_REGISTRATION", al,
LOBYTE(v66) = 6;

sub_10009F50(v63, v51, ["Wrs ] tration");
sub_1880C3Be( "BZ.INSTALL_SUC DES al, &v50);
LOBYTE(v66) = 7;
sub_10009F50(v63, v58, | "Ins
sub 10009F50Cu5J, va7, L"ELe

LOBYTECfﬁﬁ} =8
sub_1e8093D8(
sub_100093D0(&vi6,
sub_1606068C3B8( "BZ.BASE AME"™, al, &UHQ);
LOBYTE(v66) = 9;
( '*=(vu9 - 8xc) )
{
sub_10009610(1 "Unable to get base name of wra
LOBYTE(v66) =

3.4. Analyze iTunesHelper.exe file

The iTunesHelper.exe file is a genuine Apple file, with its Pdb path is: D:\BWA\6B22E293-2BF5-@\iTunesWin-
1200.12.12.9.4\srcroot\iTunes\iPodSupport\(Win32)\BuildResults\Production64\bin\iTunesHelper.pdb .
Examining the Import Directory of this file reveals that it loads a DLL file called CoreFoundation.dl1l .

Module Name Imports OriginalF. TimeDateStamp ForwarderChain Hame FirstThunk
(n)
CoreFoundation.dll 3 00030310 00000000 00000000 0003DESE 00D2EQSE
SETUPAPI.d11 7 00030720 00000000 00000000 0003D97C  0002E463
SHLWAPT.d11 2 0003D7a0 000o0aoon 00000000 0003DSAE 0002E4RE
KERNEL32.d11 115 00030340 00000000 00000000 0003DDE4 0002E0EE
USER32.d11 14 00030773 00000000 00000000 0003DETE 0002E4CO
RDVRPI32.d11 10 0003D2B3 00000000 00000000 0003DF2R  0002E000
ole32.dll 9 0003DTFD 000o0aoon 00000000 0003DFF3 0002E538
OLEAUT32.d11 7 0003DeED 00000000 00000000 0003EDO2 0002E428

The CoreFoundation.dll file is included within the bz.WrappedSetupProgram cab file. This indicates that the
attacker employed the DIl Side [.oading techniques to load a DLL file containing code responsible for executing

the task of malware propagation.

3.5. Analyze CoreFoundation.dll file

This is a 64-bit DLL without a digital signature:
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File type File size
PEG4 - 3.58 MiB
Scan Endianness Mode Architecture Type
Mauz File Detector (MFD) - LE a4-hit AMDG4 DLL
* PEG4
Operation systerm: Windows(Vista)[AMDg4, 64-bit, DLL]

Linker: Turbo linker(8.00)

Compiler: Embarcadero Object Pascal(Delphi)(35.0 (28.0.46141.0937))
Language: Object Pascal{Delphi)

Library: Visual Component Library

Tool: Embarcaderc Delphi{11.0 Alexandria)

It has the following information:

FileDescription: Project1
FileVersion: 1.0.0.0

ProgramID: com.embarcadero.Project
ProductName: Project1
ProductVersion: 1.0.0.0

Loading this DLL file into IDA, the CFAbsoluteTimeAddGregorianUnits() function is called from
DllEntryPoint . The function’s task is to read encrypted data stored in the sqlite3.dll file into a buffer,
decrypt it using XOR with the decryption key “ VzXLKSZE ”, and finally execute the decrypted payload:

The sqlite3.dll file before and after the decryption process:
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€ analysis [sahte3.dI) & X OxXOREDdata

Ox tiex | il Fiestats offset 012 3 45 6 7 8 5 A B CDEF
0 12 3 4 5 6 7 @ 5 a5 c oD & Recii ]| 00000000 ES 00 00 00 48 8B MZER...
1B 20 1D 1E A3 53 SA 45 56 23 10 CF A2 5A 12 CE  ..... SZEVE...Z.. ‘:D“‘J‘:és 3: g: oo Eg o Eg
57 32 SD 4C AB 57 SA BA 86 BY 58 4C 4B 53 S5A 45 .2]L.WZ...XLESZ: 99090030 20 00 05 90 00 00 :
56 7A S8 4C 4B 53 SA 45 56 TA 58 4C 4B 53 SA 45 VzXLESZEVZXLESZIE 1r B4 05 b o 50 N
56 7R 58 4C 4B 53 5A 45 56 TA 58 4C 4B 52 SA 45 VzXLKSZEVZXLKRZE 0 0050 o 70 - - e

: : 00000050 20 70 72 6F 75 73 This.program.mus

EC 6A 58 42 54 E7 53 88 77 C2 55 00 86 72 CA D5  .JXBT.S.w.Y..r.. 20 72 75 om 20 57 | &b
02 12 31 3F 6B 23 28 2A 31 08 39 21 €B 3E 2F 36 ..1%kE(*1.S9!k>/6 oo 0m 24 39 00 00 | Sned. 57 .
22 SA 3A 29 €B 21 2F 2B 7€ OF 36 28 2E 21 7A 12 "Z:)k!/+v.6(.!z. 00 00 05 90 00 00 | o1 ” -
3IF 14 €E 78 46 55 7E 72 56 TA 58 4C 4B 53 SA 45 ?.nxFY~rVzXLKSZE 56 00 05 00 5o oo T
56 7A 58 4C 4B 53 SA 45 56 7A 58 4C 4B 53 SA 45 VzXLRSZEVZXLRSZE 50 00 05 90 o0 00
56 7A SB 4C 4B 53 SA 45 56 TA 58 4C 4B 53 SA 45 VzXLESZEVZXLESZIE 20 00 00 90 00 00
56 TA S8 4C 4B 53 SA 45 56 TA 58 4C 4B 53 SA 45 VzXLKSZEVZXLKSZE 20 00 00 00 o0 00
5¢ 7R 58 4C 4B 53 SA 45 56 TA 58 4C 4B 53 SA 45 VzXLESZEVZXLKSZIE 50 00 05 50 50 00
56 7R S8 4C 4B 53 SA 45 56 TA 58 4C 4B 53 SA 45 VzXLESZEVZXILRSIE 50 00 05 90 00 00
56 7a 4B 53 SA 45 56 7TA 58 4C 4B 53 SA 45 VzZXLKSZEVZXLRSZE 20 00 00 00 00 00
56 TA 4B S3 SA 45 S€ TA 58 4C 4B 53 SA 45 VzXLKSZEVzXLESZE €4 86 OB 00 00 00
56 7a 4B 53 SA 45  S€ 7a 58 4C 4B 53 5A 45 VzZXLRSZEVZXLESIE 2o 00 25 00 52 0o
06 3F 5B 4C 2F DS 51 45 EA 33 91 25 4B 53 SA 45 .?XL/.QE.3.)RSZE oo 00 00
56 TA SB 4C BB 53 78 45 5D 78 50 4C 4B B9 S8 45 VzXL.9XE]XPLK.XE o0 20 00
5€ B2 58 4C 4B 53 SA 45 A€ C3 SA 4C 4B 43 SA 45 V.XLKSZE..ZLKCZE 00 00 00
5¢ 7a 18 4C 4B 53 SA 45 56 GA 58 4C 4B 43 SA 45 Vz.LESZEVXLRCZE o0 o o1
50 7A 5B 4C 4B 53 SA 45 S0 TA 5B 4C 4B 53 SA 45 PzXLRIZEPZXLRSIE 20 00 00 00 50 00
56 SA SC 4C 4B 57 SA 45 56 7A 58 4C 49 53 3A C4  V.\LEWZEVZXLIS:. o0 20 00
56 7A 49 4C 4B 53 SA 45 56 3a 58 4C 4B 53 SA 45 VzHLRSZEV:XLRSZE e 26 o0
5¢ 7A 48 4C 4B 53 SA 45 56 SA 58 4C 4B 53 SA 45 VzHLESZEVZXLRSIE o2 50 00
56 7R 58 4C 5B 53 SA 45 56 4A 5C 4C 3E 53 SA 45 VzXL[SZEVI\L>SZE S 20 00
56 GA 5C 4C 49 SF SA 45 56 BA 5C 4C 4B 47 5A 45 V3\LI_ZEV.\LKGZE pos 20 00
S€ EA SC 4C 73 7€ SA 45 56 TA 58 4C 4B 53 SA 45 V.\LsvZEVzXLRSZE P o0 o0
56 1A 5C 4C 7B 72 SA 45 56 TA 5B 4C 4B 53 SA 45 V.\L{rZEVzXLRSZE P 20 00
56 TA S8 C 4B 53 SA 45 56 7a 58 C 4B 53 SA 45 VzXLESZEVzXLESZE 00 00 00
56 2A 5C 4C €3 53 SA 45 56 7A 58 4C 4B 53 SA 45 VA\LcSZEVZKLESZE P 20 00
56 7A 58 4C 4B 53 SA 45 6E €9 5C 4C 9B 51 SA 45 VzXLKSZEni\L.QZE 00 00 00
56 SR SC 4C 2B 51 SA 45 56 TA 5B 4C 4B 53 SA 45 VZ\L+QZEVzXLESZE oo 20 o0
56 7A 58 4C 4B 53 SA 45 78 OE 3D 34 3F 53 SA 45 VzXLKSZEx.=42SZE o0 o o
56 BA SA 4C 4B 43 SA 45 56 BA SA 4C 4B 43 SA 45 V.ZLKCZEV.ZLECZE 61 03 00
56 TA 58 4C 4B 53 SA 45 56 7A 58 4C €B 53 SA 25 VzXLKSZEVZXLESZ% oo > oo
78 1E 39 38 2A 53 SA 45 56 1A 58 4C 4B 53 55 45 x.584SZEV.XLESYE s 5 oo
56 1a 58 4C 4B 53 59 45 56 7A 58 4C 4B 53 SA 45 V.XLRSYEVZKLESZE oo 03 00| ..
56 7A S8 4C 0B 53 SA 85 78 18 2B 3F 4B 53 SA 45 VzKL.92.x.+?RSZE o 00 o
56 CA 58 4C 4B 33 55 45 56 CA 58 4C 4B 33 59 45 V.XLE3YEV.XLR3IYE e e ;g il
Ve | 4c am 4 £ T2 4r 4R ] TESZE" T.E. R

The decrypted file ( sqlite3_xored_VzXLKSZE.d11 ) contains a PE file with SizeOfImage = @x4E000 .

3.6. Analyze sqlite3_xored_VzXLKSZE.dIl file

The file has a header of “ MZER ”, enabling it to execute as a shellcode. This shellcode maps the file into memory
and then calls the OEP address of the file to execute the main code. Its code first reads the contents of the original

@

sqlite3.dll ” file into the memory:
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mw_memcpy (&g_pstrVzXLKSZE,
( mw_is_directory_exists(

:zParamst strcurr
Sysutils::ExtractFileD E u cutionDir
:zAnsistrings ::IncludeTrailingPathDelimiter(&pu
System:: _LStrFromUStr(&g_pstrsqlite3DL1FullPath,
mw_append_str(&g_pstrsqlite3DL1FullPath,

mw_read_file_content(&pbSqlite3DllcContent, g_pstrsqlite3DllFullpPath);
mw_memcpy(&g_pbSqlite3DllContent, pbSqlite3DllContent);

Next, it performs a search for the string “ delimitador ” and use it to separate the data sections corresponding to
the files. Then, decrypt Autoit3.exe file using the same decryption key as above, which is “ VzXLKSZE ”. Check if
the directory c:\temp exists, if it does not exist, create it and drop the following files into it: Autoit3.exe,
script.a3x, test.txt . Finally, use the CreateProcessA APIto execute Autoit3.exe forloading Autolt script

is script.a3x . The script will take the file test.txt asa parameter.

& sqlite3.di

mw_split_data_based_on_delim DataArr, g_pbSqlite3DllContent, "t

aArr, &word_u28336);
pbEncryptedauto
g_pstrvzXLKSZE

mw_create_dir(

mw_write_to_file.

3.7. Extract and analyze Autolt script

Based on the analysis above, the compiled script’s content can be extracted from 0x1288BE to 0x19FQ1E (size:
0x76760 bytes):
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Eﬂ script_extracted.a3dx

offset(h) 00 01 02 03 04 05 06 07 08 09 OR OB OC OD OE OF Decoded text

00000000 A3 49 SE 98 EC 44 RO 99 40 53 0L 86 DE 48 7D LHEXNT1JEMLS. +0H)
00000010 41 =S 21 45 41 30 36 4D Rs FF 73 24 A7 3C Fé |AD3IEAQEM i=S58<O
00000020 7A 12 F1 €7 AC C1 83 E7 &B 43 CA 52 A& AD 00 00 z.Ag-AckCERI...
00000030 E1 21 A5 29 E3 EC E7 0B 98 2F 40 BD E1 S& &w»:'¥)3ic.”.@was
00000040 DE Bl 9D 6B 3B 21 D4 Bl D6 75 34 C3 3D Ceé PBEF+.k;!'0ibu:E=E
00000050 DO 33 14 AF CB 17 &2 94 01 8D 13 88 FE €4 95 B3=. E.¢"... pbd-
00000060 B1 4D 1A FS 00 00 OD D5 ED C4 2B 1F &7 4D agiM.ws...0ik+.-M
00000070 1E 4¢ B4 €6 B2 71 FE BB 52 2C 2E 26 ED RS ... F figbksR,.t]@
00000080 3E 3 72 83 6E 77 F2 €9 40 1B LL BA 2F 39 E3 >»>hrfnweif.=°/53
00000090 9D 77 EE 36 0% E6 3B SF C6 24 €4 72 8F 0L ..Bwi6.z:¥ESdr..
000000RD 79 6E D& A7 OD 12 DE BS 2D FD C2 1A 02 E7 v0,n@§..Bp-vA..c
000000B0 71 El 4F F1 %6 90 OF D& F2 3F 40 56 AC FD gH,aCh-..0o?8—v
000000Co  1C 9 22 0f B2 94 ED €7 94 535 BE 04 TE R4 L LOS".e¥]g"..~H
00000000 90 E4 87 2B L& 00 B ] . FIN(. ™85+ 4t
000000ED 00 Ch SD DR 01 B . aE. L. L E10LE, Y
000000F0 5o Bl 6B 43 CRh 52 . oo GE10.¥, Y kCER L.
00000100 13 F3 70 1D ED DD 7 B0 .=h%xEd.ul.i%g.°
Q0000110 55 2D AC D4 FO CF 25 E4 CF 56 U-—30(.0a8l357.7v

By leveraging the AutolIt Extractor tool, we can effortlessly extract the original script:

[ Autolt Extractor - x
Autolt3 Binary: e R i script_extracted.a3) Browse. F= script_decompiled.au3 £
Resources ¥
#NoTrayIcon ~
>>>AUTOIT NO CMDEXECUTE<<<
GUICzeate {"xtzqkgby”, 0x87, 0x386)

%a = StringSplit(FileRead(@ScriptDir &
"\test.txt"), ", 0x2)

Sbzxrgifo = Sa[0x3a] & $a[0x6] & Sa[0x3e]
& 3a[0x3a] & $a[0x30] & 3a[0x3a] & 3a
[0x6] & $Sa[0x8] & Sa[0x6] & Sa[0x6] & Sa
[0x6] & 5a[0x6]

Sbzxrgifo &= Sa[0x6] & Sa[0x6] & Sa[0x47]
& Sa[0x40] & $a[0x35] & Sa[0xlb] & Sa
[0x40] & Sa[0x25] & Sa[0x40] & Sa[0x2d] &
Sa[0x47] & Sa[0x3a] & Sa[0x40] & Sa[0x23]
& Sa[0x47] & $a[0xlb]

Sbzxrgjfo s= $a[0x35] & Sa[0x40] & Sa v

oooaaamaooe
o w o n o nnonn

Save Resource

Tag. >>>AUTOIT SCRIPT<LS

ecute(
Execute( Sa[ox1.

xecute( falox1
Execute( fa[ox1

Analyzing the script, it uses the FileRead function to read the contents from the test.txt file. Then, it employs
StringSplit function on the retrieved string to generate an array of characters. Based on this character array stored

in the $a variable, corresponding strings are constructed. The contents of the test.txt file is as follows:

5cript_clr:ccmpil&cl.au3 | Etest.txt tﬂ‘
(ngIn*oCv3aReMotI}UaD{W ZxbBuldY"SK2T1lrspj$oIFfGB=QL65.Hciowz JEm4ghAy,k

However, since the script is 4557 lines long, manual replacement is not feasible. An automated script needs to be
written to perform this de-obfuscation task and restore the corresponding strings. To achieve this, I utilize two

regular expressions as follows:

o r"\$a\[0x[0-9a-fA-F]{1,2}].*" : This regex extracts the entire encoded string after variable $bzxrgjfo
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ir \$a\[ox[[050a fFASF]T1,27 1% "gn O
TEST STRING

Sbzxrgjfos=-%a[0x3a]&*$a[Ox6] *&*Sa[0x3e] & $a[0x3a] &5a[0x30] *&+Sa[0x3a] “&*$a[0x6] *&*$a[Ox9] * &
$a[0x6]*&*%a[0x6]*&*5a[Ox6]*&*Sa[0x6]

Sbzxrgjfo &= $a[0x6]*&*$a[0x6] & *$a[Ox47] *&*$a[0x40]*&*$a[0x35] *&*S$a[Ox1lb] *&*$a[Ox40] *&*$a[0x25]"
&*S$a[0x40]&-Sa[Ox2d]*&*Sa[0x47] & 5a[0x3a]*&*$a[0x40] *&*%$a[0x23] *&*Sa[0x47] &= S$a[@x1lb]

Sbzxrgjfo-&=-%al0x35]*&*5a[0x40] *& $a[0x35] & $a[0x43] “&"$a[0x47] & Sa[0x6] *&"Sa[0x40] &
$a[0x3a] & 5%a[0x34] *&-5a[0x3e] & 5a[0x40] & 5a[0x3e]&-5a[Ox35] *&-5a[0x40] & 5a[0x40] & 5a[0x9]

e r"0x[0-9a-fA-F]{1,2}" : This regex extracts all hexadecimal codes within the string.

i rv ox[feRoa= fASF] {1, 27

TEST STRING

$a(@x6)“&+5a|Ox6]~&-SaBXE ]

Sal@x3a] & Sa[0x6] & Sa[0x3e] & $a[Bx3a] & Sal[0x30] & Sa[0x3a] & Sa[0x6] &-Sa[Bx9] & Sa|Ox6] &

$a(0x6) & 5a|OX6]“& 5a[0x47] & 5a[0x40] & 5a[0x35]“&*$a[0x1b] *& 5a[0x40 ] “&*Sa[@xX25] & S$a[0x40] * &
$a[@x2d] *&-5a[0x47] ~&-Sa[0x3a] *&-5$a[Ox40] *&- $a[Ox23] & 5a[0x47] “&-Sa[@x1b]
$a[0x35] & 5a[0x40] “&-$a[0x35] "&-S$a[Ox43] *&- 5a[0x4T7] & 5a[0x6] & S5a[0x40] & Sa[0x3a] & $a[0x34]
& Sa[0x3e] & %a[0x40] “&-S5a[0x3e]| & 5a[0x35] &+ $a[0x40] & 5a[0x40] “&-Sa[@x9]

The entire Python code I wrote to recover the script is as follows:

from argparse import ArgumentParser
import sys
import re

# Regular expression pattern to match encoded string
pattern_1 = r"\$a\[0x[0-9a-fA-F]1{1,2}].*"

# Regular expression pattern to match hex codes
pattern_2 = r"0x[0-9a-fA-F]{1,2}"

# Define a dictionary to map num to characters

char_map = {0: '(', 1: 'n', 2: 'q", 3: ']", 4: 'N', 5: '"*', 6: '0", 7: 'C', 8: 'V', 9: '3', 10: '&',
11: 'R', 12: 'e', 13: 'M", 14: '0', 15: 't', 16: 'J', 17: '}', 18: 'U', 19: 'a', 20: 'D'
21: '{', 22: ‘W', 23: " ', 24: '7', 25: 'x', 26: 'b', 27: '8', 28: 'u', 29: 'l', 30: 'd'
31: 'y, 32: '"', 33:'S', 34: 'K', 35: '2', 36: 'T', 37: '1', 38: 'r', 39: 's', 40: 'p'
41: 'j', 42: '$', 43: ‘o', 44: 'I', 45: 'F', 46: 'f', 47: 'G', 48: 'B', 49: '=', 50: 'Q'
51: 'L', 52: '6', 53: '5', 54: '.', 55: 'H', 56: 'c', 57: 'i', 58: '9', 59: 'w', 60: 'z’
61: ')', 62: 'E', 63: 'm', 64: '4', 65: 'g', 66: 'h', 67: 'A', 68: 'y', 69: ',", 70: 'k'

71: ‘7', 72 ‘[, 73: 'X', 74: 'v', 75: 'P'}

def mapping_char(listCharCode):
message = ""
for num in listCharCode:
message += char_map.get(num)
# return the final message

return message
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def extract_index_from_str(text):
# Find all matches of the regex pattern
matches = re.findall(pattern_2, text)

# Convert hex codes to integers
idxArr = [int(hex_code, 16) for hex_code in matches]

return idxArr

def main():
parser = ArgumentParser(description="Deobfuscating DarkGate AutoIt script!!")
parser.add_argument("-i", "--input_file", dest="input_file', metavar="INPUT_FILE', type=str, req
parser.add_argument("-0", "--output_file", dest='output_file', metavar="OUTPUT_FILE', type=str,

args = parser.parse_args()

try:
fin = open(args.input_file, "r")
except IOError as e:

print("Could not open file %s - %s" % (args.input_file, e))

return 1

in_lines = fin.readlines()
fin.close()

out_lines = []
for line in in_lines:
matched_str = re.search(pattern_1, line)
if matched _str:
strEncoded = matched_str.group(0)
idxArray = extract_index_from_str(strEncoded)
strDecoded = mapping_char(idxArray)
line = line.replace(strEncoded,strDecoded)

out_lines.append(line)

if out_lines:
try:
fout = open(args.output_file, "w+")
except IOError as e:

print("Coult not write to file %s - %s" % (args.output_file, e))

fout = sys.stdout
for line in out_lines:

fout.write(line)
fout.close()
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print("Deobfuscating done :)")
return @ # @ = EXIT_SUCESS
return 1 # 1 is EXIT_FAILURE
if __name__ == "_ main__":
sys.exit(main())

Here is the final result:

[=] script_decompiled_restored.cu3 £ |

v:)

4CECLL54426F454F57

4F4DE5467 6D4C645152674C45666E42785752

8= 4CB742447ATATT51
= Execute(Dl1StructCreate("byte[4
If Not Execute(fi
Execute(DLlCall("kernel32.d11" "y "Vir rotect","ptr",Dl1StructGetPtr( for),"int" 4
EndIf
Execute(Dl1StructSetDa )
Execute(DLlCall("us dl1","int","EnumWindows" ,"ptr",Dl1StructGetPtr( or), " lparam”,0)

wordx" , null)

As aresult, the variable $bzxrGJFo will store the shellcode, which is 45,988 bytes in size. The script copies this

shellcode to the variable $pt , and utilizes the EnumWindows function to execute it.

3.8. Extract and analyze DarkGate shellcode loader

For extracting the shellcode content from the above script, I used the following regex: “\$bzxrgjfo.+= (.+)"

\Sbzxrgjfout="(.%)
TEST STRING

$bzxrgjfo+-=+-90E9B9O30000
Shzxrgjfo-&=+-007458414F794278
Sbzxrgjfo &="545ATO496E4E5443
$bzxrgjfo-&=+6A61644F686C4B54697768
Sbzxrgjfo &="4D4E6C6455754BT7956675877
Sbzxrgjfo-&=+4E4975784C6355

Shzxrgjfo &="6A525247614F6C614D68
Sbhzxrgjfo+&=+4ET56E5977646A42
Sbzxrgjfo &="6D44436F4F4D75496456
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Utilizing CyberChef, the shellcode was successfully dumped as follows:

recipe=Regular_expression('User%20defined", '%5C%5C$bzxrgjfo.%2B%30%20(.%2B) ', true,true,false, false,fi

Recipe ~ 3 E  input + O3 8=
Re " essi ~Qn $bzxrgjfo = 9RE9BOGIRGER
legular expression $bzxrgifo &= ©87458414F704278 Offzer 012 3 45617 & S AR BCDETF Ascii
SbIXrEIFo & S45ATE49BEAESA3 00000000 | 50 E9 BS 03 00 00 00 74 58 41 4F 76 42 7 54 SA | ......r HROYERTZ
Reqex arelto - 00000010 | 70 45 €E 4E 54 43 € €1 €4 4F €8 GC 4B 54 €9 77  FIMNICIadOBlETiv
\$bzxrgifo.+= (.+) $bxrgifo &= 6A016447686CaB52697768 00000020 | 62 4D 4E €C €4 55 75 4B 75 S€ €7 50 77 4E 43 75 | RMUQUKyVgRWNI:
User defined T Sbzxrgifo &= 4DAEGC6ASSTSAB7956675077 00000030 | 78 4C €3 S5 €A 52 52 47 € 4F 6C 61 4D €2 4€ 75 | XLCUJRRGEOLaMh:
$baxrgifo &= 4E4975780C6355 00000040 | GE 55 77 G4 GA 42 GD 44 43 GF 4F 4D 75 43 G4 56  MYwd)EmDCOOMUIAV
2 - 00000050 | 72 7€ €1 59 58 55 €3 47 74 74 54 4F 71 52 70 €3  rva¥XUcGttTOqRpc
::“'ﬂ;ﬂ : Pl 00000080 | 4% A 46 43 51 50 GF S1 47 72 72 75 €2 €7 €D 6B | FIFCQPoQGATUbgmE
2xrgifo be 475 00000070 | 44 74 4E €4 S4 €A 78 S3 4D 75 47 62 €6 €E 4A 50  DUKTIRSMIGLERID
Case insensitive ~ and § match at newlines [ pot matches all Sbzxrgifo &= 6D44436FAFADTSAI6456 00000080 | 4C 6C 44 S4 42 GF 45 4F 57 4F 4D €5 46 7L 72 5o | L1DIBOEOWOMEEqEX

Sbaxrgifo &= 72766159585563477474544% 00000050 | 63 6D 4C 64 51 52 67 4C 45 66 GE 42 75 57 52 60 | cHLAORGLEZnBxiRh

reite ae 0000000 | 78 57 73 69 55 6C 51 75 4B 55 63 44 5A 44 43 50 | aWshYICRKYRDZDOK

out forr sbaxrgifo B 7152706386448643515067S14778 | 10000050 | o 42 ¢3 43 4F 4B 48 0 70 €D 5L 74 71 43 4C A NCHORNEDOTQOLY

[ unicode support ] Astral support  [] Display total m Eamure aroups - 1ce103 = ssan 000000C0 | 66 €€ 4D €B SA 44 €4 74 58 GF 59 52 4D 79 67 €6  IMKZDATXOYRMYQT |ex CRLF (detected)
00000000 | 43 4F 4R 42 S4 72 71 58 €7 G2 4€ 64 70 G5 CF G5 | COUBTrqUgbFdpece

GODOICED | 73 S5 72 S0 4L St €1 47 4R 72 S6 GE €3 4F 6C 72 aYoRANaGIVacOlr | P -

Output 0O0000FD | 76 75 72 57 74 SA 48 €5 €D €4 €C 71 42 4 75 64 | wrnzsenagieva || 10 () O3
Find / Replace A~ QN 00000100 | 6D 4C 75 79 45 4F 4F S5 48 6F 58 42 4879 68 45

(o &2 ramini
Find TXAOYBXTZpIANTC]adOh1KT IwhiiN] dUUKyVgPWNTUXL cUJRRG20T aMhNuNYud JBmDCODMY qRpCFIFC grkDLNAT jxSMuGbFnIPL1DTBOEON
\n  EXTENDED (N.\T.\X.)~  Replace Global match  ouerqrxcnLdorgLl ]fFHkZDdtKoVRHyg((D]BTrﬂngdecuesY PAXaGIrVncOlrvyrht ZHemd1qHE ydnLxx [00KKoX
BKydImvy fMHRQTxACNvqumZ CHAeEOTE) qNDSTePFkvvoTFgtBBY L0IFMOUCTOGF KFBPAje0gQOFHLYLPCeyvO
EotXiTKQSROC tADC ysbf jg0PSmaAaINKTXuSAFSCwaqt RF amRNtg InTAdV nespvquzlsmzvz LaIVN[JJ(KFXWbmS{k(QmEM(uI woXrgj rXUhUgoyiU0SotqNgxpigl
[ case insensitive Multiline matching [ oot matches al 01dgI1uDCESTYNNKFCPAJOYMLKC Ut LIVKZ1dS fewkozb 1ELRWCWR L 1MbVQR1ZqSYhRHNT JkoeMy IBZPBp1F f
)(mugDetVmEDUd\l)dRe)QdhOFFVMbruguXrPrEQNZKNNlDFFdFHOJssh[)\.1BHGdTFXKBkahU]CyLBDLLquTxAg)ngdGDOC(stueaAKfﬂdhndsnhPR)DnlyqDE]HI
IMUBYOC tymyP ) EUDZ1 toSMRMRGS JKUXC: 1jN¥qopDiCAGYLIYgsNIODGSGQMIbL
e A~ 0n RcheuuithdNumnnfsyUnquij:sIEzHomvgphd o6 crumumanu
PyVsHmSCsHFztby KK 8 IVYK1ERL1KE 123qVrGEpIIL i VYGtTIryRkolBUXHW

Defmiter CRUVUDAUCHRHI p 1hpXVrbtcIFTrOKt: FouIBIHpgxe jHYC qqjSnqKZGgd ik YQx1NcEngeY

Auto aeujhcyvWgycendHXYZNSn 1bKHOHNKKN CLYVSGLIORY 83rBZgAS JLAORDFCaXCaO: H]cﬂ\]Fna:\kWDgfJIQKKJMWv]ySDKPoLCVBM(sDanNwlm

wmpxiadnyIVKIELM]GGEDGhKugS FpVFCUdUSYVT p1JKF aTYZHeK( g TOygYkLXLIZF TuTTE

2Bt qZLKEenZBACPTCL 2 TublbrmGhnTKYovQUi ttRaPUDYB1FHXLbaAfFMTtrZy I)(mth)(r()IhI phsotig
thyQCRRMUMXF iy en L ZETCBGKSy 2f g1 £ Thezt feanirguiprc i RARARE An
OMIzzd1gnVPuigHpyHCaltsagil (CHSHQPIHXGnI IxtTENTHIHChVYNFXSKQjHnUvQl cobI TcObpHLr2! hleSpSvMRfkadeQMIJ htNuAMnCUGtPBLECED
Sfcudphf 1HP 6 muiin

MVinHCHUINsqTwiHg j laeZeUbYELTOP11ndbuWE] JetCTQBbXxFKYXrEdrjvIbyYSCVF S rvhaludTuTVahNSTCX

STEP e TXAVUQDNEKUToWYREBPaCenYKVKNMHIY Be TckeGLK 1pvdNiaiNzvYI) *) Tuc P TQGHPatpKMKFSMTELXTVDIeXKy
futa ek s = 158 @ 10wms Ty Rev sytes 4 NEL (detected)

This shellcode will perform the task of loading and executing a PE file in memory:

[ darkgate_sc.bin

COffset(h) 00 01 02 03 04 05 06 07 0 0% QA OB OC QD OE OF Decoded text

00Q00BlO0 ©F €2 TA 73 55 €D 46 42 &4 €F 75 6C 53 47 51 6B obzsUmFJdoulSGRk
0O00D0OB20 46 50 53 6B 54 6F 6D 46 54 73 €64 43 4C 43 57 4F FPSkTomFIsdCLCWO
00000B30 47 71 50 46 53 6B 79 4E &C 77 49 58 67 ED SR 45 GgPFSEyN1wIVgiekad
0QQ00B40 |52 E8 00 00 00 00 58 83 E8 0% 50 05 00 A0 00 00 : Xfe
QQQo0B20 [FF DO C3 00 00 40 00 1A 00 00 00 00 Q0 00 00 00
aQQooB60 20 00 00 00 QOO0 OO 00 QO OO0 00 00 00 Q0 00 0O OO0
QQQooBYo 0 00 00 00 QOO 00O 00 Q0O OO0 00 01 0O 00 BA 10 00
00Q000BEC PE 1F B4 0% CD 21 B8 01 4C CD 21 90 90 54 &8 &9
QQQooB90 [F3 20 TO 72 €F 67 72 61 6D 20 6D 75 T3 74 20 62
QQQ00BRAO |5 20 T2 75 €E 20 75 6E 64 &5 72 20 57 6% 6E 33
QQQo0BBO 32 OD OA 24 37 00 00 Q0O OO0 OO0 00 00 Q0 00 0O 00
QQQoQBCO 20 00 00 00 QO QO 00 QO 00 00 00 00 Q0 00 0O OO0
QQQooBDO 20O OO0 00 00 QOO0 OO 00 Q0O OO0 0O 00 0O 00 00 0O 00
QQQO0BEC 0 00 00 00 Q0 OO0 00 Q0O 00 00 00 00 Q0 00 0O 00
QQQo0BFO 20 00 00 00 Q0 OO 00 Q0O 00 00 00 00 Q0 00 00 00
QQQoQCcog 20 00 00 00 QOO0 OO 00 Q0 00 00 00 00 Q0 00 00 00
QQQoQC1lo 0 00 00 00 QOO0 OO 00 QO OO0 00 00 00 Q0 00 0O OO0
0QQooCczo 0 00 00 00 QOO0 OO 00 Q0O OO0 0O 00 0O 00 00 0O 00
0QQo0C30 0 00 00 00 QOO0 00O 00 Q0O 00 00 00 00 00 50 45 00
0QQo0C40 0 4C 01 08 00 1% S5E 42 24 00 00 00 Q0 00 00 00
QQQOoQC50 0 EO 00 BE 81 OB 01 02 1% 00 1C 00 Q0 00 OC 00
QQQo0Ce0 00 00 00 00 00 3C 234 00 00 00 10 00 00 00 30 00
QQQooCcTo Q0 OO0 00 40 Q0 OO 10 OO 00 OO0 10 00 Q0 O4 00 00
0QQoQCceE0 00 00 00 OO0 Q0 04 00 OO 00 OO 00 0O Q0 OO0 AQ 00
QQQ0o0Ce0 Q0 00 04 00 Q0 00 00 00 00 02 00 00 Q0 00 Q0 10

This shellcode’s complete loader code is as follows:

unsigned int __stdcall drg_shellcode_loader (PE_BASE arg_dgDelphiloaderBaseAddr)

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
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if ( !drg_resolve_LoadlLibraryA_GetProcAddress(&mw_resolved_api) )
{
return -Tu;
}
if ( arg_dgDelphiloaderBaseAddr.dos_hdr->e_magic != IMAGE_DOS_SIGNATURE )
{
return -2u;
}
pNtHeaders = (arg_dgDelphiloaderBaseAddr.baseAddress + arg_dgDelphiloaderBaseAddr.dos_hdr->e_lfane
if ( pNtHeaders->Signature != IMAGE_NT_SIGNATURE )
{
return -2u;
}
v3 = arg_dgDelphiloaderBaseAddr.dos_hdr->e_res[2];
switch ( v3 )
{
case 2:
return 0x4DF;
case 3:
if ( (pNtHeaders->FileHeader.Characteristics & IMAGE_FILE_DLL) == @ )
{
return 0x4DF;
}
result = ((arg_dgDelphiloaderBaseAddr.baseAddress + pNtHeaders->OptionalHeader.AddressOfEntryP
arg_dgDelphiloaderBaseAddr.baseAddress,
0,
0);
if ( result )
{
LOBYTE(arg_dgDelphilLoaderBaseAddr.dos_hdr->e_res[2]) = 2;
}
return result;
case 0:
if ( !pNtHeaders->OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_BASERELOC].VirtualAddress
{
return -3u;
}
if ( !drg_perform_base_relocate(
&pNtHeaders->0OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_BASERELOC].VirtualAddr
arg_dgDelphiloaderBaseAddr,
pNtHeaders->0OptionalHeader.ImageBase) )

return -4u;

}
if ( pNtHeaders->OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_IMPORT].VirtualAddress

&% !drg_build_import_table(
mw_resolved_api.LoadlLibraryA,
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mw_resolved_api.GetProcAddress,

pNtHeaders->0ptionalHeader.DataDirectory[ IMAGE_FILE_IMPORT_DIRECTORY].VirtualAddress,
pNtHeaders->0ptionalHeader.DataDirectory[ IMAGE_FILE_IMPORT_DIRECTORY].Size,
arg_dgDelphiloaderBaseAddr) )

{
return -5u;
}
if ( pNtHeaders->OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_TLS].VirtualAddress )
{

drg_exec_t1s_callbacks(
&pNtHeaders->0OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_TLS],
arg_dgDelphiloaderBaseAddr);
}

break;
}
LOBYTE(arg_dgDelphilLoaderBaseAddr.dos_hdr->e_res[2]) = 1;
mw_EntryPointAddr = (arg_dgDelphiloaderBaseAddr.baseAddress + pNtHeaders->OptionalHeader.AddressOf
LOBYTE(arg_dgDelphilLoaderBaseAddr.dos_hdr->e_res[2]) = 2;
if ( (pNtHeaders->FileHeader.Characteristics & IMAGE_FILE DLL) == 0 )

{
return mw_EntryPointAddr();

}
result = (mw_EntryPointAddr)(arg_dgDelphiloaderBaseAddr.baseAddress, 1, 0);
if ( result )
{
LOBYTE(arg_dgDelphilLoaderBaseAddr.dos_hdr->e_res[2]) = 3;

}

return result;

3.9. Analyze DarkGate Delphi loader

As analyzed above, the shellcode loader’s function is to load and execute a PE file in memory. For easier analysis,
let’s extract this PE. This PE is coded in Delphi:
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File name
= darkgate_artifacts\darkaate_delphi_loader. bin

File type File size
PE32 = 40,00 KiB

Scan Endianness Mode Architecture Type
Mauz File Detector (NFD) = LE 32-bit 1386 GUL

Linker: Turbo linker{2.25)[Patched]
Compiler: Borland Object Pascal(Delphi)
Language: Object Pascal(Delphi)
Library: Visual Component Library

Tool: Borland Delphi

The primary function of this loader is to decrypt the final payload, which is the DarkGate payload, from the Autolt
script, map it into memory, and execute it. To accomplish this task, it first assigns “ VzXLKSZE ” to the global
variable. This string is then used as a marker to retrieve the encrypted final payload and is subsequently modified
for use as an XOR key for decrypting the final payload. Next, it reads the contents of the Autolt script is

script.a3x into a buffer.

drg_memcpy(&g_pstrVzXLKSZE, "VzXLKSZE");

System::ParamStr(l, &Sg_pstrAutoItScriptPath);
( 'g_pstrAutoItScriptPath )
{
MessageBoxA(®, "x", Caption, 8);
}

drg_read_file_content_wrap(g_pstrAutoItScriptPath, &pAutoItContent);
drg_memcpy(&g_pTmpVar, pAutoItContent);
( 'g_pTmpVar )

{
Sysutils::ExtractFileName(g_pstrAutoItScriptPath, (int)&ve);
drg_memcpy(&g_pstrAutoItScriptPath, v8);
drg_read_file_content_wrap(g_pstrAutoItScriptPath, &result);
drg_memcpy(&g_pTmpVar, result);

( 'g_pTmpVar )

MessageBoxA(®, "n", Caption, 8);

Next, utilizing the aforementioned marker string, extract the encrypted payload from the data of the Autolt script,

decrypt the DarkGate payload, and execute the decrypted payload.
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drg_find_and_copy_data_based_on_marker(g_pTmpVar, g_pstrVzXLKSZE, &pDataArray);

drg_memcpy(&g_pTmpVar, pDataArray-»pbEncPayload);
drg_xor_crypt(g_pTmpVar, g_pstrVzXLKSZE, &pbDarkGatePayload);
drg_memcpy(&g_pTmpVar, pbDarkGatePayload);

drg_mapping_and_exec_final_payload(g_pTmpVar);

The decryption process of the DarkGate payload is carried out through the drg_xor_crypt function. In this

function, the initial string ” VzXLKSZE ” is converted into a new string using the drg_xor_key_modify function.

drg_memcpy_wrap(pstrXorkey, pstrXorKey_cp, dwXorKeylLen);

drg_xor_key_modify(pstrXorKey_cp, &pstrXorHeyModified);

( dwKeyLen - 1
{

dwIndex = 8;

{

*(*arg_pstrModifiedXorKey + dwIndex) = arg_pstrXorKey[dwIndex] * (dwKeyLen - dwIndex);
+dwIndex;
--dwKeyLen;

1
¥
( dwKeyLen );

Rewrite the above pseudo-code in Python as follows:

# modify marker
1 = len(marker)

mod_key = "'

for ¢ in marker:
k=cn1
1-=1

mod_key += chr(k)

After obtaining the new key, use this key to decrypt the DarkGate payload:
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dwSrcDatalLen = System:: _linkproc__ DynArrayLength(arg_pSrcData);
System:: __linkproc__ LStrSetLength(ppDecData, dwSrcDatalen);
idx1l = 8;

length = drg_get_length(pSrcData_cp);
( length = @ )
{
dwDecDatalLen = length + 1;
idx2 = 8;

{

pDecData = drg_get_pointer_to_buffer(ppDecData);
pDecDatalidx2] = pstrXorKeyModified[idx1] " pSrcData_cp[idx2];
dwModifiedXorKeyLen = System:: _linkproc__ DynArraylLength(pstrXorKeyModified);
idx1l = (didx1 + pstrXorKeyModified[idx1]) % dwModifiedXorKeylLen;

( tidx1 )

{
idx1l = System:: _linkproc__ DynArrayLength(pstrXorKeyModified) - 1;

1
)

+H1idx2;
--dwDecDatalLen;

( dwbDecDatalLen J;

The above pseudo-code is rewritten as a function as follows:

def xor_crypt(enc_data, key):
dec_bytes = list()
idx = 0
key_len = len(key)
for i in range(len(enc_data)):
dec_bytes.append(((enc_data[i] ” ord(key[idx]))) & @xFF)
idx = (idx + ord(key[idx])) % key_len
if idx == 0:
idx = key_len -1

dec_data = ''.join(chr(c) for c in dec_bytes).encode('latin-1")
return dec_data

After decoding the DarkGate payload, the loader calls the function drg_mapping_and_exec_final_payload to
execute this payload directly from memory. The entire code of the drg_mapping_and_exec_final payload

function is as follows:

void __fastcall drg_mapping_and_exec_final_payload(char *arg_pFinalPayload)

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

drg_perform_refCnt(arg_pFinalPayload);
v10[2] = &savedregs;

v10[1] = System::_16747;

v10[@] = NtCurrentTeb()->NtTib.Exceptionlist;
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__writefsdword(@, v10);
pFinalPayload = drg_get_pointer_to_buffer(&arg_pFinalPayload);

// copy dos header
gmemcpy (&pPayloadDosHdr, pFinalPayload, sizeof(pPayloadDosHdr));

// copy nt headers

gmemcpy (&pPayloadNtHdr, &pFinalPayload[pPayloadDosHdr.e_1fanew], sizeof(pPayloadNtHdr));
dwPayloadSize = System::__linkproc__ DynArraylLength(arg_pFinalPayload);

pMappedPayload = VirtualAlloc(@, 8 * dwPayloadSize, MEM_COMMIT, PAGE_EXECUTE_READWRITE);

// copy section data
dwNumberQfSections = pPayloadNtHdr.FileHeader.NumberQfSections;
dwCount = 0;
while ( 1)
{
gmemcpy (
&pPayloadSectionHdr,
&pFinalPayload[0x28 * dwCount + @xF8 + pPayloadDosHdr.e_lfanew],
sizeof(pPayloadSectionHdr));
if ( pPayloadSectionHdr.SizeOfRawData )
{
drg_gmemcpy_wrap(
&pMappedPayload[pPayloadSectionHdr.VirtualAddress],
&pFinalPayload[pPayloadSectionHdr.PointerToRawData],
pPayloadSectionHdr.SizeOfRawData);
}

++dwCount;

// build import table
if ( !--dwNumberOfSections )
{
for ( import_desc = &pMappedPayload[pPayloadNtHdr.OptionalHeader.DataDirectory[ IMAGE_DIRECTORY

4

++import_desc )

dwNameRva = import_desc->Name;
if ( !dwNameRva )
{
break;
}
dl1_handle = LoadLibraryA(&pMappedPayload[dwNameRva]);
if ( dl1_handle != INVALID_HANDLE_VALUE )
{
if ( import_desc->anonymous_0.0riginalFirstThunk )

{
thunkRef = &pMappedPayload[import_desc->anonymous_0.0riginalFirstThunk];
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}
else
{

thunkRef = &pMappedPayload[import_desc->FirstThunk];
}
for ( funcRef = &pMappedPayload[import_desc->FirstThunk]; ; ++funcRef )
{

thunkData = *thunkRef;

if ( !*thunkRef )

{

break;

}

if ( thunkData >= 0 )

{

apiAddr = GetProcAddress(dll_handle, &thunkData->Name[pMappedPayload]);

}

else

{
apiAddr

GetProcAddress(dll_handle, *thunkRef);
}

*funcRef = apiAddr;

++thunkRef;

// perform base relocation

pBase = &pMappedPayload[pPayloadNtHdr.OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_BASER
&pMappedPayload[pPayloadNtHdr .OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_
relocation - pBase < pPayloadNtHdr.OptionalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_BA
relocation = (relocation + relocation->SizeOfBlock) )

for ( relocation

v11 = relocation->SizeOfBlock - IMAGE_SIZEOF_BASE_RELOCATION;
dwRelocationCount = System::__linkproc__ TRUNC(v11 / 2.0);
v15 = relocation + 1;
do
{
if ( LOWORD(v15->VirtualAddress) >> @xC == IMAGE_REL_BASED_HIGHLOW )
{
relocEntry = &pMappedPayload[relocation->VirtualAddress + (v15->VirtualAddress & OxFFF)]
*relocEntry += &pMappedPayload[-pPayloadNtHdr.OptionalHeader.ImageBase];
}
vi5 = (v15 + 2);
--dwRelocationCount;
}

while ( dwRelocationCount );

}
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// Execute final DarkGate payload
__asm { jmp eax }

Based on everything analyzed above, we can completely rewrite the script to extract DarkGate payload from

Autolt script as follows:

from argparse import ArgumentParser

def xor_crypt(enc_data, key):
dec_bytes = list()
idx = 0
key_len = len(key)
for i in range(len(enc_data)):
dec_bytes.append(((enc_data[i] A ord(key[idx]))) & @xFF)
idx = (idx + ord(key[idx])) % key_len
if idx ==
idx = key_len -1

dec_data = ''.join(chr(c) for c in dec_bytes).encode('latin-1")
return dec_data

def get_payload(enc_file, marker_file, out_file):
marker = open(marker_file, 'rb").read()
enc_data = open(enc_file, 'rb').read()

# modify marker
1 = len(marker)

mod_key = "'

for ¢ in marker:
k=chM1
1-=1

mod_key += chr(k)

blobs = enc_data.split(marker)

darkgate_enc_final_payload = blobs[1]
darkgate_payload = xor_crypt(darkgate_enc_final_payload, mod_key)

open(out_file, 'wb').write(darkgate_payload)
print("\nSaved to {}".format(out_file))

def main():
# Add arguments
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parser = ArgumentParser(description="Get final DarkGate payload!")

parser.add_argument("-i", "--input_file", dest="input_file', metavar="INPUT_FILE', type=str, req
parser.add_argument("-m", "--marker_file", dest='marker_file', metavar="MARKER_FILE', type=str,
parser.add_argument("-0", "--output_file", dest='output_file', metavar="OUTPUT_FILE', type=str,

# Parse arguments

args = parser.parse_args()

get_payload(args.input_file, args.marker_file, args.output_file)
if __name__ == "_ main__":
main()

Here is the final result:

this help me and exit

PUT_FILE

d AutoIt binary file!
file!

d to output file

ad_from_autoit.py -i .bin -o da

File name

> \darkgate_final_payload.bin
File type File size

PE32 = 430,00 KiB

Scan Endianness Mode Archity
Mauz File Detector (NFD) hd LE 32-hit 13

- [PE3Z
Operation system: Windows(95)[I38
Linker: Turbo linker(2.25)
Compiler: Borland Object Pascal(Delphi)
Language: Object Pascal(Delphi)
Library: Visual Component Library
Teol: Borland Delphi(3-7)
(Heuristic)Protector: Generic[High entropy]

5, 32-bit, GUI]

3.10. Analyze DarkGate payload

I will not go into detailed analysis of the DarkGate payload but rather focus on extracting the configuration it uses.

The payload I am analyzing is version 6.1.9 of DarkGate:

BeUS5CBE3 mov ' _
PeU5CB3 mov , offset str_s619 ;o "6.1.9"

00U5CB3D call System:: _linkproc__ LStrAsg(void *,void

:g_strDarkGateVersion ; arg_pstrDest

From the main function, it will call the drg_decode_configuration (@x0042FBOC) to perform configuration

decoding. In this function, it reads the encrypted config stored at address 0045E524 in section .DATA and calls

the function drg_decrypt_config (0x00432534) to perform the main decryption task with the initial key

“ ckcilIlcconnh “:
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DATA: ©0USES24 g,enccunfibBlub db
db il
db

linkproc__ LStrFromPCharlLen(&pbEncConfig, p_g_encConfigBlob) 1625);

linkproc__ LStriLAsg(&result, pbEncConfig);
drg_decrypt_config(pbEncConfig,| "ckcill nh"| &pbDecConfig);

Similar to the analysis with the loader, before performing decryption, the initial key will be changed using the
drg_xor_key_modify (0x004324E4) :
( dwKeyLen - 1 <0 )
dwIndex;
dwIndex = 8;
(*arg_pstrModifiedXorKey) [dwIndex] = arg_pstrXorKey[dwIndex] * (dwKeyLen - dwIndex);

+dwIndex;
--dwKeylLen;

( dwKeylLen );

Then, use the modified key above to perform configuration decryption:

drg_xor_key_modify(pstrXorKey_cp, &pstrModifiedXorKey);

v12 = System:: __linkproc__ DynArraylLength(arg_pbEncConfig);
System:: _linkproc__ LStrSetLength(arg_pbDecConfig, v12);
dwIndexl = ©;

dwbDecConfigLen = drg_get_length(pbEncConfig_cp);

( dwDecConfigLen = 8 )

dwEncConfiglLen = dwDecConfiglLen + 1;
duIndex2 = 8;

pbDecConfig = System::UniqueStringA(arg_pbDecConfig);
pbDecConfig[dwIndex2] = pstrModifiedXorKey[dwIndexl] " pbEncConfig_cp[dwIndex2];
dwModifiedXorKeyLen = System:: _linkproc__ DynArrayLength(pstrMedifiedXorkey);
dwIndexl = (dwIndexl + pstrModifiedXorKey[dwIndex1]) % dwModifiedXorKeyLen;

( 'dwIndexl )

dwIndexl = System:: __linkproc__ DynArraylLength(pstrModifiedXorKey) - 1;

1
J

+HdwIndex2;
--dwEncConfiglen;

( dwEncConfiglLen );
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Thus, based on the code written for loader analysis, we can use it to decode the configuration of this campaign as

follows:

e_dec_config.bin

Based on this configuration information, along with payload analysis, we can describe as follows:

0=prodomainnameeforappru.com| //c2 domain

8=No // show_fake_error

11=DarkGate //Fake error message caption

12=R01jS0qCVITtS0ebxeZ //Fake error message. Custom Base64-encoded -> "Hello world!" (charsets: "zLA
13=6

14=Yes

15=443 //c2 port number

1=Yes //setup persistence

3=Yes //anti_vm based on display devices

4=Yes //check_disk

18=50 //min_disk

6=Yes //anti_vm based on display devices

7=No //check_ram

19=7000 //min_ram

5=Yes //check_xeon

21=No

22=Yes

23=No

25=admin888 //campaign ID

26=No // perform process injection using Process Hollowing technique
27=VzXLKSZE //xor_key or marker

28=No

29=1

tabla=(nq]N*0CV3&ReMOtI}UaD{W Zxb8uldY"SK2T1rspj$oIFfGB=QL65.Hci9wz)EmdghAy,k7[XvP //test.txt data ti

4. Refs
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e Malpedia DarkGate

e My script

Source: https://kienmanowar.wordpress.com/2024/06/06/quicknote-darkgate-make-autoit-great-again/
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