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 Tool: Zupdax

Names Zupdax

Category Malware

Type Reconnaissance, Backdoor, Info stealer, Exfiltration

Description

(Check Point) Zupdax is a Backdoor that targets the Windows platform. This malware
provides remote attackers with unauthorized access on the infected computer. It sends out

system information to a remote server and could accept commands that may provide an
attacker with the ability to execute shell commands and to upload/download files, among

other activities.

Information
<https://threatpoint.checkpoint.com/ThreatPortal/threat?
threatType=malwarefamily&threatId=792>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.zupdax>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:Zupdax>

Last change to this tool card: 27 December 2022

Download this tool card in JSON format

All groups using tool Zupdax

Changed Name Country Observed

APT groups

  Mustang Panda, Bronze President 2012-Jun 2025  

  Space Pirates 2017-Nov 2024  

2 groups listed (2 APT, 0 other, 0 unknown)
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