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During the last months, the Alpine Security Hunting Team has observed several malware campaigns against
various hotel chains in Andorra using HijackLoader as the main weapon of attack. Recently detailed and
analyzed by Threatl.abz, HijackLoader is a new malware loader that is used to load different malware families
such as Danabot, SystemBC and RedLine Stealer. This Malware is characterized by using a modular design and
implement several layers of obfuscation, anti-analysis and evasion techniques (DLL Stomping, Direct syscalls,

process migration, etc.) to execute code as stealthily as possible.

Get Alpine Security’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

Page 1 of 10


https://alpine-sec.medium.com/?source=post_page---byline--c2795fc4f3a3---------------------------------------
https://alpine-sec.medium.com/?source=post_page---byline--c2795fc4f3a3---------------------------------------
https://alpine-sec.medium.com/?source=post_page---byline--c2795fc4f3a3---------------------------------------
https://alpine-sec.medium.com/?source=post_page---byline--c2795fc4f3a3---------------------------------------
https://www.zscaler.com/blogs/security-research/technical-analysis-hijackloader
https://securelist.com/focus-on-droxidat-systembc/110302/

https://alpine-sec.medium.com /hijackloader-targets-hotels-a-technical-analysis-c2795fc4f3a3

In the campaigns observed, the attackers establish contact via email with the hotels to reserve a room and, under
the pretext of suffering from food allergies, send a download link containing a compressed file with the malicious

binary. The links usually point to a service with a good reputation (dropbox.com, drive.google.com, etc.)
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RE: Information [ KNGz

From Beatrice Miller on 2023-07-29 13:02
= Detalles

5610 text

Hi this Is Beatrice, Its a list of my daughters Allergies
The download link - https:iwww. dropbox com/sclfi/k&h0S8s 29pphhfOmizv1/Beatrice-s-daughter-allegry-list-for-hotels-and-apartments2. rar?
fkey=bBgchjz97ExopShmeiythdigd&di=0

PASSWORD - TWsgGuT2\1

or: info@ I - o = I
Ornpasneno: 27 wiona 2023 r. 22:40
Kemy: 'to’ <beatricemillerwork@hotmail.coma

Tema: Information

Dear guest,

We can confirm you your reservation In our hotel, Also, could you please inform us about your daughter allergies to notify it in the restaurant?
We are waiting for your response,

Best regards

In this other campaign the attackers contact via Booking with the hotel using a very similar apology; they inform

on certain contraindications that should be taken into account by the hotel in order to avoid certain allergy

problems described in an attached medical prescription. The attachment in this case comes from the Discord CDN
(hxxps://cdn.discordappl,]Jcom/attachments/1146064438449946687/1146072433867116564/my_contraindications.zip)
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Thapst | ¢an count onyou. Looking lareard Lo heasing Drom you. Thanis

The present analysis shows the triage carried out on a certain binary following an alert in one of our clients, where
the legitimate “ftp.exe” process (SysWOWG64) was invoked from a recently created suspicious binary (previously

unobserved in the company).

Press enter or click to view image in full size

Page 2 of 10


https://cdn.discordapp.com/attachments/1146064438449946687/1146072433867116564/my_contraindications.zip

https://alpine-sec.medium.com /hijackloader-targets-hotels-a-technical-analysis-c2795fc4f3a3

o @
7

| Rsinr pey

The analyzed binary, “my contraindications.exe”, has a size of 1,538,816 bytes (1.5 MB), is developed in C++
for 32-bit architectures (Windows GUI Subsystem) and tries to pretend to be a legitimate McAffe binary, even
embedding a certificate of said AV company. File-Header Timestamp reflects “2021-06-10 06:57:08”.
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i The contents of Tile | = ccrtraindications.exe might have been changed by an |
unauthorized user or process, because the hash of the file does not match the hash stored in the
tal signature. The script cannot run on the specified system. For more information, run

p about Signing.

f o ehe abject did ot vorify.

Imztaller

SEext
{B29.0 ®E) Motadats

2021 -06-10 D6:57: 86

VersionInfa;
i mcafee, LLC

Mcifee Security Scan Plus Installer

4.1.376

Copyright © 2023 Mcafes, LLC

SecurityScan_Install.exe

Meafee Security Scan Plus

d.1

.rdata

Certificate:
{226.9 KB) ¥

GlobalSign GCC R4S EV CodeSigning €A 2020 (GlobalSign nw-sa f 22} F BE)
Mcafee, LLC (McAfee, LLC J 222 7 US)
W t from 2021-29-84 to 2024-10-94
RS ! Td0e953040197254 3282705
SHAZSE
RS54

Exports:

rsrc

SefppService . ewe
{480.5 KB}

Debug:
2921-85-10 96:57:88
E:htesiwark\Seappserviceisre\bin\Release\SeappService. pdb

The execution of the harmful code starts from the _vcrt_initialize() function (which is part of the Microsoft Visual
C++ Runtime Library) where they have inserted a hook/call to the function from which the infection process starts.

The process’s main thread will therefore begin its harmful actions before reaching WinMain().
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scrt_common_main_seh ->

scrt_initialize_crt ->

vert_initialize() -> sub_403C52()

1_wert bool _edecl _vert_fmitialize()
2
] %l 3
® 3 m; thunks( &
® s irnE)_vent, | tnithli.e Lecks() ) 5
® 6 6
® 7 & { Yuasigeed _.n.s)_u;rt_tntu.l::m 3 ) 7
g q L]
. 9 —vert_uinitialize_locks(); i 9 g
® 18 return &; & 1d
i} ® 11
® 12 return 1; .12
® 13} ®13
& 14
51
LB

char *wS: ff [esp+
int wb; ff [espe2ioh

i = swh J&SHDEEM,
stdcall *){int,

char

*)1)({char *)Bloc_4B385F + 3))(ve, Avi);

*iichar *))sub_4DICBR(wE, (int)Bvl);

The code will walk the PEB_LDR_DATA structure from PEB with the goal of retrieving the Kernel32 base

address and traversing its EAT with which to retrieve symbols.
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* Ltext:0@e06371 2164 | push  ebp
¥ text:00804372 NI maw ebp, esp
® L text:B@4B53T4 J1ER push  ebx
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- (u-\ ﬂ-ufa nrr it
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e
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Ladthsres (ERROA_SUCC)

LaBTETasun cauoeu ;ﬂnw_umr_nmt_mr_rm;u
G5 0028 FS D053

5 0028 D5 GOOR

€8 G033 33 oiue

=" 3 T30
Createntreeton v

The malicious code will also load “winhttp.dll” in order to carry out network communications. One of these

connections is to the legitimate domain “doi.org”. The code, in a loop, will wait for communication with it to

proceed with the infection actions.
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1 F et | BRLOTTDE mov edl, eax

o tet:008TIES push @

1" texti0007T0A puzh  mEh

+ ¥ _textiBBLATIDF push  ebp

P RextiO0HOTTES puih  gax
m" tet | MOTTEL mav =ax, [espiash]

M3 L text:BOMOTTES call  [eaxblnsTTR.WlnHTTRCoonect]

7 text RMOTTES test eax, max

F o LtextiBeserTEA iz o< _saresn

L ¥ rext:DOLOTTER sov b, ehx

H DOIOEEEA Q0407TER: . texcimy contraindications_7T4fhell (Synchronized with EIF)
+ 7] - CF | '
3 Hex View-1

Oof x

\‘:MMM%HHNB& HHSBTHMNBB
R 6400 & 00 TRXE o0 00 o
2 00 00 W ﬁﬂ“ HW“WHNH

= |EAX QOLBROCE % Stack|000808514] iwinhttp_WinittptloseHandle
] |EBx poeR0epe

ECH 26704900

EfX BORIDD0D b

ESI 00000000 4

EOY BOTAERTD b ctbughlsiaaTAIETY

EBP BOTADFED b "o o, e\ ndig "

ESP BOLBFCLC % Stack|DO00RE24] RO1EFCIC

£1P 0OMDTTES & .tewtimy contrafindications_?PaShellResourcefequesthetallsiQAEAsaginUnfizs 5215
- |EFL COBBODOT

T3] sk viem

» GREAFCLE  CaldOGGOH

COARFCIL  QTAENID  Srbuglis:oaralEie
CRLSFCIN  SRTADFED debugddsiurl

The loader makes some direct syscalls in order to bypass certain security solutions; in the image below,

NtDelayExecution (which is used recurrently during the infection chain).

Page 4 of 10



https://alpine-sec.medium.com /hijackloader-targets-hotels-a-technical-analysis-c2795fc4f3a3

Press enter or click to view image in full size

0 Eh_GBOGOO0D mov eon, & | e

. EB 1E0ED000 |f=% T

- £74474 48 DOEBTEFC

C LT4434 &L FFFFFEFF |1ﬂ| eda oworﬂ pIr 5% EE'Q E |

. 56 £ail dword pre WL

3 £ 08 —
B—s FFOZ
| 3 SE5C24 08 v Tofurd pir ssifespr2l

. B B3 imp my contraindications,40eess

3 3102 mor eds, edx v Ton

u Qica add ed, ecx Base relocations

L4 ein2 add e, eax

- SEEC24 08 =gy ebo, dword pEF sszfespes I

=]0 EB7C24 04 mav edi,dword PLE *4 TTIAE000| uomam-o Res.en-ed (772000000

1’5“_,#. b el |EB7424 10 mov es1,dward pEr =110 77360000 | 00002000 | ntdll.al1

250424 mav eax,dword p 1 77381000( 00007003 Reserved (77 2C0000)
B E E6:CT0450 0000 sov word pr ds: [edx-edx 2] 0 773C0000| 00009000 | ATAI, @

HijackLoader will retrieve a PNG image from different image hosting services with the aim of recovering the next

stage along with the corresponding malware family. The encrypted URIs, are listed below:

hxxxs://i.ibb[.]co/MMdnckd/alcocain.png
hxxxs://i.imgur[.]com/tGBX8NN.png
hxxxs://files.catbox[.]moe/@qgiisg.png
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310C06 xor dword ptr ds:i[ezirean], ecx
E3C0 04 add eax,
39F8 cmp eax, edi

~ 72 F6 jb my contraindlcarions.406C81
BETC24 04 mov edi,dword prr ss:fespid]
BBAT EC mov eax dword ptr ds:[edi-eC]
FFEQ ABOOODOD push dword pir ds: [eaxcas]
FFEQ 14010000 push dword por ds:|eaxs1143
EEET &f | S e nee drs Fadi ot

wooumps | @ wath1 | ieeltocals | 5 it

e
QOGFARDE

tTps: 1. inckd/alcoca n¥ .nttns'
OOEFASAE] N. mnrmtns'j'{ﬁ e5.cathox. mquﬂ 5. png
OOEFASEE

OOEFASCE IHI n ...tEO.:Eu

The images will be recovered via WinHTTPReadData. The following image shows, already in memory, the PNG

from “i.imgur[.]Jcom/tGBX8NN.png”
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The way the loader retrieves the payload is as follows:

1. Identifies a certain DWORD TAG within the image (0xC6A579EA). This TAG will serve as a starting

point to reconstruct the XOR’ed payload.

2. Recovers and concatenates chunks of bytes separated by another ID (0x49444154).
3. Decrypt, via XOR, the set of bytes previously concatenated using the DWORD located right after the TAG

as a KEY.
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4. After applying the XOR, the resulting buffer will be decompressed (LZNT1) via RtIDecompressBuffer
(COMPRESSION_FORMAT_LZNT1). The bytes that accompany the XOR KEY will determine the size

of the compressed buffer and its uncompressed size.

The following image show the buffer with the header in which the TAG and the XOR key are located. At the

bottom you can see the routine in charge of applying the encryption using the KEY (in the example:

0xC5A2B15F).
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ID
10000000 |Cé AS 79 EAJCS A2
10000010 CC 1lE Bl S5F CS5 AZ
10000020 C5 A2 BO S5E C5 F4
10000030 ©O1 A2 C3 S5F ED CB
10000040 C5 F2 Bl 5D 81 A2
""""" ——ejloosoraar]|
e[ 00407142
L ]
B e o
[ ]
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L] 0
e | 00407181
o | 00407183
e | oo407189] =
o | 004071BE
| cos07180| =

Bl 5r|lDd E6 09
B 4F E2 A2 Bl
Al 5F A0 A2 C5
Bl 3B C6 CE A7
BF 45 91 A2 B7

40-- T T T
393

8901

74 17

OFEG540C 18

301407

41

B3F9 04

BA 00000000

74 E

89CA

EB E2

00ll63 08 0D 00 E}yenci Oz. .c...
53 B2 12 Bl CF 1i.% hc’OaciSc e
5F CD CD Bl 1B A¢’“AD. ch_Iis:.
5F 65 87 Bl 1E .cn 1B IS ess.
72 D9 FC A8 CB Ad%].c¢zE ¢ zqu ‘£
'ir‘;c_hea.;- S - BE s S

cmp ebx,eax

mov ecx,edx

je my contraindications, 4071BF
movZx edx,byte ptr ss:fesprecx+1s]
xor byte ptr ds:[edi+eax],dl
inc ecx

cmp ecx,4

mov edx,D

je my contraindications.4071A1
mov edx,ecx

jmp my contraindications.4071a1

Finally, after applying the decryption, the payload embedded and compressed in the image will be recovered using
RtlDecompressBuffer.
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The following script was made to automate the extraction of the payloads of the different images during the

analysis.
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The uncompressed buffer contains the configuration file, some of the HijackL.oader’s modules described by

Nikolaos Pantazopoulos and certain shellcode that will orchestrate the infection process until the final payload is
executed.
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For example, the DLL highlighted in the configuration (“C:\Windows\SysWOW64\mshtml.dll”) is used to do DLL
Stomping where the following stage is copied. After loading this DLL, it will invoke VirtualProtect function to
modify the .text section to RWX (PAGE_EXECUTE_READWRITE) permissions. Subsequently, it will proceed to

copy and write the next stage (one of the modules embedded in the previous buffer).
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After writing the shellcode, the permissions will be reset to RX and a jump to the new stage will be made (“call

esi” in the following image). The previously described logic is shown below.
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The new stage will create a new process from the legitimate binary “C:\Windows\Syswow64\ftp.exe” in hidden
mode (CREATE_NO_WINDOW flag) to inject the next stage.
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The harmful code will force the “mshtml.dll” DLL to be loaded into the address space of the newly created
“ftp.exe” process and will modify its .text section again to replace it with the last stage that will trigger the
execution of the final payload. Finally, after its copy, it will modify the context of its main thread to point to the

new payload via NtSetContextThread.
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Page 8 of 10



https://alpine-sec.medium.com /hijackloader-targets-hotels-a-technical-analysis-c2795fc4f3a3

PR uEEL e
s oD -
\ nu mw - .
| \ g u
| I \ e wa nie nu
Cerl iri T
T . w Sich 32 bt e 4360 B Wi
== = ——— wis m wie
LARTi AT ana marcal, a1 aske saae \ e e
Wheel Seees Taoewl  Wlewe § aig iy wn
e ivwig W =i .y
o AN COATENT RN Lo e = e
| utmn comcentring wip ip P
| s o i x e
o i 8 e Wi au
Fimt ra e Em [ [
| owms e 2 B km G e i e
|~ S et e s o e o ey A i e
TR T i 2
= g o
Fea Fatwrtirs o el
| s S s ™ »
+ WL g gl e po -
| Semn ier =
garme vesh i [
e e -
eoms aag i
| Cwmaidan e .
GacaE Gha i
| Gwmnim i
Guas Bin
- b
| wmeeam ™
- b
- (1T R u
Sewn agan o
By ao=

The final payload is currently being analyzed. Yara is shared below for the described sample.

rule HijackLoader{
meta:
description = "HijackLoader (Andorra Hotel campaign)"
author = "@BorjaMerino (Alpine Security)"
version = "1.0"
date = "2023-09-18"
strings:
$x1 = {42 39 27 89 ?? 74 77 OF B6 ?? 2?7 18 30 ?7 2?7 47 83 77 77 B? 00 00 00 00 74 ?? 89 ?? EB 77}
$x2 = {64 8B ?? 30 00 00 00 8B ?? AC 83 ?? 0C}
$x3 = {90 90 OF B7 ?? @1 ?? QF B7 ?? 83 (? 02 66 85 7?7 74 77}
$x4 = {39 77 74 14 8D ?? 01 8B 7?7 24 0C 8B ?? 24 39 77 7?7 01 89 ?? 75 EA}
$x5 = {90 90 31 ?? ?? 83 (? 04 39 ?? 72 f6}

condition:

uint16(0) == 0x5A4D

and uint16(uint32(0x3C)+0x18) == 0x010B
and (pe.number_of_signatures > 0)

and (filesize > IMB and filesize < 5MB)
and 2 of ($x*)
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