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Introduction and setting the context

Over the last month, the ThreatLabZ researchers have been actively monitoring a recent uptick in the numbers of

Win32/Caphaw (henceforward known as Caphaw) infections that have been actively targeting users' bank

accounts since 2011. You may recognize this threat from research done by WeLiveSecurity earlier this year in
regards to this threat targeting EU Banking sites. This time would appear to be no different. So far, we have tied

this threat to monitoring it's victims for login credentials to 24 financial institutions.

About Win32/Caphaw

The Caphaw trojan is a financial malware attack that functions similarly to the Carberp, Ranbyus, and Tinba
threats according to analysis done by WeLiveSecurity Researcher, Alekandr Matrosov. These attacks are carried
out utilizing stealth tactics both on and off the wire. Caphaw avoids local detection by injecting itself into

legitimate processes such as explorer.exe or iexplore.exe, while simultaneously obfuscating its phone home traffic

through the use of Domain Generated Algorithm created addresses using Self Signed SSL certificates. This limits
the ability of traditional network monitoring solution to dissect the packets on the wire for any malicious
transactions. Caphaw attacks major European banks and previous analysis has shown that the malware is most
active in the UK, Italy, Denmark and Turkey. This is especially prevalent considering the mapped known infected

nodes seen here.

The geoip (location) information derived from the infected host is of special significance to this malware. The
malware leverages the following legitimate URL: hxxp://j.maxmind.com/app/geoip.js to discover geoip
information about its freshly infected victim. Administrators should view this transaction as a starting point for
their investigation into any suspicious activity. It is not a malicious service, but illustrates how malware writers
can leverage even legitimate services. The infection uses the output of this script to extract location information

about the infected host/victim.

At the time of research, we were unable to identify the initial infection vector. We can tell that it is more than
likely arriving as part of an Exploit Kit honing in on vulnerable versions of Java. The reason we suspect this is
that the User-Agent for every single transaction that has come through our Behavioral Analysis (BA) solution has
been: Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_07.

timestamp REQ URL User Agent filetype
2013-08-06 08:28:34 GET rostenfallsen.com/ngen/controlling/london.php?3Ppll9v_Mnht=gMfQOxZL&-HY52c30M3 SyUX=r13500C2 Mozilla/4.0 (Windows XP 5.1)
Java/1.6.0_07 =zip

28:36 GET rosatenfallsen.com/ngen/controlling/london.php?df=3c3d3e4140spe=3b6c3e414038724039416W=38&KI=0&nt=1i Mozilla/4.0 (Windows XP 5.1)
Java/1.6.0_07 He

2013-09-06 08:28:40 GET rostenfallsen.com/ngen/controlling/london.php?Hf=3c3d3e4140&we=3b3a423e3b423e3d3e3ba7=38eUy=X&Z3=C Mozilla/4.0 (Windows XP 5.1)
Java/1.6.0_07 exe

2013-09-10 09:42:47 GET rostenfallsen.com/ngen/controlling/london.php?MS5vK32)XnX9YM=0tB-HaDvUrKy=)hiW¥ueiq)y Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_07 =zip
2013-09-10 09:42:50 GET rostenfallsen.com/ngen/controlling/london.php?M55vi32)XnX9YM=0tB-HaDvUrXy=) hiWYueiq)y Mozilla/4.0 (Windows XP 5.1) Java/l1.6.0_07 =zip
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The UserAgent for known drop locations of this are manipulating users with Java version 1.6.07

The variation in the dropped executable is different across every instance, so its no wonder standard AV is having
a problem keeping up (1/46 at time of research). This AV performance also indicates that the likelihood of

someone proactively catching this infection inside their network is fairly low at the time of this writing.
Use of DGA

A domain generation algorithm (or DGA) represents an algorithm seen in various families of malware to generate

a large number of quasi-random domain names. These can be used to identify the malware's command and
control (CnC) servers so that the infected hosts can "dial home" and receive/send commands/data. The large
number of potential rendezvous points with randomized names makes it extremely difficult for investigators and
law enforcement agencies to identify and "take down" the CnC infrastructure. Furthermore, by using encryption, it

adds another layer of difficulty to the process of identifying and targeting the command and control assets.

What initially drew us to this threat was the use of DGA following the execution of the dropped malicious
package. We ran three test instances of the attack sequence in our Behavior Analysis (BA) lab to illustrate the use

of DGA in the malware's attack sequence:
Instance 1
cso0vm2q6g86owao.thepohzi.su
5qloxxe.tohk5ja.cc
k2s0euuz.oogagh.su

Instance 2

v8ylm8e.thepohzi.su
2g24ar4vu8ay6.tohk5ja.cc
d6vh5x1ciclyyzli.oogagh.su
Instance 3
12250p29079m60q8.thepohzi.su
ngb0ef99.tohk5ja.cc
nxdhetohak91794.00gagh.su

The pattern ("ping.html?r=") is commonly known to be used by past versions of Caphaw. Don't panic straight
away if you see this string in your user logs however as it is also commonplace among sites that use
"outbrain.com" services. You'll want to look for any URI path that uses /ping.html?r= that does not contain
"/utils/". Hopefully that helps narrow the search to see if you've encountered transactions similar to the following

screenshot.
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2inTtnkxog] .wWwWwws.ezootoo . su/ping. html ?r=1209730582
tefvronud . wwws.nmbe .. co/ping . html ?r=131761459
ZHAExSwykkd.wwws.gqueiries. su/ping . html ?r=66117510
Ohuj7tm]i . wwws.oogagh. su/ping. html ?r=125216844
£4.94.43.105/utils/ping.html ?r=34135

vwewkdfl .www5 . gqueiries.su/ping . html ?r=2503321824
dzbf%bc.wwws.vosagu.su/ping. html?r=1686111163
bZ2o%906TnSbpSeg.wwws..eevootii.su/ping. html ?r=25399526762
VEOWVImS . wWwWs . queiries. su/ping. html ?r=2670910408
coypodhd4zl2 .wwws . nmbeo . co/ping . html ?r=2607435
ogmE4geli2s3ox] .. WwWww5.ezootoo. su/ping . html ?r=869320284
yryvOvegordsijgef . wwws.ezootoo. su/ping . html ?r=266565147
bdgbecZhl5i . wwws.oogagh. su/ping. . html ?r=218605416
ofb463zfTip.wwws . vosagu. su/ping . html ?r=81313451
ilpaghg.wwWwwsS.nmbo.co/ping . html ?r=3083320210
j30mo5ijdly.oogagh. su/ping. html ?r=2252116559

nctudbelf . WwWwWs.ezootoo ., su/ping. html ?r=1147427831
41lo9g98rawiglopu. wwws . eevootii.su/ping . html ?r=866929 785
depmhilfsn.vosagu.su/ping.html?r=481528047

fpud43bTee . wwws.eevootii.su/ping. html ?r=109619647
kEkvO05im.wwws.queiries.su/ping. html ?r=20713205
l2ixuan.wwws.eevootii.su/ping. html ?r=2828108922
Stw49r4Tptgk.wWwWww5.ezootoo. su/ping . html 7r=1924714129
Odgpv4de . wwws . vosagu. su/ping. html ?r=1256921361
v4rhyple.wwws.oogagh. su/ping. html ?r=1825126012
pniTreegzdTkuijn] . wwwh.gqueiries. su/ping. html ?r=1706224607
ggvxllyuh.wWwwWwwsS.eevootii.su/ping. html ?r=2618815319
anhfilg8vlir.wwws.oogagh. su/ping. . html ?r=1791019829

DGA is used to hide the phone home activity of the initial detection
Across all 64 distinct samples we've collected of this threat thus far, there have been 469 distinct IPs where there

has been a call to a DGA location. A small sample of those illustrate the connection between the phone home data

collected via network logs and the BA of the Caphaw samples.
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ttxB854k.aenaethi.cc
pbeegxljfmbedn.aenaethi.cc
orfaagxruliz3.aenaethi.cc
dom.dl.wn.akadns.net
wlwkSag.aenaethi.cc
tTwv2kl3hmi033xeaf.aenaethi.cc
ecl89wrmvileSbe.aenaethi.cc
8srawki850.aenaethi.cc
srnndj8y3.aenaethi.cc
r89fSmyombt.aenaethi.cc
giwew33sojwgbcsy.aenaethi.cc
¥Xal9c3vy24atb3gkob.aenaethi.cc
neyvkglxjZzdnykkezx.aenaethi.cc
klzrdgterbeaclesaapgchzec].com
Tzgusgzedh.aenaethi.cc
belxellTanjyug.aenaethi.cc
Zrgl2rebjvivye.aenaethi.coc
4gly53d.asnaethi.cc
SfoyEzdT7lrcgwascd.aenaethi.cc
rofyticemetd.aenaethi.cc
stle=z8mulef0jvral.aenaethi.cc
temdTwxd4g=0£f3.aenaethi.cc
winSagbh.ohtheigh.cc
bO0c380vyBlcrens.ohtheigh.cc
ivpvgTteSvlpf9lSn.ohtheigh.co
wbhphbégtglf.ohtheigh.cc
zkakcd.ohtheigh.cc
ivOgyhijrdbl.ohtheigh.cc
ScxbSed43gadlnip.ohtheigh. oo
wi85hwklop2on2rSv.ohtheigh. cc
kunjurlrZztkgo.ohtheigh.cc

The DGA used here shows a connection between Caphaw phone home activity and Sandboxed samples of the

threat in question

Use of SSL encrypted communications

The initial indicators were in the form of mysterious self-signed SSL traffic between end user hosts and various
points of presence on the Internet, potentially components of the malware’s CnC infrastructure. See the

screenshot below showing the self signed SSL cert. used in the malware communication:

Other screenshots below show the SSL handshake between the infected hosts and the remote CnC servers:
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B @ e Woxcg A< 374 B el GEEX @
Filter: Expression.. Clear A ave
No. Time Source. Destination Protocol Length Info

10.000000 . 88 Standard query 0x34f5 A 5foyfzd71rcqwscd.aenaethi. cc
20.193920 8.8.8. 168 Standard query response 0x34f5 A 184.82.62.16 A 91.228.53.199 A 84.32.116.110 A 173.224.216.244 A 91.228.53.137

5 0.285538 o 68 cplscrambler-1g > https [ACK] Seq=1 Ack=1 Win=17520 Len=g
6/0.292866 132 Client Hello

7 6.369991 54 https > cplscrambler-lg [ACK] Seq=l Ack=79 Win=5848 Len=0

8 8.389155 1061 Server Hello, Certificate, Server Hello Done

9 0.392453 394 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

16 0.486499 129 Change Cipher Spec, Encrypted Handshake Message

11 0.657136 60 cplscranbler-lg > https [ACK] Seq=419 Ack=1623 Win=16498 Len-0

12 1.271281 90 Standard query 6xbda7 A www.download.windewsupdate.com

13/1.295579 282 Standard auerv response 8xbda? CHAME www.download.windowsuodate nsatc.net CNAME main.dl.wu.akadns.net CHAME dom.dl.wu.akadns.net CNAME dl.wu.ms.edaesuil

Tine to Llive: 128
Protocol: TCP (6)
» Header checksun: 6x9792 [correct]
Source: 192.168.1.27 (192.168.1.27)
Destination:
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
 Transmission Control Pratecel, Src Port: cplscrambler-lg (1086), Dst Port: https (443), Seq: 1, Ack: 1, Len: 78
Source port: cplscrambler-lg (1086)
Destination port: https (443)
[Stream index: @]
Sequence number: 1 (relative sequence number)
[Next sequence number: 79  (relative sequence number)]

20 36 97 0d a9 75 60 50 56 99 84 38 08 00 45 00
00 76 aa €9 40 00 30 06

@ ¥ Frame (frame), 132 bytes Packets: 1246 Displayed: 1246 Marked: 0 Load time: 0:00.744 Profile: Default

SSL communication between infected host(s) and the remote CnC servers

A binary executable (.exe) file is created in the attack sequence and masquerades as a .php file. This executable is
created using Microsoft Visual C++ and the creator has not removed the debugging information from the final

executable.

Both the location of where this file is dropped and the name of the file itself is selected quasi-randomly. For

example, in one of the test instances we found this to be:
C: Documents and Settings\user\ApplicationData\Sun\Java\Deployment\SystemCache\6.0\9\typeperf.exe

During the three instances of malware execution we ran in our BA lab, we observed the following executables and

their drop locations:

\Documents and Settings\% USER %\ApplicationData\Sun\Java\utilman.exe
\Documents and Settings\% USER %\ApplicationData\Microsoft\Proof\eventtriggers.exe
\Documents and Settings\%USER %\ApplicationData\Microsoft\Office\cliconfg.exe
The malware makes the following significant API calls:

e LoadLibrary
e GetProcAddress

e Virtualalloc

The malware executable checks to see if it is running in a VM environment and also ensures that the host on

which it is installed is connected to the Internet (failing which it will not run).
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The malware also exhibits persistence by creating the following autorun entry in the registry:

HKEY_USERS\Software\Microsoft\Windows\CurrentVersion\Run dfrgntfs.exe = Unicode
C:\Documents and Settings\user\Application Data\Sun\Java\Deployment\SystemCache\6.0\9\typeperf.exe*
success or wait 1 B8EF5F RegSetValueExA

Further, the executable when run, modifies the explorer.exe process to ensure that it's self-signed certificates are
not cached and it also hides inside the explorer.exe process to ensure that the protection banner is hidden for a

stealthier execution:

HKEY_USERS\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3 2500 dword
3 successor wait 1 DAEF5F RegSetValueExA

HKEY_USERS\Software\Microsoft\Windows\CurrentVersion\Internet Settings
DisableCachingOfSSL.Pages dword1 success or wait 1 DAEF5F RegSetValueExA

HKEY_USERS\Software\Microsoft\Internet Explorer\Main NoProtectedModeBanner dword 1 success
orwait 1 DAEFS5F RegSetValueExA

The malware then augments system processes to hinder its removal, once again for persistence:

328 C:\WINDOWS\system32\wscntfy.exe B30000 344064 D4 1E 5E EA 74 1E 9F 25F9 CC 18 A3
28 FD 93 C3 1E 78 1D 8C AC 81 22 5F D3 DF AB 7E 34 3E 49 B5 D4 7A 45 F5 5D 15 72 6E OF 93 F6 4C 2F
E6 6D 3116 6C E1 DD BB 23 F7 71 6D 06 A7 40 D7 A7 EB FE 12 70 30 28 92 BD 7F 1D 41 BE 44 5F 38 97
F527 E9 14 29 96 D1 28 05 C5 E5 D4 C8 72 94 D8 6A 11 EF 63 1D B4 89 A5 B8 FE 23 F2 1E C0 71 OE 18
7D 5B 74 B7 20 A1 5A 5F CE 27 FC 53 7E E7 D7 55 72 31 BA 28 54 33 25 22 88 A2 15 45 59 CE A5 CF 64 23
A7 AB E3 A4 4C C4 08 79 FC 5C BE 9C D1 FE 87 58 22 A4 B5 7D 64 29 E4 30 EC 87 D3 5D 1F F5 2B 4F
A9 56 42 B9 6C B2 77 BD 90 C5 42 39 03 9E FD 93 E1 91 42 AF F8 1B 69 FD 2A 5E 5B 02 0A B4 6D FE FE
73 0C AE 6C AD D6 36 C3 6D EA 48 B5 85 58 E3 94 81 07 09 18 66 9F 63 79 8F C4 3D B1 CB D3 72 6C 45
4B 9B A3 3C 44 0B 61 57 98 7D 98 83 success or wait 1 DA8FB2  WriteProcessMemory

1612 164 7C8106E9 DC5A7B C:\WINDOWS\explorer.exe success or wait 1 CC004D
CreateThread

Scope of the threat and impact

Further evidence of this being Caphaw exists in the banking information that it is listening for once it is injected
into key Windows Processes. Amongst all samples analyzed, we found the following 24 major banks' sites were
actively being monitored by the infection primarily to seek out the victim's online banking credentials. This is

based on data pulled from an added thread to explorer.exe process.

e Bank of Scotland

e Barclays Bank

e First Direct

o Santander Direkt Bank AG

o First Citizens Bank
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e Bank of America

o Bank of the West

e Sovereign Bank

e Co-operative Bank

o Capital One Financial Corporation
e Chase Manhattan Corporation
 Citi Private Bank

e Comerica Bank

e E*Trade Financial

e Harris Bank

 Intesa Sanpaolo

» Regions Bank

e SunTrust

e Bank of Ireland Group Treasury
e U.S. Bancorp

e Banco Mercantil, S.A.

e Varazdinska Banka

e Wintrust Financial Corporation
e Wells Fargo Bank

String value Source

domain="*-business.bankofscotland.co.uk" request="/business/primarylogin®" equals www.bankofscotla explorer.exe
nd.co.uk (Bank of Scotland)

domain="*ibank1.bib.barclays.com" request="*" equals www .barclays.com (Barclays Bank) explorer.exe
*-business.bankofscotland.co. equals www.bankofscotland.co.uk (Bank of Scotland) explorer.exe
* . firstdirect.c equals www.firstdirect.co.uk (First Direct) explorer.exe
*.santander.co.u equals www.santander.de (Santander Direkt Bank AG) explorer.exe
*bank.barclays.co.u equals www.barclays.com (Barclays Bank) explorer.exe
*banking.firstcitizens.co equals www.firstcitizens.com (First Citizens Bank) explorer.exe
*bankofamerica.c equals www.bankofamerica.com (Bank of America) explorer.exe
*bankofamerica.co equals www.bankofamerica.com (Bank of America) explorer.exe
*bankofscotland.co. equals www.bankofscotland.co.uk (Bank of Scotland) explorer.exe
*bankofthewest.co equals www.bankofthewest.com (Bank of the West) explorer.exe
*bob2.soversignbank.co equals www.sovereignbank.com (Sovereign Bank) explorer.exe
*business.co-operativebank.co. equals www.co-operativebank.co.uk (Co-operative Bank) explorer.exe
*business.santander.co.u equals www.santander.de (Santander Direkt Bank AG) explorer.exe
*capitalone.co equals www.capitalone.com {Capital One Financial Corporation) explorer.exe
*cashproonline.bankofamerica.co equals www.bankofamerica.com (Bank of America) explorer.exe
*cbs.firstcitizens.co equals www.firstcitizens.com (First Citizens Bank) explorer.exe
*chase.co equals www.chase.com (Chase Manhattan Corporation) explorer.exe
*citibank.co equals www.citibank.com/privatebank/ (Citi Private Bank) explorer.exe
*comerica.co equals www.comerica.com (Comerica Bank) explorer.exe
*cpopayments.bankofamerica.co equals www.bankofamerica.com (Bank of America) explorer.exe

Strings found in explorer thread added by Capchaw

ThreatLabZ continues to monitor the Internet for this threat and it's propagation. The lab is also engaged currently

in dissecting this threat further in order to obtain more information about its attack methodology, scope and
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impact.

Written by Sachin Deodhar & Chris Mannon (ThreatL.abZ)
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