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Hydra is another android bankbot variant. It uses overlay to steal information like Anubis . Its name comes from
command and control panel. Through July 2018 to March 2019 there was atleast 8-10 sample on Google Play
Store. Distribution of malware is similar to Anubis cases. Dropper apps are uploaded to Play Store. But unlike
Anubis, Dropper apps extract dex file from png file with kinda stenography and downloads malicious app from
command and control server with dropped dex. You can find the sample that I will go through in this post here :

Dropper
ToC:

e Bypass checks that on the java side

e GDB Debug

e Ghidra shenanigans

e Understanding creation of the dex file

e Bonus

First of all, if the dropper app likes the environment it runs, it will load the dex file and connect to the command
and control server. There are multiple checks on java and native side. We will debug the native side with gdb and

use ghidra to help us to find checks and important functions.

Time Check

When we open the first app with jadx we can see time check in class

com.taxationtex.giristexation.qes.Hdvhepuwy.
Plain text
Copy to clipboard
Open code in new window
EnlighterJS 3 Syntax Highlighter
public static boolean j() {
return new Date().getTime() >= 1553655180000L. && new Date().getTime() <= 1554519180000L;
}

public static boolean j() { return new Date().getTime() >= 1553655180000L && new Date().getTime() <=
1554519180000L; }
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public static boolean j() {
return new Date().getTime() >= 1553655180000L && new Date().getTime() <= 1554519180000L;

This function called in another class : com.taxationtex.giristexation.qes.Sctdsqres
Plain text

Copy to clipboard

Open code in new window

Enlighter]JS 3 Syntax Highlighter

class Sctdsqres {

private static boolean L = false;

private static native void fyndmmn(Object obj);
Sctdsqgres() {

}

static void j() {

if (Hdvhepuwy.j()) {

H();

static void H() {
if (IL) {
System.loadLibrary("hoter");

L = true;

fyndmmn(Hdvhepuwy.j());
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class Sctdsqres { private static boolean L = false; private static native void fyndmmn(Object obj); Sctdsqres() { }
static void j() { if (Hdvhepuwy.j()) { H(); } } static void H() { if (L) { System.loadLibrary("hoter"); L = true; }
fyndmmn(Hdvhepuwy.j()); } }

class Sctdsqres {
private static boolean L = false;
private static native void fyndmmn(Object obj);
Sctdsqres() {
}
static void j() {
if (Hdvhepuwy.j()) {

HO);
}
}
static void H() {
if (1) {
System. loadLibrary("hoter");
L = true;
}
fyndmmn(Hdvhepuwy.j());
}

First, it checks the time and if the condition holds, the app will load the native library and call
fyndmmn(Hdvhepuwy.j()); which is native function. We need to bypass this check so app will always load the
library.

Tused apktool to disassemble apk to smali and changed j() to always return true.

 apktool d com.taxationtex.giristexation.apk
e cd com.taxationtex.giristexation/smali/com/taxationtext/giristexation/qes

e edit j()Z in Hdvhepeuwy.smali
Plain text
Copy to clipboard
Open code in new window
EnlighterJS 3 Syntax Highlighter
.method public static j()Z
Jocals 1

const/4 v0, 0x1
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return vO
.end method

.method public static j()Z .locals 1 const/4 v0, 0x1 return v0O .end method

.method public static j()Z
.locals 1
const/4 v@, 0x1
return v@

.end method

rebuild apk with apktool b com.taxationtex.giristexation -o hydra_time.apk and sign it.

Now time control will always return true and after loading native library and fyndmmn native function is called.

Even with this still app doesn’t load dex file.

GDB Debug

Here is a great post explaining how to setup gdb to debug native libraries. Steps:

e Download android sdk with ndk

e adb push ~android-ndk-r20/prebuilt/android-TARGET-ARCH/gdbserver/gdbserver /data/local/tmp
 adb shell “chmod 777 /data/local/tmp/gdbserver”

e adb shell “Is -1 /data/local/tmp/gdbserver”

e get process id, ps -A | grep com.tax

 /data/local/tmp/gdbserver :1337 —attach $pid

 adb forward tcp:1337 tcp:1337

e gdb

¢ target remote :1337

e bJava_com_tax\TAB

There is a small problem here. App will load the library and call the native function and exit. The app needs to

wait for gdb connection. My first thought was putting sleep and then connect with gdb.

 apktool d hydra_time.apk

e vim hydra_time/com.taxationtex.giristexation/smali/com/taxationtex/giristexation/qes/Sctdsqres.smali
after following block:
Plain text
Copy to clipboard
Open code in new window

EnlighterJS 3 Syntax Highlighter
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Jdine 43
:cond_0

Jine 43 :cond_0

.line 43
:cond_0

Add

Plain text

Copy to clipboard

Open code in new window

EnlighterJS 3 Syntax Highlighter

const-wide/32 v0, Oxea60

invoke-static {v0, v1}, Landroid/os/SystemClock;->sleep(J)V

const-wide/32 v0, Oxea60 invoke-static {v0, v1}, Landroid/os/SystemClock;->sleep(J)V

const-wide/32 v@, 0xeabl
invoke-static {v@, v1}, Landroid/os/SystemClock;->sleep(J)V

and since locals variable is 1 and we use an extra v1 variable, increment it to 2
Plain text

Copy to clipboard

Open code in new window

Enlighter]S 3 Syntax Highlighter

.method static H)V

Jocals 2

.method static H()V .locals 2

.method static H()V
.locals 2
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Again sign and install the app. If all goes well the app will wait 60 seconds in a white screen. Now we can connect
with gdb.

Plain text

Copy to clipboard

Open code in new window

Enlighter]JS 3 Syntax Highlighter

ps | grep com.tax

/data/local/tmp/gdbserver :1337 --attach $pid

ps | grep com.tax /data/local/tmp/gdbserver :1337 --attach $pid

ps | grep com.tax
/data/local/tmp/gdbserver :1337 --attach $pid

I use pwndbg for better gdb experience, you can try peda or whatever you want.

e adb forward tcp:1337 tcp:1337
e gdb
e target remote :1337

Wl

online at:

rch for commands related to "word".

target remote :1337f

axationtex. ristexation

debug session

It takes some time to load all libraries. Put breakpoint to native function fymdmmn
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O p: gdb — Konsole
EAX
EBX
ECX 0x0
EDX 0x164
EDI 0x0
ESI 0x3c /* ‘<" */
EBP
ESP «— 0x0
EIP «— Ccmp

= 0xT7327232 <syscall+34> OxffffT001
0xf7327237 <syscall+39> j S all+52 <

0xf7327239 <syscall+41l>
0xf732723b <syscall+43> puS
0xf732723c <syscall+44> errno_internal <

0xt7327241 <syscall+49>
0xf7327244 <syscall+52>
0xf7327245 <syscall+53>
0xf7327246 <syscall+54=>
0xf7327247 <syscall+55>
0xf7327248 <syscall+56>

:0000| esp «— 0Ox0

:0004

:0008 —» 0Oxf3d32978 —» «— MoV
:000c Oxf3d3c974 (_GLOBAL_OFFSET_TABLE_) «— 0x763304
4:0010 «— test eax, eax

10014 0)'§0]

: 0018 «— 0x164

:001c Ox0

17327232 syscall+34
£3732c82

f3a2bcde

t3a2fcchb

T3a5ac54

72491c0Of oatexec+154639

b Java_com_taxationtex_giristexation_ges_Sctdsqres_fyndmmn
Breakpoint 1 at

set breakpoint

If you want to sync gdb and ghidra addresses, type vmmap at gdb and look for first entry of libhoter.so
0xe73be@00d 0xe73fc000 r-xp 3e000 @ /data/app/com.taxationtex.giristexation-1/1ib/x86/1libhoter.so

So 0xe73be@00 is my base address.

Go to Window -> Memory Map and press Home icon on the upper right. Put your base address and rebase the

binary.

Look at the entry of native function in ghdira:
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L&

Decompile: Java_com_taxationtex giristexation ges S¢

vold Java_com taxationtex _giristexation_ges Sctdsgres fyndmmn
{int #*param_l,undefinedd4 param_2,undefinedd4 param_3)

code *pcvarl;

DAT_ 00051240 = (**(code *+*)(*param_1 + 0x54)) (param_1,param_3);
curf_time = time((time_t *)ox0);

srandd8(curr_time):

11 | pcVarl = (code *)FUN_G0G18a9%6():

12 | (*pcvarl){0x44c4680,param_1,0x1e07);

13 return;

14 |}

W00 = O LN o L Pl e
fo]

I
=

fyndmmn function

Why call the time function ? Again time check ? Rename return value of time function (curr_time) and press

ctrl+shift+f from assembly view and go to location that context is READ
return (uint)(curr_time + @xa3651a74U < 0xd2f00)
So we were right, again time check. Rename the current function to check_time . Calculate the epoch time:

>>> Oxffffffff-0xa3651a74+0xd2f00
>>> 1554519179
>>> (1554519179+ 0xa3651a74) & Oxffffffff < 0xd2fee

>>> True

convert epoch to time : Saturday, April 6, 2019 2:52:59 AM
Yep this was the time that app was on play store. Check how this boolean is used. Look for xrefs of check_time

function.

check time ptr = {(undefined *)check time(};
time check bool = (*{code *)check time ptr){0x416dead,param 2, 0x1e3d);
1f {time check bool != "\0') {

Yep, as we think it will exit if time doesn’t hold.

First breakpoint/binary patch point is here. Or we can change emulator/phone’s time to April 5 2019.
b *(base + 0x8ba8)

But bypassing time check is not enough.

Ghidra Shenanigans

Now diving into binary file you will find multiple functions like this :
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uint * getsystem{uint *param_1)

{
size © _ n:
vold *_ dest;
undefined *puvarl;
uint uVar2;
int in_G5_OFFSET:
byte local_3d:
uint local_3c:
size t local_38;
byte local_31 [24];
undefined local_19;
int local_18;

puvarl = &stackOxffffffbo;

local_18 = *(int *)(1n_GS_OFFSET + 0x14):

local_3c = 0;

do {
local_3d = (&DAT e7586175) [local_3c] ~ (&DAT e758615d)[local_3cl;
local_31[local_3c] = local_3d:
local_3c = local_3c + 1;

} while (local_3c < 0x18);

local_19 = 0;

param_1[1] = @:

*¥param_1 = 0O;

param_1[2] = @:

_n = strlen{(char *)local_31}):

if (oxffffffef « _n) {
FUN_e755b9b0{);
puvarl = &stackoxffffffac;
goto LAB_e755c9e2;

}

if {(__n = oxb) {
*(char *)param_1 = (char)_n * "\x02';
_dest = (void *)((int)param_1 + 1):
if {_n != 0} goto LAB_e755c99f;

}

| L

decryption blocks

If you look at while loop.

do {
local 3d = (&DAT e7586175)[local 3c] ~ (&DAT e758615d) [local 3cl;
local 31[local 3¢] = local 3d;
local 3¢ = local 3c + 1;

} while (local 3c < Ox18);

xor while loop

2 blocks of data are XORed. ( Length 0x18) We can put breakpoint after do while but it will not be efficient
solution. Let’s think a programmatic way to find decrypted strings.

These xor blocks are next to each other. If we can get length of blocks we can easily get decrypted string. Then
find the function that use these xor blocks and rename it. Afterwards we can jump 2*length and get next xor

blocks. Repeat.

Page 9 of 26



https://pentest.blog/android-malware-analysis-dissecting-hydra-dropper /

Starting xor block is at 0x34035 .

Get xrefs of block:
DAT 00034035
00034035 16 Er 16h
00034036 e3 7 E3h
00034037 9e 7 9Eh
00034038 Se 7 5Eh -
00034039 34 7 34h <
0003403a al 7 Alh
poo3403b ff 7 FFh
0003403c Oc 7 Bch
pEO3403d 11 7 11h
poo3403e Sh 7 5Bh [
poo3403f 48 7 48h H
00034040 2e 7 2Eh
00034041 39 7 39h 9
ooo34042 29 7 29h }
0oe34043 74 7 74h t
00034044 60 7 60h '
00034045 e8 7 Esh
00034046 b9 7 Boh
poo34047 db 7 DBh
DAT 00034048
xor block
go to function,

LAB B00094de XREFI[1]: 80089503 (
000094de 8b 44 24 1c MoV Ef,dword ptr [ESP + local_34]
000094d4 8b 4c 24 1c MoV ECH,dword ptr [ESP + local 34]
0p0E94d8 of b6 8c MOVZX ECH,byte ptr [oxffff3274 + EBX + ECX*Ox1]=>DAT...

Bb 74 32

ff ff
0OEE94ed 32 8c 03 — XOR CL,byte ptr [Oxffff3261 + EBX + EAX*Dx1]=>DAT ...

61 32 ff ff
000094e7 88 4c 24 1b MoV byte ptr [ESP + local_35].CL
000094eb of b6 44 MOVZX EfX,byte ptr [ESP + local 35]

24 1b
00009410 8b 4c 24 1c MoV ECH,dword ptr [ESP + local_34]
0ooE94f4 88 44 Bc 24 MoV byte ptr [ESP + ECH*Ox1 + 0x24], AL
pooRg4fs ff 44 24 1c IHC dword ptr [ESP + local_34]
0p0E94fc 8b 44 24 1c MoV EAd dword ptr [ESF + local_34]
00009500 83 f8 13 | Icvp Enx,0x13 |
0009503 72 cb Jc LAB POOB94d0

get cmp value

get size from CMP instruction, since we know the address of first xor block, add size to first address and get the

address of second xor block. XOR the blocks and rename the calling function.

Ghidra: goto Window -> Script Manager -> Create New Script -> Python .

Set name for script and let’s write our ghidra script.

Plain text

Page 10 of 26



https://pentest.blog/android-malware-analysis-dissecting-hydra-dropper /

Copy to clipboard

Open code in new window

EnlighterJS 3 Syntax Highlighter

import ghidra.app.script.GhidraScript

import exceptions

from ghidra.program.model.address import AddressOutOfBoundsException
from ghidra.program.model.symbol import SourceType
def xor_block(addr,size):

## get byte list

first_block = getBytes(toAddr(addr),size).tolist()
second_block = getBytes(toAddr(addr+size),size).tolist()
a="

## decrypt the block

for i in range(len(first_block)):

a += chr(first_block[i]Asecond_block[i])

## each string have trash value at the end, delete it
trash = len("someval")

return a[:-trash]

def block(addr):

## block that related to creation of dex file. pass itt

if addr == 0x34755:

return 0x0003494f

## get xrefs

xrefs = getReferencesTo(toAddr(addr))

if len(xrefs) ==0:

## no xrefs go to next byte
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return addr+1

for xref in xrefs:

ref_addr = xref.getFromAddress()

try:

inst = getInstructionAt(ref_addr.add(32))

except AddressOutOfBoundsException as e:
print("Found last xor block exiting..")

exit()

## Get size of block with inst.getByte(2)
block_size = inst.getByte(2)

## decrypt blocks

dec_str = xor_block(addr,block_size)

## get function

func = getFunctionBefore(ref_addr)

new_name = "dec_"+dec_str[:-1]

## rename the function
func.setName(new_name,SourceType.USER_DEFINED)
## log

print("Block : {} , func : {}, dec string : {}".format(hex(addr),func.getEntryPoint(),dec_str))
return addr+2*block_size

def extract_encrypted_str():

## starting block

curr_block_location = 0x34035

for i in range(200):

curr_block_location = block(curr_block_location)

def run():
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extract_encrypted_str()
run()

import ghidra.app.script.GhidraScript import exceptions from ghidra.program.model.address import
AddressOutOfBoundsException from ghidra.program.model.symbol import SourceType def xor_block(addr,size):
## get byte list first_block = getBytes(toAddr(addr),size).tolist() second_block =
getBytes(toAddr(addr+size),size).tolist() a = "" ## decrypt the block for i in range(len(first_block)): a +=
chr(first_block[i]"second_block[i]) ## each string have trash value at the end, delete it trash = len("someval")
return a[:-trash] def block(addr): ## block that related to creation of dex file. pass itt if addr == 0x34755: return
0x0003494f ## get xrefs xrefs = getReferencesTo(toAddr(addr)) if len(xrefs) ==0: ## no xrefs go to next byte
return addr+1 for xref in xrefs: ref_addr = xref.getFromAddress() try: inst = getInstructionAt(ref_addr.add(32))
except AddressOutOfBoundsException as e: print("Found last xor block exiting..") exit() ## Get size of block
with inst.getByte(2) block_size = inst.getByte(2) ## decrypt blocks dec_str = xor_block(addr,block_size) ## get
function func = getFunctionBefore(ref_addr) new_name = "dec_"+dec_str[:-1] ## rename the function
func.setName(new_name,SourceType.USER_DEFINED) ## log print("Block : {} , func : {}, dec string :
{}".format(hex(addr),func.getEntryPoint(),dec_str)) return addr+2*block_size def extract_encrypted_str(): ##
starting block curr_block_location = 0x34035 for i in range(200): curr_block_location =

block(curr_block_location) def run(): extract_encrypted_str() run()

import ghidra.app.script.GhidraScript

import exceptions

from ghidra.program.model.address import AddressOutOfBoundsException
from ghidra.program.model.symbol import SourceType

def xor_block(addr,size):

## get byte list
first_block = getBytes(toAddr(addr),size).tolist()
second_block = getBytes(toAddr(addr+size),size).tolist()
g ="
## decrypt the block
for i in range(len(first_block)):

a += chr(first_block[i]”second_block[i])
## each string have trash value at the end, delete it
trash = len("someval")
return af[:-trash]

def block(addr):
## block that related to creation of dex file. pass itt
if addr == @x34755:
return 0x0003494f
## get xrefs
xrefs = getReferencesTo(toAddr(addr))
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if len(xrefs) ==0:
## no xrefs go to next byte
return addr+1

for xref in xrefs:
ref_addr = xref.getFromAddress()
try:
inst = getInstructionAt(ref_addr.add(32))
except AddressQutOfBoundsException as e:
print("Found last xor block exiting..")
exit()

## Get size of block with inst.getByte(2)
block_size = inst.getByte(2)
## decrypt blocks
dec_str = xor_block(addr,block_size)
## get function
func = getFunctionBefore(ref_addr)
new_name = "dec_"+dec_str[:-1]
## rename the function
func.setName(new_name, SourceType.USER_DEFINED)
## log
print("Block : {} , func : {}, dec string : {}".format(hex(addr),func.getEntryPoint(

return addr+2*block_size

def extract_encrypted_str():
## starting block
curr_block_location = 0x34035
for i in range(200):

curr_block_location = block(curr_block_location)

def run():
extract_encrypted_str()

run()

To run the script, select created script in Script Manager and press Run.

Now look at the output.
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hydra_dec.py= Runnlng

Block : 0x34835 , func : 00009498, dec string : getCacheDir

Block : ©x3405b , func : 000095c¢@, dec string : (JLjava/io/File;

Block : 0x34088b , func : 00009758, dec string : getAbsolutePath

Block : ©x348b9 , func : 00009888, dec string : (lLjava/lang/String:

Block : 0x34141 , func : 0000848, dec string : /ihzms

Block : 0x3415d , func : 0000aBcB, dec string : getSystemService

Block : 0x3418d , func : 0000a9f@, dec string : (Ljava/lang/String:)Ljava/lang/0Object;
Block : 0x341e9 , func : 0000albB, dec string : phone

Block : 0x34203 , func : 0000ae30, dec string : android/telephony/TelephonyManager
Block : 0x34257 , func : 0000afE0, dec string :|getSimCountryIso

Block : 0x34287 , func : 0000b098, dec string : ()Ljava/lang/5tring;

Block : 0x342bf , func : 0000b360, dec string : android/telephony/TelephonyManager
Block : 0x34313 , func : 0000b498, dec string : getPhoneType

Block : 0x3433b , func : 0000b5c@, dec string : ()I

Block : 0x34351 , func : 0000baze, dec string : android/telephony/TelephonyManager
Block : 0x343a5 , func : 0008bb30, dec string :|getNetworkCountryIso

Block : ©x343dd , func : @000bcB@, dec string : (JLjava/lang/5tring:

Block : 0x34415 , func : 0000c480, dec string : getResources

Block : 0x3443d , func : 0000c5bB, dec string : ()Landroid/content/res/Resources;
Block : 0x3448f , func : 0000cBE0, dec string : getConfiguration

Block : 0x344bf , func : 0000c9908, dec string : ()Landroid/content/res/Configuration;
Block : 0x34519 , func : 0800ccdd, dec string : locale

Block : 0x34535 , func : 0800cd70, dec string :|Ljava/util/Locale;
Block : 0x34569 , func : 0800d148, dec string :|getCountry

Block : 0x34538d , func : 0000d278, dec string : java/lang/String:
Block : 0x345¢5 , func : 0000d7e8, dec string :

Block : 0x345d9 , func : 0000d9c@, dec string : %

o m m o=

o m m o=

ghidra script output

As you can see there are functions : getSimCountryISO , getNetworkCountryIso , getCountry and one
suspicious string : tr . Without running we can assume code will check if these function’s return values are
equals to tr .Iknow this app targets Turkish people so this is reasonable to avoid sandbox and even manual
analyze.

If you follow from these functions’ xrefs to function FUN_00018A90() (called after time check) you can see this
block :

fnc_second_check = (undefined *)second_check();

/¥ try { // try from 00018c6b to 90018c99 has 1f
ret_second_check = {*{code *)fnc_second_check){0x32eefal,paran
if {{char]'r-——. second_check = "\@') {

pcWar? = {code *)ptr_asseter();
ret_second_check = (*pcVar2)(0x3307640,param_2,0x1e42);
}

country check

So next patch/breakpoint is this check :

b *(base + 0x8c80)
After these checks code will drop dex and load it. If you run without patch/breakpoints only edevlet page is
shown and nothing happens. Get your base address and try bypassing checks :

Plain text
Copy to clipboard
Open code in new window

Enlighter]JS 3 Syntax Highlighter
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b *(base + 0x8ba8)

b *(base + 0x8c80)

copy eip : .... a8 -> set $eip = .... aa

d

copy eip : .... 80 -> set $eip = .... 82

d

b *(base + 0x8ba8) b *(base + 0x8c80) copy eip : .... a8 -> set $eip = .... aa c copy eip : .... 80 -> set $eip = .... 82 ¢

b *(base + 0x8bal8)
b *(base + 0x8c80)

copy eip : .... a8 -> set $eip = aa
C
copy eip : .... 80 -> set $eip = 82

C

After these breakpoints, app will create dex file and load it. You will see Accessibility page pop-pup if you do it

correctly.

0xf3d35d80 (art::giniNativeInterface) «— 0x0
0x7461642T «— Ox0

-

A

xe6981c82
- Oxe69BicE2 & Asistan Servisi
0xe6981c87

0xeb6981c8a (o]
0xe6981c8f

0xe6981c90 6 Highir agiklama sadlanmad .
0xe6981c95

0xe6981c97
0xe6981c9%a
0xe6981cal
0xeb981cab

0xe6981ca8
:0000| esp

10004 <«— 0x41000000
10008 +— 0x0

LutfenAsistan HizmetiniEtkinlestinin

)
10014 -
10018 « 041 /% 'A' %

:001c < 0x30 /* '0'

T 0 e6981c82
f 1 e6981a83 Java_com_taxationtex_giristexation_ges_Sctdsqres_fyndmmn+99
T 2 dfc632af oatexec+4285103

E
Continuing.
[Attaching after Thread 7088.7088 fork to child Thread 7124.7124]
[New inferior 2 (process 7124)]
[Detaching after fork from parent process 7088]
Remote connection closed

0

checks bypassed

Or we can patch je instructionsto jne in native library and build apk again.

Understanding creation of the dex file
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If you look for dropped file in filesystem, you won’t see anything. File is removed with remove . We can attach

frida and catch dropped file easily. But forget about it for now and find how png file is used to create dex file.

Look at the last parts of the ghidra script’s output.

Block : Bx345eb , func : DOOBecBO, dec string :|getAssets
Block : 0x3460d , func : 0000ed90, dec string : ()Landroid/content/res/AssetManager:

Block : 0x34665 , func : 0000040, dec string : |prcnbzgn.png

Block : 0x3468d , func : 0BEOTEbA, dec string : android/graphics/BitmapFactory

Block : 0x346d9 , func : 0BEOT7ed, dec string : decodeByteArray

Block : 0x34707 , func : 8000910, dec string : ([BII)Landroid/graphics/Bitmap:

Block : 0x3494f , func : 000109c0, dec string :|/xwcnhfc.dex

Block : 0x34977 . func : 00010af0, dec string : 7oa

Block : 0x3498f . func : 00010c20, dec string : w+

Block : ©x349a3 , func : 00010d50, dec string : /ihzms

Block : 0x349bf , func : 00011540, dec string : getClassLoader

Block : 0x34%9eb , func : 80011670, dec string : (JLjava/lang/ClassLoader;

Block : ©x34a2d , func : 00011730, dec string : dalvik/system/DexClassLoader

Block : 0x34a75 , func : 000118d0, dec string : <init=

Block : ©x34a91 , func : 00011a00, dec string : (Ljava/lang/String;Ljava/lang/String;Ljava/lang/String;Ljava/lang/Classloader; )V
Block : 0x34b41 , func : 00011fcO, dec string : rw

Block : 0x34b55 , func : 00012560, dec string : .

Block : 0x34b67 , func : 00012690, dec string : ..

Block : 0x34b7b , func : 000127cO, dec string : S&i%s

Block : 0x34b95 , func : 00013730, dec string :|loadClass

Block : 0x34bb7 , func : 000138d0, dec string :|(Ljava/lang/String;)Ljava/lang/Class;
Block : ©x34c1l , func : 80013250, dec string :|{moonlight.loader.sdk.SdkBuilder
Block : ©x34c5f , func : 00013380, dec string : =Imits

Block : ©x34c7b , func : 900134b0, dec string : (Landroid/app/Application;)V

Found last xor block exiting

ghidra script output

Somehow prcnbzgn.png is processed with AndroidBitmap and dex file is created with the name xwchfc.dex .
Then with ClassLoader API dex file is loaded and moonlight.loader.sdk.SdkBuilder class is called.

Check function : 0Oxeec

local 18 = *{ipt *){in GS OFFSET + OxlA):
uvarz = AhssetManager_fromJavalparam_2,param_3);
local_34 = AAssetManager_openDir{uVarz,&DAT_0008334e0);
local_3c = (char *)AAssetDir_getNextFileName(local_34);
o T
if (local_3c = (char *}ox0) {
AbssetDir closellocal 34);
local 34 = 8;
LAB 0BOO0TO02:
it (#{1int *)(1in_GS_OFFSET + 0x14) != local_18) {
J* WARNING: Subroutine does not return */
__stack_chk_faill}):
}

return local_34;

1
Idec_prcnbzqn.png{&lc{al_lal; |
pevarl = PotachaZ:
if ((local 28 & 1) = @) {
1Var3 = stromp{local 3c,acStack3o);

get png file from asset folder

Iterates over assets and finds png file. Good. Rename this function asset_caller . Go to xrefs of this func and
find 0@xe2c® .Irenamed some of functions. dex_header creates dex file on memory. dex_dropper drops dex

file to system and loads.

Page 17 of 26



https://pentest.blog/android-malware-analysis-dissecting-hydra-dropper /

f = (undefined #*
/* try { // try from DBO1e368 to 000le3d7 has its CatchHandler @ pOOledba */
cVarl = {*({code *)f)(0x263feB0,param_2,uVard,&local_48,0x1e27);
i cvarl = "\B') {
scVar? = (code *)dex header():
cWarl = (*pcVar2) (0x2689260,param_2,&local_48,0x1ded);
1f {cvarl 1= "\@') {
pcvar2 = (code *)dex _dropper():
cWarl = (*pcVar2){0x26d2640,param_2,uVar3,&local_48,&local_28,8&1loc
if (cvarl !'= "\e') {
pcVar? = (code *)1_3();
/¥ try { // try from 000le3el to 000ledSa has its CatchHandler @ p00ledbd */
1VarS = (*pcVar2){0x271ba2@,param_2,uVar3,&local_28,&local_38,0xlelc);
pcVar2 = (code *)1_4();
peWar2)(0x27340¢0, param_2,&local_48,&local_28,&loc
1f {1vars '=8) {
pcVar2 = (code *)i_5();
Var2){8x27aeled, param_2,uVar3,1Vars,0x1df3);
{**{code **)(*param_2 + 0x5c))(param_2,iVars):
}
}

[l

al_38,0xldfe);

al 38,0x1e26);

P
(*p

hierarchy of functions

How dex_header creates dex file ? Go to function definition.

vold dex_create(undefinedd param_1,undefinedd4 param_2,undefinedd param_3)

i
code *pciarl;
undefinedd4 uVarz;

pcVarl = (code *)bitmap_related():

Var2 = (*pcVarl) (9x19786c0,param_2,param_3,0x1elc);
pcVarl = (code *)dex_related():

(*pcvarl) (0x1990d60, param_2,uVar2, param_3,0x1el6);
return;

dex creator function

bitmap_related creates bitmap from png file. Bitmap object is passed to dex_related function. Bitmap ?

If you read png file byte byte you don’t get color codes of pixels directly. You need to convert it to bitmap. So app
first transfer png file to bitmap and read hex values of pixels. Fire up gimp/paint and look at the hex codes of first

pixel of the image and compare with below picture

X /50w Oxdeededic

rgb values of pixels

Oxffd2d1d0
Oxffc9cbeT
Oxffcdc5ce
Oxffc9cac8
OxffcdcdctT

Oxffc9c9c8
Oxffc9c5ch
Oxffcbcbeb
Oxffc5c5ch
Oxffchbchc2
Oxffcechca

Oxffcdcece
Oxffcacbc?
Oxffcbcobe?
Oxffcfcecd
Oxffcecach
Oxffchbc9c8
OxffcO9cbech
Oxffcacbch
Oxffcdcscl
OxffcB8chbeh
Oxffcdchc8
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Oxffcfcach
Oxffcic2c3
Oxffc8c8cH
Oxffd2d0d3
Oxffcechch
Oxffcbc8ch
Oxffcac8cd
OxffcB8chc?
Oxffcbc2cl
OxffcB8cbecd
Oxffcdchc9

Oxffcac/ca
Oxffc5c5ch
Oxffcbc8ca
Oxffdlcfcd
Oxffcecac9
OxffcB8cbech
Oxffcbc9cH
Oxffc8cdc2
Oxffc7c2cl
OxffcB8c8ch
Oxffcccecef
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Now comes fun part. How these values are used. At 0xfbf@ you can find dex_related function.

Bitmap object is passed to this function. Now there are 2 important functions here:

do {
ptrbe =|{undefined *)byte chooser(); |
M try { // try from 8001fd27 to 0801fd37 has 1ts CatchHandler @ @B81ffb2 */
de xor = (*{code *)ptrbc)(0x16fdaB80,bc p3,local 28 * local 5c + local 44 + iVar5,0x1le37)

if (4 cop < 4) {
4 cmp = 4 cmp + 4;

bc_p3 = (undefined *}{uint){byted{{char)de _xor =< 4);
b
else {
A try { /4 try from 8001fd41 to 0801fdd8 has 1ts CatchHandler @ @E8L1ffbo */
uvarl =|dex_extractor{de_pl,de xor & Oxff); |
_src = local_40;
de_pl = de_pl + 1:
if {local 3¢ < local 38) {
*local_3c = uVarl;
local_3c = local_3c + 1;
b

two important function

byte_chooser will return one byte and dex_extractor will use that byte to get final dex bytes. 4_cmp variable

is set to O at the beginning and will set to 0 at the end of else block. So flow will hit byte_chooser 2 times before

entering dex_extractor . Here is byte_chooser

uint byte chooser(undefined4 param_l,uint param_2,char *param_3)

{

{uint){*param 3 =< 2 & ) | param_2;

return {uint)(*param 3 =< 2 & 4) | (uint)(byte)param_3[2] & 2 | (uint)(byte)param_3[2] & 1

byte chooser function

param_3 is hex codes of pixels. param_2 is like seed. If its first call of byte_chooser it is set to 0. In second call of

byte_chooser, param_2 will be return value of first call and left shifted by 4. Then its set to O at the end of else

block.

After calculating the byte by calling byte_chooser twice, return value is passed to dex_extractor .

uint dex_extractor{uint param_1,byte param_2}

{

B

}

return (param_1 / 0x1fa) * 0x1fa & Oxffffffe0 | (uint)((&DAT_00034755)[param_1 % @x1fal ~ param_2)

dex byte calculator function
param_2 is calculated byte param_1 is index.
Now we know how the dex file is created. Let’s do it with python

Plain text
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Copy to clipboard

Open code in new window
EnlighterJS 3 Syntax Highlighter
from PIL import Image

import struct

image_file = "prcnbzqgn.png"
so_file = "libhoter.so"

offset = 0x34755

size = Ox1fa

output_file = "drop.dex"

im = Image.open(image_file)
rgb_im = im.convert('RGB')
im_y = im.size[1]

im_x = im.size[0]

dex_size = im_y*im_x/2-255

f = open(so_file)

d = f.read()

d = d[offset:offset+size]

def create_magic(p1,p2,p3):
return (p1<<2 &4 | p2 & 2 | p2 & 1| pl1 <<2 & 8|p3)
def dex_extractor(p1,p2):

return (p1/size)*size&0xffffff00| ord(d[p1%size]) A p2
count =0

dex_file = open(output_file,"wb")
second = False

magic_byte =0
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for y in range(0,im.size[1]):

for x in range(0,im.size[0]):

1, g, b = rgb_im.getpixel((x, y))

magic_byte = create_magic(r,b,magic_byte)
if second:

magic_byte = magic_byte & Oxff

dex_byte = dex_extractor(count,magic_byte)
dex_byte = dex_byte &0xff

if count > 7 and count-8 < dex_size:
dex_file.write(struct.pack("B",dex_byte))
magic_byte = 0

second = False

count+=1

else:

magic_byte = magic_byte << 4

second = True

dex_file.close()

from PIL import Image import struct image_file = "prcnbzqn.png" so_file = "libhoter.so" offset = 0x34755 size =
Ox1fa output_file = "drop.dex" im = Image.open(image_file) rgb_im = im.convert('RGB') im_y = im.size[1] im_x
= im.size[0] dex_size = im_y*im_x/2-255 f = open(so_file) d = f.read() d = d[offset:offset+size] def
create_magic(p1,p2,p3): return (p1<<2 &4 |p2 & 2 | p2 & 1| pl << 2 & 8| p3) def dex_extractor(pl,p2): return
(p1/size)*size&Oxffffff00| ord(d[p1%size]) A p2 count = 0 dex_file = open(output_file,"wb") second = False
magic_byte = 0 for y in range(0,im.size[1]): for x in range(0,im.size[0]): r, g, b = rgb_im.getpixel((x, y))
magic_byte = create_magic(r,b,magic_byte) if second: magic_byte = magic_byte & 0xff dex_byte =
dex_extractor(count,magic_byte) dex_byte = dex_byte &0xff if count > 7 and count-8 < dex_size:
dex_file.write(struct.pack("B",dex_byte)) magic_byte = 0 second = False count+=1 else: magic_byte =

magic_byte << 4 second = True dex_file.close()

from PIL import Image
import struct

image_file = "prcnbzgn.png"
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so_file = "libhoter.so"
offset = @0x34755

size = Ox1fa

output_file = "drop.dex"

im = Image.open(image_file)
rgb_im = im.convert('RGB")
im.size[1]

im_y
im.size[0]

im_x

dex_size = im_y*im_x/2-255

open(so_file)
f.read()
d[offset:offset+size]

def create_magic(p1,p2,p3):
return (p1<<2 &4 | p2 & 2 | p2 & 1 | p1 << 2 & 8 | p3)

def dex_extractor(p1,p2):
return (p1/size)*size&@xffffff00| ord(d[pi%size]) " p2

count = @
dex_file = open(output_file,"wb")
second = False
magic_byte = 0
for y in range(@,im.size[1]):
for x in range(@,im.size[0]):
r, g, b = rgb_im.getpixel((x, y))
magic_byte = create_magic(r,b,magic_byte)
if second:
magic_byte = magic_byte & Oxff

dex_byte = dex_extractor(count,magic_byte)

dex_byte = dex_byte &@xff

if count > 7 and count-8 < dex_size:
dex_file.write(struct.pack("B",dex_byte))

magic_byte = 0

second = False
count+=1
else:
magic_byte = magic_byte << 4
second = True

dex_file.close()

Let’s look at the output file with jadx
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File View MNavigation Tools Help

SO EEIEEI N EY

! drop.dex
¢ @ Source code
¢+ #@moonlight
-@ml.1
¢ @ loader

¢ 8 job

~Gh
-0 j
@t
L=
- $receiver
~f#rest
- #sdk

o-C-RF{ecei.\rerInté

r ® moonlight.loader.rest.RestCall r © moonlight.loader.job.h

- @ Baselob$R

package moonlight.loader.job;

import android.content.Context;
import moonlight.l.1l.k;
import moonlight.loader.sdk.SdkBuilder;

/* compiled from: pa */

public abstract class h {

public static String C(Object obj) {
String str = (String) obj;
int length = str.length();
char[] cArr = new char[length];
length--;
while (length == @) {

int 1 = length - 1;

-G aa cArr[length] = (char) (str.charAt(length) ~ 50);
-@e if (1 <0) {
dropped dex file

Remember moonlight from output of ghidra script ? Yep this looks correct.

Frida <3

Well I cant write an article without mentioning frida. Bypass checks with frida.

e There are time checks on java and native side.

e Country check

o File is removed at native side.

Plain text

Copy to clipboard

Open code in new window

Enlighter]JS 3 Syntax Highlighter

var unlinkPtr = Module.findExportByName(null, 'unlink');

// remove bypass

Interceptor.replace(unlinkPtr, new NativeCallback( function (a){

console.log("[+] Unlink : " + Memory.readUtf8String(ptr(a)))

}, 'int', ['pointer']));

var timePtr = Module.findExportByName(null, 'time");

// time bypass

Interceptor.replace(timePtr, new NativeCallback( function (){
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console.log("[+] native time bypass : ")

return 1554519179

},'long’, ['long']));

Java.perform(function() {

var f = Java.use("android.telephony.TelephonyManager")

var t = Java.use(‘java.util.Date")

//country bypass

f.getSimCountrylso.overload().implementation = function(){
console.log("Changing country from " + this.getSimCountrylIso() + " to tr ")

return "tr"

t.getTime.implementation = function(){
console.log("[+] Java date bypass ")

return 1554519179000

)

var unlinkPtr = Module.findExportByName(null, 'unlink'); // remove bypass Interceptor.replace(unlinkPtr, new
NativeCallback( function (a){ console.log("[+] Unlink : " + Memory.readUtf8String(ptr(a))) }, 'int', ['pointer']));
var timePtr = Module.findExportByName(null, 'time'); // time bypass Interceptor.replace(timePtr, new
NativeCallback( function (){ console.log("[+] native time bypass : ") return 1554519179 },'long', ['long']));
Java.perform(function() { var f = Java.use("android.telephony.TelephonyManager") var t =
Java.use(‘java.util.Date") //country bypass f.getSimCountryIso.overload().implementation = function(){
console.log("Changing country from " + this.getSimCountrylIso() + " to tr ") return "tr" }
t.getTime.implementation = function(){ console.log("[+] Java date bypass ") return 1554519179000 } })

var unlinkPtr = Module.findExportByName(null, 'unlink');

// remove bypass

Interceptor.replace(unlinkPtr, new NativeCallback( function (a){
console.log("[+] Unlink : " + Memory.readUtf8String(ptr(a)))

}, 'int', ['pointer']));

var timePtr = Module.findExportByName(null, 'time');
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// time bypass

Interceptor.replace(timePtr, new NativeCallback( function (){
console.log("[+] native time bypass : ")
return 1554519179

}.'"long", ['long']));

Java.perform(function() {
var f = Java.use("android.telephony.TelephonyManager")
var t = Java.use('java.util.Date")
//country bypass
f.getSimCountryIso.overload().implementation = function(){

console.log("Changing country from " + this.getSimCountryIso() + " to tr ")
return "tr"

}

t.getTime.implementation = function(){

console.log("[+] Java date bypass ")

return 1554519179000

}

b

o p: frida — Konsole
frida -U -f com.taxationtex.giristexation -1 pass.js

/ _ Frida 12.6.8 - A world-class dynamic instrumentation toolkit
Commands :
help -> Displays the help system
object? -> Display information about 'object’
exit/quit -> Exit

N
1
>I
//||

More info at http://www.frida.re/docs/home/
SSpawned com.taxationtex.giristexation'. Use %resume to let the main thread start execut
ing!
[Genymotion Google Nexus 7 2013::com.taxationtex.giristexation]-> “resume
[Genymotion Google Nexus 7 2013::com.taxationtex.giristexation]-> [+] Unlink : /data/dalv
ik-cache/x86/data@app@com. taxationtex.giristexation-1@hase.apk@classes.dex. flock
[+] Java date bypass
[+] Java date bypass
[+] native time bypass :
Changing country from us to tr
L+] Unlink : /data/user/@/com.taxationtex.airistexation/cache/oat/xwcnhfc.dex.flock
[+] Unlink : /data/user/0/com.taxationtex.giristexation/cache/xwcnhfc.dex
[+] Unlink : /data/user/0/com.taxationtex.giristexation/cache/oat/xwcnhtc.dex.flock
[+] Unlink : /data/user/0/com.taxationtex.giristexation/cache/oat/xwcnhfc.dex

output of frida session

Pull the dex file with adb pull path/xwcnhfc.dex

Homework

This part is homework for reader (&) Next version of this malware only use native arm binaries. So we can’t easily
debug without having arm based device. But we can use our dex dropper python script. Malware sample. Load the
arm binary to ghidra. Find the correct offset of the dex data block and the size of the block. dex_extractor function

might look different but it does the same thing. So you need to only change the name of the files, offset and size
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variables at the python script. Hash of dropped dex file :
7£f02fb46009fc96c139c48c28fb61904cc3de60482663631272396c6c6c32ec

Conclusion

We attached gdb to debug native code and found certain checks. Wrote a ghidra script to automate decryption of
strings and frida script to bypass checks. Also learned that png files needs to be converted with Bitmap to get pixel

values. So next time you see png file and suspicious app, look for bitmap calls &

References

GDB Debug : https://packmad.github.io/gdb-android/

Featured image : https://www.deviantart.com/velinov/art/Hydra-monster-144496963
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