_ UBND TINH QUANG TRI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap — Tw do — Hanh phic

Sé: 110/STTTT-CNTT Quang Tri, ngay 12 thang 02 nim 2019

V/Iv Theo ddi, ngin chin két ndi va boc g& cac
tap tin ma doc tan cong co6 chu dich vao cac hé
thong thong tin

Kinh gui:
- Van phong UBND tinh;
- Cac S¢, ban, nganh cép tinh;
- UBND céc huyén, thi x4, thanh phé.

Qua theo doi va giam sat trén khong gian mang Viét Nam trong thoi gian
trude va sau Tét nguyén dan Ky Hoi, Trung tam Ung ciu khan cip may tinh Viét
Nam (VNCERT) da ghi nhan chién dich tin cong c6 cha dich (APT) cua tin tac
nham vao cac hé théng thong tin ctia ngin hang va té chac cha quan hé théng
théng tin ha tang quan trong quéc gia tai Viét Nam. Vi hinh thic tin cong c6 chi
dich nay, tin tic d tim hiéu ky vé ddi twong tin cong va thuc hién cac thu thuat lua
dao, két hop voi cac bién phap ki thuat cao dé qua mit hé thong bao vé an toan
thong tin (ATTT) cua cac hé théng thong tin cia ngan hang va té chac cha quan hé
thng thdng tin ha ting quan trong quéc gia nham chiém quyén diéu khién may tinh
ctia ngudi dung: thong qua do6 tan cong cac hé thong may tinh noi bd chira thong tin
quan trong khac. Muc dich chinh cua tin tac la danh cép cac thong tin quan trong
cua hé thong thong tin ctia ngan hang va to chic chii quan hé théng thong tin ha
tang quan trong qudc gia. Vi viéc st dung cac ki thuat cao dé tan cong thi cac hé
thong bao vé ATTT cua hé thong thong tin clia ngan hang va to chic chii quan hé
théng théng tin ha tang quan trong quéc gia s& kho phat hién kip thoi va déng thoi
gitip tin tic duy tri quyén kiém soat hé thdng thong tin.

Thuc hién Quyét dinh sb 05/2017/QD-TTg ngay 16/03/2017 cta Thu tudng
Chinh phu Vé viéc ban hanh quy dinh vé hé théng phuong an tng ctu khan cp bao
dam an toan thong tin mang qudc gia va Thong tu sd 20/2017/TT-BTTTT ngay
12/9/2017 ctia Bo Thong tin va Truyén thong quy dinh vé diéu phdi, tng cau sy ¢b
an toan thong tin mang toan qudc. Pé bao dam an toan thong tin mang, phong ngira
su ¢ mat an toan thong tin co thé xay ra, S& Thong tin va Truyén thong dé nghi
thu trudng cic co quan khan truong chi dao can bo chuyén trach hoic phu trach
cong nghé thong tin cua co quan, don vi minh thyc hién cac bién phap sau:



1. Chu dong ra soat cac diém yéu, 16 hong trén hé théng thong tin, ting
cuong trién khai cac bién phap quan 1y va ki thuat nham bao dam an toan théng tin
cho hé théng thong tin phuc vu hoat dong ndi bd cia co quan, don vi va cac hé
théng cung cép dich vu cong phuc vu ngudi dan, doanh nghiép.

2. Theo ddi va ngan chan két ndi dén cac may chu C&C co tén mién va dia
chi IP sau:

STT C&C STT C&C
1 192.227.248.189 27 192.227.248.188
2 usfinance.club 28 107.175.75.115
3 ukfinance.online 29 zzivet37.pro
4 107.174.39.144 30 wvideo.site
5 184.164.139.212 31 usfinance.store
6 shengu.tech 32 107.175.64.217
7 kalya.website 33 pixeliph.com
8 smtp3.info 34 198.46.209.171
9 urlmon.online 35 108.170.60.181
10 107.175.94.16 36 62.255.119.211
11 zivet37.services 37 192.95.14.128
12 gpcantgua.com 38 kair.xyz
13 107.172.3.16 39 autoif.online
14 107.175.75.116 40 crossfr.site
15 167.114.56.226 41 dochelp.space
16 66.85.157.69 42 185.136.165.202
17 107.172.249.103 43 107.172.249.122
18 198.46.168.33 44 198.23.140.75




STT C&C STT C&C
19 172.245.205.107 45 107.172.150.141
20 167.114.56.224 46 185.136.163.167
21 116.197.235.202 47 151.106.60.15
22 72.83.72.137 48 198.46.168.29
23 vanxuangroup.edu.vn 49 151.106.60.136
24 gpcantgua.com 50 192.227.248.181
25 192.64.119.21 51 192.64.119.87
26 192.64.119.20 52 192.64.119.86

3. Ra quét hé thong, xoa cac thu muc va boc g& tap tin ma doc co dau hiéu
tuong rng sau:

- MD5: 25376ea6ea0903084c45bf9c57bd6esf

- MD5: 1e2795f69e07e430d9e5641d3c07f41e

- MD5: 3be75036010f1f2102b6ce09a9299bca

- HSMBalance.exe MD5: 34404a3fb9804977c6ab86¢ch991fbh130

- HSMBalance.exe SHA-1:b345e6fae155bfaf79c67b38cf488bb17d5be56d

- ICAS.ps1 MD5: b12325a1e6379b213d35def383da2986

- ICAS.psl SHA-1: c48ff39ebefc6ca60c31200344¢47b5de3b3605d

- MD5: 7¢651d115109fd8f35fdfc44£d24518

- MD5: 8a41520c89dce75a345ab20ee352fef0

- MD5: b88d4d72fdabfc040ac7fb768bf72dcd

- hs.exe MD5: df934e2d23507a7f413580eaellbb7dc

- hs.exe SHA-1:5ce51e3882¢40961caf2317a3209831ed77¢9c40

- MD5: fee0b31cc956f083221ch6e80735fcc5

- MD5: 4¢400910031ee3f12d9958d749fa54d5

- MD5: 2e0d13266b45024153396f002e882f15

- MD5: 26f09267d0ec0d339e70561a610fb1fd

- MD5: 09e4f724e73fccc1f659b8ad6bfa7184

- MD5: 18c2adfc214c5b20baf483d09c1e1824



- MD5: 2¢d8e5d871f5d6¢1a8d88b1fb7372eb0

- MD5: €9130a2551dd030e3c0d7bb48544aaea

- MD5: 9888d1109d6d52e971a3a3177773efaa

- MD5: be021d903653aa4b2d4b99f3dbc9860

- MD5: 2036a9e008d16e8ac35614946034b1a5

- MD5: ef5741c4b96ef9498357dc4d33498163

- MD5: 5B7244C47104F169B0840440CDEDE788
- MD5: 53F7BE945D5755BB628EECB71CDCBF2
- MD5: E00499E21F9DC990400B8B3C2B5

- MD5: 9¢35e9aa9255a2214d704668b039ef6

- MD5: cc29adb5b78300b0f17e566ad461b2c7

- MD5: C6774C1417BE2E8B7D14BAD1391|1D04B

Trén day 1a nhitng ma doc rat nguy hiém, c6 thé danh cip thong tin va pha
hay hé théng thong tin cac co quan nha nuéc; S¢ Thong tin va Truyén thong kinh
dé nghi cac co quan, don Vi quan tdm thuc hién.

Moi thong tin xin lién hé: S¢ Thong tin va Truyén thong - Thanh vién mang
lusi Ung cau sy ¢ mang Internet Viét Nam do Bo Thong tin va Truyén thong
thanh 1ap. Pon vi thuong truc k¥ thuat: Trung tim Cong nghé thong tin va Truyén
thong, dién thoai 0233. 35049009.

Tran trong./.
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