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Most online ads are displayed as a result of a chain of trust, from the publishers to the malicious advertiser via ad

agencies and/or ad networks.

For “traffers” (that is, actors bringing traffic to a malicious destination; for example, exploit kits) that rely on
malvertising, one of the goals is to gain access to a high-profile ad network such as DoubleClick, Bing Ads,
AdTech or AppNexus. A reputable, high-profile ad network provides traffers with access to higher-quality traffic,

and the more reputable an ad network appears, the easier it is for traffers to reach this target traffic.

Uncovering domain shadowing

In early November, one of those high-profile ad agencies appeared in Proofpoint sensors as “referrer” to Angler
exploit kit. Further investigation by Proofpoint researchers determined that the creative in question (ad

banners) was pointing to content from https://ads.mikeholt[.Jcom and landing at www.mikeholt[.]Jcom.".
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Figure 1 Creative served by the abused ad agency (click to enlarge)
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Figure 2 A fake online ad for an authentic Website, displayed using a shadowed domain of that Website

A disparity in the SSL certificate used by both servers is the first hint that something is suspicious about this ad.
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Figure 3 Shadowed domain SSL certificate vs legitimate site owner's domain SSL certificate
Comparison of the SSL certificates for two domains is a clue that this could be a case of “domain shadowing” [3].

Domain shadowing is a technique for generating malicious subdomains from a legitimate domain, typically using

stolen registration credentials for the domain owner. With the stolen credentials, the threat actor can create a large
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number of fraudulent subdomains (for example, ads.mikeholt[.]Jcom) below the legitimate domain mikeholt[.]com.
(The domain owners for these examples were contacted as part of this investigation and alerted to the fact that
their registration credentials have probably been compromised.) The attacker can then configure servers on the

fraudulent subdomain to perform filtering and redirection actions that pull in their preferred exploit kit.
Multiple parallel campaigns

Further investigation identified other campaigns employing other compromised domains and abused ad agencies.

For example:

adv.mtcharlestonlodge[.]Jcom
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Figure 4: Example of ad with stolen creative linking to malicious domain
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Figure 5: SSL certificate details for compromised domain

media.healthy-homemakers[.]Jcom

Healthy Homemaker

www. healthy-homemakers.com

promo.loopnetworksllc[.]Jcom
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An exploit kit out of nowhere

Researchers who have the opportunity to replay this attack in a controlled environment will not be able to see
much without SSL man-in-the-middle capabilities (Fig 6); instead the attack will appear to be Angler EK

materializing ‘out of thin air’.
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Figure 6: Traffic captured on the 2015-11-21 without MITM capabilities

A look in the SSL tunnel

One of the reasons that malvertising is appealing to threat actors is that the ad agency / network itself performs a
significant portion of the targeting, including geo, browser and other options. However, the malicious ad server
also includes filtering settings, and as a result non-targeted clients (such as known IP address, wrong country) will

receive harmless ad code.

HTTP/1.1 200 OK

server: nginxs1.0.15

Date: wed, 25 Mowv 2015 10:58:24 GMT
Content-Type: application/x-javascript
Connection: keep-alive

Cache-Control: no-cache, no-store
Access-Control-Allow-0Origin: =
Content-Length: 288

creative="<stylexbody{margin: 0; padding:0; }</stylex<a target="_blank"

href="http: //loopnetworksllc. com/ "><img

src="https: //promo. loopnetworksllc. com/imgs /556417 /6376,/728x90. jpg” border="0" /=
</a="stry{document. getElementById( "holder ") . innerHTML=creativel}catchie)
{document.write{creative)}

Figure 7: Harmless code served by the server if the client does not match the filtering options or if the campaign

is on hold
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When a targeted client visits a site served by the infected content delivery network (CDN), the attack follows

these steps:

1. Send a post to filter proxied traffic.

2. A global JavaScript reads the results of the filtering;

3. If the reply is as expected, decode a bogus GIF (Fig. 8).

4. Check the system using two information disclosure bugs in Microsoft Internet Explorer to avoid
researchers, sandboxes and some security products.

5. Abuse an HTTPS open redirect by DoubleClick. [2]

6. Land the browser on Angler EK without a referrer.

s[h], b)

f module) module.exports = d();

of global ? b = global : “undefined” !=

function()
document ementsB) ('s 13
r (var i
i ost}) return ax[i].

» function(b) {

). [

"gif" decoding function

ject(ft).GetLicenseFromURL([], vS().replace(scheme, 'ht D)

mainRequest) || (n

require;

Figure 8: Malicious code sent by the fake ad server, including fake GIF image file

Decoding the fake GIF produces a JavaScript function (Fig. 9).
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Server: nginx/1.0.15

Date: Sat, 21 Nowv 2015 20:28:39% GMT
Content-Type: image/gif

Connection: keep-alive
Cache-Control: no-cache, no-store
Access-Control-Allow-0Origin: =
Content-Length: 5265
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37W35j25232535%36C32525532035136A63d25P32m35p36435525m32M35h36I331256G32V35T36063A25%32X35B36X39125K32p35E36833525W32335w36N62U
25A32535H32065n25C32235036K65825732h35n36035V25N32M35]37234925532P46p7 8N62N62865825H32Vv46N6327 2VE5 6617 74C69K76265U25a32C46VE3]
6CJE69963YEDS 25M33a4687 2R31925 X33 44p68ar4b74n70a25132I35033C41U25L32235W32V46U25N32W35N3234657 aX7 7 269UEST7 4F72U7aY7 9MECUGLLI1K
adI6efM7ZLE9XE6eME1kE7WE1r 2eNESRE6626CFETD72069q64L61A63D6TE7SWT0q6TxE8Q73a2e263b6TYedT25w32Zz35P32546b66r 6T T72075C6dT73525T32W35Y
32L46Q76D69165177366U6TWT2q75L6dT2e7 7OLEBMT 082523 2R35U33Z46X66025132P35a33F44h37T37B25n32235p32Y36)73T69P64a25N32a35x33344L74h
6T17an6bT30075N35639131D37Y34B38U3302eC6326dL34I34r66Y33A32637M35K2203br75L7236C53d822Wea361T76N61022Y2bD22V7 306307 2069T 220201
2217017 4y3ak25h32P3793CI22m2bL2216dCEe5374TE1v2T 14857 4154T50X2dV22N2M22p6e5 851275 449m7 683db72U22H2bK22 J65SREE5T2YE5Q7 3068220563y
eTD22m2b122Y6eey7 4065 662E7403d530R3br75822P2bj2227226Ch3d425M32P32F22W2bwroNn7 2KE6Cd2ZDE22L25W32332e3e]2503223772223bZ66B5 4G3dHEE]
75XE6eG63Y7476yeTQ6eT2E8L62T54U2927bT77hEe9c740681 28H62r 46H2dAB1IwZehE2E6T pE4e7 SUZee61G7 007 MBS PEe064143D68ME9HECKE4R2Z8161E2CE30
72J65K61T74065V4506CcI65 T6d065468AT4128]62F54C29029b29E7 31740797 6CI65k2eKFOHETUT 3r 69y 7 4Z69U6T T6ez3duz7YE6PE307 8T 65N64Z27V2C1 730
7447956CVESW2eHECWES PE6Y 7 4d3dN2dy39n65n3352bI27F7 0UTBX2702CZ 6eW61KEd065C3d062T5402b027T31Y2763b97 2h65r 74wr5072062C20C62R 46P7 dA
2b57a354v3dDEe6eZ 7506e163P74T6906TqE2U280297 7N 6X61d72T20L 6435453056655 4T 28wW27664N692 7 6027W29Z3hJ64Q5412ede9Teel6a465U7 27481544
4dr4cQ3d72753cD69b6607 2T 61bedxE5 YZ0uEeC6116dq6513dKZZ469WE6Z T 2E6LCEdKE5HI1hZ2C3eC3c22TZ69C66372RE6156d065M3emz7 23bq69r 6647 2N61T
6do65g31q3dEGIPZeN67Z 65 C7 445 46Ce6516dE6EMERT7 447 3T42T7964e861A6dPE5Z28C27169R66L72j61L6d665p31727c29G5bu3055dx3bUE3UEE0T 20617
6dFE5031c2eZ61b74h74I61863T 6884507 6465b6eGT4M3Tu6IP6ENT2r6156dd65u31E2ey 61742741 61X63D68X45N7 6865 46eP74X28527W6Twee36c16TvE1lH
B4WZTW2Ce7 8y5 4R 29T3aM69966P7 2061t 6dg65e31nw2eseTneej6cz 6Tac1We4y3d47 8C54m3b07 706917 4U68028466554228r27weeq6eT87206d327729V23]61r
6327 4NGONETYEe03dX7 507 216CK2CM7 4WE1C7 2YE7 NG5 Q7 4X3dX27WEIreeQ7 2p6e1lI6dCe5F31G2712CZ73EF5462860VEINT 4L 2By 2IL7dC3bm7 225 4u3dwWeEE7 50
6eY63q74T69T6TNEehz BE2947bX7 6Q61CT72020mE395T966L70ET333dI5bpsdP2c1 6305 r7003103dg2286dN6EH7 4e6dE6CY3AYEEHEIB6CS 6583avaTSTORT2Y
6T 167272Y61I7eE2252cB63e5TIT0N32g3dmS by2246dd61EEC2T7Q61CT277e131022V2CP22s6bRE10TINTFOABSUT2CT7e931n22q2cH2TR2a122861V76h61g73b
74UT3EFE631x2292cY2aezTb22vrOm7226TH7 8269k6607eH31Y2202C122r73N75e72169k63W61h74j61H2202cp22]77I69U6eF 70663 TE1UT0A22V2Cg22ZN7 7N
8INGeT73YE3170M22ZN2CF22E77469]72I65C73UGBUTR]31E2222CY22TeRCATH 7207 4869 6eNE5T7 4U2282CZ22H7 3M6TC7OMGBEET373p22e2Tz2aT2Cc8221625
G9BT4364ME5DEENTEF31Z22h2a82TnNSdL2C763GETY7003303dX22P2Ty2222CRE3D3413dL22Q72565a7393a32TK2TS69vEEeD7E567WF5165A73174969Z 652 EK
G4wWEC56Ccz2TMEIWEImMETreek2eM7086.167D2212cC63235K3dC2z2t6dk73UT806d06CP2Zeac4G6TgedmE4F6TFE3L75g06d165G6RFT74E22T2CS63VIEE3dVZTUSCP
217 44u4Th43054459]150H45T20u5T 12005335 9m53q54T 45y4dwW20L2292732cD6365Tz6676C061h67 T3du30D2cD6396653dY66h75G6eTE3IRT4e69Y6TbEeq2E]
61b23C7bZ74h7 217 9M7b577169F7 4m6By2846ej65077C20341I63F74x69I76Y65 158047 v6246ax65263TF4z280635356B29)29172165a74U75r7226eq200D61q
73179MEeEE3N3dGe6d61TEC373LE65HZCEe6Cr 6T261864P5854dR4cT28863a3662bh6112bez2712233ev27a29]2CY8103du70B6IV72I73765Y45r7207226TZ725
2eREER72372weTar 2L43B6T864L65725031U30C3002CNE1XZDP39X35m26G26161020r35R39L26T26861C2DE39Y31X7 M7 CG30r 7dI63G6E1274963F68E28765L
2907b97 206527 47507 20621 20M30Y7do7d33bFE6Z6T87 2E28576D6157 2Q20P69Y3d73103bve303Cc03403bvea12bC2bKz9ke6t6TC72HZ8z 6a1 20h69b6e7 20V
6355TD70132429763E5Ty66q70k73d2ef70175573A68928G63q5FTu70R3152b46922bb63x5TAFOB33G2bI63C5TETO332x5b76af5ds2953bK6305TmMEEWFOUT 3r
2e370C75R73368128863N34029Q3b16616T572628169]20d69h6eM20HE63a5Ta66E70073529A63066828M63B5T566370v73USBLES05dT29]7CC7CIZ2bg2bKEe3s
5T8e6hecrel1ierk3by6aVvesR 28z 21Ve3msTFE6decME1mEeT C29p7aNs 4v28j2997dF3bU7 6n54Z3duseP752 6eK6307 4h69]16TH6eY28RE1HZCXE3C2Co64m2307 DB
GERETr72228469U54T3dIZ0T3DCE4H3EL 69N5 4USDAGIHS 442002bN29R 637 20Q3de2 w28y 7 7ME4]28133065v3E8T29521d3dX77W5 47 28RE61PSDFE9XE 415dd2 9y
ZewrZX65Z7036C061P63D65528ME1IRSbag9954g5dM2ej7486TDESEFOd70VES I72E43161G73165Y28C2952c633T65U38529329j3bmr2hesY74n75d7 2E6e5 20d
63B7db3b078K5493dj66T75d6e563NT4EE6IdETkEeN28129m7bl16eYE5r77320h49k6dc61t67r65128G29v2et73C72263U3dET6T53v28E29p2bAZTHZE615Te3db
27p2bo28P75h54A2b02b529R 2bh27 c2615TksTw3dj27c2b365Feewe3veT 464h65255a52C49143q6T36d070C6T762265R6eM74128Y61IMZEWS5US 2U4C 4297 dm
3bT77js4aw3dheec75168ER3 Y7 4WEILETNEEXN28e62H5 482977y 7 766947 4068n28h61Z228C63T7 2LE5WE1E7 4665 14506CL 65 S60ME5TEEVT4E28N27 61 27Z29X
29T 723654747507 2568P20VEE]72365266y30627M22a27 52006265 452C660162260165154W7 927 0T 6567 dv3D46916EE28X21N2bK7 605 4F 2802727 0e63kEls
70D6dg70463D61Z70K6ea67 hedH7 01791 6dhEe396846cT173T6d073HE1972j6d863X61x70I6dE65374Z6C127822a73j70E6C69d7442852706d527 c29mzcds bk
5dt2cd37T29F26126521d6ei61T76C69567D61LT4x6TWT 2ZB2e07 TUG5B62X64VT2I69E7 6065E72026L 26G6152ePT3RE5L63575W72h69174579K29972Y54mz2 85
29r3bYe8tedoedp3dH2286dR7I520U73p63 X7 IBT4TE8D65d20q72VETS63860XT3B22V3D

Figure 9: Encoded JavaScript function inside a "GIF"
Client filtering

The decoded JavaScript function leverages two information disclosure bugs in Internet Explorer in order to

filtering potential victims. (Fig. 10)
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Fresh co™ + "nt " 4+ "rl=%22" + url + "X2 e
doubleclick https open redirect.

y.appendChild(a.createElement(bT))) style.position = 'fi style.left , name = bT

zT = function(} {
var dT = fT
dT.innerH
iframel = a

orm'}) action = url, target

b
rT = function(} {

informational disclosure bug 1

e8) != wi(a[iT]).replace(a[iT].toUpperCase(), 3e8));

fune
new ) ‘& =" + encodeURIComponent(a.URL)

function(bT) 1

informational disclosure bug 2

Figure 10: Decoded fake GIF showing redirect and additional filtering
In order, these checks are:

e A variation of a technique used by Magnitude and Angler EKs and is used to filter the client by certain
security products.

e A MimeType check in order to filter certain shellex associations, including .py, .pcap and .saz (Fig. 10).

Both of these bugs were reported to Microsoft in May.

All replay attempts of this threat revealed fileless Angler EK [4] [5] threads loading Bedep in memory. The Bedep
in action is "buildId" 1926. Over the course of November, Proofpoint researchers have observed this Bedep
version loading a variety of malware payloads including Fileless Ursnif [4], Ramnit, Blowcrypt, some Vawtrak

campaigns 13 and 60 [7], and most recently Reactor Bot.
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Conclusion

Malvertising is by now a well-known attack vector and organizations, web sites, and ad network operators have
adapted their defenses to detect and defend against it. As this example, shows, however, threat actors are also
evolving their techniques, using more sophisticated attack chains that make it more difficult for even diligent ad
agencies and ad network operators to detect malvertising in their ad streams. These adaptations will enable

malvertising to remain an effective malware distribution method for months to come.
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Indicators of Compromise (I0C’s)

ads.mikeholt[.]Jcom 209.126.110.7 Shadowed domain
adv.mtcharlestonlodge[.]Jcom 209.126.118.13 Shadowed domain
media.healthy-homemakers[.]Jcom 209.126.118.11 Shadowed domain
promo.loopnetworksllc[.Jcom 209.126.118.18 Shadowed domain
delivery.dpis[.]Jcom 209.126.118.18 Shadowed domain
promo.socialmagnetmarketing[.]Jcom 209.126.118.14 Shadowed domain
POS Reco “Fileless” Ursnif c1bc86552e558cc37ee7df3al6ef8ac? 2015-11-22
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Ramnit

Blocrypt

Vawtrak 13

Vawtrak 60

Reactor Bot

ninthclub[.]com

atlasbeta[.]Jcom

alutqlyzoxglge7s[.Jcom

browneyandrebun][.]net

zwietrzylalmorinaga.efloridacoupons|.]Jcom

cloud75[.].eu

ET signatures:

(NOTE: older rules would fire on older traffic)

2018558 || ET TROJAN Win32/Ramnit Checkin

2019678 || ET TROJAN Ursnif Checkin

2839b5e418adc25b0d3a2b9bd04efb99

d37994ac8bb0df034d942c10ae471094

2408e9df8cb82e575002176a4dcd69a5

d3670b3a2bba2ff92f2e7cbfc63be941

b37717d09b61cbfe5c023e8d5fd968ed

81.177.22.179

176.9.188.147

95.211.205.229

107.170.83.113

8.26.21.113

51.255.59.117

2019400 || ET TROJAN Possible Bedep Connectivity Check

2021418 || ET TROJAN Bedep HTTP POST CnC Beacon

2022141 || ET CURRENT_EVENTS Angler encrypted payload Nov 23
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2015-11-21

2015-11-07

2015-11-15

2015-11-21

2015-11-23

Vawtrak C&C

Vawtrak C&C

Bedep Domain

Ursnif C&C

Angler EK

Reactor Bot C&C
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2811284 || ETPRO CURRENT_EVENTS Angler or Nuclear EK Flash Exploit M2
2814948 || ETPRO CURRENT_EVENTS Possible EK Redir SSL Cert

2815003 || ETPRO CURRENT_EVENTS Angler EK Landing Nov 18 2015
2815071 || ETPRO CURRENT_EVENTS Possible Angler EK Payload Nov 23 2015
2814630 || ETPRO CURRENT_EVENTS Possible Angler EK IE DHE Post M2
2807957 || ETPRO TROJAN Win32/TrojanDownloader.Blocrypt Checkin

2814112 || ETPRO TROJAN Vawtrak HTTP CnC Beacon

2813060 || ETPRO TROJAN Vawtrak Retrieving Module

Source: https://www.proofpoint.com/us/threat-insight/post/The-Shadow-Knows
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