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 Tool: PowerTask

Names PowerTask

Category Malware

Type Reconnaissance

Description (Group-IB) New version of reconnaissance tool for Windows.

Information
<https://www.aptld.org/meeting/20190910/7B%20Lazarus%20attacks%20on%20banks%20in%20the%20APAC%20Reg

Group%20IB.pdf>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool PowerTask

Changed Name Country Observed

APT groups

  Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4fe8ad97-e6cd-48ca-b41e-d22ad29f7e23

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4fe8ad97-e6cd-48ca-b41e-d22ad29f7e23

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4fe8ad97-e6cd-48ca-b41e-d22ad29f7e23
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4fe8ad97-e6cd-48ca-b41e-d22ad29f7e23
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Reconnaissance
https://www.aptld.org/meeting/20190910/7B%20Lazarus%20attacks%20on%20banks%20in%20the%20APAC%20Region%20-Group%20IB.pdf
https://www.aptld.org/meeting/20190910/7B%20Lazarus%20attacks%20on%20banks%20in%20the%20APAC%20Region%20-Group%20IB.pdf
https://www.aptld.org/meeting/20190910/7B%20Lazarus%20attacks%20on%20banks%20in%20the%20APAC%20Region%20-Group%20IB.pdf
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=PowerTask&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Lazarus%20Group%2C%20Hidden%20Cobra%2C%20Labyrinth%20Chollima
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=North%20Korea
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=North%20Korea

