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Distribution of LockBit Ransomware and Vidar Infostealer

Disguised as Resumes - ASEC
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The distribution method involving the impersonation of resumes is one of the main methods used by the LockBit
ransomware. Information related to this has been shared through the ASEC Blog in February of this year. [1] In
contrast to the past where only the LockBit ransomware was distributed, it has been confirmed that an Infostealer

is also being included in recent distributions. [2] (This link is only available in Korean.)
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‘Resumel6.egg’ holds the LockBit ransomware disguised as a PDF file (left) and the Vidar Infostealer disguised

as a PPT file (right).
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The executed ransomware is LockBit 3.0, which encrypts files on the user’s PC environment, excluding PE files.

LockBit Black

All your important files are stolen and encrypted!

You must find bSkOQzDSH.README.txt file
and follow the instruction!
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) bSkOQzDSH.README txt - Windows 2% - m} X
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~~~ LockBit 3.0 the world's fastest and most stable ransomware from 2019~~~ A

>>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that
once your data appears on our leak site, it could be bought by your competitors at any second, so
don't hesitate for a long time. The sooner you pay the ransom, the sooner your company will be safe.

Tor Browser Links:
http://lockbitapt2d73krlbewgv27tquligxr33xbwwspbrkyieto7udncead.chion
http://lockbitapt2yfbt7Ichxejugd7kmqvggxvvjpgkmewvvél3azl3gybpyd.onion
http://lockbitapt34kvripbxojylohhxrwsvpzdffgs5z4pbbsywnzsbdgugd.onion
http://lockbitapt5x4zkjbegmz6frdhecqqgadevyiwgxukksspnlidyvd7qd.onion
http://lockbitaptbvx57t3eegjofwgcglmutr3a3SnygvokjaSuuccipdykyd.onion
http://lockbitapt72iw55njgngpymggskgSyp75ry7rirtdgdm7i42artsbqd.onion
http://lockbitaptawjl6udhpd323uehekiyatjbftexmkweSsezsdfqgpjpid.onion
http://lockbitaptbdiajqtplcrigzgdjprwugkkut63nbvy2d5rdw2agyekqd.onion
http://lockbitaptc2igdatewz2ise62q63wfktyrldgtwuk5gax262kgtzjgd.onion

Links for normal browser:
http://lockbitapt2d73krlbewgv27tquljgxr33xbwwspérkyieto7udncead.onion.ly
http://lockbitapt2yfbt7Ichxejugd7kmqvqagxvvjpgkmewv4l3azl3gybpyd.onion.ly
http://lockbitapt34kvripbxojylohhxrwsvpzdffgs5z4pbbsywnzsbdgugd.onion.ly
http://lockbitapt5x4zkjbegmz6frdhecqggadevyiwgxukksspnlidyvd7qd.onion.ly
http://lockbitaptbvx57t3eeqgjofwgeglmutr3a3snygvokjaSuuccipdykyd.onion.ly
http://lockbitapt72iw55njgngpymggskgSyp75ry7rirtdgdm?7i42artsbqd.onion.ly
http://lockbitaptawjlbudhpd323uehekiyatj6ftcxmkweSsezsdfqgpjpid.onion.ly

http://lockbitaptbdiaiatplcriazadiprwuakkut63nbww2d5rdw2aavekad.onion.ly v
Ln 7, Col 66 100% Windows (CRLF)  UTF-8

The Vidar Infostealer, which is distributed alongside the LockBit ransomware, connects to a Telegram website
before engaging in C2 communication. The website is the Telegram channel called “twowheelfun”. It uses a
certain string mentioned on the page as the C2 server address. This method can often be observed from the Vidar

Infostealer, and it allows bypassing network detection by periodically changing C2 servers.
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Following this, it connects to the actual C2 server to download the necessary DLL files for performing malicious

activities and tranfers the exfiltrated information to the C2 server.
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Malware disguised as resumes target corporations and are distributed along with not only the LockBit ransomware
but an Infostealer as well. Therefore, companies must update their anti-malware software to the latest versions,

and users must take extra caution. AhnLab’s anti-malware software, V3, detects and blocks the malware using the

following aliases:

[File Detection]
Trojan/Win.Generic.R613812

[Behavior Detection]
Ransom/MDP.Event.M4353
Win-Trojan/MalPeP.mexp

MD5

0d4967353b6e48ab671aed24899827aa
92350da914ba55c3137c9a8a585f7750
Additional IOCs are available on AhnLab TIP.
URL

http[:1//128[.]1140[.]96[.]1230/
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Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

AhnlLab TIP

Get Started with AhnlLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/58750
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