
Flagpro (Malware Family)

By Fraunhofer FKIE

Archived: 2026-04-02 12:21:45 UTC

According to PICUS, Flagpro is malware that collects information from the victim and executes commands in the
victim’s environment. It targets Japan, Taiwan, and English-speaking countries. When a victim is infected with
Flagpro malware, the malware can do the following:

Download and execute a tool
Execute OS commands and send results

Collect and send Windows authentication information

[TLP:WHITE] win_flagpro_auto (20251219 | Detects win.flagpro.)

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.flagpro
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