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Remcos RAT Distributed via Webhards - ASEC

By ATCP

Published: 2024-01-08 - Archived: 2026-04-05 20:17:52 UTC

While monitoring the distribution sources of malware in South Korea, AhnLab SEcurity intelligence Center
(ASEC) recently found that the Remcos RAT malware disguised as adult games is being distributed via webhards.

Webhards and torrents are platforms commonly used for the distribution of malware in Korea.

Attackers normally use easily obtainable malware such as njRAT and UDP RAT, and disguise them as legitimate
programs such as games or adult content for distribution. Similar cases were introduced in the previous ASEC

blogs multiple times:

o UDP RAT Malware Being Distributed via Webhards
e njRAT Being Distributed through Webhards and Torrents
e njRAT Malware Distributed via Major Korean Webhard
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As shown in Figure 1, malware are being distributed via multiple games using the same method. The posts all
have a guide that tells users to run the Game.exe file.

When the file is decompressed, the Game.exe file is present. Although it looks like a regular game launcher, the
actual dll used to run the game exists separately, and the malicious VBS scripts are executed with the game file

when you run Game.exe.
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749fe6f765fb2c16b3e850¢414108e4b - AhnLab V3 Zip 2.0 - O X
ogr FEAR =0 E7VvV) 230 SAERIIR E2ZMH)

RK 6 NR-

=gs s BYFH YSEN 27|

E‘] 749fe6f765fb2c16b3e850c4141 | 0|2 Q42 37 Uw=x37 U=E EB 9%
IDC."f’tle: i locales org 49
swittshader swiftshader oz M
= Www oz =4
@ credits htm| 2016436 338,162 84% Chrome HTML...
d3dcompiler_47.dll 3,661,112 1,586,302 57% S8 Z=1%.
fimpeg.dll 2058240 982287  53% S8 =Z=2I¥.
ffmpegsumo.dll 961,536 459,561 53% SSZEIA.
299436 157,804  48% 28 Z=]u
[ icudtl.dat 10,171,2.. 4,427,106 57% DAT Ity
libCURL.dll 1,604,006 773,061 s2% S8 =2
libEGL.dIl 73728 38271 49% 22 ==1%.
libGLESV2.dll 1481728 655354  56% S8 =ZEI1¥ .
[ natives_blob.bin 205,638 40424 81% BIN EHY
node.dll 5,749,248 2,273,339 61% 28 =2y
nw.dll 843816.. 40,3719.. s3% 28 Z=a.
[ nw.pak 7.482,865 1997398  74% PAK Y
[7] nw_100_percent.pak 827,931 379,284 55% PAKIHEZ
D nw_200_percent pak 1,099,441 645,101 42% PAK ItZ
nw_elf dil 450,048 242,520 47% S8 Z=2I%.
[& package json 243 137 44% Notepad++ D...
pdf.dil 12,2470.. 5596690  55% 28 D2
Dresources.pak 4,624,843 2,552,255 45% PAK OtZ
< > | < >
0 DHQ M= OHIO|E Z 533 Ity, 293MB
2 |{
3 sub_1l4eeel1650();
4| WinExec("1ibCURL.d1l", 1u);
5| WinExec("wscript .\\www\\js\\plugins\\passage.vbs", @);
d m hd > sl m -
6| WinExec("wscript .\\www\\Jjs\\plugins\\passage2.vbs", 8);
71 return @164;
8}
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— | X
MEUS USEY ul'“"‘7f =27 27|
| ] 749fe6f765fb2c16b3e850c4141 | 0|2 9L 37 w=37 U=E == %] A
locales [f Altsavescreen js 4512 1,267 72% MNotepad++ D.. wwwi¥jsiplu
swiftshader [&f community_Basic js 4241 1,333 69% Notepad++ D.. wwwi¥jsiplu
= . v di [ Darkplasma_HideMenuStatus... 1,929 696 64% Notepad++ D.. wwwi¥js#plu
:1 ;uatalo Q{EnemyBookJs 11,958 2,728 78% Notepad++ D.. wwwitjsiplu
T B forts |Effmpeg.d|| 128512 64,866 S0% S8 Z=IF. wwwijswplu
icon I__Ilffmpeg.exe 3,458,560 939,728 73% S ZEIE  wwwijsiplu
@ img [;{ItemBook,Js 12,929 2,769 79% Notepad++ D.. wwwijswplu
a-l1Js _gLunatlazur_ActorNameWindow,., 8,358 2310 73% Notepad++ D.. wwwi¥jsiplu
libs [jMadeWitth's 10,927 2,123 81% Notepad++ D.. wwwijs#plu
plugins ;j passage.bat 360 142 61% Notepad++ D.. wwwitjs¥plu
save [&f passage.vbs 136 110 20% MNotepad++ D.. wwwitjs#plu
upassagezbat 149 136 9% MNotepad++ D.. wwwijswplu
[&f passage2.vbs 137 11 19% MNotepad++ D.. www#jsW¥plu
[ road.vbs 110 97 12% Notepad++ D.. wwwi¥jswplu
|l SimpleMsgSideView.js 2,990 1,160 62% Notepad++ D.. wwwi¥js¥plu
Q(sky.vbs 98 85 14% Notepad++ D... wwwijsi¥plu
[& space.vbs 1 98 12% MNotepad++ D.. wwwijs#plu
[8] testjpg 986,461 792,008 20% JPG I+ Wwwijs#plu
| TitleCommandPeosition js 2,074 709 66% Notepad++ D.. wwwijswplu
HTMCommonCommandjs 3,856 1,190 70% Notepad++ D.. wwwi¥jsiplu
[& weaponskill js 3,113 1,450 54% Notepad++ D.. wwwijswplu
v
< > |« >
1 o %, oHHO|E S 533 I+, 293MB

As shown in Figure 5, malware with malicious VBS exist in the www\js\plugins folder. What is ultimately

executed is the ffmpeg.exe malware. The infection flow of the malware when it is executed is shown below.

ffmpeg.exe explorer.exe ServiceModelReg.exe

Download additional l
malware

When ffmpeg.exe is executed, the “sexyz” string is split to extract the encrypted binary and the Key value from

test.jpg. They are then injected into explorer.exe.
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nestedFilePath)

return File.ReadAl|Text{(nestedFilePath).3plitinew stringl]
{

: DataParser.splitter
}. StringSplitOptions.None)l[1]:

100% -~

Watch 1
INE
4 @ $ReturnValuel [Ox OOOOOOO:]
@ [0
@
. ctjtfdtcbcu cesfefjmuegbflnofx d

] buffer,

57110,
Pt

tr2, buffer

AES returned

PID returned

The injected malware downloads Remcos RAT through the C&C server shown in Figure 9 and attempts to

perform additional behaviors by injecting it to ServiceModelReg.exe.

o | 00007FF712E83EF] 66:0F7F4D A7 movdga xmmword ptrss:[rbp-5o],xmml
e |(00007FF712E83EFH 66:0F6F45 B7 movdga xmm0, xmmword ptrss: [rbp—49]
e |(00007FF712E83F0 66:0FEF45 17 pxor xmmO,xmmword ptrss:irbp+17]
e ||00007FF712E83F04 66:0F7F45 B7 movdga xmmword ptrss:[rbp-49],xmm0
e |(00007FF712E83F0[ 48:8D55 97 Tea rdx,qgword ptrss:[rbp-69]
e | O0007FF712E83F1 49:8BCE mov rcx,rl4

— 4 E8 S8FELIFFFF €all aa.7FF712E820A8
. 45:33ED xor rl3d,rl13d
e (00007FF712E83F1( 41:8BFD mov edi,rle
e ||00007FF712E83F1H 4D: 8BC6 mov r8,rl4
L ] -(- [ -

DAF84

2E83EC8 aa.bin:$3EC8 #3EC8

g2 @eTs @e-s @eEzs @ =N w2z @ 2EN

Hex ASCII

68 74 74 70 3A 2F 2F 6B| 79 6F 63 68 6F 6E 63 68| http://kyochonch
6C 63 6B 65 6E 2E 63 6F 6D 2F 73 68/ 61 72 65 2F 1cken.com/share/
46 61 76 65| 6C 61 2E 72| 36 6D 61 70/ 00 00 00 00 Fave'la rémap. .
hy/aa
5' 0 »e.+...
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AllocConsole();
v2 = (HWND)dword_474B18();

hilnd = v2;
if ( 1al )
ShowWindow(v2, @);
v3 = __acrt_iob_func(1u);

freopen("CONOUTS", "a", v3);
SetConsoleQutputCP(©x4E4u);

sub_41CCAA();

memset(Destination, @, sizeof(Destination));
strcat(Destination, "\n\tRemcos v");
strcat(Destination, "4.9.1 Pro");
strcat(Destination, asc_46CF18);

return sub_4@72@@(Destination, v5);

As shown in the example, users need to take caution as malware are being distributed actively via file-sharing
websites such as Korean webhards. As such, caution is advised when running executables downloaded from a file-

sharing website. It is recommended that users download programs from the official websites.

[File Detection]

Trojan/Win.Injector.R630725 (2024.01.08.02)
Trojan/Win.Injector.R630726 (2024.01.08.02)
Trojan/VBS.Runner.SC195782 (2024.01.08.02)
Trojan/VBS.Runner.SC195783 (2024.01.08.02)
Trojan/BAT.Agent.SC195781 (2024.01.08.02)
Trojan/BAT.Agent.SC195785 (2024.01.08.02)
Trojan/VBS.Runner.SC195786 (2024.01.08.02)
Trojan/VBS.Runner.SC195787 (2024.01.08.02)
Trojan/VBS.Runner.SC195784 (2024.01.08.02)

MD5
00bfd32843a34abf0b2fb26a395ed2a4
2e6796377e20a6ef4b5e85a4ebbe614d
2f6768clel7e63f67e173838348dee58
36aal80dc652faf6da2d68ec4dac8ddf
4d04070dee9b27afc174016b3648b06¢

Additional IOCs are available on AhnLab TIP.
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URL

http[:]//kyochonchlcken[.]Jcom/share/1[.]exe
http[:]//kyochonchlcken[.]Jcom/share/BankG[.]Jr6map
http[:]1//kyochonchlcken[.]com/share/Favela[.]Jr6map
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/60270
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