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Jaff ransomware was originally released in the spring of 2017, but it was largely neglected because that was the
same time that WannaCry was the lead story for news agencies around the world. Since that time, Jaff ransomware
has lurked in the shadows while infecting machines worldwide. In this FortiGuard Labs analysis, we will look into
some of the common ransomware techniques used by this malware, and how it represents the ransomware’s

infection routine in general.
Entry Point

Like many ransomware variants, Jaff ransomware commonly arrives as a pdf attachment. Once you open the
attachment, it displays a one-line document along with a pop-up message asking whether you want to open an
embedded (See figure 1).

% jaff.pdf - Adobe Reader (@] =]
File Edit View Window Help x

ABRZeBO= [ ]a | [ox [ [l 5———="=—"=ymment
- P Word Document 17 -

Please open attachedlASQMU.docmlﬁle

= . _ -
Open File =

The file "ASQMU.docm’ may contain programs, macros, or viruses that could potentially harm your computer.

Open the file only if you are sure it is safe. Would you like to:

(@ Open this file

() Always allow opening files of this type

() Never allow opening files of this type

[ ok || cancel |

Figure 1
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If you choose to open the file, that’s where the fun begins. It then launches an embedded document that contains
instructions on how to remove Macro protection from your document (See Figure 2). The yellow strip at the top of
the document includes the button “Enable Content,” which enables any macro within the document to execute.

And of course, we all already know that this document contains macros.

I Security Warning Macros have been disabled, Enable Content x

| v &1

This Document is protected!

Open the document in Microsoft Office.
Previewing offline is not available for protected
documents.

If this document was downloaded from your
email, please click "Enable editing” from the
yellow bar above.

Once you have enabled editing, please click
“Enable content” on the yellow bar above.

“ 0O w4

Page:10f2 | Words:0 | D | 100% (=} U {¥) .;

Figure 2
Macros Everywhere

In fact, this document contains lots of macros (See figure 3), only one of which downloads the Jaff binary file. The

following is a list of macros found in this variant:
autoopen()
Document_Open()
setAsMainTarget()
Challenge(sender As String, e As Integer)
Subfunc(MethodParam2() As Byte, MethodParam As String)
Lipochanko(a, b)

Synomati(Comps)
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Vgux(strComputer As Integer)

enumMembers(objDomain)

Assimptota4(FullPath As String, NumHoja As Integer)

Assimptota6(FullPath As String, NumHoja As Integer)

WidthA(Dbbb As String, bbbJ As String, Optional system_ofADown_Sexote As String)
Function system_ofADown_ProjectSpeed()

privateProbe()

SaveDataCSVToolStripMenultem_Click(e As Integer)

RepackOK(sheetToMove As String, sheetAnchor As String, Assimptota6OrAfter As String)

CheckRectsAd()

Figure 3
privateProbe()

The privateProbe() macro contains the code that downloads the Jaff binary file (See figure 4).
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Figure 4
We can do a simple substitution to manually generate the download link.

From the encoded links, we can replace the letters “RRDD” with “om”, and splitting the links from every

occurrence of the word “Nbiyure3”(See figure 5).

= Encoded Links

‘Nbiyure3vplayminditd.cr vbiyure3dvherrossoidffré644qa.top/af /Nbiyuredvsjffonrvecik45bd.

= Replacing “RRDD” with “om”

"wizbar. 'r.Ln yure3vplaymindlar.« 'Nbiyure3vherro idffre644ar.top/af /Nbiyure3vsjffonrvcik45ar.info/af/Nbiyure3”

"wizbar .h‘|j_.-ur'e}..-'pﬂa-_,-mr'-d'lar C Nbiyure3vherrossoidffré644ar.top/af /Nbiyuredvsjffonrveik4Sar. info/af/Nbiyurel”

= Splitting the links

wizbar .com/Nbiyur
playmindlar.

herr dff f/Nbiyure3

vcik45ar.info/af /Nbiyure3”

Figure 5
Decryption, Redirection, and Garbage Code

After downloading the binary file, Jaff ransomware starts decrypting part of the malware code. It uses a simple

code redirection routine as an anti-analysis trick to stretch the time it requires to analyze the actual malicious code.

In between code execution, it uses garbage code that is not relevant to the malware execution.

Figure 6 shows different blocks of code executed in a random fashion. Each pass from this group of codes

decrypts a DWORD value, and then continues until it decrypts the rest of the malware. It also shows the numbered
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18

call redirecter- B

409556

redirecter

405205 | call redirecter-A 409695 | _ call redirocter-8 411b3c | callredirecter-A 23
> 405173 call redirecter-G 22 E ' 40a0ad call redirecter-A 41202b call redirecter-A
— ) 8 . - 26

> 406074 call 40278d ;' X 40a23c | call redirecterD 412c1d | callredirecterA
—> 406088 call 412c1d [ 412ff0 call redirecter-A
406020 | call redirecter-A % 21
14 _ J|
> 406ee7 call 40a0ad  |—f | o
406ef8 | call redirecter-B  [€ 406467 ret : 1%
a c0 -
406ff1 call redirecter-A
2? LA L ATa Tl A ; b O d ;
10 _ 2 19
i © : ] 11
> 8 er-A 40efe3 | call redirecter-A 4157d5 | callredirecter-B  [&H
2 40eff0 call redirecter-A
> 40893e | callredirecter-C (20
- 40f0a2 call redirecter-A
408aad | call redirecter-A e s
4108fa | call redirecter-A
Figure 6

Once we remove the garbage code and irrelevant blocks, we can see that only three blocks are used for the actual

decryption. Figure 7 shows the same group of blocks highlighting the actual relevant code used for the decryption

routine. It turns out that the actual decryption routine is just a simple XOR.
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409695 | call redirecterB | A

[JIIS OGN ) ) G IUEIGE C s e Iues

ush ecx
push 2Bes

call <jaff_ransomware.redirect_4l4lac>
e aax deard are dz:Tadyl

redirecter 406467 ret |
WJUVLSUESDL s)1e Jdll_l'dll!mdl'!.lulﬂj) e it
AR 0040E467 mov eax,dword ptr ss:fesp+4]
Q040E468 mov ecx,B642E

40893¢ | callrediecterC | | G
P LUs US Y It MUV UWUTU pLE sSTIIEDP .08, HUX s
0040893E mov edx,7CAG
.

push FFFFES15
call <jaff_ransomware.redirect_40d28c>
mon_ady_dword _nte _co -

Figure 7
Resolving the APIs
After decrypting the malware code, most of the API names the malware uses are still hidden.

Hiding API names is a malware feature designed to conceal them from an Antivirus scanner. It helps to avoid
being detected based on a combination of known APIs used by malware. There are different ways of hiding the
APIs—some malware uses encryption, and some uses hashing. The latter is used by Jaff. Following are the steps

necessary to resolve the APIs.

Initially, it looks for the “kernel32.dll” string by parsing the PEB (Process Environment Block) structure. It
computes the hash of every module name found in PEB and compares it to the hash for “kernel32.d1l”. Once it
finds a match, it then grabs the location for kernel32.dll and starts resolving the rest of the needed APIs in a

similar fashion.
Process Hollowing

After resolving all the needed APIs, Jaff performs process hollowing. This is a malware feature that instead of
dropping another executable file and executing it, overwrites part of the original malware code in memory with its

new executable code.

In order for Jaff to do process hollowing, it clears the memory blocks of the current process using

UnmapViewOfFile API. It then re-allocates the same memory blocks using Virtual Alloc API, and changes its
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protection to PAGE_EXECUTE_READWRITE by calling the VirtualProtect API. A series of REPE MOVSB
instructions are used to copy the contents of the malicious code to the newly allocated memory blocks.

Wrapper Code

As we have seen so far; the decryption, code redirection, API resolution, and process hollowing are just part of the
wrapper code designed to hide the actual malicious binaries. After executing all those codes, the malware now is

ready to show its true nature.

Interestingly enough, using the wrapping technique allows you to basically upgrade the wrapper code without the
need to upgrade the malicious executable. In this way, you can quickly deploy a new version of the malware that

avoids previously used detection parameters.
Let’s now look at where the different parts and features of the embedded executable code are located.
Resource Section

The resource section of the malware contains the key block. It also contains the encrypted list of extension names,

a download URL link, and the ransom note (See Figure 8).

File Edit View Action Help
=-£3 RCData 000068C4 1D 35 4B 32 SA 30 46 34 48 33 11 38 18 31 52 36 *SK2ZOF4H3+8+1R6 =«
&.£3 105 000062D4 5B 31 57 32 15 36 1D 33 40 36 55 38 52 31 13 34  [1W9+6+3B6USR1+4
© 1033 0D006BE4 1F 36 47 30 57 38 49 33 10 37 1F 38 56 36 4B 34  ~6GOWBI3+7+8VEK4 |=
| & .£3 106 000068F4 4C 32 17 33 AF 36 52 36 55 30 43 36 15 30 16 31  L2+3+6R6U0CE+0+1
| Y 02) 00006904 54 35 52 39 55 30 18 37 1A 34 50 30 46 30 56 36 TSRIUO+7-4POFOVE
~ 00006914 16 33 1D 32 7E 31 63 30 71 34 74 37 12 32 1A 37  +32~1c0qit7-2+7
=43 109 00006924 41 30 56 39 42 36 13 38 18 31 43 37 53 36 50 34 AOVIB6+8+1C7S6P4
& 1033 00006934 10 32 19 32 4B 30 SF 34 40 33 11 34 1D 32 41 36  +22K0_483+4+2A6
=3 110 00006944 75 OA 47 35 13 32 18 30 S5F 34 40 33 56 38 16 31 u-G5-2+0_4@3Ve.1
3 1033 00006954 1D 36 SC 31 5C 39 56 36 13 33 1E 36 46 38 56 31  +6\1\9V6+3+6FEV1
a8 11 00006964 58 34 11 36 19 30 5C 38 55 33 52 37 11 38 1B 36 X4+6+0\8U3R7+8+6
& 1033 00006974 4F 34 SB 32 51 33 11 36 18 36 54 30 SE 36 56 30 04[2Q3+6+6T0"6V0
563 112 00006984 40 32 19 38 18 34 5C 36 SB 33 44 31 10 39 1A 34 @2+8+4\6[3D1+9+4
@ 103 00006994 42 34 41 30 S0 35 15 37 18 30 5C 31 53 30 54 30 B4AOP5+7-0\150T0
000069A4 16 38 1A 34 54 30 40 36 41 31 11 30 1F 37 SF 32  +8+4TO@6A1+0+7 2
=28 13 0DD069B4 56 30 5B 32 13 33 1D 36 SA 39 44 35 SE 36 18 36 VO[2+3+6Z3D5°6+6
_ - 1033 000069C4 18 37 75 OA SF 35 40 32 16 30 1B 34 40 33 41 38  +7us_5@2+0+4@3A8
EE= L 000069D4 42 31 13 36 16 31 43 39 45 36 40 33 10 36 1F 38 Ble6-1CIE6@3+6+8
=831 000069E4 SB 31 51 34 55 36 17 30 1F 38 5C 33 40 37 55 38 [1Q4U6-0-8\3@7U8
L. 1033 000063F4 15 36 17 34 SC 32 58 33 45 36 16 36 1E 30 49 36  +6-4\2X3E6-6+016
00006A04 59 30 4C 31 17 35 1D 39 41 30 57 37 40 34 14 30 YOL1+5+9R0W7@4+0
00006A14 1F 30 SE 36 54 33 47 32 13 31 1D 30 5C 34 47 37  +0~6T3G2+1-0\4G7
00006R24 SF 32 14 37 1D 30 S5F 32 44 36 5E 38 SA 31 15 37 2+7+0 9DE~E2Z1+7
Figure 8
Key Block

The key block is a 260-byte key found in one of the resources. It is used to decrypt the contents of different

resources within the section.

Figure 9 shows a snapshot of the code that fetches a resource, the resource that contains the key-block, and the
260 bytes key.
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0x69 (105) ‘ [ e
; hModule I - ?"ZCE‘};'J g

ﬁ 1033 3532605403186136813956330618413416
B3 106 8324084031861 36813558330618413416

RS RAL]
£ 1033
524 111
£ 1033
a&3 112
£ 1023
B3 13
: hResData € 1033

@ 1033

Line: 3 250

IAHHress | ASCII

004091C0| 3532605403186136813956330618413416701813071856948273166600165081
00409200 |7539108744401016633231304437224730790638615766740272106403143256
00409240|..35326054031861368139563306184134167018130718569482731666001650
00409280 | 8298645683710944442035576011702068440036311017222022333679759686
004092C0| 67...5Kk2Z0F4H3. B.1R6[1w9. 6. 3@6UBR1. 4. 6GOWSI3. 7. 8VEK4L2. 3. 6R6UOCE
00409300|.0.1T5R9U0. 7.4P0OFOV6. 3. 2~1c0qg4t7. 2.7A0VIB6,. B.1C7S6P4. 2, 2K0_4@3.4
00409340|.2A6u.G5.2.0_4@3v8.1.61'\9v6. 3. 6F8v1X4.6.0\8U3R7. 8. 604[2Q3. 6. 6T0

Figure 9
Extension Names

One of the resources contains the decrypted list of extension names. Figure 10 shows the encrypted and decrypted

list of extension names of the files that the malware will try to search for and encrypt (See also Figure 11).

Address |ASCII ||
004092¢€0|67...5Kk2Z0F4H3. 8. 1R6[1w9. 6. JE6UBR1. 4. 6GOWBI3. 7. BVEKAL2. 3. 6REUDCH
00409300|.0,1T5R9U0. 7. 4POFOV6, 3. 2~1c0g4t7. 2, 7AOVIB6,. 8,1C756P4. 2, 2K0_4@3. 4
00409340|.2A6u.G5.2.0_4@3v8.1.6'1'9v6. 2. 6F8vIX4. 6.0 \8U3R7. 8. 604 [2Q3.6.6T0
00409380 | A6v0@2,8.4\6[3D1. 9.4B4A0P5.7.0,\150T0, 8,4T0@6A1,0.7_2V0[2. 3.6Z9D5
004093¢C0 ﬁﬁ.6.7u._5@2.0.4@3A831.6.1c9E6@3.6.8[1Q4U6.0.8\3@?,;.6.4\2X3E5.6
00409400 |,0I6Y0OLL. 5. 9A0W7@4.0,046T3G2.1.0\467_2.7.0_9D6/821' . 624Y202.0.4
00409440 | @3D4Q2. 6#.E5@2R0. 4. 3ABX1T6.1.96P3_6. 8. 1A4E6Q0. B. 3_7UBA6.4. 2. 3U6

00409480 [6_0.5_0\23 - ALINIWVE A A ORDSMT N IvNBNAvg A 0O E{J}_M) 2 A | ."
004004C0| SORS[6. 6.75. ] [Address | ASCIT Y
00409500 | . 6L6YDAGMO. 1] | 00616878 ..x.1.5.%X. ...a.c.d. ...p.d.f. ...p.f.x. ...c.r.t. ...d.e.r. ...
00409540 |205413.4.2c6q | 00616888 |c.a.d. ...d.w.g. ...M.P.E.G. ...r.a.r. ...v.e.g. ...z.i.p. ...t.
00409580 | 53P6. 6. 0AGG 006168F8|x.t. ...j.p.g. ...d.o.c. ...w.b.k. ...m.d.b. ...v.c.f. ...d.o.cC.
004095C0| A3.6.9c5P626) | 00616938 |X. ...i.€.5. ...v.s.c. ...m.d.f. ...d.s.r. ...m.d.i. ...m.5.9. .
00409600|,2,32.6.6.0,6] |00616978|..x.1.5. ...p.p.T. ...p.p.S. ...0.b.d. ...m.?.d. ~oclEeTE: go-tk
00409640 | _2Y2EOWAS3E4 ] | 00616988 |1.t. ...p.0.Tt. ...o0.b.t. ...h.t.m. ... .h.t.m.1. ...m.i.x. ...p.u.
00409680 | . 4W253B6.6. 04 |006169F8 | b. ...Vv.5.d. ‘..g.n.g. e e ) S o et T - S B
004096¢0|.0.2P3W6.9, 5] | 00616438 |..3.d.5. ...d.x.f. ...m.a.x. ...0.b.j. ...7.2. ...c.b.r. ...d.e.
00409700|,6.4Y2D3A6. 6] | 00616A78|b. ...g.2. ...r.p.m. ...5.i.T.X. ...C.a.r. ...t.a.r...g.z. oo T
00409740 |.6T4v2P2.0.49 | 00616488 |i.p.x. ...a.i.f. ...i.f.f. ...m.3.u. ...m.4.2. ...mi.d. ...k.e.
00409780 58,5,4\253321 00616AF8|y. ...v.i.b. ...s.t.1. ...p.s.d. ...0.v.a. ...x.m.0.d. ...w.d.a.
004097C0|]752Q0Q2wW3qQ O0616B38| .c.p.F.N. ...Z.p.F. ...5.w.m. ...%.m.1. ...x.1.5s.m. ...p.a.r. . O
00409800 | ]7ABC6.4.2Z34 | 00616878 |..T.1.b. ...w.a.w. ...0.0.1. ...0.0.2. .0.0.3... ...0.0.4. ...0.
00400840 |F1B7[6.4.2E2Y |00616BB8|0.5. ...0.0.6. ...0.0.7. ...0.0.8. ...0.0.9. ...0.1.0. ...c.o0.n.
nnsn0eenlean7 e s3anod | 00616BF8|t.a.c.t. ...d.b.x. ...j.n.t. ...m.a.g.i.m.a.i.i. PR - T S, 78
00616C38 d.s. ...g.p.s.m. N [ 3 S o P 1y B NP YLy S P, o 3 1 3 S 0
00616c78|c.d. ...3.9.2. ...7.Z.I.P. ...a.c.c.d.b. ...a.0.i. ...a.s.f. ...
00616CB8|a.s.p... .d.5.p.X. ...a.5.X. ...a.v.i. ...b.a.k. ...c.e.r. ...c.
00616CF8 f.g. ...c.l.a.s.s. ...c.o.nf.ig. ...c.s.s5. ...c.s.v. ...d.b. .
00616038 |..d.d.s. ...f.i.f. ...f.l.v. ...7.d.x. ...j.s. ...kow.m. ...1l.a.
00616D78 |c.c.d.b. ...i.d.f. ...1l.4i.t. ...m.b.x. ...m.d. ...m.1.b. ...m.o.
00616DB8 | V. ...m.p.3. ...m.¥.4. e.-M.p.g. ...p-a.g-e.s. ...p.h.p. ...p.w.
006160F8m. ...r.m. ...s.a.f.e. ...s.a.V. ...S5.a.v.e. ...5.Q.1. ...s.F.T.
00616E38| ...s5.w.fT. .t.hom. ...v.o.b. ...w.a.v. ...w.m.a. ...Ww.mV. ...

Figure 10
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[xisx deb cer dotm Tpx pdb rwl ke2 apj x1s par pwm tga 5 Xl s5t5 gba gray
acd gz cfg dotx h pif |[rwz kdbx asm ppt tib rm wps tlg st8 qbr grey
pdf rpm class |drw indd qed s3db kdc awg pps wWaw safe xla wad std myd gry
pfx sitx config|dxb ipeg qcow  [sdi kpdx back obd contact [sav xLam Lk sti ndd hbk
crt tar (£33 eps mos qcow? [sda lua backup mpd dbx save x1lm aiff stw nef ibank
der tar csV fla nd rvt sdf mdc backupdb dot jnt sgl xLtm bin st nk ibd
cad gz db flac nsd stT sglite me T bank 1t mapimail [srt xLtx bmp 5xd nop cdrd
dwg zZipx dds fxg nsf stm sglite3 mfw bay pot oab swf xlw cmt 0] nrw cdrb
MPEG aif fif java nsg vbox |sglitedb |mmw bdb obt ods thm act dat sxi ns2 cdrb
rar iff flv m nsh wdi s5r mny bgt htm ppsm vob adp dit Bl ns3 cdrw
veq |m3u idx mdy odc vhd srf moneywell |bik html pptm wav al edb tex ns4 cel
zip méa is pcd odp vhdx |oth mrw bpw mix prf wma bkp flwv  |wallet |nwb cel
txt mid kwm pct oil wvmdk |otp des cdr3 pub pst Wiy blend gif wh2 nx2 cib
ipg key laccdb [pl pas wmsd |ots dgc as4 vsd wab x1sb cdf groups [wpd nxl craw
doc vib idf potm pat vmx__ |ott djvu tif png lcd aac cdx hdd x11 nyf crw
whk stl lit potx pef vmxf |pl2 dng asp ico 3g2 ai cgm hpp x3f odb csh
mdb psd mbx ppam ptx 3fr p7b drf hdr rtf FZIP arw cr2 log xis odf csl
vef ova md pps X gbb 3pr  |pic dxg db_journal |odt accdb C dac m2ts ycbera |odg

docx xmod mlb ps gbm abd pdd eml dec2 3dm aoi cdr dbf mdp qbw odm

ics wda mov pspimage [sas7bdat |accde |pem erbsql dcs 3ds asf cls dcr mkv qbx ord

VST |prn mp3 r3d say accdt [plus _muhd|erd ddoc dxf asp cpi ddd ndf qby otg

mdf zpf mpd rw? std ach plc exf ddrw max aspx cpp design |nvram |raf ibz

dsr 5wl mpg 51dm 516 acr pptx ffd ads obj a5x 5 dtd 049 rat iig

mdi xml pages [sldx 5tC adb psafeld th agdl 7z avi db3 fdb o5t raw incpas

msg xLlsm php svg SXC srw_ |py fhd ait cbr bak docm fff pab rdb ipe
Figure 11

Ransom Notes

Jaff’s ransom note is stored in three different formats; html, regular text, and image (bmp). The text and html
versions are found in the resource section, while the bmp version is generated using the same text. Figure 12
shows the html version of the ransom note in encrypted and decrypted form, and the location in the resource

section where it can be found.

I
Q0007ABE 32 09 5B 46 5B SC 0B 39 3A OF 5% SD 57 55 0D 38 2e(F[\eP:eY]NU; &
O000TASE 32 11 13 05 S8 53 47 52 10 55 SE S6 40 54 5D 40 2ee«XSGR-USVET)E
Q00OTARE OC 14 43 55 49 4C 1E 5B 44 5A 5D 03 15 55 51 85 «+CUIL« [DZ)++~UQU
O000TABE 4 41 52 47 OC €3 €2 70 1D 08 13 38 3F 10 50 45 JARGechbpee=;7-FE |H
(Q000TACE 43 45 1E SC 40 45 51 41 09 16 57 SF SF 44 54 S8 CE*\BEQA+*+*W__DTX
O000TADE 42 1E 47 4B 43 54 11 OF 39 3E 13 17 OF 46 5D 43  B-GHCT--9»=-=F|C
Q00QTAEE SF 55 09 53 $1 S0 55 35 3C 55 50 54 44 4F 47 40 U'SQFJS(JFTDOGG
(Q000TAFE SF 40 17 41 48 43 42 51 5D OF 1E 40 53 ==
O0007BOE 33 0T 39 09 1C SA 53 51 51 OA 3D 39
O000TBLE 4R 3B 32 11 40 4D 4C SA 56 OF 12 S84
Q0007B2E 41 5B 44 S8 53 1D 52 §7 SD SC 42 0D
00007838 11 05 08 00 1B 13 03 08 02 1A 10 02
Q0007B48 18 51 56 54 59 46 OF 16 4K 54 55 19
(00007BSE 18 14 02 19 08 17 38 3D 16 51 SD S8
00007868 15 5D 51 04 00 OO 03 14 13 5D 58 SE
[00007BTE 02 00 02 02 56 56 11 16 41 55 SE 5B
O000TBEE 03 02 AC 6B OB 57 11 OC 3B 3A 09 S0
DO00TBSE 42 48 EF 53 05 13 43 58 46 5F 47 SA
[|9000TBAS 55 53 40 5B 5D 43 43 55 O0A 18 45 5C

AEII
mi>, .. ml; B 8. .
00614F38 tp—e?uiu- content-type >, <title>jaff..decryptor system</title
00614F78|>. . </head>. . <body. . Style="background- co1or rgb(102, 204, 204);
00614FB8| color: rgb(O o, 0) ".. alink="#ee0000" Tink="#0000ee"” v1ink="#
00614FF8 | 551a8b">. J<div sty Jeu" pos1t10r1 absolute; top:0; text-align:cent
00615038 | er; widch:100%" :- .<hl style="font-family: 5gstem, color: rgb(10
006150782, 102, 102);" ><b1g>€aff .decryptor system</bigs</hl>..</div>..
00615088 st§1e> .center {..width: 1000px;..padding: 10px;..margin: auto;
006 .background: #fco; Jees/styles., <div styles=' pos‘ltion absolute
00615138|; top:15%; lefr: 30% ,,,,,, <p.. style="border: 3px solid rg
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Figure 12
To generate the ransom note in image form, Jaff uses the following combinations of APIs.

CreateStreamOnHGlobal
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CreateDCW(DISPLAY)
GetDeviceCaps

SetRect
CreateSolidBrush
FillRect

OleDraw

Files are encrypted!

To decrypt flies you need to obtain the private key.
The only copy of the private key, which will allow you to decrypt your files, is located on a secret server in the Internet

© You must install Tor Browser: https://www.torproject.org/download/download-easy . html.en
® After instalation, run the Tor Browser and enter address: http:/rktazv.~ onion/
Follow the instruction on the web-site.

Figure 13

Figure 13 shows a sample of the ransom note in image form. The decrypt ID is dynamically generated and added
to the image. In this particular variant of Jaff ransomware, this image is set as the desktop’s wallpaper after the

infection.

File Encryption Routine

After all the complex code wrapping and initialization, the main malicious payload that encrypts files is the

simplest routine.

To encrypt the file, Jaff searches for files in a given directory, followed by checking if the extension name of the
file is found in the list (see Figure 11). Next, it renames the file with a .jaff extension and opens it for encryption.

It then encrypts the file using a call to the CryptEncrypt API (see Figure 14).

After all possible files are encrypted, the malware drops the ReadMe.bmp, ReadMe.html, and ReadMe.txt

versions of the ransom note in the given directory.
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0040121F

mov edx,dword ptr
push esi

push edx

ﬁus
mov ecx,dword ptr
mov edx,dword ptr
mov esi,eax
mov eax,dword ptr
push eax
push edx
ush esi
ﬁ.ll <CO|
mov eax,dword ptr
mov ecx,dword ptr
add esp,C
push eax
push edi
push esi
push O
push 1
push 0
ush ecx

Test eax,eax
jne 40126D

0040126D

mov eax,dword ptr ss:|[ebp-4
edx,dword ptr ss:[ebp+8
dword ptr ds:[edx],esi
dword ptr ds:[edi],eax
eax,1
esi
esp,ebp

ﬁ ebp

Figure 14

Wrap Up

ush 8
H dword ptr ds:
eax

dword ptr ds:

ss:lebp-40

[<&GetProcessHeap=]

[mgﬂhcatel-leap)]
55
ds:|ecx] ;

ds:[edi]

[ecx] :CPGenKey

_'F'i'le_to_huffbu':- 1
55 -4
ds :!gbgj

00401260

€all dword ptr ds:[<&GetLastError>]
XOor eax,eax

pop esi

mov esp,ebp

One of the factors that affects the populariy of a ransomware is the timing of when it is released. Jaff was released

at almost the same time as WannaCry, thus killing its dream of stardom in an instant. Or maybe, it was released

intentionally at that moment to add stealth to its infection.

Either way, we should always be ready for any malware or ransomware by keeping our defenses regularly

updated.

Sha256: 387812ee2820cbf49812b1b229b7d8721ee37296f7b6018332a56e30a99e1092

Detection: W32/Jaff ED11!tr.ransom

Learn more about FortiGuard Labs and the FortiGuard Security Services portfolio. Sign up for our weekly

FortiGuard Threat Brief.
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Know your vulnerabilities — get the facts about your network security. A Fortinet Cyber Threat Assessment can

help you better understand: Security and Threat Prevention, User Productivity, and Network Utilization and

Performance.

Read about the FortiGuard Security Rating Service, which provides security audits and best practices.

Source: https://www.fortinet.com/blog/threat-research/looking-into-jaff-ransomware.html
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