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Colombian energy supplier EPM hit by BlackCat ransomware attack

By Lawrence Abrams

Published: 2022-12-16 - Archived: 2026-04-05 14:21:08 UTC

Colombian energy company Empresas Piblicas de Medellin (EPM) suffered a BlackCat/ALPHV ransomware attack on

Monday, disrupting the company's operations and taking down online services.

EPM is one of Colombia’s largest public energy, water, and gas providers, providing services to 123 municipalities. The

company generated over $25 billion in revenue in 2022 and is owned by the Colombian Municipality of Medellin.

On Tuesday, the company told approximately 4,000 employees to work from home, with IT infrastructure down and the

company's websites no longer available.

Page 1 of 4



https://www.bleepingcomputer.com /news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/

Page 2 of 4



https://www.bleepingcomputer.com /news/security/colombian-energy-supplier-epm-hit-by-blackcat-ransomware-attack/

Visit Advertiser websiteGO TO PAGE

EPM disclosed to local media that they were responding to a cybersecurity incident and provided alternative methods for

customers to pay for services.

The Prosecutor's Office later confirmed to EL. COLOMBIANO that ransomware was behind the attack on EPM that caused

devices to be encrypted and data to be stolen.

However, the ransomware operation behind the attack was not disclosed.

BlackCat ransomware behind the attack

BleepingComputer has since learned that the BlackCat ransomware operation, aka ALPHV, was behind the attacks, claiming

to have stolen corporate data during the attacks.

BleepingComputer has also seen the encryptor sample and ransom notes from the EPM attack and has confirmed that they

are from the BlackCat ransomware operation.

[@ RECOVER-8upt97g-FILES.txt - Notepad2 - a X
File Edit View Settings 2
DEndl |t aB AR R

1>> What happened?

7

3 Important files on your network was ENCRYPTED and now they have "8upt97g" extension.

4In order to recover your files you need to follow instructions below.

5

6>> Sensitive Data

7

gsensitive data on your network was DOWNLOADED.

9If you DON'T WANT your sensitive data to be PUBLISHED you have to act quickly.

10

11Data includes:

12 - EmpTloyees personal data, CVs, DL, SSN.

13- Complete network map including credentials for Tocal and remote services.

14 - Private financial information including: clients data, bills, budgets, annual reports, bank statements.

15 - Manufacturing documents including: datagrams, schemas, drawings in solidworks format

16 - And more...

17

18Samples are available on your personal web page Tinked below.

19

20>> CAUTION

21

22DO0 NOT MODIFY ENCRYPTED FILES YOURSELF

23D0 NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.

24YOU MAY DAMAGE YOUR FILES, IT WILL RESULT IN PERMANENT DATA LOSS.

25

26>> What should I do next?

27

281) Download and install Tor Browser from: https://torproject.org/

292) Navigate to:
http://epeaxfxeaxm62fu2lsz3pfarps3arhaubrtdyyzfsc2haadvbns7hdid.onion/?access-key=

Ln19:29 Col1 SelO 1.44 KB ANSI CR+LF INS Default Text

EPM ransom note from BlackCat ransomware

Source: BleepingComputer

While the ransom note created in the attack states that the threat actors stole a wide variety of data, it should be noted that

this is the exact text used in all BlackCat ransom notes and is not specific to EPM.
However, further discoveries indicate that hackers likely stole quite a bit of data from EPM during the attack.

Chilean security researcher German Fernandez discovered a recent sample of BlackCat's 'ExMatter' data-theft tool, uploaded

from Colombia to a malware analysis site.

ExMatter is a tool used in BlackCat ransomware attacks to steal data from corporate networks before devices are encrypted.

This data is then used as part of the ransomware gang's double-extortion attempts.

When the tool is run, it will steal data from devices on the network and store it on attacker-controlled servers within folders

named after the Windows computer name that it was stolen from.

When analyzing the ExMatter tool, Fernandez found that it uploaded the data to a remote server that was not adequately

secured, allowing any visitor to see the data stored on it.
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In the ExMatter variant from Colombia, the data was uploaded into various folders starting with 'EPM-," as shown below.
Fernandez told BleepingComputer that these computer names match known computer naming formats used by Empresas

Publicas de Medellin.

While it is unclear how much total data was stolen, Fernandez told BleepingComputer that there were a little over 40

devices listed on the site.

BleepingComputer has reached out to EPM to learn more about the attack and how much data was stolen, but a response

was not immediately available.
This is not the first time a ransomware attack has targeted a Colombian energy company.
In 2020, the Enel Group suffered a ransomware attack twice in the same year.

Colombia has also seen an increase in attacks over the last months, with the country's healthcare system disrupted last month

by a RansomHouse attack on Keralty, a multinational healthcare organization.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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