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Windows zero-day exploit used in targeted attacks by FruityArmor
APT
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A few days ago, Microsoft published the “critical” MS16-120 security bulletin with fixes for vulnerabilities in

Microsoft Windows, Microsoft Office, Skype for Business, Silverlight and Microsoft Lync.

One of the vulnerabilities — CVE-2016-3393 — was reported to Microsoft by Kaspersky Lab in September 2016.

MS16-120 Win32k Elevation of Privilege CVE-2016-3270 pgboy, zhong_sf of Qihoo 360 Vulcan Team
Vulnerability

MS16-120 Windows Graphics Component RCE CVE-2016-3393 Anton Ivanov of Kaspersky Lab
Vulnerability

MS16-120 True Type Font Parsing Elevation of CVE-2016-7182 Mateusz Jurczyk of Google Project Zero

Privilege Vulnerability

MS16-119 Microsoft Browser Information CVE-2016-3267 Wenxiang Qian of Tencent QQBrowser
Disclosure Vulnerability

Here’s a bit of background on how this zero-day was discovered. A few of months ago, we deployed a new set of
technologies in our products to identify and block zero-day attacks. These technologies proved their effectiveness
earlier this year, when we discovered two Adobe Flash zero-day exploits — CVE-2016-1010 and CVE-2016-4171.
Two Windows EoP exploits have also been found with the help of this technology. One is CVE-2016-0165. The
other is CVE-2016-3393.

Like most zero-day exploits found in the wild today, CVE-2016-3393 is used by an APT group we call
FruityArmor. FruityArmor is perhaps a bit unusual due to the fact that it leverages an attack platform that is built
entirely around PowerShell. The group’s primary malware implant is written in PowerShell and all commands

from the operators are also sent in the form of PowerShell scripts.

In this report we describe the vulnerability that was used by this group to elevate privileges on a victim’s machine.
Please keep in mind that we will not be publishing all the details about this vulnerability because of the risk that

other threat actors may use them in their attacks.

Attack chain description

To achieve remote code execution on a victim’s machine, FruityArmor normally relies on a browser exploit. Since
many modern browsers are built around sandboxes, a single exploit is generally not sufficient to allow full access
to a targeted machine. Most of the recent attacks we’ve seen that rely on a browser exploit are combined with an

EoP exploit, which allows for a reliable sandbox escape.
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In the case of FruityArmor, the initial browser exploitation is always followed by an EoP exploit. This comes in
the form of a module, which runs directly in memory. The main goal of this module is to unpack a specially
crafted TTF font containing the CVE-2016-3393 exploit. After unpacking, the module directly loads the code
exploit from memory with the help of AddFontMemResourceEx. After successfully leveraging CVE-2016-3393, a
second stage payload is executed with higher privileges to execute PowerShell with a meterpreter-style script that
connects to the C&C.

EOP zero-day details

The vulnerability is located in the cjComputeGLYPHSET_MSFT_GENERAL function from the Win32k.sys
system module. This function parses the cmap table and fills internal structures. The CMAP structure looks like
this:

Tyvpe Name
USHORT format
USHORT length
USHORT language
USHORT segCountX2
USHORT searchRange
USHORT entrySelector
USHORT rangeShift
USHORT endCount[segCount]
USHORT reservedPad
USHORT startCount[segCount]
SHORT idDelta[segCount]
USHORT idR.angeOffset[segCount]
USHORT glyphIdarray[ ]

The most interesting parts of this structure are two arrays — endCount and startCount. The exploit contains the

next cmap table with segments:
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Length: 48

Version: 0

segCountc: 28 (X2 = 5§€)
searchRange: 32
entrySelector: 4

rangeShifrc: 24

Seq 1 : 5t = 0000, En = 1388, D 0, RO = 1, gld$# = -28
S5eq 2 : 5t = 1388, En = 1770, D = 0, RO = 1, gld$ = -27
Seg 3 : S5t = 1770, En = 1B58, D = 0, RO = 1, gIldf = -26
Seg 4 : St = 1BS8, En = 1F40, D = 0, RO = 1, gld$ = -25
Seg 5 : 5t = 1F40, En = 2328, D 0, RO = 1, gldé = -24
Seg 6 : 5t = 2328, En = 238C, D = 0, RO = 1, gldf = -23
Seg 7 : St = 238C, En = 23F0, D = 0, RO = 1, gld§ = -22
Seg 8 : St = 23F0, En = 2454, D 0, RO = 1, gId$ = =21
Seg 9 : 5t = 2454, En = 24B8, D = 0, RO = 1, gldé = -20
Seq 10 : S5t = 24B8, En = 251C, D = 0, RO = 1, gId$ = -19
Seg 11 : St = 251C, En = 2580, D 0, RO = 1, gldf = -18
Seg 12 : St = 2580, En = 25E4, D = 0, RO = 1, gId$ = =17
Seg 13 : 5t = 25E4, En = 2648, D = 0, RO = 1, gld$ = -16
Seq 14 : St = 2648, En = 2710, D = 0, RO = 1, gld$ = -15
Seg 15 : St = 2710, En = 3ASE, D 0, RO = 1, gldag = -14
Seg 16 : St = 3A98, En = 4E20, D 0, RO = 1, gId$ = -13
Seg 17 : 5t = 4E20, En = 61A8, D = 0, RO = 1, gldé = -12
Seqg 18 : St = §1A8, En = 7530, D = 0, RO = 1, gldf = -11
Seg 19 : St = 7530, En = 88B8, D 0, RO = 1, gld$ = -10
Seg 20 : St = 88B8, En = 9C40, D 0, RO = 1, gld$ = -9
Seqg 21 : 5t = 9C40, En = AFCE, D = 0, RO = 1, gId$ = -8
Seg 22 : St = AFCE, En = C350, D = 0, RO = 1, gIdf = -7
Seg 23 : St = C350, En = DEDE, D = 0, RO = 1, gld$ = -6
Seg 24 : 5t = DeDE, En = EAGO, D 0, RO = 1, gld$# = -5
Seq 25 : 5t = EA60, En = EE48, D = 0, RO = 1, gIdé = -4
Seg 26 : S5t = EE48, En = F230, D = 0, RO = 1, gId$ = -3
Seg 27 : St = F231, En = FFFE, D = 0, RO = 1, gld$ = -2
Seqg 28 : 5t = FFFF, = FFFF, D = 0, RO = 1, gIdé = -1

To compute how much memory to allocate to internal structures, the function executes this code:
USHORT cnt=8;

for (int i-0; i<cnt;i++)
cnt += (Seg[i].end - Seg[i].start)+1

After computing this number, the function allocates memory for structures in the following way:

text :BFYEABLD Loc_BFRERBLE; ; CODE XREF: cjComputeGLYPHSET_HSFT_GEHERAL(x,%,x,x)* il"ﬁj
text :BFYEARBLD R max, dx

text :BFYERBLG push GhEh TIN5 hh : Tag

text :BFYERBLE shl ax, 3

text :BF FERBLE push [FH] ; int

text :BFYERBLE push [T i ehar

text BF 9EAB WD call _EmgAllocHem@2 ; EnghllocHem(x,x,x}

The problem is that if we compute the entire table, we will achieve an integer overflow and the cnt variable will

contain an incorrect value.
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In kernel, we see the following picture:

FiSGabie 33db 2o whiz whx
A Eahdl (HhTc Y o T raE il
FiStaba¥ GE5dTLGGLE push i a5k b
FESEabAE cleddl shil wan, ¥

58

ey be 1

el

Breakpaint 2 kit

in32k e jConput eGLYPHSET_MSFT_GEMERAL +@xb7 :

EGGabid BFRTC2 movix  wax,dx F55Eabac 53

kd> roeds F556abdd e8318eaFff call windzk!Engal lockes (954
wdusii 1 1E FEEEAh5T BOLSeC oy dwred pte [ebp-14h] sax
kd>» p FLoEABSS IBed o i, b
windZklcjConput el YPHSET _MEFT_GENERAL +Bxba: FELEALST F58c e windlk!ejlonputall YPHSE
F556abdd HBLATARGES push BAEET454h FESEabSS BEASE8 m— wax dword pie [ebpeddh]
ol o oean ¥556ab5c A91R mor dword ptr [sax] ehx

i = RO 1B FhSGabie 3Ich Her TAE  EAE

ey P ERUTEY T L LTS G jmp windiklcjComput ebL YPHSE
wind3k!ejloaput eGLYPHSET_MSFT_GEMERAL +@xbf = 556ab6%s Ibfh cmp edi, ebx

skl wax, 3 GLLEabET BRGSFR By edu, dword pte [ebp-10h]
GLhEabba BSE5TE oy dword pte [ebp-18h])  eds
F55EabEd BISdTe m dhred ptr [ebp-4],ebe

SEEELLTE BISIBE e dheaed ptr [ebpeB], ek

Crt

=F Pyl oampe YPHSET _MSFT_GENERAL +8mcd FESEabTE B BadiBlOped jla windlk!ejlonpul aGlL YPHSE
L, puzh LrEY FESEabTE AbAdF4 Y wix dword ptr [ebp-BCh]
dy oA ¥i56ablc 3ok zQr ax, eax
i DAL B o — N T FiS6shte Jbca sub woE, edx
Cni*sizeofl intermal Strct) ¥
- FLLlabdS A%dded mory dword ptr [ebp-1lh] ecx
¥ [o5siabal ebad jmp windiklciComputeGLYPHSE

The code allocates memory only for 0x18 InternalStruct but then there is a loop for all the segments range (this

value was extracted from the file directly):

28 = EngAllocMem{u12, 8 = (unsigned __inti16)uis, *dfFET'); V14=0x18

ulily = @;

kit = B3

if ( viz > B)
{

Ui = @3

v19 = wy4B - (_DWORD)v39;

For o j = uh@ - (_DWORD)ILID] ;5 vid = j ]
{

LOBYTE(u20)
HIBYTE(uZ0)
21 = uzZi;
HIBYTE(uv22}
uilh = v2i;
LOBYTE(u22)
u23 = u22;
u33d = uv22;
if ( w22 >= p34 B& v21 t= =1 )
{

LOWORD{u2L) = w21

ulh2 = p21;

if { v21 €= w23 )

1

s{unsigned _ int16 =){{char =)ud? + uv19) >> 8;
s(unsigned __int16 =){{char =)ud® + ui19);

=39

%u39 >> 83

v25 = {unsigned __int16 =){u35 + 2 = ui18);
vyl = u21;
do

y2t = w38 + B w phlg

Using the cmap table, the v44 variable (index) could be controlled and, as a result, we get memory corruption. To
achieve it, the attacker can do the following:

1. 1 Make an integer overflow in win32k!cjComputeGLYPHSET_MSFT_GENERAL

2. 2 Make a specific segment ranges in font file to access interesting memory.
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What about Windows 10? As most of you know, the font processing in Windows 10 is performed in a special user

mode process with restricted privileges. This is a very good solution but the code has the same bug in the TTF

processing.

CLEAL L T DD Loy La, T oawe

text cORBBOBELDOSASEY iz short loc 1hBAS6SCS

Aot 0RRRODI L DISASEE E diK, CH

etz 0RBORBILDDSASRE ine ane

Jext i DRRRRDN LDISASC add FBW, ax

Jdext i 0RBRRBE M BOSE5CS

SAERE i DRERRREIIMDOSES5CS Loc_1M00565C5 i CODE HREF :
LAext i RRRRRRI A DISE50S : CjComputetl
Jdext i BRBRRRE MDISE5TSE ine dx

LAext i BRRRRREIADISG5CR add rhe, 2

LAERE I RRRRRREI A RRSG5EE nowEE  eax, dx

Lot RRRRRRII A DIS65CF add e, 2

Lot BRRRRRI L DNSA5D3 = eax, ehp

LLAext o ORERERE 4 DRSEASDS J 1 short lnn_'l ERELALRT

LBt BRRRRRE GRNSASD T

Ltext DRORRREILDDSASDT loc_140054507: = LIOF _XBEF -
Eext:BREERDE LDSASE T AR edic, rHu

et BRERERI LDDSASDE KoK PEK, FEX H u'Fl.JH'.
T TET TR EET VT o] o] shl rdig, 2 H dlﬂy tes
Jent:DRBBOD0LBISESE 1 call £s: _imp Globalflloc

JLext i DRRBRDE LDISASET

As a result, if you load/open this font exploit in Windows 10, you will see the crash of fontdrvhost.exe:

= e >
The requested file_s not a valid font
file,

Windows - Application Error x

"\-.I The instruction at CxQ000VFFT96437205 referenced memory at
g (DO0O0TETEDCS2000, The memoary could not be written,

Click on OK to terminate the program

oK

Kaspersky Lab detects this exploit as:

o HEUR:Exploit.Win32.Generic
e PDM:Exploit.Win32.Generic

We would like to thank Microsoft for their swift response in closing this security hole.

* More information about the FruityArmor APT group is available to customers of Kaspersky Intelligence

Services. Contact: intelreports@kaspersky.com

SUBSCRIBE NOW FOR KASPERSKY LAB'S APT INTELLIGENCE REPORTS
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