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If infrastructure or patterns in tooling have been previously identified, internet scanning may uncover when an
adversary has staged tools to make them accessible for targeting.

Much of this activity will take place outside the visibility of the target organization, making detection of this
behavior difficult. Detection efforts may be focused on post-compromise phases of the adversary lifecycle, such as

Ingress Tool Transfer.

Log Sources

Data Component Name Channel

Response Content (DC0104) Internet Scan None
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