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Approaching stealers devs : a brief interview with StealC
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To completely understand what’s going on in a market that has been growing in the last years I found mandatory
to know which players are dominating it. Always remember that behind every user of the Internet there is another
human like you, so if you can be kind enough to reach them and they agree, you can have a little talk. Asking

things is not a crime.

Please note everything that stated on this blog has only an informational purpose. I will never promote the use

of these products.
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Let’s see, StealC: @plymOuth
Get gOnjxa’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in

The interview was made in Russian. Since a translator was used, questions will be shown in original english, and

answers will be given both in original Russian (in case translation is misled) and translations to english.

gOnjxa

How would you describe StealC?

Plymouth Support

Our software is something like a technical demo, we came to the
market from Private and Stealc is one of our main tools for attacks,
which was originally developed to work on point targets, but has also
shown itself well in mass attacks (installs, advertising, etc.)

The version of Stealc that is on public sale is the public version with
which customers start working with us - in the future, many regular
customers already take the so-called private - we We finalize and/or

add functionality to meet the needs of customers

How would you describe StealC?

Haw cod)m 3Mmo ymo-mo epoae mexHu4eckoco a€MO, Mbl Npull/iu HA pbIHOK U3 npusama u stealc smo
OOUH U3 OCHOBHbIX HALUUX UHCMPYMEHIMoe ons amdk, KomOpbllj U3HAa4da/AbHO pa3pa6ambleaﬂcsl ons
pa6omb1 Nno MOUeUHbIM yesimM, HO Hern/a0xo cebsl NOKA3a/1 U 8 MACCOBbIX AMAKAax (LlHCmelflbl, pexkaama u

momy nodobHoe)

ma eepcusi stealc, umo Haxooumcs 8 omKpbimoU npodadce 3mMo NydAUYHAS 8epcusi, ¢ KOMopoll
KAUeHMbl HayuUHarm pabomy ¢ HaMu — 6 Od/bHelllieM MHO2Ue NOCMOsIHHble KAUeHmbl yice bepym mak

Hazblgaemblll npusam — Mbi 0opabambiéaem u/uau 0obasnsiem GyHKYUOHA NOO HYHCObl KAUEHMO8
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g0njxa

What does the name STEALC means? is there a history behind the
name?

Plymouth Support

The name is trivial - Steal (Stealer) C (C Language), Stiller written in C

What does the name STEALC means? is there a history behind the name?

HaseaHue baHanbHoe — steal (stealer) ¢ (¢ language), cmuatep HANUCAHHBIL HA CU

gOnjxa
What makes StealC different from other products?

Plymouth Support

we are now almost the only ones who provide the ability to keep all
your data under control - our admin panel is written in PHP and does

not contain any code obfuscation, and you can (and should) install it on
your server

almost everyone has long switched to the MaaS (malware as a service)
model, in which there is no guarantee that the collected data is
available only to the client - if you, as a client, have the opportunity to
conveniently sort logs in the admin panel, which is not installed on
your server, then be sure that the owners of this software have the
same convenient functionality for sorting logs

What makes StealC different from other products?

Mbl celiuac uyms Au He eOUHCMBeHHble, KMo npedocmaegsenm 803MOMCHOCMb 0epiHcanmb No0 KOHMpo/aem
8ce C80U OaHHble — HAWA AOMUH-NAHeAb HANUCAHa Ha php u He codepacum Kaxoli-1ubo obgyckayuu

KoOda, a nocmagumb €€ MOMCHO (U HY}CHO) Ha €80l cepaep

npakmuuecku gce yce 0agHO nepewiu Ha Modeib MaaS (malware as a service), npu komopoti Hem
HUKAKolU eapaHmuu, ymo cobupaemble OaHHble 00CMYNHbI MOAbKO KAUEHNy — ecu y 8acC KaK y
K/AUeHma ecmb 803MONMCHOCTb yOOOHO cOpmupo8ams /02U 8 AOMUH-NAHeNU, Komopadsl He yCmaHoe/eHd
Ha eauem cepeepe, mo 6yobme ygepeHbl — makoli e yOOOHbIl (PyHKYUOHAA COPMUPOBKU /10208 eCMb

u y enadenbyes 3mozo cogpma

Let’s point out this, have you ever seen a StealC panel? Maybe is something that we need to take a look...
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gOnjxa

Since when has StealC been operating?

Plymouth Support

Qur software went on sale in January 2023, but closed tests began in
the summer of 2022

Since when has StealC been operating?
8 Npooaxcy Haw copm sbiwen 8 sitHeape 2023 200a, HO 3aKpblMble Mecmbl HAUAAUCh euje femom 2022

gOnjxa
How many people do you think have tested the product? Approximately

Plymouth Support

Before the sale, our software was issued to several teams, a total of
about 40 people took part in the tests (we can count by the number of
unique builds issued by each of the closed test versions)Now

we do not disclose the number of our clients, we can name an
approximate number - several hundred

How many people do you think have tested the product? Approximately

00 npodasicu Haw copm 6bi1 8bIOAH HECKOAbKUM KOMAaHOaM, 8 obujeli cnoxicHocmu okono 40 uenogek
NpUHsAU yuacmue 8 mecmax (Moxcem nocUUMamsb no KoAu4ecmay 8blOAHHbIX YHUKA/IbHbIX 611008

Kax#cooll U3 3aKpbimbIX Mecmosblx sepcull)

cellyac Koau4ecmeo Hawux KAueHmoe Mbl He pdacKpbleaem, MO®CeM Ha38dmb npumepHoe Huc/ao —

HeCKO/IbKO cOmeH
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gOnjxa

STEALC uses a unique log exfiltration by parts on exe builds. This type
of communication between build and server panel has been imitated by
other products, what is your opinion?

Plymouth Support

As far as we know, Vidar has only recently switched to the scheme of
transferring files by individual requests, rather than building ZIP on the
client side

when we started development, there was no software on the market
with such a system for transferring data to the server — everyone relied
on the ZIP build on the client

side closer to our public release Raccoon introduced a similar technique
STEALC uses a unique log exfiltration by parts on exe builds. This type of communication
between build and server panel has been imitated by other products, what is your opinion?

HACKO/IbKO HAM U38ecmHo, vidar monbKo HeOagHo nepewlea Ha cxeMy nepedauu ¢patinoe omoenbHbIMU

3anpocamu a He cOOpKoli zip Ha CMOpoHe KaueHma

K020d Mbl HAYUHAAU pa3pabomky, Ha pbiHKe He OblL10 coghmog ¢ N0O0OHOL cucmemotl nepedauul OAHHbIX

Ha cepeep — 6ce N0AA2AAUCH HA COOPKY Zip HA CMOPOHe K/AueHma

O1udHce K HawemMy nyoauuHoMy peausy noXoxcylo mexHuKy eeeny cebs raccoon
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gOnjxa

you said your administration panel is written in php, is always like that?
Some "expert" people confuses StealC with other products because of
the similarities with the scheme for transferring files

Plymouth Support

Qur panel was originally in PHP and we didn't have any other options,
but there is an internal version of Stealc that accesses a server written
on C#

sockets via TCP, but it has not been made public and is used by several
clients in targeted attacks

On the reverse side behind the socket server there is still a PHP

admin panel, the only difference is in the scheme of data transfer from
build to server

This version is still in test form and is needed to decrypt all data on the
server side (reading the database of Firefox browsers, Chrome
browsers and decrypting them using a pre-assembled key from the
local state)

We find it convenient, and there is no way to protect ourselves
from reverse and further use of our developments, so we take it simply

You said your administration panel is written in php, is always like that? Some “expert” people
confuses StealC with other products because of the similarities with the scheme for transferring

files

HAWa naveb usHa4aabLHo Oblia Ha php u Opy2ux 8apuaHmoe y Hac He NPedyCMampueanoch, HO eCmb
8HympeHHsisl gepcusi stealc komopas obpawjaemcs no tcp K cepeepy HaNUCAHHOM HA COKemax c#

HO OHA He 8bllW/a 8 NabAUK U ucno/b3yemcs HeCKO/IbKUMU K/AUeHmMAamu 68 moveyHblX amdakax

Ha obpamHol CmopoHe 3a coKem cepgepoM Haxooumcsi 6ce pasHo php aoMuH-naxesb, OMAUUUS MOALKO
8 cxeMe nepedauu OaHHbIX om 6uU10d K cepeepy

ama gepcusi 8ce euje HAX0OUMCs 8 MeCmMoBoM 8UOe U HyHCHA 04151 pacluuposku 8cex OAHHbIX HA
cmopoHe cepeepa (umeHue 60 firefox 6paysepos, chrome 6pay3zepog u ux paciugposka ¢ NOMOWbio

3apaHee cobpaHHo20 Karoua u3 local state)

Mbl HAX00UM ee yOOOHOll, a om pesepca u dd/bHelile20 UCNOAb308AHUS HAWUX HapabomoK HUKAK He

3aumumbCs NO3MOMY Mbl OMHOCUMCSA K 3ImMOMy npoCcmao

Have you ever heard of the private StealC variant written in C#?
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gOnjxa

Does StealC allows working on CIS countries? What is your
opinion of people working with russians with other product?

Plymouth Support

QOur software does not work in the CIS countries and will never be for
those who allow their clients to work in the CIS, everything is clear -
mainly now they are natives of Ukraine (who do not consider
themselves to be

in the CIS), but personally we are still faithful to the rules and even
despite the current problems, we prohibit work in Ukraine as well

Does StealC allows working on CIS countries? What is your opinion of people working with

russians with other product?
Haw co¢pm He pabomaem no cMpaHam cHe U HUKo20d He byoem

K meM, Kmo no3eo/siem c8ouM KaueHmam pabomams nNo CHe 8ce NOHAMHO — 8 OCHOBHOM celiuac 3mo
8b1X00Ubl U3 YKpauHbl (Komopble ces 3a CHe He cuumaromy), Ho AUYHO Mbl 6Ce euje 8epHbl NPagUAaM u

oadice He CMOMPsl HA HbIHeWHUe npobaembl 3anpewjaem pabomy no Ykpaute e mom uucsie

gOnjxa
stealc is not usually used by teams, more likely an option for

individuals. Do you think your product can be used by these people and
replace other products in the future?

Plymouth Support

| would argue - we have a lot of teams among the clients, for some
teams we have a special version of the admin panel with the
configuration of users and their rights

, in the future this functionality will go to the public version

Stealc is not usually used by teams, more likely an option for individuals. Do you think your

product can be used by these people and replace other products in the future?

s bl Nocnopun — y Hac MHO20 KOMAHO 8 Yuc/e KAUeHmos, 0151 HeKOMOPbIX KOMAHO y HAC eCMb
cneyuanbHas 8epcusi AOMUH NAHeAU C HACMpOUKol nonb3ogameneli U UX npas

6 oanbHeliwem amom hyHKYyuoHan nepelidem u 8 nabAUK 8epcuio
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gOnjxa

Speaking about the market, how do you see it? Is a good time to work?

Plymouth Support

There is no such thing as a good time - in the moment everything
looks like an inconvenient time)

gOnjxa

why man? some people says is good other that there is a shortage of
products? what you think

Plymouth Support

Such statements have always existed, perhaps now they have become
louder due to the arrival of too many poorly trained and not particularly
eager to

learn people in the topic

There have always been those who lacked something - there was an
Azorult Everyone missed a pony, an Azorult closed A mole appeared -
everyone lacks an Azorult already, a Mole has closed, someone else has
appeared - everyone lacks a Mole and an Azorult, "But in general, there
was once a pony, this is yes it was convenient”

you need to whine less and work more, learn — and then there will be
no problems)

Speaking about the market, how do you see it? Is a good time to work?
Xopoulezo epeMeHU He cyujecmeyem — 8 MOMeHme 6ce 8bl2as0um Kak Hey0oOHoe epemsl)
why man? some people says is good other that there is a shortage of products? what you think

No00bOHbIe 8bICKA3bIBAHUS 8Ce20a ObLIU, BO3MONCHO Celiudc OHU cmaau 2pomue 3a cuem npuxood 8
memamuky CAUWKOM 60bUO020 KOAUYeCmaa Na0X0 0OyUeHHbIX U He 0C000 20psALjuX HceaaHuem

obyuambcs nooet

8cez0a bbLIU Me, KOMY Ue20 Mo He x8amasao — Obl1 a30pyabm 8ceM He X8amadsao NOHU, 3aKPblICS
azopy/bm nosiBUACS Kpom — 8CeM He xgamaem yjice azopyabmd, 3aKpbLicsi KpOm NOSIGUACS ewje Kmo-mo
— gceM He xgamaem Kpoma u asopyabma, “a eom eoobuye noHu 6bu1 koeda mo 8om 3mo 0a yooOHO

6b11000”

HYJCHO MeHbuWe Hbimb U boblue pabomamb, 0byuambcsi — u mo2da npobnem He 6yoem)
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gOnjxa

what are your plans on the future of StealC?

Plymouth Support

continue to improve our product and release new ones — we have had
our resident bot in development and testing for a long time

What are your plans on the future of StealC?

npoooaX}camp yayuwiamb Haw NpoOyKm U 8bINYyCKAMb HOBble — Y HAC yice 00120 Haxooumcs 8

paspabomke u mecmax Haw pe3udeHmHbili 6om K npumepy

gOnjxa

and last question 3)

What would you say to those “information security experts” who are
trying to track StealC?

Plymouth Support —

We can wish you good luck, finally understand that viruses are almost
always "encrypted” in the wild, and if you come across a 5 megabyte
Stealc sample, it does not mean that it weighs 5 megabytes in the
original) Very often attribute various anti-emulation techniques that are
used by cryptors to our and other software, although this is wrong on
their part

What would you say to those “information security experts” who are trying to track StealC?

MOdKceM nodicenams yoauu, HaOKOHeY NOHIMb Umo 8UpYCbl Npakmuuecku 8ce20a 8 OUKoU cpede
“3aKpunmoeaHbl” U ecau éam nonaiacsi obpasey stealc gecom 8 5 mezabatim, 5mo He 3Hauum, 4mo 8
opueuHasie oH eecum 5 mMezabatim) oueHb UaCMO NPUNUCHIBAIOM PA3AUUYHbIe MEeXHUKU AHMUAMYASYUU,

KOmopble UCno/b3ylomcs Kpunmopamu K Hawuemy u Opy2um cogpmam, Xomsi 3mo HegepHo C UX CMOPOHbI

The end?

Remember to check the other interviews at: gOnjxa — Medium

Expect more content,

Best regards.

@g0njxa
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