https://attack.mitre.org/mitigations/T1145

Private Keys Mitigation, Mitigation T1145 - Enterprise
Archived: 2026-04-05 12:59:52 UTC

Use strong passphrases for private keys to make cracking difficult. When possible, store keys on separate
cryptographic hardware instead of on the local system. Ensure only authorized keys are allowed access to critical
resources and audit access lists regularly. Ensure permissions are properly set on folders containing sensitive
private keys to prevent unintended access. Use separate infrastructure for managing critical systems to prevent
overlap of credentials and permissions on systems that could be used as vectors for lateral movement. Follow

other best practices for mitigating access through use of Valid Accounts.
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