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Aurora Stealer is an information stealer Written in GO. It is a commercial stealer that costs around 250$ per month. The
malware can steal Browser password and saved cookies, crypto information (Desktop and Web), Telegram, Steam and

Specific files from the victim machine and can take a screenshot from it.

AURORA STEALER is the best styler on the market!
‘What makes my product so unique? Let me tell you!

Description:

s+ AURORA STEALER has POLYMORN COMPILATION (scantime is reduced to 0)

s+ AURORA STEALER decrypts data on the server (no detectable runtime)

* AURORA STEALER collects more than 40 cryptocurrency wallets (DESKTOP/MEB versions!)

+ AURORA STEALER at reception Metamask purse automatically picks up a password from a
log, and also deduces SEED phrase, balance and address of a purse!

s+ AURORA STEALER collects passwords by reverse lookup (this method is much betier than
prepared scripts)

+ AURORA STEALER runs on TCP sockets, it has an internal logs sorter and RunPe (.exe)
Launcher

+« AURORA STEALER only communicates with the server during license check, no further
communication!

+« AURORA STEALER is fully native and has no dependencies!

s+ THE UNIQUE OPPORTUNITY OF MY STEALER: the styler can be used without crypt
because polymorph cleans the file to FUD!

*« AURORA STEALER writen in GO language, weight of the raw stub ~4,2 mb

COST:
$250 - one month license.
$1500 - LifeTime license.

The icon of the executable gives us a hit about how this is spreading. It has Photoshop icon, most probably it was spreading

using Malvertising.
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First we want to know some basic information about the file so I will use DiE to do so.
File name

’7

File type ’7
MIME

Import J 5 [F——— m

Time date stamp i R ’m

1970-01-01 02:00:00 ’T
Endiar Mode J ¥pe Hex

Options
About

Exit

It was identified as GO binary. .symtab is a legacy section in GO binaries. In GO binaries prior to Version 1.3 .symtab
section hold the symbol table but it is no longer filed with anything useful. Without Symbols, the reversing will be so hard as
a simple Hello world program in GO has about 2000 function this is a result of that GO compiler statically linking all the

needed libraries. Later, I will try to tackle this problem using existed Tools.

An important aspect of the basic Triaging of a Malware is to check the readable Strings of the file. But GO is different in
everything. The strings has a part of that too.

In GO, the strings are stored in Unicode format without null terminating character so many tools will handle that wrong.
Also, the existence of this large number of library functions will make it worse. The resulting number of lines using strings

utility in Die is 7371 line. We can reduce this number by matching for the library functions like the following Regex
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1 *(runtime|\/usr|\/root).*\n?

this matches the lines that contains runtime, usr and root. this filters around 2500 line but still around 5000 line. these lines

contains the function imported in program, you can check them but it will be so exhausting to get information from it. Let’s

Continue our analysis using the disassembler.

I will upload the sample to IDA to explore it. In the old versions of IDA, Library functions will not be recognized and

renamed. Also the types will be mostly wrong.

To handle this there is some tools you can use to fix the types and names. I’ve used GoReSym.

This is a standalone executable you can run with following parameters

1 GoReSym_win.exe -t -d -p <PATH_TO_FILE> > fix.json

for more info about the available parameters, Check the repo of the tool.

content of the output is in JSON format so I saved it to use it in this IDA Script to rename the functions and correct the types

in IDA database.

NOTE: -t parameter fix the types information but if you the decompiler will fail to decompile it.

If you want to know how this tool is working, Check this article. Basically it search for pclntab structure by searching for

a magic header and follow the pointer to symbols table.

1 // pcHeader holds data used by the pclntab lookups.
2 type pcHeader struct {
3 magic uint32
4 /*
5 go12magic
6 go116magic
7 go118magic
8 go12@magic
9 */
10 pad1, pad2 uint8 // 0,0
" minLC uint8 // min instruction size
12 ptrSize uint8 // size of a ptr in bytes
13 nfunc int // number of functions in the module
14 nfiles uint // number of entries in the file tab
15 textStart uintptr // base for function entry PC offsets in this module, equal to moduledata.text
16 funcnameOffset uintptr // offset to the funcnametab variable from pcHeader
17 cuOffset uintptr // offset to the cutab variable from pcHeader
18 filetabOffset uintptr // offset to the filetab variable from pcHeader
19 pctabOffset uintptr // offset to the pctab variable from pcHeader
20 pclnOffset uintptr // offset to the pclntab variable from pcHeader

This is also used by the go parser itself in order to locate the function, For more info here

Another set of scripts available we can use it doing the same thing is Alphagolang

I will use Alphagolang here but both will provide similar result.

First I used recreate pclntab.py script to recreate pclntab structure.

Second, I used function discovery and renaming.py, script to rename the functions.
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Third, I used categorize go folders.py to categorize the functions and pack them in folders, This will be very helpful to

focus on user-code.
Fourth, I used string_cast.py to fix string references.
Fifth, T used extract types.py, to correct the types information by applying C like types to the used structures.

The result

i

Now, We have a better environment so we can start exploring the code efficiently.
In function calls, GO has a different calling convention.

All the argument are passed using the stack from the left to right. The following assembly code is in Go assembler format

1 func testConv(x,y int) int {return x+y}

1 testConv:
MOVQ 0x8(SP), AX ; get arg x
MOVQ @x10(SP), CX ; get arg y
ADDQ CX, AX ; %ax <- X +y
MOVQ AX, @x20(SP) ; return x+y-z
RET

[ NS B UV N}

the compiler have to make sure that there is enough space on the stack to accommodate all the arguments and return values.
Go stores strings in a Unicode -UTF-8- format without null terminating characters in a section contain all the strings but.

Strings in go stored in structure of value and length pair called StringHeader . So, in all the function where a string

argument is passed, you will see an extra argument contain the length of the string.

1 type StringHeader struct {
2 Data uintptr

3 Len int
4 }

First we start with main_init function ( sub_595590 ). In GO, init() is a predefined function that takes no argument,

Return no values. And Runs before any code in the package.
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The block number 1 shows that it loads some DLLs and functions.

DLL Function

user32.d11 GetDesktopWindow
user32.d11 EnumDisplayMonitors
user32.dll GetMonitorInfoW
user32.dll EnumDisplaySettingsW
kernel32.dll LocalFree

Crypt32.dll CryptUnprotectData

In Block number 2, It Reads the the environment Variable USERPROFILE and concatenate \\APPDATA\\LOCAL\ and
\\APPDATA\\ROAMING\ and save the new string to the memory.

In block 3, It did the same thing to get the Paths C:\\Users\\{user}\\APPDATA\\ROAMING,<Local>\\ but it replaces the

string C:\\Users with C:\\windows.old\Users with Replace function from strings package

1 func Replace(original string, old string, new string, n int) string

2 //where n is the number of times replacing occures. -1 for replace all

this location is created when the user update from one version to another and it contains all the old information from the

previous installation.

moving to main_main ( sub_595470 ). It creates a new procedure by making a call to newproc function from runtime

package.
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following the code to main_ConnectToServer ( sub_58ABE@ ). This function has some interesting functionality we will

explore next.

erver_funcl(

In block 1, the malware sleeps for 1000000000 nanoseconds -I tried a simple program with the same call to sleep and it was

equivalent to time.Nanosecond -

Then it establishes a TCP connection to 82.115.223.249:8081 IP address using function Dial from net package. Then
it Reads the Received packet. the Dial function in GO returns 2 values, Conn interface and Error, which IDA cannot

recognize so, I will follow my intuition. If the connection returned error, it will try to reconnect again.

In Block 2, The connection was established but it first checks the response from the remote IP. If it was blocked due to the

geo location, as the IP is Russian, it will try to reconnect.

If the response was WORK string, the connection is established successfully and the malware can continue with its

functionality as shown in block 3 and 4

Moving to main_GetInfoUser() ( sub_58B88@ ). The first Lines in this subroutine takes us to another function,
main_MachineID ( sub_5897A0 )
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The malware Runs the command cmd.exe /c wmic csproduct get uuid to get UUID of the device. Returning to

main_GetInfoUser

github_
github

|_SCE9C1 + 3

It retrieves the screen width and height using win32 API GetSystemMetrics , GO allow using third-party packages directly

from GitHub and the the cause of the function naming. The screen resolution is represented in the format
<width>x<height>

The next call is to main_Get0S ( sub_58A530 ).
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main_Get0s_funcl(

This function retrieves the OS version using wmic command wmic os get Caption . and filter the output based on the

form it is printed to format is in a space separated string.

Returning back to main_GetInfoUser acallto main_getGPU ( sub_58A200 ) is made.

go_garbage_
runtime_gchrite

_TrimSpac
main_getGPU funcl(

The GPU information retrieved by executing the command cmd /C wmic path win32_VideoController get name

Using the same method in main_getCPU ( sub_589F10 ). It gets CPU information with command cmd /c wmic cpu get

name

in main_sysTotalMemory ( sub_58B550 )It gets the memory status by executing GlobalMemoryStatusEx function.

Page 8 of 19



https://d01a.github.io/aurora-stealer/

call Proc_Call(P

TotalMemory funcl(

main_CMD_SHELL is called to execute cmd /c systeminfo that gets all the specs of the device.

ELL{int al, int

xec_Comman

._garbage collect:
_gcWriteBarri

That was the last thing the function main_GetInfoUser do.

Back in main_main , the function main_grab ( sub_593E8@ ) is called. This function responsible for doing the main goal

of the malware, Stealing.
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- main_Grab_func4()
d_7@4E18 )

main_Grab_-

(d

- main_Grab_funcll
main_Grab_funcl

|:'ur1tirr|E_g-:|panic{'

r".untime_gcupanic{' b*
F‘untime_gn:-pani
F‘untirne_g-:npanic{'

r"untirne_gn:npanic{'
F‘untime_gn:npanic{ '
F‘untirne_gn:-panic{'
r‘“.untimE_gnpanici:' b", &off SFO75C);

runtime_gopanic(”\b", Roff_ SF@75C
eferreturn(

e panic function is used to check for unexpected errors. common use of panic is to abort if a function returns an error

value that we don’t want to handle.
Going to the first function main_file_grabber ( sub_594110 )

this function search for a specific file taken from the C2 server and it is base64 encoded and in JSON format.

&dword_5A

Then, It search for the file in some predefined directories and location.
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the function io_ioutil_ReadDir reads the content of the directory and stores the output ina fs.fileinfo structure,

sorted by the filename

1 type FileInfo interface {
2 Name() string // base name of the file
3 Size() int64 // length in bytes for regular files; system-dependent for others
4 Mode() FileMode // file mode bits
5 ModTime() time.Time // modification time
6 IsDir() bool // abbreviation for Mode().IsDir()
7 Sys() any // underlying data source (can return nil)
8 b

Then it walks through the returned structure and reads the file of interest

» &byte 5CEQ
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then it encode the file content in Base64 and adds the tags used in the JSON formatted packet content to be sent to the

remote system

4, &byte SCE9BD, 1, fi

Dir = runtime_gopanic(’
runtime_mor

We will visit SendToServer latter. Now, lets go back to the caller function and explore the next function,
main_Grab_func3 ( sub_58F0BO ).

fmt_ print(&v

This function goes through the % APPDATA%Roaming directory and calls another function. the function
path_filepath_Walk walks the directory from the Root passed in the second parameter calling a function fn.WinDirFunc

at each file and directory in it including the Root.

1 func Walk(root string, fn WalkFunc) error

1 type WalkFunc func(path string, info fs.FileInfo, err error) error

So, Next one to visit is WalkFunc used main_Grab_func3_2 ( sub_58DED® ).

This function steals the Browser information stored
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For Chromium based browsers it gets the Local State file and calls main_getMasterKey that as the name suggest, Gets the

master key and decode it .then, decrypts it by calling CryptUnprotectData which is called from main_xDecrypt

Back to the caller function, The malware steals the password and cookies from the browser data and adds the tags of the

JSON file to be sent to the C2 server.

It Looks for PC applications and Web based wallets and add its associated type and name to the JSON data to be sent

function main_Grab_func_7 ( sub_591D50 ) is used to take a screenshot from the victim system

Page 13 of 19



https://d01a.github.io/aurora-stealer/

The PNG file is then base64 encoded and add the value to the tag screenshot to be sent.

The next targeted information is Telegram, It did the same procedure discussed before with telegram data folder at
main_Grab_func_6 ( sub_591980 )

WalkFunc — main_Grab_func_6_2 ( sub_591120 )

strings_Contain

Contai

main_SendToServer NEW ( sub_594DD@ ) is used to send the collected data to the server.
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The collected information stored in JSON format. the Data then compressed using gzip compression algorithm and

encoded with Base64 encoding to be sent to the server using the previously established TCP connection.

we can look at the network communication using PCAP file provided by Any Run sandbox.

By opening the file in Wireshark and filter using the IP 82.115.223.249

[ Tip.addr ==82.115.223.249

No. Time Source Destination Protocol  Length Info
74 13.577738 192.168.1088.47 82.115.223.249 Tcp 1260 49164 -+ 80881 [ACK] Seq=2413 Ack=6 Win=66384 Len=1286
75 13.577758 192.168.100.47 82.115.223.249 TCP 126@ 49164 + 8881 [ACK] Seq=3619 Ack=6 Win-66384 Len=1286
76 13.577767 192.168.1088.47 82.115.223.249 Tcp 1260 49164 + 80881 [ACK] 5eq=4825 Ack=6 Win=66384 Len=1286
77 13.577771 192.168.100.47 82.115.223.249 TCP 1029 49164 = 8881 [PSH, ACK] Seq=6831 Ack=6 Win=66384 Len=975
78 13.654254 82.115.223.249 192.168.100.47 TCP 54 3081 + 49164 [ACK] Seq=6 Ack=4825 Win=262656 Len=@
79 13.654435 82.115.223.249 192.168.160.47 TCP 54 8881 -+ 49164 [ACK] Seq=6 Ack=7886 Win=262656 Len=8
80 13.660348 82.115.223.249 192.168.100.47 TCP 61 8081 + 49164 [PSH, ACK] Seq=6 Ack=7006 Win=262656 Len=7
81 13.873843 192.168.100.47 82.115.223.249 Tcp 54 49164 » 8881 [ACK] Seq=7@86 Ack=13 Win=66384 Len=8
82 15.186496 192.168.1008.47 82.115.223.249 TCP 1260 49164 = 8081 [ACK] 5eq=7006 Ack=13 Win=66304 Len=1206
83 15.186551 192.168.100.47 82.115.223.249 Tce 126@ 49164 > 8@81 [ACK] Seq=8212 Ack=13 Win=663@84 Len=1286
84 15.186578 192.168.108.47 82.115.223.249 TCP 126@ 49164 = 80881 [ACK]
85 15.186586 192.168.100.47 82.115.223.249 Tce 1268 49164 + 8881 [ACK] Seq=18624 Ack=13 Win=66384 Len=12086
86 15.186592 192.168.108.47 82.115.223.249 TCP 126@ 49164 = 80881 [ACK] Seq=11830 Ack=13 Win=66384 Len=1206
87 15.186599 192.168.1088.47 82.115.223.249 Tcp 1260 49164 -+ 80881 [ACK] Seq=13836 Ack=13 Win=66384 Len=1206
88 15.186606 192.168.100.47 82.115.223.249 TCP 126@ 49164 = 80881 [ACK] Seq=14242 Ack=13 Win=66304 Len=1206
89 15.186612 192.168.1088.47 82.115.223.249 TCP 993 49164 + 3881 [PSH, ACK] Seq=15448 Ack=13 Win=66304 Len=239
98 15.262538 82.115.223.249 192.168.180.47 TCP 54 8881 -+ 49164 [ACK] Seq=13 Ack=11838 Win=262656 Len=@
91 15.262558 82.115.223.249 192.168.100.47 TCP 54 3081 + 49164 [ACK] Se 3 Ack=14242 Win=262656 Le
92 15.262985 82.115.223.249 192.168.180.47 Tcp 54 8881 + 49164 [ACK] Seq=13 Ac| 6387 Win=262656 Le
93 15.270311 82.115.223.249 192.168.100.47 TCP 61 B@B1 + 49164 [PSH, ACK] Seq=13 Ack=16387 Win=262656 Len=7
95 15.458955 192.168.100.47 82.115.223.249 Tce 54 49164 » B@81 [ACK] @ Win=66384 Len=8
96 16.883178 192.168.1008.47 82.115.223.249 TCP 1260 49164 = 8081 [ACK] © Win=66384 Len=1206

> Frame 8@: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)

> Ethernet II, Src: RealtekU_36:3e:ff (52:54:0@:36:3e:ff), Dst: 12:a9:86:6c:77:de (12:29:86:6c:77:de)

> Internet Protecol Version 4, Src: 82.115.223.249, Dst: 192.168.100.47

> Transmission Control Protocol, Src Port: 8881, Dst Port: 49164, Seq: 6, Ack: 7886, Len: 7

> Data (7 bytes)
12 a9 86 6c 77 de 52 54 @@ 36 3e ff 08 8@ 45 60 Iw-RT -6> E
@0 2f 78 7d 4@ @@ 79 @6 32 @7 52 73 df f9 co a8 /x}@y- 2-Rs
64 2f 1f 91 c@ 8c 58 6f 7c 2b c8 93 41 7a 50 18 d/ Xo |+ -AzP
84 82 76 b @0 88 41 63 63 65 70 74 Ba v Ac cept

Following the TCP stream
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WORK
HASTAAMAAAAL/ +ycel/iyprGudrFX+eok@6ttiujKaoN2EBiASYLMBML JOBAWSWNI LXXZZ77yMRF p/ 03 /1Zzeh v/ P2/ /dal1okiN/xdur3t1s 3NXM/
15]2032f22357T]Ka]zle?veby?)(uk/dSq3vamQlk}ta\l(7r4)(z\be+7BSllerhRETEthaDthxlql)lh]EatWEn)+ugrlﬁgliLlE)lp?fu2+N51]VR]lEthD:XERpVZPMpRh]tBkquYurv:rT?DdeShH»Bqa/
ec7vypzeqgQApd7z1XaVeGCN2K1 27abmGk7 tHEMN3 t el 36Uz9er2n2tF v/ BXLRXI/
welcvS6vnZ 7PnZS5eb5+F2apdHi x.mmr-msHMBTGs31uGsTdouohe:MQQKLqW?wlNququdtdaqtSXnrquBzalytrrQarp&:fmsbxr1wPQ1+4VEu2x5v17v1565:u1bpbdcv6msxa+1TCnLBm2uPCnK
+TPBLOMAGEMBU3bPEGVXhQUFKhewCrFRbICT1rtX61432/ T7F1PAGIVESVIOH JVxVE7VBYEHITY6G4PT jd7e Taf:
¥iTrbvens2c J5qERChECLCETGIKL g P mmoyaol‘mmmLMMKhQ?BEGUeAQOeqMUIz/q/uTs]szlkm\'/
MOEavx;»lsb:SIcAaKp-o-ersQvFEgv+rvH8r/uczWZa1rt5Molxwlﬂslbucases/eKHyssbvl;TstT?ydDl+]cA//1eoapEsaL1PDsp6ntL. 2AVAMWEZNYuEZFYVE,
£gj553t212C29D9T048bF TBGFGKYpTDaHb=Tad70dZ/vrutx/: 2Y+ FR6+3p2yc sTanfisd iNtIhsP/bss/P79efnyr /TKFHz7rshrauDId3e53/93c ThPShqbssq/
a7dVmn/+8qL| rful gHoDflcZ+ks1 T q 4qTLa6 hGEBEXTELm/ ‘tqll +F7DPSC /
s]irflaoT:quShsEBUf/fEEKKTOtSqulSLPm( k61 W Tpfx@Vg: —‘V+E(4297:Nkn(9/
Jerpexdhi71fayshaFveul TTi e i 1|jSY5(dHZZI'Q]Tn‘|vn[u Ema; [ Blly70xT)04byXdTRSdbFbu7gx71Cq41ba73UT TEChiSHUR1UdaEb g  TUaCKThGS4d TMKZEFYsqQYUQyFbs 2dmF Ix10
TaVpG4LZS7CYTLSDNL 1L1pQiLGY: ZYEOSETu]1L]am5CIBLOUqEUCFklP].ﬁEgZAKBSVLFQEMCO:BUrkbEgKE7pK11qEOh)(SQleMA3F/
JUqWYic1yN2E10C1Rytgp]: 1qp6gIABSinl i CIQMUCHSMNCXTSSFSQVKY1ABFAn1]5pYazDoV7 jukZkVABocCeF U YpHF aHCZQATZku i XE 1EVNG TkqWGoaY
JIyEliwlgigT: pzUr mSchqRFDsSlwlaKr(dZEylhoﬁnrhPOEtdEbqlllzylz1Q1HIDLI525HIEFERUumg(A(EthrTLynqfw((BRVES])(+Tkw¥kyEdFRBdRHspKDwLHUEsPh(p\ﬂPsQSKdG
BVSWEViXduVfvgFqeDg: tEDdnSbAq +13hLirCYvMzZF ZUHISVQQrRK e 3bhCD20f ifV7jLFUdi 1hoC4rh1z1InSHz26T1L nLB1G4h10p
1c3Fe/
20mf J1E7EAZCSGQAVV: 1VLBiEFul jzIRjkEHULOH4mZSh -FYgK1kyhK1432E1547hhTHyodytqVDeypT1Txil JLNUSY, Bh6khCITNhDZzwzSEKjx189QPBZCs kIrguRIWHP
Mq1MEBahpiFiir TbxtQsCZ605121eQI4CYTo; N ec megzus(ANAsP]xEZZZIAxA:avNzaksoxzoJ\umchwMPM?mBGEAuaaLsoﬁzc:IMerr]IthnylthpszLAmeZMB
13sFzpa Tnhcod K Jvap: ewzzqkQF FTBhALUB¥YKMadKC: mskS1QpwlVi5:
thJnyqqmquAanaGNthAxJWW)A WYCKeqA®] qrqKalhin MquOEIRTLY'E i UKIklNOaKHASIoAqloStdFKBSYZktwhBorﬂJBGﬂM&CEOgVBHCDZbSosJ
e4Yuky4QRhoDBCr0Jalc7FeeuY] kywhA(XKU]deTv:IKrHKqLI(:Vh piKqSKiirPH bi 5101 IZhXIUSVayB(q q
FH1q1 'y 1R+82hkU: pRoprIBI415pCi 6201 § q3+13nVHUC sEYNUSK
CGAVHDTKhEIum.- ETCKRi ki qu. v sheWSVCWOA:VPLtEK]OqanFale].msgqJvLMrMRZBC1fan1EKGbanmbSoflquUoszthAUOmZﬁ/
+F136Ur8323KC7CABQHESTS56tU]/p7mP6irXd/
s5aurf7FBo1XvKe 27rpSUXZPiZIkm: 155HdzfT11E76NTF7nHqZ7eveTvidzaHze lxniXr7d17f76YnXtpuatF+1qv7tf7bPs jSvrqabfPPZEPC3SwnnapF/sbTSp3dfqs/
ViXL bu61Z8yztXT272k2tH ioZul frvaSzpﬁacodmjﬂrrauequEerlf/B4b3+tysfnDRdP4a+ovdeITA/Q+6VbdeFngRTazg:‘m«TrbnMa+voxasoskpkskp><skpKskpkskvp/
KXNPTUNh92ZUzFbTIZul trZeYs ugfDMe0qB+7F jawl XazezIbQajg0/eutnz5ubrBLF tFAbnhSaZxavulsZuNln1N+ 1Wsh4POLNT++VTtgem t+82FkBtEIWEOVBMR7OFhMEZIFTr/
WZi+7A953FHZgdb+FaYdasPHTQAT AT YioSyLT7P1BHT 50674 TGKhA1tz5d2cK: i UZ6xH HnRFizATmkHLDdpTH p? Txo.
27C367kUEALqZXCuB+h/L7SZLKXBPTNBNZ SH1X1A3nwl / 6Dy 2xrNIKB+Via2 L ROV 1L6DkhsZ6xsPuPY 3FKHhNChG/uB+1XBDbbDIpLaYD/Gun j+ 3Hzy YH/GZYH] 1Y470bD0Z+t1h11 DB 1Hb0CX3sMasq3 2 EPHY Fulizm64/
NgP /6L 7v. ar7IDYwKTy/SudhwPtKduM7D7Qe AEdWPVOR2X@bBZT 1 rmLFE5dTLoL 1 36YuZal ggGHxmems71LqzAs /pTp77 I THMA7L5707Cz/
b]ggildMHSzIngVr-P3qux57gcnq1v4z4cmEYxqu+bT51.dzZaHr-MJGIERCLPEbtavBQJyzf71aL)(ty/)(lZawl]zlkaTQowKBVWSCpngEE7A7PuLr-MsPOuM2H7vaMGaLKldEvar-Bme)(DgZIIMBBQ/
amBEhb\NnXNDﬁszVNQ}]M7ADﬁ(1201+1XP35R]foESvF jLMbuywix/ ILLDzu7ccDQeNg5RyHbd/
U7unHCIZI1CIpRIFZSXT n‘IUDdelﬁnfMHu3/55503SLIIJSUl:ISUl:ISLIIJSUl]SUl:Ifomlekazzcml/ p JSTEbavHIXeTD: buea3/kFdtvp/b/
kO; 2247k 1163 49PZ0eYeqeddDtendR/000] 4eYTebzGHgn3TjcX/nH1hn: Y2eKIpoKNPGg: 4T p
t ePyuEm/ qxPIHXFFNTXYKIa7/Hif
j 1K0y()(r'A7DgES4fTIV74Sv5wP3Qrg]quEL)OVQESRfyleRE1nQaS)(Hk+)(QU]v(Tth](Dx7qn/
4nA99NFr20Z3L54R+8TnCyvIbnkyMrHn8zLI ) xvTIc7PxskLehos pAs jMeB8390/ TdyBUR/
manlth‘ldPuSSTBVBI}DqFP\lF‘IBNTrllJZzE(+x]IMthVAHtAyKS/78leOLFfEPBYszumnwLﬂw]olfwT;aD]l(aE+t9Unan}DZDyHFmPhle+HoA]er:l\muﬁzF:l/
sx4tktfIZ5tB1g35xel oL bNODLT8aZ1RHyzQTNXYCYDEYNjt TLT2HT Fup7vI trELC/ tgTR josec RL LE t3ckLujgknVPSCF5dOD6E Bydedoy FSPAR+Frxd7Chj6x]/
P+0aBhkAzSBBQO+PX1M/
Og5A+RCTUYHCNEdHIn75may F a0qc 17h3T 24 XuN1nQF2+524FVkYGY Ya] ATIN7npuT: BTbKe7f73g2VPQBCAVUDGTTdY 42T D2 E3HRRPEF 23+ § rOT7ALUS +2i bHR 21 SNVpYPe /
CHUXQFHOYAA782aG/ M1t 1HVGr 32j 7y 2q7VOZMQBSCWGTT bmCEmImhPQPd1RhGT isMNvsn5riwe7glxkaarp ./ 1Tq3+YZEHWDT aRG3a6/
ZHEPNDpxuduV7x(HPBQXUzQZuXLWMgAl]QZdaSﬂn(/1ZU7dBLr| ubok7; SWEDCIDswURtCI6pizosg A/
UALBDCOOPVgWS9SY t1GrexiHADI oU3MI7CEC, i3 tkPWInLWBtD]/DPEaL7NbQSe7xkqak 62 1L 2u/adD16DZhI2XwbNIKE31ygiWEFX1NHQ7QDL tBP/aD5VSWEmALCT+6/
z+0e1h2NdbGmtxq4bzT@FmInfIobZNpLjL JSULISULISULISULISULNT/S anByGpr k128’ yXOxrTx4/ 1eY39w7 fy6x/quBwr7/Lbynxp//
37mLV@OL11T83v3138b,/8+3/ ZWBAN427Z0A+IWEHT 350135013501 35013501 /vuVQITBEGEEd/bPBuT/kT(tAdhLIBauqE)(dgALEIHpXHEDOgswtnh/XI‘IB(ZvB)AaD/
3RF{Ts50+r7§¥dmtnjsvs2+ZZvbdbfMEFyf td1NzBg+1+1rti5ual2bpdsta/d/r/WifFZcvqlZ8yztRsve/ad6FM/SA1/FnibSunB/u/+322ttF1IUEG/ TDWYrfOi7i/
rL+7v22gySbeF8Vtlvy4ySNOKBL7/udpniWVGPL/ s+yGul76sqyufpe/s/WH7eFX/ c1Irdxoedmt 3G155R BptZO35T3y2N74 1B/ FGTARAA/ /BBAAD/ /1QmaHEMXAAA
Accept
HASTAAMAAAAL/ +y9ed+]yIYt/1Us/9VHz ip! dNIP97GNIYPE) VE71PezX: n7730ki02Clagd tyl12KzChX+ 23ty 2UXE17205KeyKtovbs1b5u3X/

The first packet received is WORK indicates that the connection is successful and the malware then begin to collect the

required data and compress it and send it to the server. At the last packet received from the the C2 server is Thanks .

we can use Cyberchef to decode and decompress the data.

Recipe BmE e +0O3E=
v
From Base64. omn i . 4 j5vrg 26 P
iozu1; - 3 a 2
Aphavet . 2110/ TdrviosyL
A-Za-20-9+/= N Remove non-alphabet chars [ Strict mode 1 7,0 4 : S, i
A3l 1 5 5 z
) B LrmLF6SdILoLi36VuzaL Tio7L£707C: 2
Gunzip "' HrnsTsRCLPEbtavesIyzF7iaLty, : 501 3 20141P35R: o
e :
JSON Beautify O s F2 Tr R bytes & LF
Indentsring Output B0D®m

[ Sort Object Keys Formatted

CPU: "Intel(R) Core(TH) i5-6400 CPU @ 2.70GH

\Users \sdmin\AppData\Local \Temp\ InstallerFilex_64.exe",
"1280x720",

USER-PC
Ficrosoft Windous 7 Professional

05 version: 6.1.7601 Service Pack 1 Build 7601
05 Manufacturer: Microsoft Corporation
05 Configuration: Standalone Horkstation
05 Build Type: Hultiprocessor Free
i adnin

Registered Organization:
Product ID: 00371-461-2203502-85564.
Original Install Date:
Systen Boot Time:
System Manufacturer:
System Model: Standard PC (1440FX + PTIX, 1996)

System Type X86-based PC
Processor(s): 1 Processor(s) Installed.
STEP “ (T © ©
=0 @ s Trrawoytes o r

Discord:

o1 tbovst Teugv20vazl

0gTIV
2655 Ie: tsay
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v Telegram: {

Path: "",
FileName: ™"
Cache: """
I
¥ Crypto: {
Mame: "™
FileName: ™"
Type: ™"
Cache: "™
¥
v screenshot: |
FileName: ™"
Cache: "™
T
¥ FileGrabber: {
Type: ™"
FileName: ™"
Cache: """
I
v seed: {
seed: null
I
¥ FTP: {
Mame: "™
Cache: "™
FileName: ™"
T
¥ Steam: {
Cache: "™
Path: "",
FileName: ™"
I
v END: {
Type: "END_PACKET_ALL_SEND",
ENT_P: @,
ERROR_LIST: null
¥

the Error list include the files that the malware cannot read or access. On of the packets has a very large size, as the

screenshot field has a very large Base64 encoded data

v screenshot: {
Filetame: "0_1280x720",
Cache.

jo/Ld

s0itRasdbzL FaegaL

bAYOVbGQCT: -
LusqrsAPL

the screenshot:
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Test Mode

' . _ Windor
Lsat| @ 5 O € O =) [ zzsan

Sample JSON file can be found here https://pastebin.com/YpTwAC94

Aurora stealer is a new commercial infostealer. Most of it’s capabilities are typical things that can be found in most of the
stealers. it can grab Browser saved password/cookies and Cryptocurrency wallets information from Desktop applications
and Web based wallets. Also, it can grab a files from the victim machine and take a screenshot. The communication with C2
server is done over TCP protocol. Most of these things can be found in most of the stealer But being written in GO makes it
special, even it has a plaintext strings, The reversing process is quite annoying as most of the tools cannot handle GO

binaries in a right way.

e 29339458f4a33ee922f25d36b83f19797a15a279634e9c44ebd3816866a541cb
e 82.115.223[.]249:8081

1 rule aurora_stealer{

2 meta:

3 malware = "Aurora stealer"

4 hash = "29339458f4a33ee922f25d36b83f19797a15a279634e9c44ehbd3816866a541ch"
5 reference = "https://d@1a.github.io/"
6 Author = "d@1a"

7 description = "detect Aurora stealer"
8

9 strings:
10 $is_go = "Go build" ascii
1
12 $al = "C:\\Windows.old\\Users\\" ascii
13 $a2 = "\\AppData\\Roaming\\" ascii
14 $a3 = "wmic csproduct get uuid" ascii
15 $a4 = "wmic cpu get name" ascii
16 $a5 = "systeminfo" ascii
17 $ab = "coNNNECTIONGWQFGQW" ascii
18
19 $funl = "main.Grab" ascii
20 $fun2 = "main.getMasterKey" ascii
21 $fun3 = "main.SendToServer NEW" ascii
22 $fund = "main.ConnectToServer" ascii
23 $fun5 = "main.xDecrypt" ascii
24 $fun6 = "main.GetDisplayBounds" ascii
25
26
27 condition:
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28 uint16(@) == 0x5a4d and ( $is_go and (4 of ($a*)) and (4 of ($fun*)) )
29 }

https:/gist.github.com/alexander-hanel/59af86b0154df44a2c9cebfbad996073

The Go Programming Language

https://pkg.go.dev/
PCAP file
https://dr-knz.net/go-calling-convention-x86-64.html

https://dr-knz.net/go-calling-convention-x86-64-2020.html

Aurora: a rising stealer flying under the radar - SEKOIA.IO Blog

Source: https://d01a.github.io/aurora-stealer.
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https://blog.sekoia.io/aurora-a-rising-stealer-flying-under-the-radar/

