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e About NCSC

¢ Report an incident

o Contact us
« Advice & guidance
Our advice & guidance covers a broad range of topics
o Find information for...

= You & your family

= Small & medium sized organisations
= [arge organisations

= Self employed & sole traders

= Public sector

= Cyber security professionals

= All advice and guidance articles

o Popular topics

= Active Cyber Defence

= Critical National Infrastructure (CINI),

= Passwords
= Phishing
= All topics

o Other resources

= Glossary of terms

= Infographics
= Verify an NCSC contact

= Heightened cyber threat information

= Cyber Governance for Boards

- Respond to a cyber attack

Resources for individuals and organisations in the UK who have experienced an online scam or cyber
attack.
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https://www.ncsc.gov.uk/section/about-ncsc/what-we-do
https://report.ncsc.gov.uk/
https://www.ncsc.gov.uk/section/about-this-website/contact-us
https://www.ncsc.gov.uk/section/advice-guidance/you-your-family
https://www.ncsc.gov.uk/section/advice-guidance/small-medium-sized-organisations
https://www.ncsc.gov.uk/section/advice-guidance/large-organisations
https://www.ncsc.gov.uk/section/advice-guidance/self-employed-sole-traders
https://www.ncsc.gov.uk/section/advice-guidance/public-sector
https://www.ncsc.gov.uk/section/advice-guidance/cyber-security-professionals
https://www.ncsc.gov.uk/section/advice-guidance/all-articles
https://www.ncsc.gov.uk/section/advice-guidance/all-topics/active-cyber-defence
https://www.ncsc.gov.uk/section/advice-guidance/all-topics/critical-national-infrastructure-cni
https://www.ncsc.gov.uk/section/advice-guidance/all-topics/passwords
https://www.ncsc.gov.uk/section/advice-guidance/all-topics/phishing
https://www.ncsc.gov.uk/section/advice-guidance/all-topics
https://www.ncsc.gov.uk/section/advice-guidance/glossary
https://www.ncsc.gov.uk/section/infographics/home
https://www.ncsc.gov.uk/guidance/how-to-spot-scammers-claiming-to-be-from-the-ncsc
https://www.ncsc.gov.uk/section/keep-up-to-date/heightened-threat
https://www.ncsc.gov.uk/cyber-governance-for-boards/overview
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o Affecting you or your family

= Qverview
= Hacked account
= Suspicious messages

= [.ost money online

= Device behaving strangely

= View more...

o Affecting your small business

= QOverview
= Suspicious messages
= Hacked account

= Business payment fraud

= Infected device

= View more...

o Affecting your organisation

= QOverview

= Ransomware attack

= Brand impersonation

= Denial of service (DoS)_attack
= Malware

= View more...
« Find a product or service
Find a range of products & services from NCSC and certified 3rd party suppliers
o In this section

= Qverview

= Browse cyber security services

= NCSC assured services

= Assuring technology

= Search assured providers

= Cyber Essentials

o Useful links

= Active Cyber Defence services
= MyNCSC
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https://www.ncsc.gov.uk/section/respond-recover/you
https://www.ncsc.gov.uk/section/respond-recover/citizen-hacked-accounts
https://www.ncsc.gov.uk/section/respond-recover/phishing
https://www.ncsc.gov.uk/section/respond-recover/citizen-shopping-online
https://www.ncsc.gov.uk/section/respond-recover/citizen-infected-devices
https://www.ncsc.gov.uk/section/respond-recover/you
https://www.ncsc.gov.uk/section/respond-recover/sole-small
https://www.ncsc.gov.uk/section/respond-recover/phishing
https://www.ncsc.gov.uk/section/respond-recover/sole-hacked-accounts
https://www.ncsc.gov.uk/section/respond-recover/sole-business-payment-fraud
https://www.ncsc.gov.uk/section/respond-recover/sole-infected-devices
https://www.ncsc.gov.uk/section/respond-recover/sole-small
https://www.ncsc.gov.uk/section/respond-recover/medium-large
https://www.ncsc.gov.uk/section/respond-recover/ml-ransomware-attack
https://www.ncsc.gov.uk/section/respond-recover/ml-brand-impersonation
https://www.ncsc.gov.uk/section/respond-recover/ml-dos
https://www.ncsc.gov.uk/section/respond-recover/ml-malware
https://www.ncsc.gov.uk/section/respond-recover/medium-large
https://www.ncsc.gov.uk/section/products-services/overview
https://www.ncsc.gov.uk/section/products-services/browse-services
https://www.ncsc.gov.uk/section/products-services/assured-services
https://www.ncsc.gov.uk/section/products-services/assuring-technology
https://www.ncsc.gov.uk/section/products-services/search
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/section/active-cyber-defence/services
https://www.ncsc.gov.uk/information/myncsc
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« Education & skills

Working with industry, government and academia to support the next generation of researchers, students

and cyber security professionals

o Find information for...

= Schools

= Higher education

= Professional skills training
= Working with the NCSC

= Research & academia

o Education & academia resources

= CyberFirst
= CyberSprinters (7-11 year olds)

= CyberFirst Navigators (11-14 year olds)

= Training resources for school staff

= Resources for higher education institutions
= Cyber Security Body of Knowledge (CyBOK)

o Industry & skill resources

= CYBERUK 2026
= NCSC for StartUps
= Industry 100

= Cyber League

« News

All the latest information to help you keep track of what's happening

o In this section

= News
= Blogs
= Speeches

= Reports & advisories

= Malware analysis reports
= CYBERUK 2026

o Stay up to date

Page 3 of 4


https://www.ncsc.gov.uk/section/education-skills/schools
https://www.ncsc.gov.uk/section/education-skills/higher-education
https://www.ncsc.gov.uk/section/education-skills/professional-skills-training
https://www.ncsc.gov.uk/section/education-skills/working-with-the-ncsc
https://www.ncsc.gov.uk/section/education-skills/research-and-academia
https://www.ncsc.gov.uk/cyberfirst/overview
https://www.ncsc.gov.uk/collection/cybersprinters
https://www.ncsc.gov.uk/collection/cyberfirstnavigators
https://www.ncsc.gov.uk/information/cyber-security-training-schools
https://www.ncsc.gov.uk/section/education-skills/cyber-security-heis-feis
https://www.ncsc.gov.uk/section/education-skills/cybok
https://www.ncsc.gov.uk/section/keep-up-to-date/cyberuk
https://www.ncsc.gov.uk/section/ncsc-for-startups/overview
https://www.ncsc.gov.uk/section/industry-100/about
https://www.ncsc.gov.uk/information/cyber-league
https://www.ncsc.gov.uk/section/keep-up-to-date
https://www.ncsc.gov.uk/section/keep-up-to-date/all-blogs
https://www.ncsc.gov.uk/section/keep-up-to-date/all-speeches
https://www.ncsc.gov.uk/section/keep-up-to-date/reports-advisories
https://www.ncsc.gov.uk/section/keep-up-to-date/malware-analysis-reports
https://www.ncsc.gov.uk/section/keep-up-to-date/cyberuk
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= Subscribe

e About NCSC

e Report an incident

o Contact us

The contents were out of date or replaced, but you can still access the information via The National Archives
website. Details how to do this below.
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