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var_38m byte ptr -38h var_2C= byte otr -2Ch
var 10= dword ptr -18h var_Cs byte ptr -8Ch
var_Cs byte ptr -@Ch var_d= dword ptr -3
var dx gword ptr -4 arg_ou gword ptr B
push bp
2:" :s: esp mov ebp, esp
H push @FFFFFFFFR
push  GFFFFFEFFR Poeh  offsst SEH S23€33
push  offset SEH_484890 oy eax, large £5:0
mav eax, large f5:0 push  eax
push  emx sub esp, 28h
sub &0, 240 . . pusn  esi
mow eax, ___security_cookie ma eax, ___security_cookie
xar eax, ebp xor eax, ebp
moy [ebprvar_l@], eax push B
push eax lea ean, [ebpevar_{)
lea anx, [ebpevar_C] mov large f5:8, sax
maw large #2:8, eax oy esi, ecx
o eax, [ecx+idh] mow eax, [ebperarg @]
push aén ; wflags push eax
push 1 HE S call sub_d85961
push 1 ;X ey een, [esis2on]
push 1 % pusn  8on ; uflags
push 1 P X [push 1 ey
push  GFEFEFFEER ; hendInsertAfter push 1 joex
push eax i hiind puszh 1 Py
call  ds:SetWindawPos push 1 ;X
lea ecx, [ebpevar_38] bush  @FFFFFFFFR ; hingInsertAfter
bush  ecx ; hiking
;:ﬁ ;::E::uw ; SIZE_T call ds:SetiindowPos
Bush  offset DAT_DATA ; lpAddress e ecx, [ebpevar_IC]
push 114658 i SIZE_T call sub_481168 .
push  offset DLL_DATA ; lpAddress :::: ;E_‘::: - nn'r.t'-sg\!.ﬁ':p
push G j duilce pusn 114638  SIZE Y
push offset EXE_DATA ; lpAddress
lea sex, [ebpevar_38) :::: ‘,’g:;t OLLDATA § ;::fz:
l 4 i z
::;1 E‘::P;;::::E;sz push offset EXE_DATA ; lpAddress
push 1 ; dnt lea ecx, [ebpevar_iC)
push  offset aRazor_dat ; “r ::'1'1 L::g;;:;::g;!:
push offset ahweb32_dll . oush 1 . int
push  offsat aWtray_ex:s ; bush  offset aPsychiatry_dat ; -
les eex, [ebpivar_33) oush  offset avscdsepl_dll |
«all  =al_create process bush  offset sfudiment_sxe ; -
push 2208 ; dwMilliseconds 1es ecu, [ebpevar_2C]
call  ds:Sleep call  =al_create process
push @ i dnt push @ ; int
call axit call exit
mal_setup endp mal_setup endp
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[1] JPCERT/CCO#Ttz> & —1= & V) : IT5b4k, 3 B DLL hijacking ~ CVE2011-1991%4 ZE A9 2 E ~ (2013-
01-31)

https://blogs.jpcert.or.jp/ja/2013/01/voll.html

[2] Trochilus: A fast&free windows remote administration Tool

https://github.com/5loyd/trochilus
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