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A walkthrough on how to set up and use BloodHound

BloodHound (https://github.com/BloodHoundAD/BloodHound) is an application used to visualize active

directory environments. The front-end is built on electron and the back-end is a Neo4j database, the data leveraged

is pulled from a series of data collectors also referred to as ingestors which come in PowerShell and C# flavours.

It can be used on engagements to identify different attack paths in Active Directory (AD), this encompasses access
control lists (ACLs), users, groups, trust relationships and unique AD objects. The tool can be leveraged by both
blue and red teams to find different paths to targets. The subsections below explain the different and how to

properly utilize the different ingestors.

Specifically, it is a tool I’ve found myself using more and more recently on internal engagements and when
compromising a domain as it is a quick way to visualise attack paths and understand users’ active directory

properties.

For the purposes of this blog post we’ll be using BloodHound 2.1.0 which was the latest version at the time of

writing.
Setup

Initial setup of BloodHound on your host system is fairly simple and only requires a few components, we’ll start

with setup on Kali Linux, I’m using version 2019.1 which can be acquired from Kali’s site here.

It can be installed by either building from source or downloading the pre-compiled binaries OR via a package

manager if using Kali or other Debian based OS.

BloodHound is supported by Linux, Windows, and MacOS. BloodHound is built on neo4j and depends on it.

Neo4j is a graph database management system, which uses NoSQL as a graph database.

Linux

To install on kali/debian/ubuntu the simplest thing to do is sudo apt install BloodHound, this will pull down all the

required dependencies.
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However if you want to build from source you need to install NodeJS and pull the git repository which can be

found here: https://github.com/BloodHoundAD/BloodHound

Installing NodeJS

npm and nodejs are available from most package managers, however in in this instance we’ll use Debian/Ubuntu

as an example;

# Using Ubuntu

curl -sL https://deb.nodesource.com/setup_12.x | sudo -E bash -
sudo apt-get install -y nodejs

# Using Debian, as root

curl -sL https://deb.nodesource.com/setup_12.x | bash -
apt-get install -y nodejs

Once node has been installed, you should be able to run npm to install other packages, BloodHound requires

electron-packager as a pre-requisite, this can be acquired using the following command:

sudo npm install -g electron-packager

[root@S]aughterBlade AMPED]I# sudo npm install -g electron-packager

/usr/bin/electron-packager -> /fusr/lib/node_modules/electron-packager/cli. js

+ electron-packager@13.1.1
added 212 packages from 136 contributors in 15.8

Then clone down the BloodHound from the GitHub link above then run npm install

npm install

dHoun

all')

uglifuj | .6 postinstall /home/zephr/EBloodHound/node_modul ‘ugl i fyjs-webpack-plugin
> node 1i i

ctron

TIONAL DEPENDEHCY: .
ONAL DEPENDE : U at i o 2R ‘os™: "darwin’

When this has completed you can build BloodHound with npm run linuxbuild
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e npm run linuxbuild

> bloodhound@2.1.8 linuxbuild /home/zephr/BloodHound
> webpack --config webpack.config.production. js && electron-packager . BloodHound

Hash: dd9aa4bb38862cb959db
Version: webpack 3.12.8
Time: 15847ms
Asset Size Chunks Chunk Hames

bundle.js 4.75 HMB B [emitted] [bigl main

[(181] ./src/js/utils.js 28 kB (B} [built]

[241]1 (webpack)/buildin/module. js 517 butes {8} [built]

[415] multi ./src/index 28 bytes {8} [builtl

[416]1 ./src/index.js 18.5 kB {8} [built]l

[628] ./src/AppContainer.jsx 8.79 kB {8} [built]

+ 1814 hidden modules
Downloading tmp-24994-3-electron-v1.8.8-11inux-mips6del .zip
Downloading tmp-24994-2-electron-v1.8.8-1inux-armv?]l.zip
Downloading tmp-24994-3-electron-v1.8.8-1inuxk-mips6del .zip
Downloading tmp-24994-3-electron-v1.8.8-1inux-mips6del .zip
Downloading tmp-24994-3-electron-v1.8.8-1inux-mips6del .zip
>]1 188.8% of S59.85 MB (918.23 kB/s)

Packaging app for platform linux mips64el using electron v1.8.8
lrote new apps to:
/home/zephr/Bl oodHound/Bl oodHound-1 i nux-1a32
/home/zephr/Bl oodHound/EBl codHound-1 i nux-x64
/home/zephr/Bl oodHound/Bl codHound=-1 i nux-armv?1
/home/zephr/Bl oodHound/El codHound-1 i nux-armé64
/home/zephr/Bl oodHound/ Bl oodHound=1 i nux-mi psb4del

All going well you should be able to run neo4j console and BloodHound:

console i 28:84: 16

Hctive database: graph.db
Directories in use:

home: {var/lib/neodj

config: /var/lib/neodj/conf

logs: /logs

plugins: /var/lib/neodj/plugins

import; {var/1ib/neodj/ import

data: /var/lib/neodj/data

certificates: /var/lib/neodj/certificates

run: fvar/lib/neodj/run
Starting Neodj. E
2819-05-27 20:84:24.876+00088 WARN Unknown config option: causal_clustering.discovery_li
sten_address
2019-05-27 20:84: 24, 883+0068 WARN Unknown config option: causal _clustering.raft_adverti
sed_address
2019-05-27 20:04: 24, B64+0088 WARN Unknown config option: causal_clustering.raft_listen_
address
2019-A5-27 20:684: 24, 884+0608 WARN Unknown config option: ha.host.coordination
2019-05-27 20:04: 24, 884+08688 WARN Unknown config option: causal _clustering. transaction_
adverticed_address
2019-A5-27 20:04: 24, 884+6868 WARN Unknown config option: causal _clustering.discovery_ad
vertised_address
2819-A5-27 20:84; 24, 885+0008 WARN Unknown config option: ha.host.data
2019-A5-27 20:04: 24, 885+0A68 WARN Unknown config option: causal _clustering. transaction_
listen_address
2819-A5-27 28:04;24, 185+6688 [NFD Neodj 3.5.5
2819-05-27 28:84; 24, 129+80880 [NFD Starting...
2819-85-27 28:04:27,625+6008 INFO Bolt enabled on 8.8.0.8: 7687,
2819-B5-27 28:04:29,579+6008 INFD Started.
2019-@5-27 20:04;308,997+00688 [NFO Remote interface available at http://localhost: 7474/
2A19-05-27 20:A4:35.571+8060 WARN The client is unauthorized due to authentication fail
ure.

Il Manjaro Linux 18.8.4 x86_64 B:-»
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MacOS

The setup for MacOS is exactly the same to Linux, except for the last command where you should run npm run
macbuild instead of linuxbuilt. Then, again running neo4j console & BloodHound to launch will work. Likewise,

the DBCreator tool will work on MacOS too as it is a unix base.
Windows

As with the Linux setup, download the repository from GitHub for BloodHound and take note of the example
database file as this will be required later. Setting up on windows is similar to Linux however there are extra steps

required, we’ll start by installing neo4j on windows, this can be acquired from here (https://neo4j.com/download-

center/#releases). Ensure you select ‘Neo4J Community Server’.

By default, the download brings down a few batch files and PowerShell scripts, in order to run neo4j and

BloodHound we want the management one which can be run by importing the module then running neo4;j.
First open an elevated PowerShell prompt and set the execution policy:
Then navigate to the bin directory of the downloaded neo4j server and import the module then run it:

o Import-Module .\neo4j-management.psd1

¢ Invoke-Neo4j console
PS C:\Users\Bios\Downloads\neo4j-community-3.5.6\bin> 1ls
Directory: C:\Users\Bios\Downloads\neo4j-community-3.5.6\bin

LastWriteTime Length Name
23/65/2019 7: Neo4j-Management
tools
cypher-shell.bat
neodj-admin.bat
neo4j-admin.psl
neo4j-import.bat
neo4j-import.psl
Neo4j-Management.psdl
neod4j.bat

[¥)

@5?2@19

-~

11
12

O W WO O S
NN O =W W

DOV N WERNRN

[
=

Module .\neo4j-management.psdl
ers\Bios\Downloads\neo4j-community-3.5.6\bin> Neo4j console
missing “server' JVM at “C rogram Files ( ) jrel.8.0_l144\bin\server\jvm.d1ll".
install or use the JRE or JDK that contains these missing components.

ers\Bios\Downloads\neod4j-communi
17:04:28.002+0000 INFO ==
17:084:28.026+0000 INFO Starting...
17:04:34.295+0000 INFO Bolt enabled on 127.0.0.1:7687.
17:04:37.074+0000 INFO Started.
17:04:38.685+0000 INFO Remote interface available at http://localhost:7474/

Running those commands should start the console interface and allow you to change the default password similar

to the Linux stage above.

In conjunction with neo4j, the BloodHound client can also be either run from a pre-compiled binary or compiled

on your host machine. If you don’t want to run nodejs on your host, the binary can be downloaded from GitHub
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releases (https://github.com/BloodHoundAD/BloodHound/releases) and run from PowerShell:

>

indows PowersShell
opyright (C) Microsoft Corporation. All rights reserved.

C:\Users\Bios\Downloads\BloodHound-win32-x .\BloodHound. exe
C:\Users\Bios\Downloads\BloodHound-win32-x64>
C:\Users\Bios\Downloads\BloodHound-win32-x6 .\BloodHound. exe
C sers\Bios\Downloads\BloodHound-win32-x6

N T

{_ sy ":\
RSN
(1/}{‘ TR

W4
{ , »
3 \E“_:‘ havily

BLOODHOQUND

Log in to Neodj Database

Database URL bolt:/flocalhost: 7687
DB Username

DB Password

Save Password

To compile on your host machine, follow the steps below:

1. Install NodeJS.

2. Install electron-packager npm install -g electron-packager

3. Clone the BloodHound GitHub repo git clone https://github.com/adaptivethreat/BloodHound
4

5

. From the root BloodHound directory, run npm install

Build BloodHound with npm run winbuild

> bloodhoundg
> webpack i pac Fi i js & -packag . oodHound --plat
nd.* --ignore=BloodHound mpleDB.graphdb --

Chunk Names
main

odHound-mast

) oading tmp
Downloading tmp-

oodHound-win32
er\BloodHound-wi

Then simply running BloodHound will launch the client.
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Docker and BloodHound

As you’ve seen above it can be a bit of a pain setting everything up on your host, if you’re anything like me you

might prefer to automate this some more, enter the wonderful world of docker.

If you’ve not got docker installed on your system, you can install it by following the documentation on docker’s

site:

o Windows Install: https://docs.docker.com/docker-for-windows/install/

e Linux Install: https://docs.docker.com/install/linux/

e Mac Install: https://docs.docker.com/docker-for-mac/install/

Once docker is installed, there are a few options for running BloodHound on docker, unfortunately there isn’t an
official docker image from BloodHound’s Github however there are a few available from the community, I’ve

found belane’s to be the best so far. To run this simply start docker and run:

docker run -it \

-p 7474:7474 \

-e DISPLAY=unix$DISPLAY \

-v /tmp/.X11-unix:/tmp/.X11-unix \
--device=/dev/dri:/dev/dri \

-v $(pwd)/data:/data \

--name bloodhound belane/bloodhound

This will pull down the latest version from Docker Hub and run it on your system.

ta: /data \
yodhound belane/bl oodhound
able to find image 'belane/bloodhound:latest’ locally
Pulling from belane/bloodhound
cdB: Extracting [
Download comp

— W W W A A A M
1 1

Download compl
-ifuing Ch
1loading [====

Alternatively you can clone it down from GitHub: https://github.com/belane/docker-BloodHound and run yourself

(instructions taken from belane’s GitHub readme):

Build

docker build . -t Bloodhound
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Build with example data

docker build . -t bloodexample --build-arg data=example

Optional Arguments

e neodj version

¢ Bloodhound version

docker build . -t Bloodhound --build-arg neo4j=3.4.8 --build-arg Bloodhound=2.1.0

Run

docker run -it \

-p 7474:7474 \

-e DISPLAY=unix$DISPLAY \

-v /tmp/.X11-unix:/tmp/.X11-unix \
--device=/dev/dri:/dev/dri \

-v ~/Desktop/bloodhound/data:/data \
--name bloodhound bloodhound

Run with example data

docker run -it \

-e DISPLAY=unix$DISPLAY \

-v /tmp/.X11-unix:/tmp/.X11-unix \
--device=/dev/dri:/dev/dri \

-v ~/Desktop/bloodhound/data:/data \
--name bloodexample bloodexample

Start container

docker start Bloodhound

Use Login:

o Database URL: bolt://localhost:7687
e DB Username: neo4j
* DB Password: blood
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In addition to BloodHound neo4;j also has a docker image if you choose to build hBloodHound from source and

want a quick implementation of neo4j, this can be pulled with the following command: docker pull neo4; .
Then simply run sudo docker run -p 7687:7687 -p 7474:7474 neod4j to start neo4j for BloodHound as shown
below:

17474 neodj

h.db

DﬂtiDﬂi

ring.tra ion_listen_addre

ting. ..
abled on 8.68.8.8

://localhost; 7

This will start neo4j which is accessible in a browser with the default setup username and password of neo4j, as
you’re running in docker the easiest way to access is to open a web browser and navigate to
http://DOCKERIP:7474;

172.17.0.1

Database access not available. Please use [ RTINS IIAE to establish connection. There's a graph waiting for you.

Connect to Neo4j Connect URL
Database access reqguires an authenticated connection. bolt://172.17.0.1:7687 =
Username
neodj =
Password
crnd| =

o

Once entering the default password, a change password prompt will prompt for a new password, make sure it’s

something easy to remember as we’ll be using this to log into BloodHound.
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% :server connect

Connect tO Neo4j New password

Database access requires an authenticated connection.

Repeat new password

| Change password |

Note down the password and launch BloodHound from your docker container earlier(it should still be open in the

background), login with your newly created password:

BLOODHOUND

Log in to Neodj Database
Database URL bolt://localhost: 7687

DB Username neo4j I

DB Password

Save Password

The default interface will look similar to the image below, I have enabled dark mode (dark mode all the things!),

by clicking on the gear icon in middle right menu bar.
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BloodHound

Example Data to Play With

If you want to play about with BloodHound the team have also released an example database generator to help
you see what the interface looks like and to play around with different properties, this can be pulled from GitHub
here(https://github.com/BloodHound A D/BloodHound-Tools/tree/master/DBCreator)

To set this up simply clone the repository and follow the steps in the readme, make sure that all files in the repo

are in the same directory.

« git clone https:/github.com/BloodHoundAD/BloodHound-Tools
e cd DBCreator

 pip install neodj-driver

 sudo pip2 install neo4;j
e python DBCreator.py

The tool is written in python2 so may require to be run as python2 DBCreator.py, the setup for this tooling

requires your neo4;j credentials as it connects directly to neo4j and adds an example database to play with.
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puthon2 Creator.py

setdomain

I3 |t
ername:
ord:

Enter DB

Enter DB
Enter DB

New Settings:
DB Url: bolt

You should be prompted with a ‘Database Connection Successful’ message which assures that the tool is ready to

generate and load some example data, simply use the command generate:
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(Cmd) dbconfig

Current Settings:

DB Url: bolt://localhost: 7687
DB Username: neod,j

DB Password: neodjj

Enter DB URL [bolt://localhost: 7687]
Enter DB Username [neodj]
Enter DB Password [neodjj] password

New Settings:

DB Url: bolt://localhost: 7687
DB Username: neodj

DB Password: password

esting DB Connection
Database Connection Successful!

(Cmd) generate
otarting data generation with nodes=544
Populating Standard Nodes
Adding Standard Edges
Generating Computer HNodes
Creating Domain Controllers
Generating User Nodes
Generating Group Nodes
HAdding Domain Admins to Local HAdmins of Computers
Creating 25 Domain Admins (5% of users capped at 38)
Appluing random group nesting
Adding users to groups
Calculated 7 groups per user with a variance of - 6
Adding local admin rights
Adding RDP/ExecuteDCOM/A] 1l owedToDel egateTo
Adding sessions
Adding Domain Admin ACEs
Creating OUs
Creating GPOs
Adding outbound ACLs to 3 objects

arking some users as Kerberoastable
Adding unconstrained delegation to a few computers
Database Generation Finished!

(Cmd) |

The generated data will be automatically loaded into the BloodHound database and can be played with using

BloodHound’s interface:
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Database Info

The view above shows all the members of the domain admins group in a simple path, in addition to the main

graph the Database Info tab in the left-hand corner shows all of the stats in the database.
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Database Info Node Info Queries

Database Info

DB Address bolt://localhost: 7687
DB User neodj
200

208

Explaining the different aspects of this tab are as follows:

o Users — The users on the network extracted from active directory.

o Computers — The different endpoints on the network, servers, workstations and other devices.

e Groups — The different AD groups extracted from AD.

o Sessions — The amount of user sessions on computers on the network that the ingestor has extracted (more
on this later).

e ACLs — Access control lists, the different permissions and access that users and groups have against each
other.

» Relationships — The different relations that all of the other aspects have to each other such as group

memberships, users, user sessions and other related information.

Ingestors & Data Collection

Once you’ve got BloodHound and neo4j installed, had a play around with generating test data. The next stage is
actually using BloodHound with real data from a target or lab network. Essentially it comes in two parts, the

interface and the ingestors.
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To actually use BloodHound other than the example graph you will likely want to use an ingestor on the target
system or domain. Essentially these are used to query the domain controllers and active directory to retrieve all of

the trust relationships, group policy settings and active directory objects.

Ingestors are the main data collectors for BloodHound, to function properly BloodHound requires three key pieces

of information from an Active Directory environment, these are

e What user is logged on and where?
e Which users have admin rights and what do they have access to?

e What groups do users and groups belong to?

Additionally, BloodHound can also be fed information about what AD principles have control over other users and
group objects to determine additional relationships. In the majority of implementations, BloodHound does not

require administrative privileges to run and therefore can act as a useful tool to identify paths to privilege escalate.

As of BloodHound 2.1 (which is the version that has been setup in the previous setup steps), data collection is
housed in the form of JSON files, typically a few different files will be created depending on the options selected
for data collection. Each of which contains information about AD relationships and different users and groups’

permissions.

Within the BloodHound git repository (https://github.com/BloodHound AD/BloodHound/tree/master/Ingestors)

there are two different ingestors, one written in C# and a second in PowerShell which loads the C# binary via
reflection. Previous versions of BloodHound had other types of ingestor however as the landscape is moving away

from PowerShell based attacks and onto C#, BloodHound is following this trend.

zephr phr 4896 May 2
zephr z

w-r=-r=- 1 zephr 2z

A9: 084 SharpHound.
A9: 84

Ze
ze
ze

The ingestors can be compiled using visual studio on windows or a precompiled binary is supplied in the repo, it
is highly recommended that you compile your own ingestor to ensure you understand what you’re running on a

network. Never run an untrusted binary on a test if you do not know what it is doing.

As well as the C# and PowerShell ingestors there is also a Python based one named BloodHound.Py
(https://github.com/fox-it/BloodHound.py) which needs to be manually installed through pip to function. It does

not currently support Kerberos unlike the other ingestors. However, it can still perform the default data collection
tasks, such as group membership collection, local admin collection, session collection, and tasks like performing

domain trust enumeration.

BloodHound python can be installed via pip using the command: pip install BloodHound, or by cloning this
repository and running python setup.py install. BloodHound.py requires impacket, ldap3 and dnspython to

function. To use it with python 3.x, use the latest impacket from GitHub.

How to Use Sharphound
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Typically when you’ve compromised an endpoint on a domain as a user you’ll want to start to map out the trust
relationships, enter Sharphound for this task. It needs to be run on an endpoint to do this, as there are two flavours
(technically three if we include the python ingestor) we’ll want to drop either the PowerShell version or the C#

binary onto the machine to enumerate the domain.

It isn’t advised that you drop a binary on the box if you can help it as this is poor operational security, you can

however load the binary into memory using reflection techniques.

The syntax for running a full collection on the network is as follows, this will use all of the collection method

techniques in an attempt to enumerate as much of the network as possible:

invoke-Bloodhound -CollectionMethod A1l -Domain TESTLAB.local -ZipFileName PATHTOZIP\file.zip -JsonFi

The above command will run Sharphound to collect all information then export it to JSON format in a supplied

path then compress this information for ease of import to BloodHound’s client.

An overview of all of the collection methods are explained; the CollectionMethod parameter will accept a comma

separated list of values. The default if this parameter is not supplied is Default:

o Default — This performs a collection of the local admins on machines, group memberships, domain trusts,
and sessions.

e Group — Collects the group memberships only

e LocalGroup — Collects just the local admins

e GPOLocalGroup — Performs local admin collection using Group Policy Objects

o ComputerOnly — Performs local admin collection and session collection

e Session — Collects the user sessions on machines on the domain

e LoggedOn — Performs privileged session collection (this requires local admin rights on target systems)

e Trusts — Enumerates the domain trusts for the specified target domain

e ACL - Collects the access control lists from the domain

e Container — Performs collection of Containers

e All — Performs all Collection Methods listed above.

For a full breakdown of the different parameters that BloodHound accepts, refer to the Sharphound repository on

GitHub (https://github.com/BloodHoundAD/SharpHound). Alternatively if you want to drop a compiled binary

the same flags can be used but instead of a single — a double dash is used:

Sharphound.exe --ZipFileName PATHTOZIP\file.zip --JsonFolder PATHTOZIP\ --CollectionMethod A1l -Doma

Understanding What You’re Looking At

When a graph is generated from the ingestors or an example dataset, BloodHound visualizes all of the
relationships in the form of nodes, each node has several properties including the different ties to other nodes.
Navigating the interface to the queries tab will show a list of pre-compiled built-in queries that BloodHound

provides:
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Database Info Node Info Queries

Find all Domain Admins
Find Shortest Paths to Domain Admins
Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable
Users

An example query of the shortest path to domain administrator is shown below:

@ + B+ Q

If you have never used BloodHound this will look like a lot going on and it is, but lets break this down. In the
graph world where BloodHound operates, a Node is an active directory (AD) object. The different notes in
BloodHound are represented using different icons and colours; Users (typically green with a person), Computers
(red with a screen), Groups (yellow with a few people) and Domains (green-blue with a globe like icon). There are
also others such as organizational units (OUs) and Group Policy Objects (GPOs) which extend the tool’s

capabilities and help outline different attack paths on a domain.
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Essentially from left to right the graph is visualizing the shortest path on the domain to the domain admins group,

this is demonstrated via multiple groups, machines and users which have separate permissions to do different
things.

This feature set is where visualization and the power of BloodHound come into their own, from any given

relationship (the lines between nodes), you can right click and view help about any given path:

VBENOITQ@T66@TESTLAB.LOCAL

ExecuteDCOM

2 Help NSAVIOLAD039 3G \RILAB LOCAL
= HREBWADS00250F B.LOCAL
B DeleteFige (M pu— L T

i) : 195 TESTLAB LOGADEBBERS0005 T BN
LJANICKO ESTLAB.LOCALOMP00185.TESTLAB.LOCALERIPAO0173@TE }:\\ﬂ‘
MMCCUNEQ0295p P8
CFRIEBEL00487@
RRADVANY00337
JVORWALLER00303¢

TTZ00126 =
MPEQ100. TESTLAB.LOGMEACHAMO025 %0 Js9PCES S GIESTL

dideHBEANNO(24

Help: ExecuteDCOM

Info Abuse Info Opsec References
Considerations

The user VBENCNUM66@TESTLAB.LOCAL has membership in the
Distributed COM Users local group on the computer
COMPO00497.TESTLAB.LOCAL. This can allow code execution under certain

conditions by instantiating a COM object on a remote machine and invoking
its methods.

Close

Within the help options of the attack path there is info about what the relationship is, how it can be abused and

what operational security (opsec) considerations need to be taken into account:
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Help: ExecuteDCOM

Info Abuse Info Opsec References
Considerations

The PowerShell script Invoke-DCOM implements lateral movement usinga *
variety of different COM objects (Proglds: MMC20.Application,
ShellWindows, ShellBrowserWindow, ShellBrowserWindow, and ExcelDDE).
LethalHTA implements lateral movement using the HTA COM object

(Progld: htafile).

One can manually instantiate and manipulate COM object®n a remote
machine using the following PowerShell code. If specifying a COM object
by its CLSID:

SComputerName = COMP00497.TESTLAB.LOCAL # Remote computer
Sclsid = “{fbae34e8-bf95-4da8-bf98-6¢c6e580aa348}" # GUID of the COM

object
SType = [Type]::GetTypeFromCLSID(Sclsid, SComputerName)
SComObject = [Activator]::Createlnstance(SType) -

Close

In the abuse info, BloodHound will give the user the exact commands to drop into PowerShell in order to pivot
through a node or exploit a relationship which is incredibly useful in such a complicated path. Additionally, the
opsec considerations give more info surrounding what the abuse info does and how it might impact the artefacts

dropped onto a machine.
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Help: ExecuteDCOM

Info Abuse Info Opsec References
Considerations

The artifacts generated when using DCOM vary depending on the specific *
COM object used.

DCOM is built on top of the TCP/IP RPC protocol (TCP ports 135 + high
ephemeral ports) and may leverage several different RPC interface
UUIDs(outlined here). In order to use DCOM, one must be authenticated.
Consequently, logon events and authentication-specific logs(Kerberos,
NTLM, etc.) will be generated when using DCOM.

Processes may be spawned as the user authenticating to the remote
system, as a user already logged into the system, or may take advantage
of an already spawned process.

Many DCOM servers spawn under the process “svchost.exe -k
DcomLaunch” and typically have a command line containing the string “-

Close

By leveraging this information BloodHound can help red teams identify valid attack paths and blue teams identify
indicators and paths of compromise. Back to the attack path, we can set the user as the start point by right clicking
and setting as start point, then set domain admins as endpoint, this will make the graph smaller and easier to

digest:
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= UserNNGHIEMO00325@TESTLABLOC MHA H 7T

Group:DOMAIN ADMINS@TESTLAB.LOCAL >

LWIETINGODT03@TESTLAB.LOCAL

.'_-31
NNGHIEMOO325@TESTLAB.LOCA

COMP00262. TESTLAB.LOCAL COMPO00197.TESTLAB.LOCAL

The user NNGHIEMO00325@TESTLAB.LOCAL is going to be our path to domain administrator, by executing
DCOM on COMP00262. TESTLAB.LOCAL, from the information; The user
NNGHIEMO00325@TESTLAB.LOCAL has membership in the Distributed COM Users local group on the
computer COMP00262. TESTLAB.LOCAL. This can allow code execution under certain conditions by
instantiating a COM object on a remote machine and invoking its methods. This gains us access to the machine
where we can run various tools to hijack RSUDDARTHO00362@TESTLAB.LOCAL’s session and steal their hash,

then leverage Rubeus:

Rubeus.exe sd4u /user:victim /rc4:2b576achbebbcfda7294d6bd18041b8fe /impersonateuser:admin /msdsspn:"H

Using the above command to impersonate the user and pivot through to COMP00197 where LWIETING00103

has a session who is a domain administrator.

As simple as a small path, and an easy route to domain admin from a complex graph by leveraging the abuse info

contained inside BloodHound.
Explaining Queries, How to Input Custom Ones

In addition to the default interface and queries there is also the option to add in custom queries which will help
visualize more interesting paths and useful information. As of BloodHound 2.0 a few custom queries were

removed however to add them back in, this code can be inputted to the interface via the queries tab:

Simply navigate to the queries tab and click on the pencil on the right, this will open customqueries,json where all

of your custom queries live:
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all D Open v | [ customqyenes.lson
ISho I [
o {

queries [

{
name": "Find all Domain Admins",
leryList [
{

Database Info Node Info Queries

Find logged in Admins

Top Ten Users with Most Sessions

Top Ten Computers with Most Sessions

Top Ten Users with Most Local Admin Rights

Top Ten Computers with Most Admins

Users with Foreign Domain Group Membership
Groups with Foreign Domain Group Membership
Map Domain Trusts

Shortest Path from SPN User

Shortest Paths to Domain Admins from SPN Users

If you’d like to add more the custom queries usually lives in ~/.config/bloodhound/customqueries.json
-AG

root root May 28 19:40 config.json
root root 2 May 28 19:42 customqueries.json

N =

root roo : Mar 23:03 GPUCache
root - var 23:03 images
root C 2 May 28 19:37 images

- N

root

There are endless projects and custom queries available, BloodHound-

owned(https://github.com/porterhau5/BloodHound-Owned) can be used to identify waves and paths to domain

admin effectively, it does this by connecting to the neo4j database locally and hooking up potential paths of attack.

It also features custom queries that you can manually add into your BloodHound instance.

Extra Tips
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If you don’t have access to a domain connected machine but you have creds, BloodHound can be run from your

host system using runas. The following lines will enable you to query the Domain from outside the domain:

runas /netonly /user:FQDN.local\USER powershell

This will prompt for the user’s password then should launch a new powershell window, from here you can import

sharphound as you would normally:

Import-Module Sharphound.psi

Invoke-BloodHound -ZipFileName 'PATH/TO/ZIP.zip' -JsonFolder 'PATH/TO/folderas above' -CollectionMetl

This window will use the local DNS settings to find the nearest domain controller and perform the various LDAP
lookups that BloodHound normally performs. By leveraging this you are not only less likely to trigger antivirus,

you don’t have to exfiltrate the results either which reduces the noise level on the network.
Using BloodHound Defensively

Hopefully the above has been a handy guide for those who are on the offensive security side of things however
BloodHound can also be leveraged by blue teams to track paths of compromise, identify rogue administrator users

and unknown privilege escalation bugs.

Just as visualising attack paths is incredibly useful for a red team to work out paths to high value targets, however
it is just as useful for blue teams to visualise their active directory environment and view the same paths and how

to prevent such attacks.

BloodHound can do this by showing previously unknown or hidden admin users who have access to sensitive
assets such as domain controllers, mail servers or databases. These accounts may not belong to typical privileged
Active Directory (AD) groups (i.e. Domain Admins/Enterprise Admins), but they still have access to the same

systems. The permissions for these accounts are directly assigned using access control lists (ACL) on AD objects.

These accounts are often service, deployment or maintenance accounts that perform automated tasks in an
environment or network. Which naturally presents an attractive target for attackers, who can leverage these service
accounts for both lateral movement and gaining access to multiple systems. Exploitation of these privileges allows
malware to easily spread throughout an organization. For this reason, it is essential for the blue team to identify

them on routine analysis of the environment and thus why BloodHound is useful to fulfil this task.
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Detecting BloodHound Usage

In addition to leveraging the same tooling as attackers, it is important for the blue team to be able to employ
techniques to detect usage of such tooling for better time to detection and reaction for incident response. To
identify usage of BloodHound in your environment it is recommended that endpoints be monitored for access and
requests to TCP port 389(LDAP) and TCP port 636(LDAPS) and similar traffic between your endpoints and your
domain controllers. A large set of queries to active directory would be very suspicious too and point to usage of

BloodHound or similar on your domain.
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