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ZeuS Version scheme by the trojan author
Archived: 2026-04-10 02:42:13 UTC

List of all official existing Zeus versions and the scheme description made by the author in his mother
tongue. The source is Damagelab.org but I can't find the original post, sorry - it was from this winter 2010. Many
other versions like 1.3.1.1 and other random numbers are fakes - hex'd , slightly modified older versions. There is

an English translation below, it is not perfect but *not* Google machine. Email me if you have any questions.

Read more about ZeusS here - Zeus Trojan Research Links

Q: Uto 3Hauat njudpsl B Bepcuu ZeuS?
A:ab.cd
a - II0JIHOe M3MeHeHe B YCTPOUCTBe 6oTa.
b - KpyIHbIe H3MeHeHNs], KOTOpble BBI3BIBAIOT ITO/THYO W/IM YaCTHYHYI0 HECOBMECTUMOCTS C IIPe/ibIAYIMH
BepcusiMu OoTa.
C - MCTIpaB/IeHys! OIINO0K, 10paboTKH, fobaBeHe BOSMOKHOCTEH.

d - HoMep uuCcTKM OT AV J/1s1 TeKyliel Bepcuu a.b.c.

Q: What do the numbers in the version of ZeuS mean?
A:ab.cd
a - a complete change in the bot design
b - the major changes that cause complete or partial incompatibility with the previous

versions of the bot.
¢ - correction of bugs, errors, refining, additional features.

d - number of cleaning for protection against AV for the current version abc

SCROLL DOWN TO SEE ENGLISH TRANSLATION

YcnoBHBIE METKH:

[*] - usmenenwe. [-] - ucrpaepnenue. [+] - fobaBeHue.
[Bepcus 1.2.0.0, 20.12.2008]

Obiiee:

[*] Bosee He GyzmeT AoKyMeHTaluu B chm-datise, Bce 6ymeT MucaThCst B 3TOT (aiis.

[+] Teriepb 60T criocobeH MmomyyaTh KOMaH/[bl He TOJILKO TPU OTTIPaBKH CTaTyCa, HO U NP OTIPaBKU (aiiios/
JIOTOB.

[+] JlokanbHbIe laHHBIE, 3aTIPOCHI K cepBepy, U (aiin koHdurypauun mudpyrorcs RC4 ¢ KrouoM Ha Barll BEIOOP.
[*] ITonHOCTRIO OOHOB/IEH IPOTOKOJ 60T--cepBep. Bo3M0OKHO, TIOHU3UTCS Harpy3Ka Ha cepBep.

bor:
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[-] YcrpaHeHa oumibka, GyoKupytolasi 60Ta Ha IMMUTHPOBaHHBIX YUeHbIX 3armucsax Windows.

[*] Harucan HoBblit PE-kpuntop, Teneps PE-¢aiin nomyvyaeTcst oueHb akKypaTHbIM U MaKCHUMalbHO UMUTHPYET
pe3ysbrar pabotsl MS Linker 9.0.

[*] O6HoBMEH mporiecc cbopku GoTa B bunzepe.

[*] OnTumu3rpoBaHo cxxarue (aiiia KOHGUTyparyu.

[*] HoBbiii popmat GUHAPHOTO (haiisia KOHPUTYPaLHH.

[*] TTepemnucan mporiecc cOopku GUHApHOTO (haitia KoHGUTyparyu.

[*] Socks u LC Temneps paboTaroT Ha OHOM TIOPTY.

[Tanens yripaBneHus:

[*] CraTyc maHenu yripaesieHus repeBefieH B BETA.

[*] Vi3meHeHbI Bce Tabuiiel MySQL.

[*] HaueT mocreneHHbIi riepeBog [Tanemu Ynpaenenus: Ha UTF-8 (Bo3MOKHBI BpeMeHHbIe TTPo0JieMbI C
0TOOpa’keHreM CHMBOJIOB).

[*] O6HOBeHa reobasa.
[Bepcus 1.2.1.0, 30.12.2008]

bor:

[*] BOFA Answers Terepb otchbinaercst kak BLT _GRABBED_HTTP (6110 BLT_HTTPS_REQUEST).

[-] Mesnkast orv0Ka rpy OTIpaBKe OTUETOB.

[-] Pa3mep oTueTa He Mor mpeBbIIaTh ~550 CIMBOJIOB.

[-] Ommbka cymjecTBytoIIas ¢ Hauasia CyIeCTBOBaHUs 00Ta: HU3KUM TalMayT Ayist oTCbuTKu POST-3arpocos, B
pe3ysibTare uero GJI0KMPOBaIach OTCHUIKA TMHHBIX (6omee ~1 M6) 0TueToB Ha Me/I/IeHHBIX COeIMHEeHUsX (He
CTabU/IBHBIX ), KaK TEOpETUUeCKOe TI0C/IeCTBHIe - 60T BOOOIIe repecTaBas C/1aTh OTUETHI.

Obree:

[+] B ciyuau 3amucu otdeta Tuna BLT_HTTP_REQUEST u BLT_HTTPS_REQUEST B none
SBCID_PATH_SOURCE (B Tabnutie 6yzmet path_source) mobaensiercst myts URL.

[Tanens yripaBneHust:

[*] O6HOBeH redir.php.
[Bepcus 1.2.2.0, 11.03.2009]

bort:

[-] YcrpaHeHa ommbka B HTTP-umKekTax cyiiecTBytoias Ha npoTsbkenud BCEX Bepcuii 6ota. [Tpu
WCII0/Tb30BaHUH B TIPOTPaMMe aCHHXPOHHOTO pexkuMa wininet.dll, b1 yryieH MOMEHT CUHXPOHHU3aLIUK TIOTOKOB
co3faBaeMbix wininet.dll, B pe3ynbTare uero, py HEKOTOPBIX YCIOBUSX IPOMCXOAUIO UCK/TFOUEHHE.

[+] ITpu cpabareiBanny HTTP-mHXeKTa, Teriepb TakKe U3MeHSIOTCS (haiiyibl B JTOKaAbHOM Katiie. OTCyTCTBHE 3TOH
mopaboTKH, M03BOJISIO He Beeraa cpabarbiBath HTTP-ukekTam.

[+] YmenbitieH pa3mep PE-datiina.
[Bepcus 1.2.3.0, 28.03.2009]

bor:

[-] Meskuie oIMOKYU B KPUIITOPE, Criacub0 106/1eCTHBIM TOBHOAHATUTHKAM M3 Avira.
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Obree:

[*] Vi3MeHeH TIPOTOKOJT pa3aun KoMaH/ 6oTam.

[TanHenb yripaBieHus:

[*] ITonHOCTRIO TIEpervicaHa MaHe b YIIpaB/IeHusl.

[*] dusaitn nepernvican Ha XHTML 1.0 Strict (rog IE He paboTaer).

[*] Bot Temepb OMATH CrI0COOEH IMo/TyuaTh KOMaH/Ibl TOJIBKO TIPH OTIIPAaBKe 0TYeTa 00 OH/IaiH-cTaTyce (C/UIIKOM
BBICOKasi Harpy3ka).

[*] ObHoBEeHa reobasa.
[Bepcus 1.2.4.0, 02.04.2009]

bor:

[+] ITpu pabote c HTTP, 3aronoBok User-Agent Terieps untaeTcs oT Internet Explorer, a He AB/sieTCsI KOHCTaHTOM
Kak paHbliie. TeopeTHueckH 13-3a ToctossHHOro User-Agent'a, 3arrpoChkl MOTVIH OIOKUPOBATLCS TIPOBAk/iepaMH,
WY TIoTaZiaTh 107 Nofio3peHue. IlaHenb ynpaBieHus:

[-] cripaBneHa ommbka 0TOOpayKeHHUsT OTUETOB, cofiepyKalux cumBosiel 0-31 u 127-159.

[Bepcus 1.2.5.0, 27.05.2009]

bor:

[+] He3HnaunrenbHas onTUMU3aLUs Kofa. [laHes s yrpaBieHus:

[-] YcTpaHeHa ys3BUMOCTD B gate.php, mo3BosisiroiIiast 3anchIBaTh (aiiibl B pOAUTETHCKIEe TUPeKTOPUH.
[+] MobaBneHs! 3ampelijeHHbIe paciiiperus B MaccuB $bad_exts.

[+] B moayse botnet_bots, ipy u3MeHeHHe GUIbTPa COXPAHSETCs TeKYyIllas COPTUPOBKa.
[Bepcus 1.2.6.0, 04.06.2009]

bor:

[+] TTepexBat 6ubmoTeku nspr4.dll.
[Bepcus 1.2.7.0, 22.06.2009]

Obree:
[+] B oTueTs! 00aB/I€TCS MM [10/Tb30BaTe/1s, KOTOPOMY TIPUHA/JIEXKHT MpoLiecc. BoT:

[+] Otkmouenue ¢uimHr-punsTpa B [E7, IE8.
Bepcus 1.2.8.0, 05.10.2009]

bort:

[+] 3a cueT Bkmouenust ormiuu TCP_NODELAY, yBenuueHa cCKOpocTh paboTel Socks-cepBepa, ¥ MpOUMX
BCTPOEHHbIX MTPOTOKO/I0B. DTO OyneT 0cobeHHO 3aMeTHO [i/ist TIPOTOKO/IOB, 0OMeHHBaroIxcst MesKumu TCP-
nakeTaMmu.

[+] ITpu coepuHeHny c cepBepoM uepe3 Wininet, He fo6aensiiics HTTP-3aronoBok "Connection: close”, korza 310

Ob110 HEobOxoAMMO. M3-3a ocobeHHOCTel Wininet, 3T0 MOIJIO CO3JaTh JIUIITHEO HArpy3Ky Ha cepBep (BePOSITHO).
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[TaHesnb yripaB/ieHuUs:

[*] ObHoBeHa reobasa.
[Bepcus 1.2.9.0, 10.10.2009]

bor:

[+] Odobaenen rpabbep maposneit aist cienyromx FTP-kmuenTtoB: FlashFXP, Total Commander, WS_FTP
FileZilla, FAR Manager, WinSCP, FTP Commander, Core FTP, SmartFTP.

[Bepcus 1.2.10.0, 17.10.2009] ITaHes b yripaBaeHuUs:

[+] IMonxas uaTerparus "Jabber notifier".
Bepcus 1.3.0.0, 22.11.2009]

bor:

[*] [TepexBat WinAPI MeTozioM crijialicuHTa.

[+] TTonHOIIEHHAs paboTa B Windows Vista/7.

[*] BpeMeHHO OTK/TFOUeHO CKphITHE (haiiioB 6oTa.

[*] Yopau TAN-rpa66ep.

[-] McripaBneHa omivbka Ay6iupoBaHus oTuetoB B nspr4.dll.

[*] CrpabneHHble cepTHhHUKaThl Tenepsb NMUIIYTCs ¢ uMeHeM grabbed_dd_mm_yyyy.pfx, u maponem B UTF-8. [*]
KomaHpa getcerts, moyryyaeTcst CepTU(UKATHI TOMBKO U3 M Y-XpaHUIHIIa, a He U3 BeeX. T.K. TIoyueHue
cepTU(UKATOB U3 BCeX XPaHWIHII] He UMeeT CMBICTIA.

[*] Vi3meHeHo rioBefieHue rpab0epa cepTU(UKATOB.

[*] ITepenuican FTP/POP3 cuudep, yayulieHo o6Hapy)KeHHe JIOTHHOB, CZie/iaHa nojjep)kka [Pv6-aspecos.

[*] TTepenvcaH repexBaT BBOZA KJIaBUaTyPbl, UCIIPaB/ieH MeTo/| pab0ThI C MHTEePHAL[MOHAIbHBIMUA CHMBOJIAaMH. [-]
HUcripaBnena ommbka B HTTP-¢eiikax, kotopast Morna ripuBecty K deadlock.

[*] Vi3menen ciocob reneparu BotID.
[Bepcus 1.3.1.0, 29.11.2009]

Bor:

[-] YcTpaHeHa cepbe3Hast omrbKa, KOTopasi MOT/Ia BO3HUKHYTH IpH padoTe ¢ daiisiom KoHpUryparmm.
[Bepcus 1.3.2.0, 11.01.2010]

bor:
[-] YcrpaneHa cepbe3Hast orrbka, Koropasi Moryia npuBecty K deadlock B mo6om mporiecce (aKTyaabHO TOIBKO

It 6UnoB ¢ roAmepykkoit nsprd.dll).
[Bepcus 1.4.%]

[*] ITosiHast HECOBMECTHUMOCTD C TIPebIAYIIMMU BePCHSIMU.

[*] TTockoneKy sizipo 60Ta HarjesieHo Ha Windows Vista+, B 60Te HUKOT/Ia He OyyT UCIIO/Ib30BaThCsl CIT/IOMTEI
TIOBBIILIEHUs TIPUBEJIErWi U T.I. BOT paboTaet B mepe/iesiax OHOTO MOJIb30Bartesisd. TeM HeMeHee 3/ieMeHTapHbIe
TIOTIBITKY 3apa3uThb MPOUMX T0jIb30Baresieli Windows coBepinaroTcst (00614HO 3(h(heKTUBHO B CTydasx

otkstouenust UAC umm 3anyck ¢ u3-nog, LocalSystem).
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[+] BoamoxkHa pabora ¢ "Roaming User Accounts".

[*] [Ipou3BosibHBIE UMeHa ¢aiiioB, MIOTEKCOB.

[*] TTa#ine1 Gos1ee He UCITIONMB3YIOTCS.

[*] ITosHOCTIO MTEperrcaHo sApo 60Ta, OT MPoL[ecca YCTaHOBKU B CUCTEMY /10 OTCyKa B a[JMUHKY.

[+] TIpu UHCTANALMK, TIEPEKPUNTOBLIBAET CBOE TeJI0, TAKUM 00pP0O30M COXpaHsieTCsl YHUKa/IbHas KOMust exe-(haiiia
Ha Ka)kZIOM KOMITbIOTepe.

[+] TTpuBs3ka 60Ta K KOMITBIOTEPY, TTyTeM MOAUGMUKALIIN/ yjaieHus HEKOTOPBIX /IaHHbIe B exe-(aiine. [+]
[TosHOTIeHHAs paboTa ¢ x32 npunokeHussmMu B Windows x64.

[+] Ynanenue ucxogHoro daiiia 60Ta, Moce UCIOMHeHMS.

[+] ITonHotieHHast pabota B "Terminal Services".

[+] ITpu 3amycke U3 oz mosb3oBaTesis LocalSystem, MporUCXoAUT TIOTBITKA 3apayKeHUst BCeX T0/b30BTasel
CHCTEMEI.

[*] Y6pana ommust StaticConfig.blacklist_languages.

[+] Vimst 6oTHeTa orpanrnueHo 20 CUBOIaMH, ¥ MOKET COZiep>KaThb 1t00ble MHTepHAL[MOHA/TBHbIE CHMBOJIBL

[+] daiin Konduryparmu untaetcs kak UTF8 HE COEJIAHO ENIE. HeT nojiep>KKu B

buildcfg.cpp

[*] Y6pana omus StaticConfig.url_compip.

[+] Henb3st 06HOBUTL HOBYIO BEPCHIO Ha CTapyIo.

[+] [Tpu o6HOBIEHUM GOTa MPOUCXOJUT MOTHOE OOHOB/IEHUE HEME/IJIEHHO, He I0XKUIAsiCh TIepe3arpys3Ku.

[*] B maHHBIN MOMEHT M3-3a HEKTOPBIX COOOpa)keHH CKpbITHeE (aiiioB 6oTa He Oy/ieT TPOU3BOJUTHLCS BOOOIIIE.
[*] Y6pau rpab6ep Protected Storage, mokonbKy HaurHacs ¢ IE7 oH 6o/iee He UCIIOTbY3YeTCs UM.

[*] C cBsa3u ¢ He HaZIEXKHOCTBIO CTAPOM CUCTeMBI MofcueTa MHCTanmoB, 60T uMeeT MeTKy MHCTasIa pu

nmobaeneHny B 6a3y.

Q: Kakum 06po3om reHepupyercs Bot ID?
A: Bot ID cocrout u3 iByx yacreil: %name%_%number%, rje name - UMsi KOMIbioTepa (pe3y/bTaT OT

GetComputerName), a number - Hekoe UHC/I0, TeHepupyeMoe Ha OCHOBe HEKOTPhIX YHUKa/bHBIX JaHHbIX OC.

M: ZeuS ucnonb3yet DLL ast cBoeti paboThI.
A: Jloke. CytjecTByeT TOMBKO ofuH ucronHsieMbiii PE datin (exe). DI, sys u T.71. He Korzia He ObIJIO U BPATIIN
Korza-mbo Oyzet. ITOT My MolIen B pe3y/bTaTe TOTO, UTO B HEKOTOPBIX Bepcusi 00Ta /ijisi XpaHeHHUs] HACTPOEK,

VCTIO/B3YIOTCs (akiibl C TAKUMH PaCLIMPEHUSIMHU.

M: ZeuS ucnonssyer COM (BXO) g5 nepexsara Internet Explorer.

A: Jloxnb. Beerja /i1s1 3TOT0 MCITO/Ib30BasIcs mepexBaT WinAPI u3 wininet.dll.

Machine translation - it is quite bad, I am planning to make a better one later.

Q: How Bot ID is generated ?
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A: Bot ID consists of two parts:% name% _% number%, where the name - the name of the computer (the result of

GetComputerName), and the number - a certain number generated on the basis of unique data of the OS.

=========== M: ZeuS uses a DLL to their work. A: False. There is only one executable PE file (exe). DII, sys,
etc. not when there was no vryatli ever will. This myth came from the fact that in some version of the bot to store

the settings used files with extensions.

M: ZeuS uses COM (BHO) to intercept Internet Explorer.

A: False. Always used WinAPI from wininet.dll. for this interception

===================== 5, Version History (dates are in DD/MM/YY format). =

[Version 1.2.0.0, 20.12.2008]

Overall:

[*] There will be no more documentation in the chm-file, everything will be written to this file.

[+] Now the bot is able to receive commands not only when sending its status, but also when sending files / logs.
[+] Local data, server requests, and the configuration file are RC4 encrypted with the key of your choice.
[*] Completely updated bot <-> server protocol. Perhaps it will diminish the server load.

Bot:

[-] Fixed a bug that blocks the bot on limited Windows accounts.

[*] Written a new PE-cryptor, now PE-file is very neat and simulates the working result of MS Linker 9.0.
[*] Updated build process of the bot.

[*] Optimized compression of the configuration file.

[*] Introduced a new format of the binary configuration file.

[*] The build process of the binary configuration file is re-written.

[*] Socks and L.C are now working on the same port.

Control Panel:

[*] Control panel status is now beta

[*] Changed all tables in MySQL.

[*] Started a gradual transfer of the Control Panel to UTF-8 (there may be temporary problems with some
displaying characters).

[*] Updated geobase.

[Version 1.2.1.0, 30.12.2008]

Bot:

[*] BOFA Answers are now being sent as BLT_GRABBED_HTTP (was BLT_HTTPS_REQUEST).

[-] Small error when sending reports.

[-] The size of the report could not exceed about 550 characters.

[-] Error in existence since the bot introduction: a low timeout for sending POST-requests resulting in blocked

long (more than ~ 1 Mb) reports on slow connections (unstable conections) and, as the theoretical implication, the
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bot would stop sending reports altogether.

Overall:

[+] When entering reports like BLT_HTTP_REQUEST and BLT_HTTPS_REQUEST into the field
SBCID_PATH_SOURCE (would be path_source in the table) URL is now added.

Control Panel:

[*] Updated redir.php.

[Version 1.2.2.0, 11.03.2009]
Bot:

[-] Fixed a bug in HTTP-injections for all versions of the bot. When using asynchronous mode wininet.dll, it
would miss the moment of the thread synchronization, which under certain conditions could cause an an

exception. (ok, this is iffy and may need a better translation)

[+] when HTTP-injection occurs, the files in the local cache change too. Without this feature the HTTP-injections

was not always triggered.

[+] Reduce the size of PE-file

[Version 1.2.3.0, 28.03.2009]

Bot:

[-] Minor errors in the cryptor, thanks to the shit analysts from Avira.
Overall

[*] Changed the protocol of bot control commands.

Control Panel:

[*] Completely re-written Control Panel.

[*] Design rewritten to XHTML 1.0 Strict (does not work in IE).

[*] Bot again receives commands only when sending online status reports (utilization too high).
[*] Updated geobase.

Version 1.2.4.0, 02.04.2009]

Bot:

[+] When you work with HTTP, User-Agent string now shows as Internet Explorer and is not a constant value as
before. Theoretically, never changing User-Agent queries could be blocked by providers or cause suspicions in the
past.'

Control Panel:

[-] Fixed a bug in the display of reports containing characters 0-31 and 127-159
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[Version 1.2.5.0, 27.05.2009]

Bot:

[+] Minor code optimization.

Control Panel:

[-] Fixed a vulnerability in gate.php allowing adding files to parent directories.
[+] Added new forbidden file extensions in the array $bad_exts.

[+] Changing filter in the botnet_bots module does not prevent from keeping the current sorting

[Version 1.2.6.0, 04.06.2009]
Bot:
[+] interception of nspr4.dll library.

[Version 1.2.7.0, 22.06.2009]

Overall:

[+] Added the name of the user- process owner into the reports
Bot:

[+] Ability to disable the phishing filter in IE7, IES.

[Version 1.2.8.0, 05.10.2009]

Bot:

[+] By including option TCP_NODELAY, increased speed of the Socks-server, and other built-in protocols. This
is particularly noticeable for the protocols, exchanging small TCP-packets.

[+] When connecting to the server via Wininet, HTTP-header "Connection: close" was not added when needed.
This could possibly create an unnecessary load on the server.

Control Panel:

[*] Updated geobase.

Version 1.2.9.0, 10.10.2009]

Bot:

[+] Added grabber passwords for the following FTP-Client: FlashFXP, Total Commander, WS_FTP FileZilla, FAR
Manager, WinSCP, FTP Commander, Core FTP, SmartFTP.

[Version 1.2.10.0, 17.10.2009]

The control panel:

[+] Full integration of "Jabber notifier".
Version 1.3.0.0, 22.11.2009]

Bot:

[*] Intercept of WinAPI by means of splicing

[+] Fully functional in Windows Vista /windows 7.
[*] Temporarily disabled hiding of bot files.

[*] Removed TAN-grabber.
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[-] Fixed duplicate records in nspr4.dll.

[*] Intercepted certificates are now entered as grabbed_dd_mm_yyyy.pfx, and password in UTF-8.

[*] Command "getcerts" allows to get certificates only from MY-store, not from all locations because obtaining
certificates from all the stores does not make sense.

[*] Changed behavior of the certificates grabbers.

[*] Rewrote FTP/POP3 sniffer, improved detection of logins, introduced support for IPv6-addresses.

[*] Rewrote keyboard input interception feature, fixed methods of working with international symbols.

[-] Fixed bug in HTTP-fakes, which could lead to deadlock.

[*] Changed the way of generating BotID.

[Version 1.3.1.0, 29.11.2009]
Bot:

[-] Fixed a bug that could occur with the configuration file.
Version 1.3.2.0, 11.01.2010]
Bot:

[-] Fixed a serious bug, which could lead to a deadlock in any process (relevant only for builders with nspr4.dll

support).

[Version 1.4 .%]

[*] Full incompatibility with all the previous versions.

[*] Since the core of the bot is targeted to Windows Vista+, the bot will never use exploits for increasing
privileges, etc. The bot works within one user account, however it will attempt to infect other Windows users
(usually effective if you disable UAC or start it as LocalSystem).

[+] Ability to work with "Roaming User Accounts".

[*] Random file names, mutexes

[*] Pipe no longer used.

[*] The core of the bot has been completely changed. Everything - from the installation to the callback process.
[+] As it installs itself, it re-encrypt itself so every computer has a unique copy of the exe file

[+] Binding bot to a computer by modifying / deleting some data in the exe file.

[+] Fully functional work with x32 applications in Windows x64.

[+] Delete the original file after the execution.

[+] Fully functionalin the "Terminal Services".

[+] When running as LocalSystem, it tries to infect all windows users

[*] Removed StaticConfig.blacklist_languages option.

[+] Name of the botnet is limited to 20 of characters, and may contain any international characters

[+] Configuration File is read as UTF8 NOT DONE YET. no support in buildcfg.cpp

[*] Removed staticConfig.url_compip option.

[+] Can not be used to upgrade an older version

[+] the bot update happens instantly, not need to wait for a reboot.
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[*] At the moment, after condidering some aspects, decided not to hide the bot files
[*] Removed the Protected Storage grabber because IE7+ is not using it
[*] Since the old system had reliability issues with the way installs were counted, the bot will now have an install

marker when added to the database.

0.

Source: http://contagiodump.blogspot.com/2010/07/zeus-version-scheme-by-trojan-author.html
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