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Sample Information

Packed

SHA25 SHA1 MI

DBDD22025131EEBES2EFC5FBE70E2E87723FF1934C808901BBB176F6130F23F6  66CBE1E120A28E812B265880406305E578560FFF  C8!
Unpacked

SHA25 SHA1

75CCCAESF0B726F23DAA6BEGIDD7C5E8FCD25A41C06191B84EBOOEF945ESF7FA  F269DDFFA7A741C879D712D7009A112402AAA0B2

Introduction

Pikabot is a relatively new malware. It has been analyzed and reversed before ( see references). This is my take and analysis
on the updated version of the loader. Earlier during the year the sample was smaller and also used different string

encryption. Stack strings are still used, but now RC4 is used to decrypt them.

Pikabot is divided into two modules, the loader and the core. In this part we will take a look at the loader, which essentially

has the job to load the core module which will be responsible for C2 communication.

High level behavior

So before going into the details the sample will perform the following actions, and during the analysis below I will show

case the assembly, decompiler and debugger evidence.

» The malware uses a lot of junk code to try to hinder analysis.

e Accesses the PEB to get handle to kernel32.dll to fetch LoadlLibraryA & GetProcAddress this will be used to
dynamically load API.

e Strings, in particular the API names passed to the API resolving function, are encrypted using RC4.

o The core module is decrypted from png files located in the resource section.

Legitimate windows binary process is started, and core module is decrypted and injected into the process

» Malware uses indirect syscalls

PEB access

The first function to analyze is the one responsible for fetching LoadlLibraryA & GetProcAddress. To do this, the malware
goes through the PEB to reach to get the base address of the kernel32.dll.

PEB structure is accessed, and the the code walks through InLoadOrderModuleList twice and finally reaches the third entry

which is always kernel32.dll. I have added references below to read more on PEB structure and how it can be used.

BADLs /D0

BAB27757
BAB27757 ; =============== 5 UBROUTINE
BAB27757
BAB27757
6AB27757 ; struct _LIST_ENTRY *mw_ldr_kernel32dll_PEB()
6AB27757 mw_ldr_kernel32d1l_PEB proc near ; CODE XREF: mw_get_procaddr_loadlibraryip
v BAB27757 mov eax, large fs:38h
6AB2775D mov eax, [eax+8Ch]
GAB27768 mov eax, [eax+8Ch]
BAB27763 mov eax, [eax]
GAB27765 mov eax, [eax]
GAB27767 mov eax, [eax+18h]
BAB2776A retn
6AB2776A mw_ldr_kernel32d1l_PEB endp
BAB2776A
Struct _LIST_ENTRY *mw_DLLbase PEB()

return (struct LTST ENTRY *)NtCurrentPeb()->Ldr->InLoadOrderModulelist.Flink->InLoadOrderLinks.Flink->InLoadOrderLinks.Flink->D11Base;//
// Traversing the modules -»> Executing process base
// -» ntdll.dll -> kernel32.dll
// In this case 3 times so kernel32.dll
H
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Once the module base for kernel32.dll is found, the two API can now be fetched. Two hashes are used and passed to a

function which will resolve the API.

e 0xBB9FB14B - GetProcAddress
e 0x7FA21D8F - LoadLibraryA

int {_ stdcall *mw_get procaddr_loadlibrary())(_DWORD)
i

int {_ stdcall *result)(_DWORD); // eax

kernel32_dll = (int)mw_ldr_kernel32dll PEB();

mw_ptr_GetProcAddress = (int (_ stdcall *)(_DWORD, _DWORD))mw_dehash(kernel32_d1l, 6xB89FB14B);
result = (int (_ stdcall *)(_DWORD))mw_dehash{kernel32_dll, @x7FA21D8F);

mw_ptr_Loadlibrary = result;

return result;

RC4 Inline Decryption

Checking the sample, it uses RC4 to decrypt the strings. The malware uses "legit" strings for the keystream. We can
receognize RC4 by typical 0x100 loops followed by another loop with XOR operation. Below is what the code looks like.
Keep in mind that the malware uses a lot of junk code between the two loops and final decryption loop. Also, the decryption
happens in line and is not a function. Both factors make static analysis bothersome, and emulation also bothersome. The
decrypted strings can be fetched all at once using the debugger and some conditional break points. I will add the full list

below.

do

{
v333[v3 + 24] = v3;
+4V3;

}

while ( v3 < 0x100 );

v4 = 0;

v338 = OxF;

do

{
v5 = v333[v4 + 24];
al = (al + *(dbg_key_rc4 + (v4 & OxF)) + v5);
v333[v4++ + 24] = v333[al + 24];
v333[al + 24] = v5;

}

while ( v4 < 0x100 );
v6 = v352;

jj =0;

LOBYTE(v7) = 0;
for (1=0; 1<12; ++i )
{
v345 = (v7 + 1);
v9 = v333[v345 + 24];
v352 = -339480793 * v6;
ji = (v + jj);
v333[v345 + 24] = v333[jj + 241;
v333[jj + 24] = v9;

vl = (v +1);
v6 = v352;
v312[i] = *(&encrypted_blob[2] + i) A v333[(v9 + v333[v7 + 24]) + 24];

Dynamic API resolving

The First analyzed function and the RC4 encryption method, both are the main core of the APi resolving function. The

function accepts two arguements:

e DLL flag -> this is just a numerical value that tells the function in which DLL the API is; 1: Kernel32.dll, 2:
User32.dll, 3: ntdll.dll

e API name in cleartext

Whichever dll is used, the end result is always a jump to LABEL 88 seen below which peforms LoadLibraryA and
GetProcAddress to retrieve the address of the API.
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int _ fastcall mw_get_api{unsigned int arg_flag, int arg_api_name)
i

if ( ptr_var_flag == var_value_one )

v1S = @w2274DE42 * w1z

v78[@] = @xB4BB3ISAE;

v78[1] = @xD4B38DB1;

v78[2] = @xCBE597@6;

vlg = @8;

strepy((char *)v79, "RunLengthDecode™);
w87 = @3

vEs =

viZ + BxlASBADEE;

_BABAC1GE
for (k= 8; k < 8xlee; ++k )

= v72[k + 180];

y (unsigned _ int8)(va7 + *((_BYTE *)v79 + k % @xF) + v18);
vB7 = v19;

v72[k + 188] = v72[vi9 + 1@8];

v72[vi9 + 188] = vis;

w28 = v85;
vl = @
vET = @3
LOBYTE (v22) = B;
do
w2l = v81;
w22 = vB2;
w25 = v87;
v72[vBl + @x64] = va6;
w26 = (unsigned _ int8)(var_value_one + v72[v22 + 1688]);
w85 = v20;
dword_6AB4C154 = v20;
*((_BYTE *Ju79 + v25) = *(( BYTE *)u78 + v25) ~ v72[v26 + 108];
-

Ly

while { v25 + 1 < @xC );

LOBYTE(v79[3]) = @;

ptr_dll = (char *)v79; e Hiinilia Hll
LABEL 88:
——eaplF248((int)v72, pir dll);
7 tr_var_flag;
8

= dword_GKB4D92B[p—_ r_var_tlag];
if ( !ves )

oo

return mw_ptr_GetProcAddress(ves, ptr_var_api_name);

Decrypted Strings

Setting two conditional break points on the API resolving function it is possible to have the debugger decrypt all the strings

and log them.

« First breakpoint is at the start of the funciton when the decrypted string passed as argument is saved to a variable
» Second breakpoint is on the return, so we can read ESP to also get the return address and so we know on IDA where

this value needs to be added as comment and rename functions.

These are the parameters used for the conditional break point, the addresses refer to how may binary was rebased in IDA.
"##APICALL {utf8(edx)}" -> 0x6AB277B3 "##APICALL Address Ox{[esp]} "-> 0x6AB27F86
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PE]

_UWUKU viTs]5 /4 [ESpPTLLon] |Eup-dwn] DrRer

‘:::If:§:§;;g: r—r E::p+ptrfvarfap1*”amel‘ edx 88 | int v8e; // [esp+23eh] [ebp-20h]

o 81| unsigned int vBl; // [esp+234h] [ebp-1Ch]

.tEK‘t:SAEZ77ES mov eax, ebx 82 | unsigned int v82; // [esp+238h] [ebp-18h]

.text:6AB27787 mov dword ptr [ebptvar_68+8], eash Zj ‘”t.”a'a“?lzg—gzéifif.-?SE;?;EM].-Ebffzhh]

. text:GAB2778E mov dword ptr [ebp+var_68+8Ch], 2@gh - z:flsgz_ }: .:, 12:=hjE?£b Tch% [ebp-18h]

L text:6AB277CS mov dword ptr [ebp+var_68+16h], ecx e ciomed | ires v3ss e (s .

.text:6AB277CS mov dword ptr [ebptvar_68+14h], 1426h - “”S?E"Ed 7—:” 57Y e ,-i;?ch‘ ']b'?‘E 5h]

.text:GAB2FICF mov dword ptr [ebp+var_68+18h], 2303h o unsigned int ves; [espr2ach] [ebp-2h]

. text:6AB277D6 mov dword ptr [ebptvar_68+1Ch], 1B6ER i

.text:6AB2770D mov dword ptr [ebp+var_68+20h], ecx o ptr_var_flag = arg_fiag;

.text:6AB277ER mov dword ptr [ebptvar_68+24h], 8A96h o - o

. text:6AB27TET o Spi_fane = arg_spi_name;

.text:6AB2T7E7 loc_6AB277ET: ; CODE XREF: mw_get_api+5: o3| w7712 < 16as

.text:6AB277E7 cmp eax, 6 o ;7?[3] e,

.text:6ABZTTEA jz short loc_6AB277F2 o ;77[4] e

. text:6AB2FTEC inc eax e .‘.7?[5] Ctaess

.text:6ABZT7ED cmp eax, 8 - 577[51 Z oos:

.text:6AB277FO j1 short loc_BAB277E7 o ;77[7] - 7;22_ 3

.text:6AB277F2 oo ;77[31 - 233:

.text:6AB2T7F2 loc_6AB277F2: ; CODE XREF: mw_get_api+ai on '77[9] Z otes

.text:6AB277F2 mov eax, dword ptr [ebpteax*atvar 63+8] on ; [s1= .

.text:GAB277FE xor eax, @E8h o o

.text:6AB277FE mov [ebp+var_6C], 3AER os I

.text:GAB27802 push  23h ; '#° Ton + b( s )

. text:6AB27B84 mov [ebp+var_value_one], eax e ++”;fa 3

. text:6AB27807 pop eax Lor s

.text:6AB27808 mov dword ptr [ebp+var_68], eax fps }h_l s

. text:6AB2780B mov dword ptr [ebptvar 68+41, 988h while (5 <8 )5

101€BB3 €RB277B3: mw_get_apitl7 (S d with ) A 0001€BB3 mw_get_api:100 (€AB277B3) (Synchronizec

> <

e AL AU e g s

.text:6AB27FE3 pop esi

.text:6AB27FE4 pop ebx

.text:6AB27F85 leave
.text:6AB27F86 n
.text:6AB27F86
. B9 E9000000 mov ecx,E9 ecx:onexit_regis EDX  BABLOOC
. 8955 B8 mov dword ptr ss:[ebp-7s[, edx EEBP ODCFF&L
- 144 push esi breakif(0), log( ESP OOCFF&E
. 57 push edi edi:onexit_regis ESI OOCFFEC
- 8BC3 mov €4ax, ebx EDI GABZCEL
. C745 AD A4000000 mov dword ptr ss:[lebp-eoff,as
] C745 A4 0BO20000 mov dword ptr ss:|[ebp-5Cl, 208 _ _ EIP GAB2CEL
™ 894D A mov dword ptr ss:[ebp-58],ecx [dword ptr ss:[e
. €745 AQ

. . EFLAGS  000(
- C745 BO @ Edit Breakpoint pika.6AB277B3 X : E
= c74c B point p ZF 1 PF 1 !/
* 3940 B4 OF 0 SF 0O I
. €745 BQ Break Condition: |U | gro wo
] B3FB 0§

--. « 74 06 " LastError Of
- 58 Log Text: [#2aprcaLL futfa(edu) || SR &
. 33F8 0f P | |
): - gg.;iés Log Condition: GS 0028 FS

B E5 002B DS (
. 35 ES00 Command Text:

. C745 94 = | | €5 0023 55
: $4§3Ec Command Condition: | | <
. 53 p
#| 6AB27808 8945 98 Name: | | Default (stdcall)
e ¢ : [espt4] 6A
Hit Count: [o ] |2: [esp+s] oo
B 3: [esp+C] 00
- [ singleshoot silent [ FastResume Cancel g Fs:g:}g% E
Output:

##APICALL HeapAlloc
##APICALL Address @x6ABTECFA
##APICALL LoadLibraryA
##APICALL Address @x6AB1908A
##APICALL Freelibrary
##APICALL Address @x6AB190E3
##APICALL LoadLibraryA
##APICALL Address @x6AB190FD
##APICALL Freelibrary
##APICALL Address @0x6AB19246
##APICALL LoadLibraryA
##APICALL Address 0x6AB19260
##APICALL Freelibrary
##APICALL Address @x6AB192FA
##APICALL
##APICALL Address @0x6AB19314
##APICALL LoadLibraryA
##APICALL Address 0x6AB1950B
##APICALL LoadLibraryA
##APICALL Address @x6AB1959A
##APICALL GetCurrentProcess
##APICALL Address @x6AB19D5C
##APICALL GetTickCount
##APICALL Address 0x6AB2(823
##APICALL GetCurrentThread
##APICALL Address @x6AB1A42C
##APICALL GetThreadContext
##APICALL Address 0x6AB1A44B
##APICALL

LoadLibraryA

FindResourceA
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##APICALL Address 0x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
##APICALL LockResource
##APICALL Address 0x6AB30F7B
##APICALL SizeofResource
##APICALL Address @x6AB30F9F
##APICALL FreeResource
##APICALL Address @x6AB31F8A
##APICALL FindResourceA
##APICALL Address 0x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
##APICALL LockResource
##APICALL Address @x6AB30F7B
##APICALL SizeofResource
##APICALL Address 0x6AB30F9F
##APICALL FreeResource
##APICALL Address @x6AB31F8A
##APICALL FindResourceA
##APICALL Address @x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
##APICALL LockResource
##APICALL Address @x6AB30F7B
##APICALL SizeofResource
##APICALL Address @x6AB30F9F
##APICALL FreeResource
##APICALL Address 0x6AB31F8A
##APICALL FindResourceA
##APICALL Address @x6AB30F35
##APICALL LoadResource
##APICALL Address 0x6AB30F55
##APICALL LockResource
##APICALL Address @x6AB30F7B
##APICALL SizeofResource
##APICALL Address @x6AB30F9F
##APICALL FreeResource
##APICALL Address 0x6AB31F8A
##APICALL FindResourceA
##APICALL Address @x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
##APICALL LockResource
##APICALL Address @x6AB30F7B
##APICALL SizeofResource
##APICALL Address @x6AB30F9F
##APICALL FreeResource
##APICALL Address @x6AB31F8A
##APICALL FindResourceA
##APICALL Address 0x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
##APICALL LockResource
##APICALL Address 0x6AB30F7B
##APICALL SizeofResource
##APICALL Address 0x6AB30F9F
##APICALL FreeResource
##APICALL Address @x6AB31F8A
##APICALL FindResourceA
##APICALL Address @x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
H##APICALL LockResource
##APICALL Address @x6AB30F7B
##APICALL SizeofResource
H##APICALL Address 0x6AB30F9F
##APICALL FreeResource
##APICALL Address @x6AB31F8A
##APICALL FindResourceA
##APICALL Address @x6AB30F35
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##APICALL LoadResource
##APICALL Address @x6AB30F55
##APICALL LockResource
##APICALL Address 0x6AB30F7B
##APICALL SizeofResource
##APICALL Address @x6AB30F9F
##APICALL FreeResource
##APICALL Address 0x6AB31F8A
##APICALL FindResourceA
##APICALL Address @x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
##APICALL LockResource
##APICALL Address 0x6AB30F7B
##APICALL SizeofResource
##APICALL Address @x6AB30F9F
##APICALL FreeResource
##APICALL Address @x6AB31F8A
##APICALL FindResourceA
##APICALL Address 0x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
##APICALL LockResource
##APICALL Address 0x6AB30F7B
##APICALL SizeofResource
##APICALL Address @x6AB30F9F
##APICALL FreeResource
##APICALL Address @x6AB31F8A
##APICALL FindResourceA
##APICALL Address @x6AB30F35
##APICALL LoadResource
##APICALL Address @x6AB30F55
H##APICALL LockResource
##APICALL Address @x6AB30F7B
##APICALL SizeofResource
H##APICALL Address 0x6AB30F9F
##APICALL FreeResource
##APICALL Address @x6AB31F8A
##APICALL FindResourceA
##APICALL Address @x6AB30F35
##APICALL LoadResource
##APICALL Address 0x6AB30F55
##APICALL LockResource
##APICALL Address @x6AB30F7B
##APICALL SizeofResource
##APICALL Address @x6AB30F9F
##APICALL FreeResource
##APICALL Address 0x6AB31F8A
##APICALL IsBadReadPtr
##APICALL Address @x6AB165DE
##APICALL HeapAlloc
##APICALL Address @x6AB1ECFA
##APICALL HeapFree

##APICALL Address 0x6AB1EFB4
##APICALL InitializeProcThreadAttributelist
##APICALL Address @x6AB24435
##APICALL HeapAlloc
##APICALL Address @x6AB1ECFA
##APICALL InitializeProcThreadAttributelist
##APICALL Address 0x6AB24474
##APICALL UpdateProcThreadAttribute
##APICALL Address 0x6AB24541
##APICALL CreateProcessW
H##APICALL Address 0x6AB245D5
##APICALL DeleteProcThreadAttributelist
##APICALL Address @x6AB246D4
H##APICALL HeapFree

##APICALL Address @x6AB1EFB4
##APICALL HeapAlloc
##APICALL Address @x6ABT1ECFA
##APICALL HeapFree
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##APICALL Address 0x6AB1EFB4
##APICALL HeapFree

##APICALL Address @x6AB1EFB4
##APICALL Sleep

##APICALL Address @x6AB13B32

Anti Analysis

There are three anti analysis functions I have identified so far. The first two are simple, and basically check for DLLs
associated with known sandbox/Vms. Again here there DLL names are RC4 encrypted. I have made use of conditional

breakpoints from x32 debug to extract from logging all the decrypted strings.

mw_anti_vm():

##DLL String Decrypted cmdvrt32.d11
##Address 0x6AB1C945

##DLL String Decrypted cmdvrt64.dll
##Address 0x6AB1C95D

##DLL String Decrypted dbghelp.dll
##Address 0x6AB1C972

##DLL String Decrypted cuckoomon.dll
##Address 0x6AB1C987

##DLL String Decrypted pstorec.dll
##Address 0x6AB1C99C

##DLL String Decrypted avghookx.dll
##Address 0x6AB1C9B1

##DLL String Decrypted avghooka.dll
##Address 0x6AB1C9C6

##DLL String Decrypted snxhk.dll
##Address 0x6AB1C9DB

##DLL String Decrypted api_log.dll
##Address 0x6AB1C9FQ

##DLL String Decrypted dir_watch.dll
##Address 0x6AB1CAQ5

##DLL String Decrypted wpespy.dll
##Address 0x6AB1CA1A

mw_anti_vm1():

##DLL Load Kernel32.dll

##DLL Load Kernel32.DLL

##DLL Load networkexplorer.DLL
#4DLL Load NlsData0@@e.DLL
##DLL Load NetProjW.DLL

##DLL Load Ghofr.DLL

##DLL Load fg122.DLL

if

—

tmw_anti_wm() ) // Checks dlls related te sandbox
/{ #8DLL String Decrypted cmdvrt3z.dll
// ##Address @xB6AB1C945
/f ##0LL String Decrypted cmdvrt6s.dll
// ##Address @x6AB1C95D
// ##DLL String Decrypted dbghelp.dll
/! ##Address @x6AB1CI72
// #8DLL String Decrypted cuckoomon.dll
// ##Address BxBAB1C987
// ##DLL String Decrypted pstorec.dll
/7 ##Address @xEAB1CI9C
/{ ##DLL String Decrypted avghookx.dll
/7 ##Address @x6AB1CIB1
/f ##0LL String Decrypted avghooka.dll
[/ ##Address Bx6AB1C9CE
// ##DLL String Decrypted snxhk.dll
// ##Address @x6AB1CIDB
/{ ##DLL String Decrypted api_log.dll
// ##Address @x6ABICIFE
// ##DLL String Decrypted dir watch.dll
// ##Address @xGAB1CAGS
// ##DLL String Decrypted wpespy.dll
/7 ##Address BxGABICALA
{
mw_junk_func(dword_6AB4BAES, L"pj.ctomamuk.usagan”, dword_6AB4BB43, dword 6AB4BAEB);// Maybe Junk function,
var_heap = mw_HeapAlloc((SIZE_T *)(ptr_heap * v73});
ptr_heap = (int)var_heap; // API resolving is seen. Vars are being called as functions.
if ( !mw_anti_wml(v32, (int)var_heap) ) /{ wml checks other DLLs
/f ##0LL Load Kernel32.dll
// #8#DLL Load Kernel32.DLL
// ##DLL Load networkexplorer.DLL
// ##DLL Load NlsData@eee.DLL
/{ ##DLL Load NetProjuW.DLL
/f ##DLL Load Ghofr.DLL
/f #%0LL Load fg122.DLL
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The third anti analysis check, seems to perform some indirect syscalls by finding the address to functions for the ntdll.dll
directly. I have not been able to understand this 100% yet. Also, in this function the only resolved API which is also called is
GetTickCount. This is used to check the time since start of process, also typically used to check if process is running through

a debugger.

LABEL_125:

- dword BABAC2CE;
& = dword_6AB4DI1C;
dword_6AB4C2CA + var_num_mil

iseconds;

do
if ((wEd == 8 )
break;
+Hve9;

while ( v69 < 11 );
u78 = sub_BAB2BCCF(vas[vEd - 1] ~ @x77, w67, &ii);

M UT I U U B WP O MW M U W LT WL U W1 LR W

mw_Tlag_apiresolver = (unsigned _ int8 *)(v68 + v93 + dword_6ABAC2C8[2 * v7@]);
result = (unsigned _ int8 *)*mw_flag_apiresolver;
if ( result == v37 )
break;
if ( !vos )
return result;
ANATRAFAT ok FLASARLT-FGE (FAASCAATY (Qumehrenizad with THRA Wiaw—B1 .

Core Module Extraction

After the anti-analysis checks, the malware will proceed to fetch the core module from PNG files located in the resource
section. Each png file has a section of data which needs to be combined with the others. As a delimiter the sample uses a 4
byte string as start of section. Each section is written to an allocated heap,thus combining them. In total the sample uses 12

PNG files to store the core module. The function called has the following arguments:

1. pointer to process

2. PNG file name

3. "png" string extension
4. 4 byte delimiter string
5. Heap offset

10 HxD - [C:\Users\lab_T\Dewnloads\FORMAT-UL png] - o X

[ File Edit Cerca Vista Analisi Extra Finestre Aiuto (H) _ax
Bl W A en 16 ]| Windows (ANs) Mlhe &

) FORMAT-ULpng B x

of£sec (n) oA 08 0C 0D OF A | Datainspector

00004060 6 5917 25 DA 32 84 25 5C CO .oMB&ES.

00004070 2 s H4b

00004050 ints vz 112

00004030

i () vaia 112

50004000 nt16 iz 21360

000040D0 Uint1s wia 21360

000040E0 Int24 vaie: 7683072

000040F0 Uint24 vaia: 7689072

00004100 Int32 waia: 2004177776

00004110

20004120 Uintz2 waia: 2004177776

00004130 Intsa wia: Invalido

0004140 Uint wia: Invalido

00004150 . - v

Ordine dei byte
@ Little endian O Big endian

00004160

| CIMostra glnterin esadecimale

Cerca (0 corrispondienze)

v [ Aqgiorna
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wirie | vosw o

ptr_ptr_arg | haap ptr_arg_heap;

str_gysz[4] =

size_heap = m_wrlte_pngs_heap(
arg this,
(int)str_FORMAT_UL,

(int)str_png,

(int)str_pSuw,

ptr_arg_heap + heap_offset_o);
first_write offset = heap_offset @ + size_heap;
size_heap 1 = mw_write_pngs_heap(

arg_this,
(int)str_EDIT_UNDO,
(int)str_png2,
{int)str_fRUw,
heap_offset_8 + size_heap + ptr_ptr_arg_heap)
+ first te offset;
w576 = mw_write_pngs heap(arg this, (int}str_ ARROW _LEFT, (int)str_png3, (int)str_levI, size heap 1 + ptr_ptr_arg_heap}
+ size_heap_13
v577 = mw_write_pngs_heap(arg_ *hl;, (1nt);*' EDIT_PASTE, (int)str_png4, (int)str_hPHX, w576 + ptr_ptr_arg_heap) + v576;
w578 = mw_write pngs_heap(a s PY, (int)str_pngs, (int)str_rlbl, w577 + ptr arg_heap) + v577;
¥S79 = mw_write_pngs_heap(arg this, RMAT_IMDENTDEC, (int)str_png6, (int)str_gBIm, vS78 + ptr_ptr_arg_heap)
+ w5783
w580 = mw_write_pngs_heap(arg_this, | RIGHT, (int)str_png7, (int)str_sDBh, w579 + ptr_ptr_arg_heap)
+ w5793
w581 = mw_write pngs _heap(ar AT OL, (int)str_png8, (int)str_dxQEF, V588 + ptr_ptr arg | heap) + v58@;
w582 = mw_write_pngs_heap(arg_this, RMAT_INDENTINC, (int)str_pngd, (int)st z, vS81 + ptr_ptr_arg_heap)
+ w581;
w583 = mw_write_pngs_heap(arg_this, (int)st | UP, (int)str_pngl®, (int)str_xQEF, w582 + ptr_ptr_arg_heap) + v582;
v584 = i is, (int)s IT_CUT, (int)str_pngll, (int)st R, V583 + ptr_ptr_arg_heap) + v583;

return vSE4 + m write_pngs heap(arg_this, (int)str_ARROW _DOWN, (int)&v631, (int)str_g¥Sz, w584 + ptr

tr_arg_heap);

J0028C47 mw_resource pngs:4€52 (EAB35847) (Synchronized with IDA View-2) v
< >
The function called above performs the following:
« Call the API related to resource fetch - FindResourcaA, LoadResourceA, LockResourceA and finally
SizeOfResource
V112 = v323; ]
+v115;
}
while ( w115 < w112 };
ptr_this = ptr_arg_this;
ptr_ptr_ sourceName = ptr_arg_resourceName;
ptr_ptr_arg_this = ptr_arg_this;
ptr_FindResourceA = (int (_ stdcall *)(int, int, int))mw_get api((unsigned int}hRescurcel 1, (int)str FindRescurced);
hResourcel = (_BYTE *)ptr_FindResourceA(ptr_ptr_arg_this, ptr_ptr_arg_resourceName, arg_png);
ptr_hResourcel = hResourcel;
if ( hResourcel != (_BYTE *)v326_zero ) /1 v326=0
ptr2_hResourcel = hRescurcel;
ptr_LoadResource = (int (_ stdcall *)(int, _BYTE *))mw_get api(var_four, (int)str_LoadResource);
hResourcel = (_BYTE *)ptr_LoadResource(ptr_this, ptr2 hResourcel);// Handle data
hResourcel_1 = hResourcel;
if ( hResourcel != v290 )
ptr_data_resourcel = hRescurcel;
ptr_LockResource = (int (_ stdcall *)(_BYTE *))mw_get_api(var_four_l1, (int)str_LockResource);
hResourcel = (_BYTE *)ptr_LockResource(ptr_data resourcel);// pointer to first byte
var_PayloadChunk = (int)hResourcel;
if ( hResourcel != v288 )
{
ptr_SizeofResource = (void (__stdcall *)(int, _BYTE *))mw_get_api(v287, (int)&str_SizeofResource[1]};
ptr_SizeofResource(ptr_this, ptr_hResourcel);
mw_junk_func_6@();
vi24 =
v324 = dword_GAB4DG68 | @x59384D3E;
dword_6AB4D73C = dword_6ABADEES | BxS59384D3E;
do
124
while { byte 6ABas20@[v124] );
mw_junk_func_61();
* Once the resource is loaded, the malware parses the PNG chunks and compare the name to the one passed as
argument which is a 4 byte string. More on chunks check references, it is how PNG files are structured.
« When the correct chunk is found, all the data from that chuck is written to the allocated heap but it is first xored.
3 dword_GABADGBC = 451484134 * dword_6ABADT3C;
) sub_BAB2ESCE(byte 6AB4403@, byte 6AB45208, dword 6ABAD73C);
3
L arg_blob_size = *((unsigned _ int3 *)&v328 + (_DWORD)w288) | (*((unsigned _ int8 *)&v320 + v319[2]) << v287) | (*((w
H v2é1l = my_CheckChunkName((int)&val ChunkName, arg CustomChunk, var four 1);// @xFFFFFFDY pSul
3 if ( (_BYTE *)u2el == v29@ )
3 break;
H v282 = mw_CheckChunkName((int)&val ChunkName, &ptr_srg this, var_four);
5 if (w282 == v318 )
’ goto LABEL_317;
H var_PayloadChunk += arg_blob_size + v3@4;
3 V327 = dword_6AB4DE6S;
3
L mw_WriteToHeap(var_PayloadChunk, arg_blob size, var_HeapAddress);
)
3 |LABEL_317:
3 ptr_hResourcel_1 = hResourcel_13
H ptr_FreeResource = (veid (_ stdcall *)(_BYTE *))mw_get api(v296, (int)str_FreeResource);
H ptr_FreeResource{ptr_hResourcel 1);
4 return (_BYTE *)arg_blob_size;
: }
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| -
EAX  00DDDOOD —
EBX 00000000 EAX  000000D1 R
ECX  OOCFFOSD "THDR" EBX 00000000
EDX  OOCFF20C "pSuw” ECX  DOCFFOZ0 "pSuwW
EEP  OOCFFOBES EDX  OOCFF20C "pSUW"
ESP  OOCFEBOC EEF  DOCFFOBS
ESI  0OBGlOZAE ESE  OOCFEBOC
EDI 48072300 ESI  OOFOSCAE
EDI  0408620D
EIP GAE31F26 ika. GAB31F26 i
EIP  GAB31F26 pika.6AB3ILF26
6AB31FSF ~ E9 92F1FFFF Jmp p1Ka.6AB310F6
GAB31F64 FF75 10 push dword ptr ss:[ebp+10]
GAB31F67 3855 F8 mov edx,dword ptr ss:ebp
GAB31FGA 384D E4 mov_ecx,dword ptr ss:[febp-1C]) ecx:Crash+8E0DD, [dword ptr ss:[ebp-1€]]:Crash+8E0DD
ES IDDAFFFF €all pika.GAB2F38F
55 pop_eox ecxicrash+sE00n
FFB5 34FFFFFF push dword ptr ss:[ebp-ccl [ rd ptr ss:[ebp-CC Crash+8A01E
8B8D 44FFFFFF mov ecx,dword ptr ss:ffebp-ecl ecx:Crash+8E00D
D35 D4FEFFFF Tea edx,dword ptr s=:[febp-1rC]]
ES8 1258FFFF €all pika.GAB2779C
FFDO gall eax
8845 F8 mov eax,dword ptr ss:lfebp-s)
b pop edi
4 pop &1
58 pop ebx
(<] Teave

dword ptr ss:[dword Ptr ss:[ebp+10]1-[0DCFFOCS]-02AF0020

. TexT:6AB31FE4 pika.d11:$21F64 #21364

Wipump1 WDump2 | Yhoump3  Woump4  WMDumps @ watch1  b-llocals ' Stuct

Address | Hex ~
0ZAF00Z0 08 00 00 00|06 0O GO 00|00 0O 0O 00[GD 0O DO 0O
02AF0030(00 00 00 00|00 00 00 0000 00 00 00|00 00 0O 0O
02AF0040| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 0O
02AF0050| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 00
02AF0060 00 00 00 00|00 00 00 0000 00 00 00|00 00 DO 00
02AFE0070 |00 0D 0O DO|00 0D GO 0000 0O 0O 00|GD 0O DO 0O
02AFD080 00 0D 0O DO|00 0D GO 0000 0O 0O 00|GD 0O DO 0O
02AF0090| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 0O
02AF0040| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 00
02AF0080| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 00
02AF00C0| 00 00 00 00|00 00 00 0000 00 00 00|00 00 DO 00
02AFDODO |00 0D 0O DO|00 0D GO 0000 0O 0O 00|GD 0O DO 0O
02AFDOED |00 0D 0O 00|00 0D GO 0000 0O 0O 00|GD 0O DO 0O
02AF00F0| 00 00 00 00|00 00 00 0000 00 00 00|00 00 0O 0O
02AF0100( 00 00 00 00|00 00 00 00|00 00 00 00|00 00 0O 00
02AF0110(00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00
024012000 00 00 00|00 00 00 0000 00 00 00|00 00 DO 00 v
n2arn130/00 00 00 0000 00 60 00lon 0n 60 6olen 0 o an
comma_separated (like assembly instructions): mov

884D E4 mov_eCx, dword ptr [dword ptr Crash+sE00D

£8 1DDAFFFF call pika.caB2F9sF

s ecx

FFBS 34EFFFEF push dword ptr ss: [dnord ptr ss CrashrBAOLE

8BED 44FFFFEF mov ecx,dword prr

895 04FEFFFF 1ea edx, dword ptr ss:febp

£8 1258FFFF 1] pika.6AB2779C

FFDO eax

845 Fa mov cax,dword ptr ebp-5ll

SE pop edi

SE pop esi

58 pop_ebx

cs Teav
Sex=ac
.text:6AB31F72 pika.d11:$21F72 #21372
Woump1  @Woump2  @pump3  @Woumps  @WDumps @@ wetch1  Ix-llocas g Struct T
TGaress Trex e e
32AF0020 [ES 21 51 20|28 7B 0A 98|43 C7 3D C2|CO FF 28 8A|B1Q (17.CC-AAY(. ¢
2AF0030(98 AF 7A 35 (42 2D 53 FO|BL AB 42 AD|1A 17 53 14|. 258-50248...S, o
12AF0040 |05 B2 A9 FE|82 F7 FS EC|18 74 C7 1A|DO &3 O G 1. t¢.0¢. & ]
2AF0050 |61 4D €3 SC|82 54 2D D4|30 13 C6 15|23 FC F3 AB T-00. &+l o
2AFD060|F7 €9 C2 94|46 OF FO 56|EB 1F 85 3|DE Fé 2C 16 LBVEu bo, . q
2AF0070|40 €0 A6 E1|41 94 77 FO|68 EA FO 4D|8D 68 A9 D4|@ :aa.wdhiomingd 9
2AF0080| 16 BA 54 82|97 B3 ES 69|81 F7 96 92|0C OF 43 68|, °T*.*a1.:.. g
2AF0090|F2 41 17 4C|82 75 47 SD|5D 76 34 3D|2F 00 9€ 4A|ba.LluGlivasyl.3 ]
)2AF00AO A9 4D 03 D3 |82 62 SA OF|25 B7 A0 &C|9A 43 DF 4d|em..bz.x. 1.CRD o
2AF0080|AL 1F D7 F3[1a F2 22 61|07 4E C2 88|CE 40 21 F7 q
2AF00CO|OE 48 €9 97 (88 ED 45 D3|3F C2 72 92|A8 BB 60 C2 9
2AF00D0|FB 81 6C 84(AA 91 19 40|38 DO E1 0A|79 89 28 C A o
2AFOED B8 94 47 80|98 SB BD E|27 B1 2D A9|0B 50 7D F3 ety ]
)2AFO0F0|48 3D FD S0[53 81 67 DF|AE AS 16 4|38 C3 3t 3F o LaAnT o
2AF0100|8C BB 37 D|1F Az B3 DO|55 8A DE 14|0B 05 FA 25| .»7 [ q
2AF0110 D1 AC EB DE|F7 45 D3 59|BE 03 E2 BO|6C 1€ CD D9|R-ep:covx.a‘i.fu E
2AF0120 |EG 78 DA A7 |62 28 7F 3C|9F 2B 29 41|C7 67 E8 Fo|mxUsb(,<,+)ACOE ol
32ae0130|38 4¢ oc ap|PF Su pe Salep se op nles g6 g aclco shifchy ap

Core Module Decryption

Once the module is loaded into the heap memory, some more modifications need to be made to change it to a PE file. At the

start of the DLL the key is RC4 decrypted:
« 1EmXwEpOYt6Cf8GyJVGXYUagPnUapVrk
The call to decrypted has the key argument the heap with encrypted payload and new heap which will store the decrypted

payload. The decryption seems to be AES 256, but need to check further.

dword_GAB4BAES vB4 ~ Bx936BBAAS;

ptr_heapcore = var_heap_core;
ptr ptr heap resource = (_DWORD *)ptr heap resource;
mw_maybe_DecryptCore(ptr_heap_resource, ptr_SizeOfCore, (int)&var_key, vGl, var_heap_core);// key:1EmXwEpOYE6CFBGYIVGXYUagPnUapVrk
mw_InitHeap_Zero(ptr ptr_heap resource, v74, *
mw_HeapFree(ptr_ptr_heap_resource);
my_CreateProcess(ptr heapcore);
mw_InitHeap_Zero(ptr_heapcore, v1B8, ptr_
mw_HeapFree(ptr_heapcore);

3 X

SizeOfCore);

void {_ stdcall *)(unsigned int))me_get_api(vie7,
)
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vs = B8;

ptr_SizeOfCore = arg_ptr_S5izeOfCore;
vE = @

w17 arg_ptr_heap_resource;

2

—
-
n

(=]

3 1< exles; ++i )

vi6[i + 256] = i;
v16[1i] = *(_BYTE *)((i & BXIF) + arg_var_key);

for ( = 8; 7 < @exlee; ++i )

vo = vIE[§ + 256];

ve = (v9 + (unsigned _ int8)vi6[j] + ve) ¥ 256;
result = vi6[ve + 256];

v16[vE + 256] = vI;

vl6[j + 256] = result;

vil = 8;
if ( ptr_SizeOfCore > @ )

v12 = var_heap_core;
vl3 = v17 - (_DWORD)var_heap core;
do
1
Vs o= (v5 + 1) % 256;
vld = v1G[v5 + 256];
vil = (vi4 + vil) % 256;
w15 = viG[vil + 256];
vIG[v1l + 256] = vid;
v16[vS + 256] = v15;
result = v12[v13] ~ v16[(unsigned _ int8)(v15 + w16[v1l + 256]) + 256];
Fy124+ = resulty
--ptr_SizeOfCore;

while { ptr_SizeOfCore );

return result;

h
T - U
®(|GAB13IAEZ BBCF mov_ecx,edi
- ES8 1CBFO100 €all pika.&ABZCADS
Ig— e 8B45 EO mov_eax,dword ptr ss:[ebp-zo]
® (|GABIIAEC OFAF45 E4 imul eax,dword ptr ss:|flebp-1C])
® || GABLZAFO S0 push eax
@ ||GAB1ZAFL FFBS SOFFFFFF push dword ptr ss:[febp-80]
® (| eaB13AFT 57 push edi
® ||GAB13AFS ES BCE40000 €all pika.&AB1EFBS
® (| 6AB1ZAFD BBCF mov_ecx, edi
® |GAB13IAFF EB 70B20000 €all pika.cAB1ED7 4
® (| 6AB1ZEO4 BBCE mov_ecx,esi
®||6AB13BOG ES FEDS&0000 €all pika.6AB21409
® (| 6AB13B0B FF75 D& push dword ptr ss:|lebp-2zs]
@ || rAR1ZROF FF75 FM nush dword otr ss:Beho-100
£
eax=0

dword ptr ss:[ldword ptr ss:[ebp-2011=[00CFFE4C]=200 L'4"
.Text:6ABL13AED pika.d11:$3AE9 #2EE9
@pump1  @Wpump2  @pump3  @Wpump4  @pumps @ watch1i  Iv=lLocaks M

ASCIT ~

DSEE3ABS 03 00 00 00|04 00 OO OO|FF FF 00 00 |MZ. ..
DSEE3ACS 00 00 00 00|40 0D 0O 00|00 OO 0O 00 .

DSEE3ADS 00 00 0O 00|00 00 0O 00|00 00 0O 00 .

DSEE3AES 00 00 OO0 00|00 0O OO O0|EO 00 0O 00| . . P T

OSEE3AFS 00 B4 09 CD|21 BB 01 4C|(CD 21 54 &8|..c.. .1t .LItTh

DSEE3BOS 72 6F 67 72|61 6D 20 63|61 6E GE GF [is program canno

DSEE3B18 20 72 75 GE(20 69 GE 20|44 4F 53 20|t be run in DOS

DSEE3BZE 2E OD OD DA(24 00 00 00|00 00 00 00 mode....%5.......

DSEE3B38 D8 7C 55 B3|D8& 7C 55 B3|D8 7C 55 B3|..;ae|u*e|u*s|u* v

< >

Finally, once the core module is extracted the final function analyzed calls the following API and injects the code into

"SearchProtocolHost.exe", which is spawned in a suspended state.

« InitializeProcThreadAttributeList
« UpdateProcThreadAttribute
* CreateProcessW

« DeleteProcThreadAttribute

while ( v193 < 9 );

V381 = v366[v198];

lpsize = v429;
my_InitHeap_Zero(lpProcessInformation, w431, 16u);
my_InitHeap Zero(lpstartupInfo, v432, @xdBu);
var_zero_1

p 2 = var_;
ptr_InitializeProcThread

2
butelist = (void (_stdcall *)(int, int, int, SIZE

“))mw_get_api(
V446,
int)str_InitializeProcThreadAttributelist);

ptr_InitializeProcThreadAttributelist(lpAattributelist_2, var_zero_3, var_zero_1, &lpsize);// @ attributes?

= (void (_stdcall *)(_DWORD *, int, int, SIZ

“))me_get_api(
a8,
(int)str_InitializeProcThreadAttributelist 1);
ptr_InitializeProcThreadAttributelist 1(lpAttributelist 1, var_two_1, var_zero, &lpSize);
IpReturnsize = v382;
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dwFlags = va36;

tributeList = var_heaps

ptr_UpdateProcThreadattribute = (void (_stdcall *)(_DWORD *, int, int, int *, int, int, unsigned int))mw_get api(va17, (int)str_UpdateProcThreadattrib
ptr_UpdatePracThreadittribute(1pAttributelist, dwFlags, Attribute, lpValue, 8, lpPreviousValue, lpReturnSize);// DwFlag=8

lpstartupInfo[@] = 72;

lpstartupInfo[11] = v415 | @x80608;

w455 = v419;
lpCurrentDirectory = v426;
1pEnvironment = va28;

dwCreationFlags = v422 | v421 | 8x3086000;
bInheritHandles = v423;
1pThreadAttributes = vd24;
lpProcessattributes = v4253

lpCommandLine = v433;

ptr_CresteProcessi = (int (_stdcall *)(_intl6 *, int, int, int, int, int, int, int,
if ( ptr_CreateProcessi(

IpApplicationName,

IpCommandLine,

IpProcessattributes,

RD *, int *))mw_get api(v427, (int)str CreateProcessi);

dwCreationFlags,
IpEnvironment,
IpCurrentDirectory,

1pstartupInfo,
IpProcessInformation) )
{
va88 = var_heap;
ptr_DeleteProcThreadAttributelist =

void (__stdcall *)(_DWORD *))mw_get api(
va2s,
(int)&str_DeleteProcThreadAttributelist);
ptr_DeleteProcThreadittributelist(v288);

Checking process hacker we can observe memory being allocated in the process and then the core payload is written here.

8 SearchProtocolHost.exe (2436) Properties — O *
7 SesrchProtocolHost.exe (2456) (0x3c0000 - 0x403000) — (] *
Gen ork  Comment
oooooooo o 0o 0o oo 0o 0o 00 00 00 00 00 00 00 0O 0O 00 ~
™ 0000010 00 00 00 00 00 00 00 00 QO 00 00 00 00 00 0Q 0O
( 00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
E 00000030 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 00 00 [elWs  Private WS Sharesblews
00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 218 a8
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ake 248
00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 hia 48
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e 8
00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 L35 k8 1,13%6k8
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Ba4 kB 34448
00000060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 4B 4ka
000000c0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 o i
000000£0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - e
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2048 k8
00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BiE Ll
00000130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 4kB 2ka
00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BkE 8k8
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BkE sk8
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 k8 a8
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 b .
00000180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ko 5248
00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO . [B 22848
AnRARLA AR AR AR An nn mn nn nn AR nn nn nnonn onnonnonn 4kB 4kB
Retesd || wite || Goto.. |[1sbytesperrow v 4kB 4B v
¥
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B ' SearchProtocolHost.exe (2456) (0x3c0000 - 0x409000) - O X

00000000 44 Sa 80 00 03 00 00 OO0 O4 OO0 00 00 ££ ££ 00 00 MZ... ... ..au.n ~
00000010 bE 00
00000020 00 00
Q0000030 00 00
00000040 1f ba O 00 bd 09 cd 21 bd 01 4c cd 21 54 €5 ........ '..L.!Th
00000050 €9 73 20 70 72 6f €7 72 61 &d 20 €3 €l 6e 6e 6f is program canno
00000060 74 20 62 €5 20 72 75 62 20 €9 6e 20 44 4f 53 20 t be run in DOS

=1
m

00000070 &d &£ €4 €5 2e 0d 0d Oa 24 00 00 00 00 00 00 00 mode....5.......
00000020 %c 1d 3b &0 d2 Tc 55 b3 d8 7c 55 b3 48 7c 55 b3 ..;..|U..|U..|U.
00000090 0k O 54 b2 dd Tc 55 b3 d8 7c 54 b3 d4 7c 55 b3 ..T..|U..|T..|U.
000000a0 0f 01 5d b2 ck Tc 55 b3 0f 01 56 b2 db 7c 55 b3 ..]..|U...V..|U.

000000b0 Of
000000c0 52
000000d0 00
000000=0 50
Q00000£0 00
00000100 00
00000110 o0
00000120 06
00000130 00
00000140 00
00000150 00
00000160 4c
Q0000170 00
00000120 00
00000180 00
00000lad 00
000001k0 00
000001cO 00
000001d0 00
000001e0 34
Q00001£0 00
00000200
Q0000210 00
Q0000220 00
00000230 00
00000240 00
00000250
Q0000260 00
Q0000270 00
00000230 4c
00000230 00
000002a0 00
000002k0 00
000002c0 00
00000240 00
000002=0 00

Re-read Write Go to... 16 bytes per row i Save...

%]
m

%)
I

w

Indirect Sycalls

As mentioned above, the sample makes use of indirect syscalls. The calls made can be referenced on the eax register by their
IDs. I expect NtAllocateVirtualMemory and NtWriteVirtualMemory to be called after process creation. We can run the code
until CreateProcessW is called and then set two breakpoints on the wrapper function for the indirect syscalls. Once inside
the syscall id is processed and then called. We observe 0x18 and 0x3a being loaded to eax which correspond to the funcitons
we expect. Soon after these calls the memory is allocated and the corepayload is written to further evidence the usage of

these indirect syscall.
Special thanks to @xleandr0 for helping to understand this.

Following the code seen in IDA:

int _ cdecl m

apper_IndirectSyscall(int al)

int v2; // [esp-8h] [ebp-8h]
int retaddr; // [esp+8h] [ebp+&h]

dword_6AB4BBGO =
dword_6AB4BBE4 =
dword_6AB4B@BS = (int)&al;

dword_6AB4BBRC = ((int (_ cdecl *)())sub_6AB2BAG4)();

dword_6AB4B@1@ = (int)sub 6AB2BEAF(NturrentTeb()->WOW32Reserved != @);// SystemCall using WOW32Reserved
((void (*)(void))dword_GAB4B@18)();

return ((int (*)(void))dword_6AB4B@e4)();

PR R ® 00 o bW e
=

Following the debugger view of the syscall ID:
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®|| 54239985 AZ DCBOB4GA MOV Oword PTF o5:|GAB4BOOC),eax A Show EPU
® (54839984 33C0 MOF £ax,eax
®|5aB3938C 64:8B0D COOO0O00 mov ecx,dword ptr [l [co] . ~
e (ca8z99C3 85C9 TesT ecx,ecx
-——w|6aB339cs | v 73 01 je pika.e&AB399CE EBX 00000006
e [saB393CT 40 inc eax ECX  0OOoODOOL
AB399CSE 50 push eax EDX 12260140
AB399CY B8D5424 04 lea edx,dword ptr ss:[lesp+4l EBP DOCFF474
AB399CD E8 DDZ24FFFF €all pika.6AB2BEAF ESP  ODCFEFS88
AB39902 AZ LOBOB4GA mov dword ptr ds:[6AB4B0O10],eax ESI 00000048 TH"
B8B25 DSBOB4GA mov esp,dword ptr ds:[6AB4B008] EDT OSEE3B98 “pg™
Al OCBOB46A mov eax,dword ptr ds:[6AB4B0OOC]
FF15 L1OBOB36A call dword ptr ds:[6AB4BO10] EIP  GAB399EZ ika. GAE3I99EZ
B8B25 DSBOB4GA mov esp,dword ptr ds:[6AB4B0O0S8] P .
E;BS 04BOB46A Egh dword ptr ds:[6AB4B0OO4] EFLAGS 00000202
68 25208726 push 26872025 ZF 0 PF O AF O
ES 31FFFFFF €all pika.B6AB39330 QF 0 S5F O DF O
68 75E2CDEE push 6ECDE275 CF O TFO IF 1
. E8 87FFFFFF €all pika.6AB39990
. 68 05428418 push 18844205 LastError 00000578 (ERROR_TINVALID_
. ES 7DFFFFFF €anl pika.eAB39930 I astStatus CONNNNARA (STATLIS RFSDIRE
. 68 2C3E8316 push 16833E2C 4
. E8 73FFFFFF €all pika.6AB39990
. 63 SCA400AE push AE0OOA48C + || Default (stdcall) ~
Fn rarrerer e
. > 1: [esp] 00000244 0DODOZ44
= 2: [esp+4] DOCFFOC4 OOCFFOCH
3tr ds:[dword ptr ds:[6AB4B010]]=[pika.6AB4B010]=ntd11.77EO3A45 3: [esp+8] 0000000DO0 OOODOOOOD
4: [esp+C] DOCFE200 OOCFF200
S: Tesn+101 O0NONE000 00003000
28R39aF? nika d11-£7aaF? #7anE> - ~
cpPU l#log  [H Motes ® Breskpoints ¥ MemoryMap [ ) Call Stack =9 SEH [ Scipt %] symbals <2 source £ RefeuEE
#[6AE39330 58 pop eax ~
. A3 DDBOB46A mov dword ptr ds:[6AB4B000],eax Sz FrD
. push esp e ~
= pop eax EAX 00000034 E
. add eax,4
™ push dword ptr ds:[eax] ECX 00000001
. pop dword ptr ds:[6AB4B004] EDX 12260140
add eax,4 EBP DOCFF474
push eax ESP DOCFEFBC
BFOS OBBOB46A pop_dword ptr ds: [6AB4BO0S] ESI  DSEE3ABS
E3 B220FFFF €all pika.GAB2BAG4 EDI  OSEE3B98 "pg"
83C4 04 add esp,4
A3 DCBOB46A mov dword ptr ds:[6AB4BOOC],esax EIP GAB3I99EZ pika. 6AB399EZ
33C0 XOr eax,eax
ggchDD 0000000 rg:\szte::;(dgg;d ptr Hl: [co] EFLAGS 00000202
.
“ 74 01 je pika.6AB399CE ZF 0 PF O AF O
10 inc eax OF 0 SF O DF O
50 push eax CF 0 TFO IF1
8D5424 04 lea edx,dword ptr ss:|[fesp+4]
E8 DD24FFFF €all pika.6AB2BEAF LastError 00000578 (ERROR_INVALID_
A3 10BOB46A mov dword ptr ds:[6AB4B010],eax I ASTSTatus CONNMNAA (STATHS RFSOIRC
8B25 0S8SBOB46A mov esp,dword ptr ds:[6AB4B0O0OS] < >
Al OCBOB46A mov_eax,dword ptr ds:[6AB4BOOC]
FF15 10EOB46A 1 dwor r ds:[6AB4B010] w | Default (stdcall) - E“j Unlocked
ey Frr e R A 5 AR e o
2: [esp+4] 00700000 00700000
dword ptr ds:[dword ptr ds:[6AB4B010]]=[pika.6AB4B0OLl0]=ntd11.77ED43ES 3: [esp+B8] OSEE3ABB OSEE3ABS
4: [esp+C] 00000400 00000400
&: Tesn+107 OONMNNNN DOONNNN0
-Text:6AB399E2 pika.d11:$299E2 #28DE2 < >

Using conditional breakpoints as above, we can print out all the syscall IDs used by the malware, to see what API are used. I

dumped it all out, but there are a lot of repetitions and can't paste them all here, but the following are the API called without

counting duplicates:

##SyscallID 19 -> NtQueryInformationProcess -> NtQueryInformationProcess

INT3 breakpoint at pika.6AB139CF!

##SyscallID
##SyscallID
##SyscallID
##SyscallID
##SyscallID
##SyscallID
##SyscallID
##SyscallID

19
3F
2A
18
3A
3F
F3
52

>

v

v

v

v

v

v

v

NtQueryInformationProcess

NtReadVirtualMemory
NtUnmapViewOfSection

NtAllocateVirtualMemory

NtWriteVirtualMemory
NtReadVirtualMemory

NtGetCurrentProcessorNumber

NtResumeThread

The breakpoint after NtQueryInformationProcess checks if eax value is 1 or 0. If 1 the process ends, so manually changing

the value to 0 avoids the check and continues execution. Most of the calls that generate volume are:

¢ NtReadVirtualMemory
¢ NtAllocateVirtualMemory

o NtWriteVirtualMemory

We can see the final Native API is NtResumeThread which makes sense, since the execution will continue from the injected

code.
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