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There is no description at this point.

2025-04-24 ⋅ Kaspersky ⋅ Sojun Ryu, Vasily Berdnikov

Operation SyncHole: Lazarus APT goes back to the well

Bankshot DRATzarus PostNapTea wAgentTea 2023-08-30 ⋅ Kaspersky Labs ⋅ David Emm

IT threat evolution in Q2 2023

3CX Backdoor Bankshot BLINDINGCAN GoldMax Kazuar QUIETCANARY tomiris GoldenJackal 2023-04-12 ⋅

Kaspersky Labs ⋅ Seongsu Park

Following the Lazarus group by tracking DeathNote campaign

Bankshot BLINDINGCAN ForestTiger LambLoad LPEClient MimiKatz NedDnLoader Racket Downloader
Volgmer 2022-09-10 ⋅ ⋅ Malverse ⋅ greenplan

Realizziamo un C&C Server in Python (Bankshot)
Bankshot 2022-08-15 ⋅ Brandefense ⋅ Brandefense

Lazarus APT Group (APT38)

AppleJeus AppleJeus BADCALL Bankshot BLINDINGCAN DRATzarus Dtrack KEYMARBLE
Sierra(Alfa,Bravo, ...) Torisma WannaCryptor 2022-04-20 ⋅ CISA ⋅ CISA

TraderTraitor: North Korean State-Sponsored APT Targets Blockchain Companies

Bankshot TraderTraitor 2022-04-18 ⋅ CISA ⋅ CISA, FBI, U.S. Department of the Treasury

AA22-108A: TraderTraitor: North Korean State-Sponsored APT Targets Blockchain Companies (PDF)

FastCash Bankshot 2022-04-18 ⋅ CISA ⋅ CISA, FBI, U.S. Department of the Treasury

Alert (AA22-108A): TraderTraitor: North Korean State-Sponsored APT Targets Blockchain Companies
Bankshot 2021-10-08 ⋅ Virus Bulletin ⋅ Seongsu Park

Multi-universe of adversary: multiple campaigns of the Lazarus group and their connections
Dacls AppleJeus AppleJeus Bankshot BookCodes RAT Dacls DRATzarus LCPDot LPEClient 2021-02-28 ⋅ PWC UK

⋅ PWC UK

Cyber Threats 2020: A Year in Retrospect
elf.wellmess FlowerPower PowGoop 8.t Dropper Agent.BTZ Agent Tesla Appleseed Ave Maria Bankshot

BazarBackdoor BLINDINGCAN Chinoxy Conti Cotx RAT Crimson RAT DUSTMAN Emotet FriedEx
FunnyDream Hakbit Mailto Maze METALJACK Nefilim Oblique RAT Pay2Key PlugX QakBot REvil Ryuk

StoneDrill StrongPity SUNBURST SUPERNOVA TrickBot TurlaRPC Turla SilentMoon WastedLocker WellMess
Winnti ZeroCleare APT10 APT23 APT27 APT31 APT41 BlackTech BRONZE EDGEWOOD Inception
Framework MUSTANG PANDA Red Charon Red Nue Sea Turtle Tonto Team 2020-08-19 ⋅ US-CERT ⋅ US-CERT

Malware Analysis Report (AR20-232A)
Bankshot BLINDINGCAN 2020-06-23 ⋅ ReversingLabs ⋅ Karlo Zanki

Hidden Cobra - from a shed skin to the viper’s nest
Bankshot PEBBLEDASH TAINTEDSCRIBE 2020-05-12 ⋅ US-CERT ⋅ US-CERT
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MAR-10288834-1.v1 – North Korean Remote Access Tool: COPPERHEDGE
Bankshot 2020-02-19 ⋅ Lexfo ⋅ Lexfo

The Lazarus Constellation A study on North Korean malware
FastCash AppleJeus BADCALL Bankshot Brambul Dtrack Duuzer DYEPACK ELECTRICFISH HARDRAIN

Hermes HOPLIGHT Joanap KEYMARBLE Kimsuky MimiKatz MyDoom NACHOCHEESE NavRAT
PowerRatankba RokRAT Sierra(Alfa,Bravo, ...) Volgmer WannaCryptor 2020-01-01 ⋅ Secureworks ⋅ SecureWorks

NICKEL GLADSTONE

AlphaNC Bankshot Ratankba Lazarus Group 2018-10-03 ⋅ Virus Bulletin ⋅ Michal Poslušný, Peter Kálnai

Lazarus Group A Mahjong Game Played with Different Sets of Tiles

Bankshot BanPolMex RAT FuwuqiDrama HOTWAX KillDisk (Lazarus) NACHOCHEESE REDSHAWL
WannaCryptor 2017-12-13 ⋅ US-CERT ⋅ US-CERT

Malware Analysis Report (MAR) - 10135536-B

BADCALL Bankshot
[TLP:WHITE] win_bankshot_auto (20251219 | Detects win.bankshot.)
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