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#Goals of this workshop

 WTF Computer Forensics
« Real case of APT
« The skill of using common tools to find malware




OCHOBHbI€ NPUHLMUNDI
MolLUeHHuYyecTBa B cuctemax AAbO




#CTpyKTypa NpecTynHon rpynnbl

— CTpyKTypa THIHYHOU MOIIEHHUYECKOM I'PyNIIbI HA IPHMepe IPYIIIbI
Carberp, TuKBUAUPOBAHHOM B MapTe 2012 roja.

Gizmo
Jlvpep rpynnbl, co3gatens 60T-ceTu
< > MporpamMmmuct
G M ABTOp BpeAOHOCHOM MporpamMmsl
Carberp
Tpaddpep
I B3nambisan nonynsipHble CaiTbl U HE3AMETHO

nepeHanpasnsn ux NoceTuTenen Ha
BpeAOHOCHbIE pecypchl.

Cpeav B3n0OMaHHbIX: www.rzd.ru,
www.ikea.ru, www.kp.ru, www.mk.ru,
www.klerk.ru, www.glavbukh.ru n a.p.

PykoBoauTENb 3a/IMBLUNKOB PykoBoauTeNb 06Hana
KoopAVHMPOBaN 3aM1BLLMKOB, BblAaBas OBecreunsan rpynny MAacTUKoBLIMM
MM PEKBM3NTBLI ANA NepeBo/a KapTaMu, 6aHKOBCKUMM cueTamMu Ans
NOXMLUEHHBIX CPEACTB nepesoaa AeHEeXHbIX CPeaCTB.

Oponbl

Jioamn, KOTOpbIE CHUMANMN AeHbIV Yepes
3anuBLmKm 6aHkomaTa nnm B baHke

Mony4mB Yy>xue NorvHbI/napony,
BbIBOAW/N AEHbMM CO CYETOB

MocTaBLWMKN NJTACTUKOBbIX KapT U CYETOB B
6aHkax

3aHMMaloTCs NpoAaXei NNacTMKOBbIX KapT U
6aHKOBCKMX CYETOB, 0COPMIIEHHBIX Ha
NoACTaBHbIX JNL,

X




#CTpyKTypa NpecTynHou rpynnbl

STana paboTbl MOLLEHHUKOB

Gartner. Competitive Landscape: Threat Intelligence Services, Worldwide, 2015
Having its base in Eastern Europe offers Group-IB the advantage of getting visibility on many
threats originating from this region, and its local presence offers the ability to better infiltrate
the many threat actors based in this region. Involved in the most high-profile investigations
allows Group-IB to get more information about cybercriminals, their relationships and other
intelligence.

www.gartner.com/doc/2874119/competitive-landscape-threat-intelligence-services




#®nHaHcoBbIe onepauumn

BbiBOA Ha OPUANYECKOE SINLIO BbiBOA Ha (pu3nyeckoe nnuo

OdopmMneHne 6aHKOBCKOM
KapTbl

Perncrtpauust ropuanyeckoro nunua

2. Cash In
3. Sell Out
4. Bro Down | |

MNonck yenoseka (apora)

OdopmneHune cyeTa B baHke

[lepeBoa AeHer Ha KapTy

[lepeBOA AeHEer Ha CYET KOMMNaHuUn

Ob6Hann4mMBaHue C KapThbl

[epeBon Ha KapTy/KapTbl ANS
obHannumeaHus




HoBble cxeMbl MOLLEeHHNYeCcTBa




#HeMHOXKO KpunTorpadun

Once decoded, the key translates to the following number:
31298847196625400639506938637161930162789011464295952600544145829335849533528834917800088971765784757175491347320005860302574 523

This is definitely not a 1024 bits key! The number has 128
digits, which could indicate a (big) mistake from the malware
author, who wanted to generate a 128 bytes key.

@ BrumManme! Bee Bawn dadinsl 3awmdposatbil

Yrobbl BOCCTEHOBHTE CBOH haknbl M NOAYUHTE K HHM A0CTYA,d Takue, YTobbl Balwk dainel Hebblni NPoASHE! KOHKYPEHTaM
HaNMWHTE Ham Ha email;

¥ Bac ecTe 5 NONBITOK BEOAA KOAA. MpH NPEBBLILEHHH 3TOMD
KONM4ECTEA, BCE AaHHbIE HeoDpaTHMD McnopTaTecA. ByasTe
EHHMATENLHL! NPH BEOAE KoAa!

........................




#HoBble cnocobbl aHOHUMU3ALUMU

& Tor aHOHMMEH?

PezynbTaTthl onpoca: AHOHHMEH?

Oa 100%

Het 100

Ecnv 6yoews cnveaTe 100

0 MMNAMOHOB

MANNbBHWKA!

]
Nonocoeaswme: 32. Bw ewe He roncCoOBaNM B 3TOM ONpoce

Entry guard  __ Encrypted by Tor
% ==« Not encrypted by Tor
&—
Tor client i =N
Tor . ~ B
==  network ',“ Destination
e
Middle relay )

Exit relay




#bonblue aHOHUMKU3aUUK

Payment for private key

Choose a convenient payment method and click «Next»:
[Bitcoin (most cheap option)

Obitcoin

«PGP no-npexxHeMy He@ebunyeckmn CTorKa, U CrpaBUTCS C eé
NpPaBWIbHO peasin30BaHHbIM WM(PPOBaHNEM HEBO3MOXKHO AaXe
SRS e | [1eHOWM 0ObeAMHEHHbIX YCUITMI CNELICTY)K6»

D! e cr protocol that is of a
Bitcoins can be transferred through a computer or smartphone
itution.
and specify the Transaction ID on the

financial insti
You have to send 2 BTC to Bitcoin address
Private key will be destroyed on next page, which wil be verified and confirmed.
10/13/2013
‘ 1:21PM R it

Time left

71:33:17




#CounanbHas MHXXeHepus

CPL Dropper — pekBuantbl.doc.cpl

AnekcaHgp, Jobpbii aeHb!
Bbicbinato Bam Halwm peKkBM3nTbI AN 3aKAKHEHMA AOTOBOPA, U AOKYMEHTbI Ha MPOBEPKY
Cymma genosuta 32 000 000 py6 00 Kom, CPOKOM Ha OAWH roa, % B KOHLLe CPOKa

C YBaxkeHunem, Cepret CumoHoOB
Ten. +7(962) 7135296
Email:x60x@nxt.ru

mimi.exe

p— Mimi.cmd

e\ x86\Mimikatz.exe

e\ x64\mimikatz.exe

If "%ProgramWe6432%" Neq "" (x64\mimikatz.exe
"privilege::debug" "sekurlsa::logonpasswords full" exit >6.txt)
else (x86\mimikatz.exe "privilege::debug"
"sekurlsa::logonpasswords full" exit >6.txt)



#MobunbHas nnatdopma

JloGaeuTs Kapry

BOOQNTE AANMHIE KPS SMTHOR XAPTI, XOTOpO
XOTHYE NENOALIORATH 8 GOOge Xowenuue

5643 4875 4648 4842
MM r VC-x Without App Sandbox
All
user data
—
Unrestricted
access LA
Your app

lForono

With App Sandbox

Other
: user data

No access

Other
H system resources

Your sandbox

( R
W\
Unrestricted
access A

/ Your app

Hannumne 6ot-cetn B 100 000 MOOUABbHbBIX YCTPOMCTB NO3BOAUT
XaKepy noxmtuTb $S16 000 000 B KOPOTKME CPOKM *

ﬁ=

*report2014.group-ib.ru




#MobunbHasg nnatdopma. CnC

My projects | Phone list ¢ Il Call | S ‘ 3 | re Dec 06, 2013 22:24:45 | User: fummmiip]
Project: R | Phone: NINSGEASISIIe |
Refresh
Last
Telephone Last Control
P ICCID Model oS IMEI command Phone status Commands
number command number |
send
250991607165531 8970199130435336310 (s;?jxssrgog lz\l;démd 352912053262929 (1)2;; 5813 none ( +447781481797 @ D T— M
Select command
2040806‘1016107 8931082705118009573 | Samsung | Android | 357853043635466  12-11-2013 contact +447781481797) | sus | call | Rec | Admin| Rec §§§;‘:n':‘: =
GT49001 236 15:05:29 list (panding...) OFF | OFF | OFF | ON |callON || start call
stop call
204163551948256 | 8931162112005649491 | Samsung | Android | 356297050992017 | 04-12-2013 sms +790670751481) | gpms | call | Rec | Admin] R start rec
004 GT419305 412 10:10:58 stop (send) OFF OIfF OFF Or;m cal[eéH stop rec Edod
start call to #
+380661557771 8938001750405577711 | S Android | 352931051713089 | 04-12-2013 (send +360985612954 : get sms
OFF | OFF [ OFF | OFF | callON || conkactlist
send sms
222995306280036 | 8939993280077270468 | Samsung | Android | 359235044499951 | 06-12-2013 sms +380985612954)5) | quas | call | Ree | Admin | Ree AaCk ik Send
ce1r GT-85670 |234 22:24:44 stop (send) OFF | OFF | OFF | OFF | call ON || getimages
get place
222019803741176 | 89390100001705067003 ' Samsung Android | 357800051224386 | 06-12-2013 sms +360985612954 s | call get apps rz
o0+ GT49505 422 21:16:08 stop (send) %,rﬁ]l? 5le ’ OR;E Ag:]m c;ﬁeéN start record call L Send
| stop record call t
222019701314250 | 89390100000533917017 | Samsung Android | 358488046924333 | 06-12-2013 none (send) +380985612954 151 | guis | o = i ol I
001 GT49100P | 4.1.2 15-21-10 O'IJI: 6!52' g - A(d)r;ln cj[eCC)N Select command |v| | Send
222887855125929 |1 8939880485100008092 ' Samsung Android | 353975056737139 | 06-12-2013 none (send) +380985612954 ) Call =
00+ GT49300 | 4.12 20:19:00 %"gf 5,3:: ’ g:; Ado';]" Cﬁ,eém Seidrtweiind [ ]{§ee




#ATM

IOucnencep. [PinPad.EXE] - ulssm.exe

Nccnepyembii  dann  npeactaBnsieT cobon  nporpamMMy, MNo3BONsOWYy0 npu  nomowm  XFS-API
B3ammoaencTBoBaTb ¢ PINPAD n aucneHcepom B ATM 1 NO3BONWUTbL 3/10YMBbILLNIEHHUKY AaTb KOMaHAy Ha
OMyCTOLLEHME KAacCeT C HAIMYHOCTbIO.
KoMaHAbl:
111111 — CaenaTb BUAUMBIM /T@aBHOE OKHO MporpaMMbl
333333 — CamoyaaneHue nccieayeMon nporpamMmMbl U CO3AaHHOIO €N KNkoYa peecTpa
555555 — OTobpaxkeHue TekctoBon Haanucn «TIME WAS EXTENED. +++»

TAKE THE MONEY NOW!

...wait 3 seconds

TO START DISPENSE OPERATION -
ENTER CASSETTE NUMBER AND PRESS ENTER
CASH OPERATION PERMITTED.
TO START DISPENSE OPERATION —

CASH OPERATION IN PROGRESS...PLEASE WAIT...
ENTER CASSETTE NUMBER AND PRESS ENTER

CASH OPERATION PERMITTED
INVALID CASSETTE NUMBER. TRY AGAIN.

TO START DISPENSE OPERATION —
ENTER CASSETTE NUMBER AND PRESS ENTER. S




#POS-TepMunHansl

INDOWS' system32',cmd.exe

Microsoft Windows KP [Uersion 5.1.26001]
(C> Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings:\Owner>cd

C:N>dum
scan all processes: dum
scan all processe ¥ string pattern: dum 0 {PATTERN>
scan process with pid for kartoxa: dum <{pid>
scan process with pid for kartoxa and string pattern: dum <pid> <PATTER|

process
pro
process
process
proc
process

pProcess:
proces
process
process
pProces
process
process: 198
CC memregion:145 00 Track2=
CC memregion:145 00 Track
CC memregion:145 00 Track2=
CC memregion:145 00 Track2=
CC2 i 45 [ Track2=41
i ] Trac 41
Track2=41
Track2=41

process 202
202
process:712
process =139
CC memregion:14 0 Track2=4
CC2 region:14 [4 Track2=419%
scan process:188
scan proces

C:Ny

Dump Memory Grabber [vSkimmer]




#Materials

Folder Share: \forensics\materials\

Part 1 «Infection banking trojan»:
VMware Player ver. > 6.0.3

Sans Workstation ver. 3.0

Free Space > 20 Gb

Part 2 «Investigation malware for «Android OS»:
VMware Player ver. > 6.0.3

Santoku Community Edition ver. 0.5

Free Space > 4 Gb




INVESTIGATION OF INFECTION BANKING TROJAN




#lLegend

Infection vector: Malware dropper (exploit CVE-2012-0158)

1. Social Engineering (trusted source/phone call)
2. Send email:

[o6pbiit AeHb, NPOLLY 03HAaKOMUTLCA € forosopom. Cnacnbo

Best regards,

3. Open attachment
4. Run «poroBop.doc»
5. Privilege escalation, backconnect to CnC Server, download payload, etc...




#l1osacHUTenbHaa 3anmcka

= Bxoaawme - general.buh@mycompan.com - Microsoft Outlook o =3 2
TnagHas Otnpaska n nonyueHne MNanka Bug a @
.] ‘gl % x i OTBETHTE = (23 Nepemecruroe: 7 (3 Nepemectvte = [ Npouwrano? Haiitn kowTakT ~
b = 8 OTBeTUTE BCem 5 Pyxosopurena |+ (S Npasuna ~ B Buspars kateropuio * | (i Agpecran krura
Cozgate Hogwie ¥aanuTe OTNpaBnTe U NOAYHUTE
mnglﬂgm anemert - | 5" " (53 Nepecnats & Coobwerme 3ne... | | (] OneNote W Kuecnonkenmo ~ W OuAsTp nouTh * HEHW_E(E nanyw
Cosaats YaanuTs OtseTuTb Bucrphie geficrana | Mepemectis Tern Haitn OTnpaska 1 nony4eHue
4 Vz6paHHoe < >
P — Mowck B nanke “Bxogawme” (CTRL=Y) F| OB6HoBneHHas Bepcua porosopa 4 Honéps 2014 b
. MH Br Cp Y47 M C& Be
1= Ompasnenne ¥nopagoueHue: Jata CHavana HoBkle BVIKTOIJVIH L
@ Ypanersie 56 7 8 9
4 Cerogus
; 12 13 14 15 16
i ] Bmcropua IyGapesa B /1 CooBuwerne 8] aarosap.doc B26 Keaiim) 17 18 19 20 21 22 23

4 general.buh@mycompan.com
24 25 26 27 23 29 30

OBHOBNEHHan Bepaua gorosopa U

(] Bxopsupme (1]
L44 YepHosukn
[ omnpasnennsie
S Yaanewusie

[06pbiit AeHb, NPOWY 03HEKOMMTBCA ©
fAorosopom. CnacuBo

Bestregards,

LE) R35-karans: estre
[& nowoaswme V\ktprla Gybareva,
Senior accountant BCTpedy B GYAYILEM HE HAMEYEHD,

[ HexenaTenshas nouta
O Mankn noucka

Tel.: +7 (495) 123-45-67, ext. 1001

Ynopagouerue: MomeTka: gata .. | =
BBeaWTe HOBYIO 33434y
HeT 3neMeHTOB 418 NPOCMaTpa B
A3HHOM NPEACTAENEHUM,
|~ Noura
a| Kanenpape
8| Kontakre:
£
] 3apaun \
D Bukropuna MyBapesa DD ~
-

N |

3nemenTei: 1 HenpouuTankee: 1 |

|[m] e 100%




#lNepBOHa4YanbHbIN OCMOTP

Before

DOeO000O
DOEO0OO014
DO0O0028
DOEOOO3C
DOEO0050
DOGO0OOG64
DOGOOOTS8
DOGOOO8C
DOGOO0AD
DOeoooB4
slelolelolela:]
boeeoeDCc
DOGOOOF

R

446 bytes — Bootstrap
64 bytes - Partition table
2 bytes — Signature

446 + 64 + 2 = 512




#C60p MHpopMaLmn

root@siftworkstation: /mnt/hgfs/ZN
74
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-OX65000EC /0x280000000

disk read error

occurred...BOOTM
GR is missing...
BOOTMGR is compr
essed...Press Ct
rl+Alt+Del to re

58

7C BC

6C

89 B9 86 7A

NTFS Volume Serial Number.
58 7C BC 6C 09 B9 86 7A

6CBC-7C58
Y%SYSTEMDRIVE%




#Timeline

Repair %SYSTEMDRIVE% + TimeLine

root@siftworkstation:/mnt/hgfs/ZN# log2timeline.py -z Europe/Moscow --vss -0 206848 /tmp/out.dmp image.raw.001
[INFO] (MainProcess) Starting to collect pre-processing information.

[INFO] (MainProcess) Filename: image.raw.001

[INFO] (MainProcess) [PreProcess] Set attribute:
[INFO] (MainProcess) [PreProcess] Set attribute:
[INFO] (MainProcess) [PreProcess] Set attribute:
[INFO] (MainProcess) [PreProcess] Set attribute:
[INFO] (MainProcess) [PreProcess] Set attribute:

sysregistry to //Windows/System32/config

windir to //Windows

systemroot to //Windows/System32

osversion to Windows 7 Ultimate

users to [{'path': u'%systemroot%\\system32\\config\\systemprofile', 'name’:

u'systemprofile', 'sid': u'S-1-5-18'"}, {'path': u'C:\\Windows\\ServiceProfiles\\LocalService', 'name': u'LocalService', 'sid": u'S-1-5-
19'}, {'path": u'C:\\Windows\\ServiceProfiles\\NetworkService', 'name": u'NetworkService', 'sid': u's-1-5-20'}, {'path":
u'C:\\Users\\Buh', 'name': u'Buh’, 'sid": u'S-1-5-21-1763802780-1856636607-2041353846-1001"}]

root@siftworkstation:/mnt/hgfs/ZN# psort.py -w out.csv /tmp/out.dmp "date > '2014-11-01""

3k 3k 3k 3k 3k 3k 3k 3k 3k sk 3k 3k %k %k >k 3%k 3k >k 3k >k 3k %k >k 3k 3k 3%k %k %k 5k %k %k k kK k Counter sk 3k sk 3k sk 3k sk 3k >k 3k 3k sk 3k 3k 3k 3k %k 3k %k %k 3k 3k 3k %k %k 5k %k %k %k %k >k %k *kk k*k

[INFO]

[INFO] Stored Events : 589599
[INFO] Filter By Date : 388829
[INFO] Events Included : 200770

[INFO] Duplicate Removals : 70564




#Timeline. Collection Information

2014-11-11T17:41:23.644137+00:00 — F1E64096.doc:vss_store_0

2014-11-11T17:41:25.148820+00:00 — /USERS/BUH/APPDATA/LOCAL/NTXOBJ.EXE
2014-11-11T17:41:25.708204+00:00 — /Windows/System32/com/svchost.exe

2014-11-11T17:43:54.666821+00:00 — /ProgramData/Mozilla/AFpDX1MObVpfDWUMBQ.bin
2014-11-11T17:43:58.278689+00:00 — \ControlSet001\services\FDResPubSys - C:\Windows\system32\com\svchost.exe
2014-11-11T14:54:36.135177+00:00 — netsh + u'http://+:80

... go to hell

2014-11-11T17:53:32.350000+00:00 — mimi.exe

2014-11-11T17:53:41.404527+00:00 — /Intell/mimi/6.txt

2014-11-11T17:54:52.053700+00:00 — /Intell/mimi/mimi32/mimikatz.log

2014-11-11T20:00:06.057633+00:00 — \CLSID\{%GUID% }\InProcServer32 - C:\Users\Buh\AppData\Local\DAOQimdx7tab.dmo
2014-11-11T720:30:08.342691+00:00 — /Windows/Prefetch/RUNDLL32.EXE-46F5E288.pf
2014-11-11T20:30:08.764554+00:00 — /Users/Buh/AppData/Local/Temp/DMI72CF.tmp

2014-11-11T21:10:52.354147+00:00 — /Users/Buh/AppData/Local/Temp/MBR_Eraser.exe




#Volatility. PSlist

2014-11-11T17:41:23.644137+00:00 - F1E64096.doc:vss_store_0
2014-11-11T17:41:25.148820+00:00 - /USERS/BUH/APPDATA/LOCAL/NTXOBJ.EXE
2014-11-11T17:41:25.708204+00:00 - /Windows/System32/com/svchost.exe

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

0x856cb780:ntxobj.exe 2014-11-11 17:41:25 UTC+0000
. Ox86d6cb40:svchost.exe 114 2014-11-11 17:43:48 UTC+0000

. BxB6649410:svchost.exe 27 2014-11-11 17:43:52 UTC+0000
Ox86ddeb30:rundll32.exe 267 2014-11-11 21:18:41 UTC+0000

2014-11-11T17:43:54.666821+00:00 — /ProgramData/Mozilla/AFpDX1MObVpfDWUMBQ.bin

0x86d11f80 3896 0x1d4  ©x120089 File \Device\Harddiskvolume2\ProgramData\Mozilla\AFpDX1MObVpfDWUMBQ.bin




#Volatility. CnC

2014-11-11T17:41:23.644137+00:00 - F1E64096.doc:vss_store_0
2014-11-11T17:41:25.148820+00:00 - /USERS/BUH/APPDATA/LOCAL/NTXOBJ.EXE
2014-11-11T17:41:25.708204+00:00 - /Windows/System32/com/svchost.exe
2014-11-11T720:30:08.342691+00:00 - /Windows/Prefetch/RUNDLL32.EXE-46F5E288.pf
2014-11-11T20:30:08.764554+00:00 - /Users/Buh/AppData/Local/Temp/DMI72CF.tmp

0x3de9b3de TCPv4 192.168. 129:49419 ESTABLISHED rundll32.exe
Ox3f4204d0 TCPv4 192.168. 129:49425 SYN_SENT svchost.exe

@x3f65c8a8 TCPv4 192.168. 129:49420 ESTABLISHED rundll32.exe
Ox3f7cB83a8 TCPv4 192.168. 129:49421 CLOSED rundll32.exe

Boinet

Login




#Volatility. Code Injection

Detecting Injection - Code injection is relatively easy to detect and having no memory-mapped:

- Process: svchost.exe Pid: 3668 Address: 0x60000

Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE

Flags: CommitCharge: 53, MemCommit: 1, PrivateMemory: 1, Protection: 6

- Process: svchost.exe Pid: 3896 Address: 0x60000

Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE _|a[x]

Flags: CommitCharge: 53, MemCommit: 1, PrivateMemory: 1, Protection: 6
% WEE

i |

----F-‘ ‘ ----- L]

k.




#Volatility. Registry

2014-11-11T17:43:58.278689+00:00 — \ControlSet001\services\FDResPubSys - C:\Windows\system32\com\svchost.exe

vol.py -f memory.dump --profile=Win7SP0x86 printkey -K "ControlSet001\services\FDResPubSys"

Registry: \REGISTRY\MACHINE\SYSTEM
kKey name: FDResPubSys (S)
Last updated: 2014-11-11 17:43:58 UTC+0000

Subkeys:

Values:

REG_DWORD Type : (S) 16

REG_DWORD Start : (s) 2

REG_DWORD ErrorControl : (5) 1

REG_EXPAND_S7 ImagePath : (S) C:\Windows\system32\com\svchost.exe

REG_5Z DisplayName : (S) \ud423\ue431\ub43b\ue438\uA43a\uB430\uB446\u438\uB44f \ue4
0\u0435\u0441\uO443\u0440 \uD441\uB43e\ub432 \ud43e\ud431\ud43d\ub430\uB440\uD443\uB436\uB435\ubd

3d\u0438\u044f \ub444\ud443\u043d\ue43a\ub446\u0438\un438




#Volatility. Registry

2014-11-11720:00:06.057633+00:00 — \CLSID\{%GUID% }\InProcServer32 - C:\Users\Buh\AppData\Local\DAOimdx7tab.dmo

vol.py -f memory.dump --profile=Win7SP0x86 printkey -K "CLSID\{FB314EDC-A251-47B7-93E1-
CDD82E34AF8B}\InProcServer32"

egistry: \??\C:\Users\Buh\AppData\Local\Microsoft\Windows\UsrClass.dat
ey name: InProcServer32 (S)
Last updated: 2014-11-11 20:00:06 UTC+0000

: (5) C:\Users\Buh\AppData\Local\DAOimdx7tab.dmo
ThreadingModel : (S) Apartment




#Volatility. ShimCache

2014-11-11T17:53:32.350000+00:00 — mimi.exe
2014-11-11T17:53:41.404527+00:00 — /Intell/mimi/6.txt

REG_BINARY C:\Intell\mimi.exe :

Count: 1

Focus Count: ]

Time Focused: 0:00:00.500000

Last updated: 2014-11-11 17:53:32 UTC+0000
Ox00000000 OO0 OO0 00 00 01 OO 0O 00 0O OO OO0
Ox000000106 60 00 86 bf 00 66 86 bf 00 00 80
Ox00000020 60 00 80 bf 00 66 86 bf 60 06 80
Ox00000030 60 00 86 bf 66 @6 86 bf ff ff ff
Ox00000040 d8 fd cf @1 660 60 A0 66

REG_BIMNARY C:\Intell\mimi\mimi32\mimikatz.exe
Count: 2

Focus Count: 3

Time Focused: 0:01:26.847000

Last updated: 2014-11-11 18:04: uUTCc+0008
Ox00000000 OO0 OO OO0 0O 02 OO 03 00 00
Ox00000010 60 00 80 bf 0O 0O 00 00 80
Ox00000020 00 00 80 bf 0O 0O 00 00 80
Ox00006030 0660 00 86 bf 06 6O ff ff ff
Ox00000040 da fd cf 61 06 86




#Timeline. Collection Information

2014-11-11T17:53:32.350000+00:00 — mimi.exe
2014-11-11T17:53:41.404527+00:00 — /Intell/mimi/6.txt
2014-11-11T17:54:52.053700+00:00 — /Intell/mimi/mimi32/mimikatz.log

Result:
User Name : Buh
Domain : Buh-PC

Password : igf42er5



#Timeline. Collection Information. CnC

NOP

Reboot
Wipe
SelfRemove

CfgWrite

Update

DownloadAndExecuteEXE nnu DAMPDLL

ChangeURLs

u machine - proxy




#Collection Information. Anunak

CVE-2012-0158 + porosop.doc = <3 be: GG - o

N

ntxobj.exe

N

%SYSTEM%/Com/svchost.exe %All Users%)\Application Data\Mozilla\%name%.bin

- netsh
- AmmyAdmin
_ Mimikatz




#Collection Information. Corkow

" g KO
| — e | Corkow.dll
MON
KLG
POINTING TO HVNC
i FG

dil Q
a— UIK
dil @ [HKCU\...\Run] o————~

HWQm

0O O 0000

Rundll32.dll + Volume Serial + DIlIGetClassObject = <3

*http://habrahabr.ru/company/eset/blog/214197/




#Collection Information. Corkow

-

CFF Explorer VIII - [dx7tab.dmo]

File Settings 7

H " dxTtab.dmo X
25
Member Offset Size Value ~
B [=] Fle: dxAab dmo ;
B Characteristics 00011550 Dword 00000000
— [ Dos Header
(2] Nt Headers TimeDateStamp 00011554 Dwaord 4ADTOTD4
15 File Header . -
2] Optional Header MajorVersion 00011558 Word 0000
(=] Data Directories [x] MinerVersion 00011554 Word 0000
t— (& Section Headers [x]
| & Eqport Drectory Name 0001155C Dword 0001218C
+— [ Import Directary Base 00011360 Dword 00000001
— D Resourcs Direcry NumberOfFunctions 00011564 Dword 00000002
t— IC) Relocation Directory
— "‘:LMdm Converter MNumberOfNames 00011568 Dword 00000002
— % Dependency Walker AddressOffunctions 0001156C Dword 00012178 v
— 4, Hex Editor
— “) dentifier Ordinal Function RVA | Name Ordinal | Name RVA Name
— "‘_“1, Import Adder
— %, Quick Di
- “:‘u Rebuilder (nFunctions) Dword Word Dword szAnsi
— "‘:\,leue Editor - N
L 4, uPx Wity 00000001 0000708C 0000 00012198 DllGetClassObject
00000002 000033E7 0001 00012144 MergeFontPackage

5| Find Handles or

Filter:  De3248590

DLLs

=
Process

Type MName
rundll32.exe {3452) Section

‘\Sessions\1\BaseMNamedObjects\0e3248530

Rundll32.dIl + Volume Serial + DlIGetClassObject = <3

SizeOflnitializedData 00000103 Dword
SizeOfUninitializedData 0000010C Dword
AddressOfEntryPoint 00000110 Dword

QO0EDCO0
Q0000000
Q0000000

MachineGuid + Handles




INVESTIGATION OF INFECTION {mobile} BANKING TROJAN




#Collection Information. FakeFlashPlayer

/Root/data/com.android.providers.downloads/databases/downloads.db:
/storage/sdcard0/Download/FlashPlayerUpdate.apk - 27 june 2014 20:02:20 from
http://chek-flash-player.com/FlashPlayerUpdate.apk

Virtual Device (Xamarin) + Dex to jar + JD-GUI

1,y Adobe Flash Player

Flash Player Bawero ycTponcTBo yenewHo oo 1] A B AKTyaNnbHOM COCTOAHHH

MemHiTe, 4To Heceosrpamennas obHarnanie 10 Bawel CHOTEME MEXaT NPHERETH K Sapa 2HAMK YoTPoRCTES GNACHLMK EHpYEaMA.

APP || App || ApP

APP || APp || APP

APP || App || ArPP




#Collection Information. MobileBanking

/Root/data/ com.timer.seconds/databases/System:

idevice counrty | network | number | gate
15 Jul 2014 20:04:45
GMT

verification/m/img/s_cfmxw.css
verification/m/img/form.css
verification/m/img/s_gyzt.css
verification/m/img/s_c.js
verification/m/js/jquery.validate.js
verification/m/js/additional-methods.js
verification/m/img/logo.png

15 Jul 2014 20:04:48
GMT

verification/m/img/hit.gif
verification/m/img/p.gif
ajax/libs/jquery/1.9.0/jquery.min.js

APP || App || ApP

http://ajax.

APP || APp || APP

APP || App || ArPP
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