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Since it was first identified in 2014, the Emotet banking trojan has been a persistent threat that has affected over 1.6 million
computers and led to millions of dollars in loss. However, in January 2021 a collaborative effort between law enforcement in
several countries, coordinated by Europol and Eurojust, dismantled the operations of Emotet, which was followed by several

arrests in Ukraine.

Despite the disruptions in their operations, within 9 months, in November 2021, new Emotet samples were discovered in the

wild. Though the new variant of Emotet is very similar to the previous bot code, it differs in the encryption scheme used for

command and control communications.

In this article, we delve into the technical aspects of the re-emerged Emotet malware dubbed Emotet 2.0.

After almost a year-long hiatus, the Emotet malware has returned to the threat landscape through spamming campaigns.

Adversaries are using weaponized Microsoft Word document files to spread the infection.

As shown in the image below, users are tricked into clicking “Enable Content” to execute the malicious Macros that

downloads Emotet malware hosted on various WordPress websites compromised by the attackers.

The images below illustrate the different Powershell payloads from multiple malicious documents:

When the payload is DLL, the campaign uses Rundll32 to execute an exported function Control_RunDLL to deploy the

Emotet payload.

When the payload is a .exe executable file, the Powershell payload fetches the .exe file from the attacker’s infrastructure and

executes on the victim’s system.

As seen in the image below, the memory permissions for the region 0x10000000 to 0x00028000 have been set to ERW

(Execute, Read, Write).
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